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Foreword

Jonathan Greenfield’s thesis work in distributed computing, presented in this mono-
graph, is part of my research project on programming paradigms for parallel scien-
tific computing at Syracuse University. The starting point of this research is the def-
inition of a programming paradigm as “a class of algorithms that solve different
problems but have the same control structure.” Using this concept, two or more
parallel programs can be developed simultaneously.

First, you write a parallel generic program that implements the common control
structure. The generic program includes a few unspecified data types and procedures
that vary from one application to another. A parallel application program is obtained
by replacing these types and procedures with the corresponding ones from a sequen-
tial program that solves a particular problem. The clear separation of the issues of
parallelism from the details of applications leads to parallel programs that are easy to
understand.

Jonathan Greenfield has convincingly demonstrated the power of this program-
ming methodology in this monograph on Distributed Programming Paradigms with
Cryptography Applications. The work makes several contributions to parallel pro-
gramming and cryptography:

1. The monograph describes five parallel algorithms for the RSA cryptosys-
tem: enciphering, deciphering, modulus factorization, and two methods for
generating large primes.

2. The parallel performance of these algorithms was tested on a reconfig-
urable multicomputer—a Computing Surface with 48 transputer processors
and distributed memory.

3. RSA enciphering and deciphering are very time-consuming operations that
traditionally use a serial method (cipher block chaining) to break long mes-
sages into shorter blocks. Jonathan has invented a new method, called mes-
sage block chaining, which permits fast enciphering and deciphering of
message blocks on a parallel computer.

4. The RSA cryptosystem requires the generation of large primes. The primal-
ity of large random integers has traditionally been certified by the proba-
bilistic Miller-Rabin algorithm. Jonathan has proposed a new algorithm that
uses deterministic primality testing for a particular class of large random
integers.
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5. The five distributed programs are derived as instances of two programming
paradigms invented by Jonathan: the synchronized servers and the compet-
ing servers paradigms. The latter is particularly interesting, since it demon-
strates that non-determinism is necessary for efficient use of parallel com-
puting in some user applications—which was an unexpected surprise for
me.

The work is an appealing combination of the theory and practice of parallel com-

- puting. From the point of view of a computer user, the most important contribution is

the new method of fast RSA enciphering and deciphering, which can be implement-

ed in hardware. From the point of view of a computer scientist, it is an amazing feat

to recognize five different aspects of the same application as instances of two simple

programming paradigms for parallel computing. In addition, the monograph is well-
written and easy to understand.

June 1994 Per Brinch Hansen
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