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Preface 

This fast software encryption workshop (FSE) follows the previous three work- 
shops held in Cambridge in December 1993, in Leuven in December 1994, and in 
Cambridge in February 1996. The workshop was organized in cooperation with 
the International Association for Cryptologic Research (IACR), and with the 
kind support of Algorithmic Research and of Microsoft. It was held at the Tech- 
nion (Haifa, Israel), January 20-22, 1997. The programme committee consisted 
of Eli Biham (Technion - chair), Ross Anderson (Cambridge University), Don 
Coppersmith (IBM Research), Cunsheng Ding (Turku), Dieter Gollmann (Royal 
Holloway), Jim Massey (ETH Zurich), Mitsuru Matsui (Mitsubishi), and Bart 
Preneel (Katholieke Universiteit Leuven). Next year's fast software encryption 
workshop will be organized by Serge Vaudenay and will be held in Paris. 

This series of workshops concentrates o n  the theory and practice of fast cryp- 
tography, and in particular of blockciphers, stream ciphers, hash functions, and 
message authentication codes. The presentations deal with new suggestions of 
such cryptographic primitives, their design, and their analysis. Special prefer- 
ence is given to the applicability of these primitives in software, and their fast 
implementations. On the other hand, applications and analyses of other crypto- 
graphic primitives, and in particular of public key cryptosystems, are beyond 
the scope of the workshops, and their design and analysis is dealt with in other 
conferences and workshops on cryptography. 

This year, 44 papers were submitted to the workshop. Each of these papers 
was refereed by at least three programme committee members. All the reports 
were later sent to the respective authors. Based on the reports, 23 papers were se- 
lected for presentation at the workshop, including seven papers on cryptanalysis, 
four papers suggesting new blockciphers, three dealing with stream ciphers, three 
with message authentication codes, three with modes of operation, and three pa- 
pers with the core of fast software encryption, i.e., how to design fast encryption 
in software. 

In addition, two discussion sessions were held: a discussion on the require- 
ments and evaluation criteria for the Advanced Encryption Standard, whose de- 
velopment process was recently announced by the US National Institute of Stand- 
ards and Technology (NIST), and a discussion on the security of cryptosystems 
and the relation between theory and practice. The minutes of the first discussion 
are included in these proceedings. 

The workshop was organized almost entirely using email and WWW. A home 
page was created for the workshop, through which all the information on the 
workshop was distributed: the call for papers, registration and general inform- 
ation, acceptance of papers, and the workshop's program. All the papers were 
submitted using email (except for two papers submitted in paper form), and 
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all the distribution of papers to the programme committee and the discussions 
of the programme committee were done using email. In addition, all the papers 
were processed directly from their ~TEX files, using the llncs style, and were 
automatically merged into these proceedings. 

These proceedings follow the tradition of this series of workshops whose pro- 
ceedings have been published in Springer-Verlag's Lecture Notes in Computer 
Science (LNCS) series: The proceedings of the first FSE workshop, held in Cam- 
bridge in 1993, were published as LNCS 809, the proceedings of the second FSE 
workshop, held in Leuven in 1994, were published as LNCS 1008, and the pro- 
ceedings of the third FSE workshop, held in Cambridge in 1996, were published 
as LNCS 1039. 

I would like to thank the authors for their submissions and the participants 
for attending the workshop. The programme committee deserves special thanks 
for their hard work. Simon Blackburn, Antoon Bosselaers, Karl Brincat, Mike 
Burmester, Lars Knudsen, Sean Murphy, Kenneth G. Paterson, Vincent Rijmen, 
Serge Vaudenay, and Peter Wild are acknowledged for their services as external 
referees. It is also a pleasure to thank the Department of External Studies of the 
Technion, and in particular Pnina Sasson, who made all the local arrangements, 
and to thank Yvonne Sagi for her help in preparing some of the material for the 
workshop. Finally, special thanks go to the sponsors for their generous support. 

May 1997 Eli Biham 
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