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Abstract. This paper presents a method for the specification of the se-
curity of information systems. The proposed approach provides a flexible
and expressive specification method, corresponding to the specific needs
of organizations. First, we outline the overall guidelines of the security
policy definition process, and the different consistency issues associated
to the description of the security requirements of an organization infor-
mation system. The specification language used is based on a convenient
extension of deontic logic. The formalism and its extensions are defined
briefly. To illustrate the use of this formalism, the paper presents how
the method applies to the description of the security requirements of a
real organization : a medium-size bank agency.
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1 Introduction

This paper presents a practical framework for the specification of the security
policy of an organization such as an industrial company or a public service. These
organizations exhibit security needs, but they also have other requirements that
induce several specificities with respect to security management. First, the in-
formation system may exist prior to the explicit definition of its security policy.
Furthermore, it is important to provide an adaptable and structured method-
ology corresponding to the need for abstraction and progressive refinement in
the security policy specification process. Finally, the information system may
be imperfect, in the sense that the desired security properties may differ from
the actual observed properties. From the security point of view, these contradic-
tions appear intolerable, but they often result from a trade-off between the main
requirements of the organization and the enforcement of security measures. In
fact, the study of practical regulations often reveals discrepancies between the
actual situation and the desired behavior, and the security policy would probably
better cope with them rather than ignore them.

Consequently, in the context of an organization, most of the classical security
models are often unusable. The problem is that they impose constraints on the
design and the behavior of the system that may not be acceptable in a situation
where security is not a primary requirement. For example, the mandatory rules



68 Rodolphe Ortalo

of a multi-level security policy [1] imply to design the information system ac-
cordingly, and assume permanent application of the rules. Moreover, in the case
where the system already exists, the security policy could not be applied until
it has been re-designed. To face such situations, the specification of a security
policy must provide more flexibility and expressiveness.

In this paper, we use an extended deontic logic language to specify security
policies. Several authors already outlined the main features of deontic logic for
specifying security properties [9,12,4], and this formalism seems to be more ad-
equate for the specification of the security policy of an organization than usual
security models. The specification method we propose is based on an original
syntactical extension of the standard deontic logic language that allows a struc-
tured and convenient representation of the elements of the policy.

Given the imperfections of real information system policies, several types
of security policy inconsistencies may be encountered, corresponding to the el-
ements of the security policy that conflict with each other. By detailing these
cases, we identify some inconsistencies corresponding to a trade-off between func-
tionality and security in the organization, that may be tolerated in the speci-
fication. Furthermore, we argue that the formalism also offers the opportunity
to complement the security policy with a description of the vulnerabilities of
the information system. However, it is highly desirable to completely describe
the insecure states corresponding to inconsistencies in order to have a chance to
trust the system.

The structure of the paper is the following: Section 2 presents the various
elements of an organization security policy and the potential conflicts that it
may contain. Section 3 provides the definition of the specification language used
in this paper. Section 4 details the application of the method to an informa-
tion system. Section 5 presents a practical application example, addressing the
security needs of a bank agency. Finally, we conclude in Section 6.

2 Presentation of the Approach

2.1 Security Policy Components

The security policy of the system corresponds to the description of its security
needs. According to [10, Section 2.9], the security policy is “the set of laws,
rules and practices that regulate how sensitive information and other resources
are managed, protected and distributed within a specific system”. In this paper,
we consider that a security policy defines:

— the security objectives, i.e. the confidentiality, integrity and availability
properties expected of the system ;

— and the security rules which are imposed on the mechanisms which can
modify the security state of the system, in order to guarantee the security
properties.

The components of the security policy refer to specific entities of the system
(e.g. specific subjects or objects, available operations, or an organization chart).
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First, these description elements are added to the policy. In an organization
for instance, the names of the various individuals are mentioned. Additional de-
scription rules may also be added to the specification in order to reflect the
functional behavior of the system when this behavior may impose constraints on
the security-related aspects of the system. In an organization, such functional
rules represent the various information flows existing in the organization and
the way they interact with each other. The description of these operational rules
brings information that help the security administrator to adapt the security
policy to the actual operation of the organization. The description of the sys-
tem operation is limited to the basic elements needed to formulate the security
mechanisms and objectives, and to the operational rules that describe the por-
tions of the information system relevant to security. Therefore, this description
should remain minimal, and additional elements or rules should be introduced
only when needed.

Second, the security policy contains the security rules to be enforced by the
system. These rules reflect the way in which the security state of the system
evolves. In an organization, such rules define, for example, who can assign a new
position to an individual, or on which condition someone may delegate some of
his privileges to another person.

Finally, the security policy defines several security objectives that specify the
desired security properties for this system. The set of all these properties defines
the states of the system that are acceptable with respect to security. A security
state of the system that satisfies all the security objectives of the system security
policy is a secure state. An insecure state is a state where these properties are
not satisfied.

2.2 Refinement

The first version of the security objectives introduced in the security policy will
probably be rather generic. Therefore, it is very probable that these objectives
will be too restrictive and easily invalidated by the operation of the organization.
To resolve this problem, the introduction of new elements may be necessary
to limit the scope of an objective. Similarly, it may be necessary to introduce
new description rules, or accurately detail the various steps of a given task
in order to focus on a desired security property. Therefore, the description of
the organization will undergo several refinement steps, enabling to clarify the
security objectives and to improve the whole policy. Furthermore, the verification
of the policy can benefit from an incremental approach, as we will see in Sect. 4.2.

2.3 Security Policy Consistency

The security policy is consistent if, starting from a secure state one cannot reach
an insecure state without violating the security rules. Given the different security
policy components, we can distinguish several types of potential inconsistency :

— First, the description of the system may be inconsistent due to conflicting
functional rules. However, this is not a security-related specification problem.
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— Several security objectives may be contradictive. In this case, no secure state
exists and it is impossible to enforce the policy, therefore the security objec-
tives should be updated (e.g. by reducing their scope, or adding priorities).

— Some of the security rules of the specification may contradict each other. For
example, an individual may be able to reach a situation in which an obliga-
tion and an interdiction hold simultaneously with respect to the same action
(e.g. due to conflicting roles). The modification of the security mechanisms
may prevent such conflicts. However, it is also possible that the behavior of
the system eliminates the situations in which these conflicts can occur. If so,
description rules could be added to the system description to describe the
functioning more accurately.

— The verification of each security objective, starting with the system secu-
rity rules, may reveal an inconsistency. In this case, security rules fail to
enforce the objectives. Such inconsistency means that either security objec-
tives should be revised, or it is needed to introduce new security rules to
enforce the expected properties.

— Finally, it is possible that the functional rules conflict with the security objec-
tives. This case identifies weaknesses in the organization operation showing
that it is possible to bypass the security rules. To face this problem, two
directions are possible: it is possible to modify the organization operation
(and therefore decide to adapt the organization to the envisaged security
mechanisms), or to consider new security mechanisms which are compatible
with the actual operation (i.e. adapt the security policy to the information
system).

We can identify the mandatory consistency requirements of a security policy
specification. First, it seems necessary that the consistency of the system de-
scription be obtained. If the description of the system functioning is incorrect,
adding security requirements to the policy is a nonsense. Second, if several secu-
rity objectives are contradictive, i.e. if the enforcement of one objective implies
the failure of another, the information system is always in an insecure state.
Therefore, consistency of the set of all security objectives is necessary: if two
security objectives contradict, a choice must be made.

Other inconsistency types reflect problems such as incomplete security mech-
anisms that fail to enforce the security objectives, over restrictive security rules
that may lead to opposed permissions and interdictions in specific situations,
or dangerous functioning of the system that may allow to bypass the security
mechanisms. In practice, some of the security policies defined in organizations
exhibit such inconsistencies [5]. Furthermore, a situation in which such problems
occur may be acceptable if it corresponds to a legitimate trade-off in the orga-
nization. Exhaustive description of the insecure states is necessary to trust the
system, but security issues may not need to be totally reconsidered. The pur-
pose of the introduction of a description of the system behavior in our approach
to security policy specification is precisely to allow such precise insecure states
identification for some classes of inconsistent policies. Of course, improvements
may also be proposed, but the corresponding mechanisms may not be possible
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to be enforced in the organization if they perturb its normal operation, and we
think that the security policy specification should take this fact into account and
cope with some inconsistencies.

This point of view can be extended. We can envisage to complement the
system security policy by a description of the potential vulnerabilities of the
system. Vulnerabilities may be due to intrinsic weaknesses of the used security
mechanisms (such as cryptographic keys length), or to flaws identified after the
system has started its operational life [10, Para.3.25-28], [11, Sect.6.C]. Such
vulnerabilities compromise theoretically the security of the system, but may be
very difficult or very long to exploit. The identification of the insecure states
due to vulnerabilities allows to assess their impact on the security objectives.
This assessment should help the information system security administrator to
propose relevant changes given the known vulnerabilities of the system.

3 Specification Language

In order to handle such cases, we need a security policy specification formalism
flexible enough to separate the functional description of the system and the secu-
rity needs description, and which furnishes methods for exploiting inconsistent
specifications due to the integration of vulnerabilities in the description. Modal
logic, or more precisely deontic logic, is a formal framework that seems to be
expressive and adaptable enough to specify security policies of organizations [9,
12,4). Deontic logic is a branch of modal logic to reason about normative versus
non-normative behavior by means of modal operators such as ought, permitied
and forbidden [15, Preface]. Furthermore, by using these special operators, de-
ontic logic provides a mean to specify that some behaviors of the system are
non-normative (illegal) but nevertheless possible. We present briefly in this sec-
tion the deontic logic language that we selected. A general presentation of modal
logic can be found in [3].

3.1 Deontic Logic Language

Like any modal logic, deontic logic is an extension of usual propositional logic
by one or several deontic operators. More precisely, if ® is a set of atomic propo-
sitions a, b, ¢, ..., if =, V, A, = and < are the usual boolean operators, and if
O, P and F are the three modal operators of deontic logic, the deontic language
denoted Lo (%), or simply Lo when it raises no ambiguity, is the set of formulas
(or sentences) built with the following rules:

—ifpe @, pis aformula;
— if p and q are formulas, -p, pV q, pA g, p = ¢, and p & ¢ are formulas;
— if p is a formula, Op, Pp and Fp are formulas.

A modal formula is a formula of Lo which contains at least one operator O,
P or F. A non-modal formula is a formula which contains none.
In natural language, formulas Op, Pp and Fp are read, respectively, “It is
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obligatory that p”, “It is permitted that p”, and
“It is forbidden that p”. Therefore, operators O, Fp=0-p (1)
P and F denote respectively the notions of obli- Pp = -0O-p (2)
gation, permission and interdiction. Conforming

to the definitions of necessity (operator 0) and Op= Pp D
possibility (operator ©) in classical modal logic, O (r=9 = (0p=0q) K
one can state relations between these various op- P RN
erators. First, F can be defined from O by (1). Op

P is the operator dual of O. Therefore, one can

also consider the relation (2) between operators O and P, similar to the rela-
tion between necessity and possibility in classical modal logic. Finally, standard
deontic logic [3, Chap.5], also contains axiom D which relates obligation and
permission.

A modal logic system is an extension of propositional logic, therefore it con-
tains all the axioms and inference rules of propositional logic. Thus, Lo contains
all tautologies and is closed under modus ponens. We consider in this work a nor-
mal modal logic system, i.e. a system that contains axiom K and the inference
rule RN (“Rule of Necessitation”).

In this paper, we want to use deontic logic for the practical representation of
security properties. Even though it may have a direct impact on our work, study-
ing deontic logic in itself, or as a formal language for reasoning about legal issues
and normative systems (or security), is out of the scope of this presentation.
Therefore, we use standard deontic logic, i.e. the KD system of classical modal
logic. Especially we accept (2) as a suitable definition of permission. However,
these simplifications are done in order to clarify the security policy specification
method, and they do not prevent further extensions of the logical language used,
such as suggested in [3, Chap. 10].

Finally, we recall the semantics associated to a normal modal logic language
like Lo. It is a Kripke’s semantics, or possible world semantics [13]. A Kripke
model M for a modal logic system is defined by a triple (W, R, V) where W is
a set of possible worlds w, R is a binary relation over W called the accessibility
relation, and V : W x & — {true, false} is a function furnishing in each world
w € W the truth value V (w,p) of the atomic proposition p. The fact that
proposition p is true in a world w of model M is noted M p. This truth value
is defined in the following way!, which extends usual propositional calculus:

— if pe &, =M pif and only if V (w,p) = true
~ M —p if and only if we do not have =M p
~ EM (pAg) if and only if =M por =M ¢

- =M Op if and only if V' € M/wRw', =M p

The first three statements conform to the classical truth value definition of
a formula in propositional logic. From the last definition, we see that in the
Kripke’s semantics the formula “It is obligatory that p” is true in a world w if
and only if p is true in every world w' which w is in relation with. When w is

1Using - and V as the fundamental boolean operators.



A Flexible Method for Information System Security Policy Specification 73

in relation with w', we say that w' is directly accessible from w, or equivalently
that w' is a possible world for w . The definition of the truth value of Pp is easily
deduced from the one of Op using (2):

~ EM Pp if and only if 3w’ € W/wRw', =M p

3.2 Language Extensions

The language Lo, or Lo (@), is based on a set of atomic propositions ®. In order
to ease the specification task, it is desirable to introduce constructs allowing a
structured and hierarchical description of the various formulas of Lo . Therefore,
we propose to use a syntactical extension of this language, denoted Lo.

Let II be a set of sets A, B, C,..., ordered by the partial order relation of
inclusion C. The language Lo (II), or simply Lo when it raises no ambiguity, is
syntactically identical to the language Lo defined in Sect. 3.1.

This extension is purely syntactical. Its interest resides in the possibility
of structuring the atomic propositions of the language through a hierarchical
description of a set by its subsets. In order to ease the construction of the various
sets E elements of II, we allow the use of the operator x (set product) to define
the elements of II, with the natural extension of the relation of inclusion.?

The deontic language Lo (®r1) associated to the extended language Lo (IT)
is built considering the set ®p defined as &y = {E€ I/ (VE' € I,E' ¢ E)}.
Therefore, ®y is the set of all the terminal sets of II, i.e. the sets that do not
contain any other sets and form the basis of the hierarchy defined by relation C.

A sentence f of Lo (II) is associated to a set Ty

of formulas of Lo (®r;) defined recursively by (3), Xy = U e )
where f|;, is the formula built by substituting E'CE
for all the occurrences of symbol z the symbol y
in formula f. Therefore, a formula f of Lo (I) is a short notation for several
formulas of Lo (®11). These formulas are those obtained by replacing, in f, every
occurrence of a non-terminal set of II by its content until we obtain formulas
mentioning only elements of ®p.
Using Set Constructors. Similar notations allowing the direct use of sets
within formulas have already been applied to logical languages developed for
database systems [14]. These extensions aim at facilitating the specification task.
Sets allow for a progressive and hierarchical description of the basic elements of
the security policy, and these sets can be used directly in the formulas of the
extended language. To illustrate the use of this notation, we consider now several
formulas written in Lo (II) and the equivalent set of formulas in Lo (®p).?

A simple equation of the extended language Lo, e.g. P (A V B), should be
represented by a whole set of formulas in Lo, here: {Vp € A,Vqg € B,P(pV ¢q)}.

Ex E ={(e,€') Je€ E,e’ € F'},and EXE CFxF & ECFAE CF'.

3In these examples, sets A, B, ‘Administrators’, ‘Software types’ and ‘Departments’
refer to sets containing atomic propositions only. ‘Install’ is itself an atomic proposition,
i.e. an empty set.
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The set product operator x of Lo (II) allows the definition of structured sets
as elements of the language. This eases the description of various items starting
with some of their typical features. Hence, formula (4) states directly a set of
permissions associated to software installation tasks. These tasks are described
by the action symbol ‘Install’, the various people allowed to perform the instal-
lation gathered in the set of the system administrators, and the various target
software. Pieces of software are themselves described through two characteristics:
their type (word processor, spreadsheet, etc.), and the organization department
that owns them. The description of all these elements in the original language
Lo would necessitate the definition of many elements, sharing common typical
characteristics. Formula (5) shows such a set. As can be seen, in a conventional
notation, set product corresponds to several indices.

P (Install x Administrators x (Software types x Departments)) {4)
{P (InStaua,Software,_d) }

a€Administrators,t€Software types,deDepartments (5)

Graphical Representation. These extensions also make the specification lan-
guage suitable for a graphical presentation that can be manipulated with classical
user interaction techniques (drag and drop, etc.). This graphical representation
represents the sets hierarchy leading to the definition of the atoms of the lan-
guage using hierarchical lists. The operators of the language are also represented
using graphical artifacts called slot-boxes. The purpose of this representation is
to provide a simple and convenient method to define and manipulate the security
policy specification elements. Figure 1 presents an example of this representation
for defining the content of the sets mentioned in (4).

Software types

Departments Administrators
M Word processors
anagement TATEX Al
Production c 1 P A2
Sales ompilers A3
Spreadsheets

Fig. 1. Example of sets graphical representation

This graphical approach has been implemented within a tool enabling to
define and modify easily a security policy. This editor is based on the Amulet
graphical library [16] which was very convenient for this realization. In the re-
maining of this paper, we will adopt this graphical representation for sets, but for
space reasons, we will use a conventional linear notation for formulas involving
operators.

4 Application to Information Systems

Security needs justifying the elaboration of a security policy appear in many or-
ganizations. For example, we can mention banks (transactions integrity), telecom-
munication companies (system availability), or medical and public-health ser-
vices (legal confidentiality obligations). However, all these organizations also
have other priorities distinct from security. In this section, we present how the
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deontic logic language presented previously can be applied to the specification
of the security policies of such organizations, and the various possible situations
associated to the specification verification.

4.1 Guidelines

In the context of an organization, a security administrator would be in charge
of the security policy definition. While this administrator would probably have
a good knowledge of the target organization, it is probable that he would not be
familiar with a modal logic language. Therefore, we detail several steps of this
formalization process.

Reuse of available information. Most of the description elements of the
specification appear in documents describing the organization and its operation.
These elements are related to physical entities, individuals, or a functional de-
composition of the organization. They refer also to specific attributes (such as
confidentiality levels). Many of these items appear in description documents al-
ready available in the organization, such as an organization chart, some tasks
definition documentation, handbooks, norms if applicable, etc. With respect to
security issues, other documents help the system administrator. For instance,
organization charts also mention the individuals situation in the hierarchy and
their privileges. The policy can also be based on existing regulations, documents
supporting the evaluation of the organization according to a set of security crite-
ria {10], a previous risk analysis, laws if applicable to the organization, etc. When
the security policy specification target is a system to be designed (and not a sys-
tem in operation), the security designer should look for equivalent information
existing in the design documents.

System description. In the deontic logic language presented previously, the
description of the organization is performed through the introduction of atomic
propositions representing the basic elements, and non-modal formulas (built
with the operators of usual propositional logic) representing the aspects of the
functioning that are relevant for security. For example, consider the process
of internal purchase in an organization: an employee formulates a purchasing
demand, which must probably be validated by a manager before going to a
specialized department that performs the operation. In order to describe these
different steps, first one needs to introduce several atoms such as ‘demand’,
‘manager authorization’, ‘order’ and ‘delivery’. Then, one can state the causal
dependencies between these steps and the condition for an order to be actually
sent by the purchase department. This is represented by logical formulas like:
demand A manager authorization = order and order => delivery.

Security rules. The security mechanisms existing in the system are added to
the description of its operation. A security mechanism describes the link be-
tween the permissions (or interdictions) and the state of the system (or, more
precisely, only a subset of the whole state of the system: its security state,
made of security attributes). Therefore, it may be represented by a modal for-
mula stating a permission conditioned by some non-modal formula, such as:
directory writable = P (rename the file).
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Integration of roles. The main asset of role-based policies resides in the op-
portunity that they offer to specify constraints on abstract elements (the roles)
instead of enumerating several analogous constraints for all the concerned sub-
jects [19]. Formula (4) presented previously shows that the possibility to use sets
directly in a formula in Lo allows to define and use easily user groups. To support
roles, we enumerate not only the various roles, users and permissions, but also
the desired pairs (role, user), and use modified authorization rules that constrain
users permissions according to user roles. For example, we may modify (4) to:
P(Install x Agent x Software) = Administrator x System administrator. In this
approach, roles appear as intermediate abstract entities between the permissions
in the system and the actual users. This extra level improves the flexibility of
the specification, as roles are defined independently of the elements they relate.
This flexibility is achieved at the cost of an extra specification work to associate
users to roles. As shown in [17], several variants of this method can be used to
introduce roles in a deontic logic specification.

Security objectives. Finally, we use the basic elements defined previously to
describe the security objectives of the information system. If a regulation exists
in the organization, it will be transposed in the security policy specification.
The deontic logic language allows an easy definition of the security objectives,
through the use of the obligation, permission and interdiction operators that
allows a natural wording of the desired security properties. Therefore, a security
objective is usually represented by one modal formula, such as Op or F {p A —¢q).

4.2 Exploiting the Specification

An asset of a formal language resides of course in the availability of formal cal-
culus methods, useful to reason about the security policy. Several directions may
be followed to address this issue. See [8,6] for a general presentation of modal
logic proof theory, and [4] for an application to the verification of security prop-
erties. Provided that this calculus exists, several verifications can be performed
on the specification corresponding to the various inconsistency types identified in
Sect. 2.3. With respect to validation problems, the incremental process presented
in Sect. 2.2 exhibits new advantages.

Non-modal formulas, such as p, pVg, pAg = r, corresponds to the description
of the system components and functioning. Such formulas must form a consistent
basis for the security policy. Therefore, validation of all the non-modal formulas
should be done separately, prior to further verification of the security-related
formulas. As these formulas only form a partial description of the system and
are propositional logic formulas, their number is limited and we do not expect
their validation to be prohibitive.

When inconsistency comes from the combination of two security objectives
(this can be checked directly by verifying the conjunction of the two correspond-
ing modal formulas in the chosen modal system), a choice must be made. This
situation may be difficult to manage if it is attempted to verify the whole secu-
rity policy directly in one step. However, if the specification process follows the
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incremental method suggested, the verification of the security objectives com-
patibility should be done separately?. We can also check that the security policy
specification exhibit some properties, such as the fact that there are no conflict-
ing obligation and interdiction. This is represented by - (Op A Fp), which must
be true in the specification.

Inconsistency types potentially related to an organization trade-off appears
mainly when considering the Kripke’s semantics of the deontic logic security
policy specification. An inconsistency appearing between formulas describing
security rules, such as pA ¢ = Fr or p = Pgq, means that the semantic model M
of the specification contains a world w (corresponding to a system state) in which
several permissions or obligations conflict (e.g. both =M Pp and =M Fp hold
for some p and w). Similarly, an inconsistency appearing after the addition of a
security objective to the specification shows that there exists worlds in the model
where the modal property corresponding to the objective is not true. In each
case, a model M invalidating the specification identifies the various intermediary
states leading to an insecure state as well as the possible transitions between
them, as it provides the truth values V (w, p) of the atomic propositions in each
world, as well as the relation R between the worlds.

The verification process may exhibit a counter-model M invalidating the
specification. In this case, the counter-model may be used to identify the various
rules (either functional rules or security rules) involved, as well as the condi-
tions on the state of the system that allow this failure. With this information,
modifications may be proposed. If the functioning of the system never allows
such situations (e.g. one person simultaneously associated to all the roles in the
system), additional formulas may be incorporated to the security policy to rule
out such states. If a succession of applications of security rules allows to defeat
the proposed objective, either the rules may be updated or the objective revised.
Finally, if the behavior of the system allows to bypass several security rules and
defeat the security objective, modifications of the operation of the system may
be proposed in order to improve its security. In each case, the trade off between
security issues and operational issues may be difficult to manage, but the infor-
mation extracted from the counter-model M helps the system administrator to
determine the appropriate solution. The interest of the information that can be
extracted from such a counter-model may favor the use of a semantics-based de-
duction method for the verification of a deontic logic security policy specification,
such as those presented in {7, 2].

We see that the specification, even when inconsistent, can be exploited use-
fully. In fact, we argue that the ability to analyze precisely and exhaustively the
various possible evolutions of the state of the system that contradict a security

It should be noted that, with the language presented in Sect.3, it is also possible
that global inconsistencies, similar to those corresponding to conflicting objectives,
result from a combination of propositional formulas (describing the functioning) and
formulas describing security rules. This specific case corresponds to the fact that in a
specific system state some security rules lead to a contradiction, and, simultaneously,
the functioning of the system always leads to this state. This case should be treated
like conflicting objectives and be eliminated.
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objective is very important in the context of an organization information system.
In this context, the verification of the whole specification is very likely to fail due
to contradictory objectives, or incomplete or inadequate security rules. Further-
more, it may be acceptable to tolerate inconsistencies, if all the evolutions of the
information system that may lead to an insecure state are very improbable or
very difficult to exploit. This assessment can rely, for example, on an evaluation
method [18]. However, such situations cannot be understood if a precise descrip-
tion of the security needs does not provide the information needed to qualify the
insecure states.

4.3 Description of Vulnerabilities

The approach finally offers the opportunity to include

in the security specification additional components po- d,=Pp (6)
tentially leading to inconsistencies, representing the pAd, = 0dy  (7)
vulnerabilities of the information system. In (6), we de- 1 "
fine a right d, with respect to a proposition p as the PA Pg= OPr (8)

permission of p. We propose to define a vulnerability

as the fact that, given a right and a specific state of the system, it is possible to
obtain a new right (possibly not legitimate). We describe this as the property
that “if a non-modal (propositional) property p and a right d, are true in a world
w, then there exist another world w' in relation with w such that another right
d, is true in w'.”

Therefore, we represent a vulnerability by a rule like (7). Given the definition of
aright, a vulnerability is of the form of (8). This definition allows the description
of general vulnerabilities and, on the contrary of [18], makes a clear distinction
between the normative aspects of the specification (captured by the deontic
operator P) and the opportunities offered to a potential attacker (captured by
the ontic operator <).

5 Example

To illustrate the security policy specification method, we present an example of
its application. The target organization is a bank agency, counting 35 employ-
ees, and located in a rural area. The security policy presented in this section was
built on the basis of several internal documents describing the organization. The
analysis of these documents has been completed by a study in the field which
lasted several days. The bank help manual identifies more than a hundred differ-
ent operations potentially performed in the organization, from foreign currency
deposit to account freezing following a legal injunction. Among all these oper-
ations, only a limited number are integrated in the following specification. We
chose to consider operations involving loan agreement, and bearer bonds. These
tasks are interesting as the first relies on a delegation mechanism, and the other
is considered security-critical due to anonymity.
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5.1 Formalization of the Organization Description Documents

The initial elements of the specification are presented in Fig.2. We note the
various individuals mentioned in the policy, several actions, and also a set of
roles. The set ‘Individuals’ is further split into two subsets: ‘Customers’ is left
unspecified and designates any potential customer of the bank, ‘Agents’ enu-
merates all the employees of the organization (they are identified by numbers
from 1 to 35 in this paper). The roles used in this specification are related to
the functions existing in the organization. All the official functions mentioned
in the organigram are gathered in the set ‘Employment’ (defined later) which is
therefore a subset of all roles. However, our practical study allowed us to identify
a separate unofficial role, ‘Cashier’, necessary to formulate the security rules of
the organization. Astonishingly, it is not explicitly associated to a function in the
organigram. Finally, the set ‘Actions’ contains the various tasks included in the
specification. Only three general types of action are considered in this example:
common operation performance, loan agreement, and physical access.

Agents Actions Miscellaneous
Al Do < Onerations Amount Balance
A2 P Physical elements Movements
Grant a loan x Loans
N Access x Physical elements Folders Movement types
A35 Account Complaint
Individuals Roles Roles mapping
Customers Employment| [Agents mapping
Agents Cashier A16 x Cashier

Fig. 2. Security policy specification root

The various organization description elements are given in Fig.3. The set
‘Employment’ describes the employee functions (corresponding to roles). It cor-
responds to a position description document available in the bank. This docu-
ment identifies several abstract positions that gather different positions actually
held by the employees (e.g. ‘Leader’ groups positions such as agency leader, office
manager, etc.). The roles introduced in Fig. 2 allow to define generic description
and security rules independently of the actual agents of the organization. To ob-
tain the actual description we need to specify also a mapping between individuals
and roles. The mapping of agents to roles, ‘Agents mapping’, obtained using an
organigram of the organization, is defined in Fig. 3. We note in this figure that
one agent may be associated to several roles, e.g. A7 is a manager as well as a
service agent. A16, the agent playing the role of the cashier is identified directly
in Fig. 2. The various operations performed in the organization, presented in the
set ‘Operations’, are also organized in several subsets. The description is limited
to the higher levels and the detailed list of all operations has not been included.
In this figure, we also introduce several secondary elements. Finally, we include
in these description elements a simple representation of the data associated to a
bank account.

In order to describe the functioning of the organization, we also need to
include description rules. As an example, we show in Fig.3 how accounts and
money movements can be represented. These rules state for example that an
usual operation necessitates physical access to one of the bank terminals, and
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that such an operation results either in a debit or credit money movement on
an account. Of course, this is a simplification of the real functioning. A specific
description rule represents the fact that a debit operation, when performed on a
negative balance account, follows an exceptional path. The proposition ‘Freezing’
is a label identifying the exception. Here, this label does not mean that the
operation cannot be performed.®

Employment

Agency chief executives

Operations

Agency manager - Folders
. Usual operations T Tol
Market leader Stocks and shares Consumer loans
Position leader Bearer bonds Professional loans
Office manager Ni’:s"l;?:;‘ci:g operations Farmer loans
A
Service agent . %Taﬁ cash desk auth. for A5
Private cust. service agent Foreign currencies auth. for A7
gar;nef service agent Internal operations e
TO! es;uonal service agent Forcing control Amounts
Collection assistant Litigations < $250, 000
Hkgll;ly skilled clerk . Customer incidents e
market comm. assistant P < $20, 000
N s Cash desk incidents
Clientele adviser Agency management < $8,000
Cgiq?lm(ier lcleI:k Staff management Physical elements
cretary Movement types Main sate
Secretary > Terminal
Position $° gr%(?:t ATM
‘0 Debi

Positive balance
Negative balance

Accounts C Customers x Position

Movements C Movement types

X Account X Amount]

Agents mapping
Al X Agency manager A1l X Professional service agent A25 x Skilled clerk
A2 x Agency manager assistant A12 X Farmer service agent A26 x Private cust. service agent
A3 X Secretary A13 x Farmer service agent  A27 x Private cust. service agent
A4 X Secretary A14 x Farmer service agent A28 x Private cust. service agent
A5 x Agency leader A15 x Skilled clerk A29 x Private cust. service agent
A5 x Private cust. service agent A16 x Skilled clerk A29 x Position manager
A6 x Agency leader A17 x Skilled clerk A30 X Private cust. service agent
A6 x Professional service agent A18 x Skilled clerk A31 x Private cust. service agent
A6 x Farmer service agent A19 x Private cust. service agent A32 X Private cust. service agent
A7 x Position manager A20 x Private cust. service agent A33 Xx Private cust. service agent
A7 x Professional service agent A21 x Clientele adviser A34 x Private cust. service agent
A8 x All markets comm. assistant A22 X Skilled clerk A35 x Clientele adviser
A9 X Professional service agent A23 x Clientele adviser
A10 x Professional service agent A24 x Clientele adviser

Description rules

Agents X Actions = Actions
Agents x (Do x Operations) <= Agents X (Access X Terminal)
Do x Loan operations = Loan folders
Do x Usual operations = To Debit x Account x Amount V To Credit X Account X Amount
Customers X Negative balance => Freezing x (To Debit x Account X Amount)

Grant a loan X Loans => To Credit X Account X Amount

Fig. 3. Security policy description elements

Debit operations on a negative balance account can be eliminated by a formula
such as: Customers x Negative balance = - (ToDebit x Account x Amount). We do
not include such a rule in our specification because it does not correspond to the actual
functioning of the bank. Agents treat such money movements with specific care, but
they can perform them.
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5.2 Description of the Security Needs

Security rules
P(Agents X (Do x Usual operations)) = (Agents X Employment)
P(Agents X (Do x Loan operations)) => (Agents X Service agent)
P(Agents x (Access X Main safe)) = (Agents x Cashier) V (Agents X Agency manager)
Agents X Actions A Freezing x Actions = O(Forcing x Agents x Actions)
P(Agency manager delegation)
Delegation rule

Delegation rule
‘Agency manager delegation A (Agents X Employment) A Loan authorizations
= P( P(Agents x (Grant a loan X Loan)) )
Loan authorizations
Professional market
Service agent X (Professional loansx < $70, 000)
Leader x (Professional loansx < $90, 000)
Agency chief executives x (Professional loansx < $110, 000)
Farmer market
Service agent x (Farmer loansx < $70, 000)
Leader x {Farmer loansx < $90, 000)
Agency chief executives X (Farmer loansx < $110, 000)
Private cust. market
Service agent x (Private cust. loansx < $40, 000)
Leader x (Private cust. loansx < $90, 000)
Agency chief executives x (Private cust. loansx < $140, 000)
Consumer projects
Service agent x (Consumer loansx < $8,000)
Leader x (Consumer loansx < $18,000)
Agency chief executives X (Consumer loansx < $28, 000)
Company market
Leader x (Consumer loansx < $120, 000)
Agency chief executives X (Consumer loansx < $240, 000)
Security objectives
ustomers X (Do X Usual operations))
F(Agent x Grant a loan X Loans A Agents X Employment
A-Loan authorizations A Loans x —~( < $100, 000))
F(Customers x Complaint)

Fig. 4. Security requirements description

The rules describing the security needs of the organization are shown in Fig. 4.
Among these rules, we focus on a specific aspect involving delegation of privi-
leges : loan agreement delegation. Chief executives are allowed, in this organiza-
tion, to delegate some of their privileges to other employees, in the limit fixed by
several conditions. The rule itself is shown in the table entitled ‘Delegation rule’,
and the second table ‘Loan authorizations’ enumerates the loans categories and
maximal amounts that may restrict the delegation rights of the agency manager.
Note that the abstract positions identified formerly in Fig.3 (e.g. ‘Leader’) are
used to define the various authorizations, illustrating the interest to describe hi-
erarchically the set ‘Employment’. The mechanism of loan agreement delegation
that exists in this bank is a typical example of a situation in which a deontic
logic specification language may be most useful. The general bank rules state
that an agency manager can delegate some of his privileges (with respect to loan
decisions) to other employees. These rules define several limits that the agency
manager must respect in his delegation decisions, but nothing more. Therefore,
the manager defines the actual permissions of the agents. We represent this
functioning in the specification using two nested P operators meaning that per-
mission is granted (to the agency manager) to grant permission to one of his
agents to accept a loan. However, even if it is authorized, the manager may not
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delegate full permissions to an agent, e.g. if the latter does not need them as he
works on a specific market. Finally, Fig. 4 presents three simple security objec-
tives. The first one is related to customers, but the other two apply to the agents
of the organization. The second one aims at enforcing the delegation authoriza-
tions with respect to loan agreement, and the last one at protecting customers
from abuses perpetrated by employees.

5.3 Integration of Vulnerabilities

As an example, we consider now two vulnerabilities of the bank agency. These
vulnerabilities are presented in Fig.5. The first one is related to trust relation-
ships between the various agents of the organization. We also consider that a
customer may trust the agent in charge of his business. Such trust may allow
a malicious agent of the organization to misappropriate funds of this customer.
However, in our case, we think that this vulnerability arise only for specific
operations, more precisely anonymous stocks and shares operations.

Vulnerabilities
Agents x Trusts x Other agent A P (Agents x Actions) = OP (Other agent X Actions)
Customers X Trusts X Agents A (Agents x Bearer bonds) = ¢ (- (Customers x Complaint))

Fig. 5. Vulnerabilities

The first vulnerability shown in Fig.5 conflicts with the second security ob-
jective shown in Fig. 4. A study in the field allowed us to check in the real organi-
zation the various conditions under which a given vulnerability may appear (i.e.
to obtain all the true propositions of the form Agents x Trusts x Other agent).
Given this information, we identified all the possible scenarios allowing an agent
of the organization to defeat the second or third security objective. We observed
that trust relationships were numerous in this organization between the employ-
ees (174 trust relationships are very strong), and several agents indeed could
defeat the loan agreement authorization limits. As it is surely impossible (and
probably ill-fated) to regulate the everyday life and the trust relationships ex-
isting among the agents, these results do not allow one to influence directly the
operation of the organization. However, comparison of these results with the
situation of each agent (with respect to his seniority, position or skills) could
reveal anomalies in privileges distribution in the organization. In our case, no
abnormal tendency arose from the results analysis.

In the specification considered in this example, the second vulnerability con-
flicts directly with the third security objective. We studied an alternate function-
ing of the target organization involving validation of all bearer bonds operations
by one specific employee before completion. In this case, only a malicious agent
who abuses one of his customer’s trust and the agent in charge of the validation
is able to infringe the objective. This means that, given the revised functioning,
both vulnerabilities shown in Fig.5 may conflict with the third security objec-
tive of the organization. However, detailed analysis of the possible insecure states
shows that they are much less numerous given the revised functioning than with
the original one. Therefore, such functioning appears acceptable.
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6 Conclusion

The information systems addressed in our study are commonly found in or-
ganizations such as banks, industrial companies, etc. Qur approach focuses on
organizations where security is not the only requirement even though security
issues are important. For these organizations, the definition of a security policy
necessitates a pragmatic approach, taking into account the functioning of the
target information system. Most of the classical security policies define security
properties expected of the system independently of a description of the system
itself. But such policies also impose strong constraints on the operation of the
target system or organization, which may not be acceptable in the context of
a conventional information system. In our case, on the contrary, the security
policy definition integrates a partial description of the information system. This
allows to reuse available information, and to adapt the definition of the security
objectives and rules to the target organization structure and behavior. In prac-
tice, security rules and objectives may be more detailed and fit better the actual
operation of the organization.

Based on a formal language, deontic logic, the method offers the opportunity
to perform the verification of the policy. But we identified several types of incon-
sistency, and some of them correspond to admissible trade-off between security
and other requirements of the organization, such as flexibility or efficiency. In
these cases, the policy fails to be consistent. However, the verification of the
security policy should provide a mean to identify exhaustively all the potential
insecure states of the information system and could be a valuable help to the
security administrator who manages such trade-off.

Furthermore, a suitable description of the information system vulnerabili-
ties can be proposed using the proposed specification language. This description
fruitfully complements the security policy as the formalism offers the oppor-
tunity to identify precisely the impact of the vulnerabilities considered on the
security of the organization, using verification mechanisms similar to those as-
sociated to consistency checking. This information will facilitate the task of the
administrator to evaluate the gravity of the organization vulnerabilities, and to
propose modifications of the functioning or of security rules in order to improve
security.
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