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Abstract

The Braid Diffie-Hellman Public Key Cryptosystem is based on the
Diffie-Hellman version of a Decomposition Problem (DP) in the braid
group B,. We propose a linear algebra attack on DP via the faithful
Lawrence-Krammer representation pl,. For generic and sufficiently long
instance braids we recover the p},-image of the private key using just one
matrix inversion.

Keywords: Public-key cryptography, Braid group, Braid Diffie-Hellman
key agreement protocol, Generalized conjugacy search problem, Decom-
position problem, Linear algebra attack, Lawrence-Krammer representa-
tion

In section 1 we give a description of the Braid Diffie-Hellman key agreement
protocol and its underlying algorithmic problems (DH-DP, DP). Representation
attacks on these problems especially by Cheon, Jun [6] and E. Lee, Park [20]
are discussed in section 2. In section 3 we develope our proposed linear algebra
attack on DP for generic and sufficiently long instance braids via the faithful
Lawrence-Krammer representation.

In the appendix we estimate the asymptotic complexity of this attack.

1 Braid Diffie-Hellman Key Agreement

Braid-based cryptography was introduced by Anshel, Anshel and Goldfeld in
1999 [1] and by Ko, Lee, Cheon, Han, Kang and Park at the CRYPTO 2000
[16]. Several attacks have been proposed for the AAG key agreement protocol
(KAP) for braid groups [21, 13, 14, 8, 11] and for the Ko, Lee et al. braid Diffie-
Hellman public key encryption scheme [12, 11, 6, 20] so far. An introducing,
summarizing and outlooking survey on braid group cryptography is given by P.
Dehornoy [7].

Here we deal with the revised version of the Braid Diffie-Hellman KAP
suggested at the ASTACRYPT 2001 [5]:

Let LB,, and UB,_,, (m < n) be the commuting subgroups of the n-braid
group Bn =< 01,..., Un—l‘ 0,05 = 004, |Z—]| >1 , 00410 = Ui+10'i0'i+1Vi =
1,...,n—2 > generated by 01, ...,0,—1 and 41, .. .,0,—1 respectively. Then
A(lice) and B(ob) have to perform the following protocol steps:
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0) A or B select (and publish) a generic, sufficiently complicated braid = €

B,,.

1A) A generates randomly (a;,a,) € LBZ, and sends y4 = a;za, in a rewritten
(normal) form to B.

1B) B generates randomly (b;,b,.) € UB2_, , and sends yp = bjzb, to A.

2A) A receives yp and computes K := q;ypa,.

2B) B receives y4 and computes also the shared key byab, = b(a;za, )b, =
aj(byzby)a, = qrypa, = K.

The security of this key agreement scheme and the corresponding PKC! de-
pend on the following Diffie-Hellman type Decompositon Problem (DH-
DP):

Instance: (z,ya,yB) € Bf’L such that y4 = a;xza, and yg = bjzb, for some
aj,a € LB, and b;, b, € UB,,_,.
Objective: Find K := ayygpa, = bjyab,. = a;bjxa,b,.

To recover the private key (a;,a,) € LB2, of A(lice) it is sufficient to solve
the following Decompositon Problem (DP):

Instance: (z,y4) € B2 such that y4 = a;xa, for some a;,a, € LB,,.
Objective: Find (a},al) € LB2, such that ajzal = ya.

A solution for the DP induces a solution for the DH-DP. In the case a; = a, !
and b; = b, ! we obtain the original braid Diffie-Hellman key agreement scheme,
which is based on a Diffie-Hellman version of the Generalized Conjugacy Search
Problem (GCSP) [16]. The fact that in general a; # a, ! (and b, # b, ') for the
revised scheme is indeed its advantage:

a; and a, are in general not in the same conjugacy class. So attacks, which
(frequently) use conjugacy operations like Cycling attacks [11] and Gebhardt’s
computation of Ultra Summit Sets [10], don’t work.

We can restrict to the monoid versions DP' and DH-DP™, in which each braid
group is replaced by the corresponding monoid of positive braids, because we
can multiply the equations y4 = a;xa,, yp = bjzb, by a sufficiently high power
of the square of the Garside element A2, which generates the center of B,,.

2 Representation attacks and previous work

Linear algebra or representation attacks on braid-based cryptosystems work as
follows:

I) Choose a linear representation p : B, — GL(k, R) of the n-braid group
for some ring R and k£ € N, and compute the images of the instance braids
for this representation.

II) Solve the base problem in the matrix group GL(k, R). Keep in mind that
there will be infinitely many solutions in general, and that not all solutions
are in imp C GL(k, R).
ITI) Find preimage braids for solutions in imp.

1Using an ideal hash function from the braid group into the message space H : B, —
{0,1}* a corresponding Public Key Encryption can be constructed ([5], chapter 6).



2.1

Linear algebra attack on DH-DP" via Lawrence-Kram-
mer representation [6]

Let V denote the free Z[t*!, ¢*']-module of rank (%) with basis {z;;|1 < i <

2

j <n}. The Lawrence-Krammer (LK) representation [19]
pn i B, — GL((5), Z[t*!, ¢*']) = Aut(V) defined Vk =1,...,n — 1 by

P T g1 i=k,jg=k+1

(1 = @)zir + quips1 i<k=j

Tip 1" g — Dag g1 ,i<k,j=k+1
(pnor)rij = ¢ tq(q — DTk +qpir,;  i=kk+1<j

Tr; + (1 — @)Tht1, i=k+1<y

Tij 7j<]€ or k+1<i

xij + tq" = (q — )22k g1 A<k k+1<j

was proved to be faithful by Bigelow and Krammer [17, 3, 18] for all n and
even if ¢ is a real number with 0 < g < 1.
We use the abbreviation p;, := ppn|q—1/2- Then the Cheon-Jun attack on DH-
DP™ works roughly as follows. For technical details see [6].

I)

II)

I11)

Compute X = pl,z, Y4 = plya,YE = plyp € Mat((}),Q[t]) for z,ya,
YB € B:

Compute (5) x (5)-matrices A, AL over Q[t] satisfying the following equa-
tionsVk=m+1,...,n—1:
XA = Ay4 (1)
p;z (Uk)Az = Ai/’% (Uk) (2)
pp(oR)AL = ALpp(ok)

Aj is invertible with overwhelming probability, so we can compute
(4) Y Ba, = (4) N (Bx B4, 2 B4 X A)BT 2 BYABT =
ol (K) with B! := pl. by, B" := pl,b,.

Note that in general (A))~! # Al := pla; and A, # A" := pla,, and
(A})~! and A/ need not to lie in im pl,.

We remark that we can change the system (1), (2) by vectorization into
a highly overdetermined linear system with (2n — 2m — 1) (72‘)2 equations

and 2(3)2 variables, which are polynomials in Q[¢]2. The complexity of
the Cheon-Jun attack is dominated by Gaussian elimination for such linear
systems.

In [6] chapter 3.2 Cheon and Jun developed a polynomial time algorithm
for inverting the LK-representation based on the ideas of Krammer [18].
Applying this algorithm to (A4])~'YBA! = p,(K) we obtain the unique
preimage braid K.

So the Cheon-Jun attack provides a polynomial time solution to the DH-
DP. Nevertheless the complexity is too large to break the cryptosystem with
the proposed parameters in [16, 5] efficiently.

2By precise analysis of Krammer matrices as in [6] we can reduce the number of vari-
ables and equations, but (in the case m = O(n)) they keep O(n*) and O(n®) (not O(n*)!)
respectively.



2.2 Linear algebra attack on DP" via Burau representa-
tion [20]

Let W denote the free Z[gT']-module of rank n with basis {w;|1 < i < n}.
The (unreduced)® Burau representation [4] pBUa% . B, — GL(n,Z[¢g*!]) =
Aut(W) defined by

pBuag =T, @ ( 1;‘1 g ) ®L,_p1 Vk=1,....n—1
provides the following special attack on DP™, but only in the symmetric case
2m =n:

I) Compute X = pBuwrauy V' = pBwavy , ¢ Mat(n,Z[q]) for x,ya € B;.
II) Consider the DP-induced decomposition W = spanL @ spanU with L :=
{w;|]1 <i<m},U :={w;lm+1<i<n}. Then we obtain the following
block matrix equations:

Y = Yoo You _ A 0 Xrr Xou A O
YUL YUU 0 Hn—rn XUL XUU 0 Hn—nl
A XAy AXry
XvrAr  Xyu

Note that A; = pBuratq, A, = pBuratg . In the case 2m = n the offdiago-
nal blockmatrices X7, Xy are quadratic. The probability that Xy or
Xy have full rank for randomly chosen x € B, increases for n = const
and increasing word length |z|, and for |z| = const and decreasing braid
index n (n > 5) [20]. If at least one of these two offdiagonal matrices is
regular, so we obtain A; = YLUXZ[} or A, = XI;iYUL.

In [15] Ko suggests the following countermeasure: Choose a x, which con-
tains just a few generators o,,.

ITI) The Burau representation is proved to be not faithful for n > 5 [2]. The
best known algorithms for computing preimage braids for the Burau rep-
resentation are the heuristic Hughes algorithm [13] and its variations by
Lee and Park [20]. Applying it to A; or A, we might obtain a; or a,, and
that’s sufficient to solve DP.

But the success rates of these heuristics decreases for m = const with in-
creasing word length |a|, and they are very low for the parameter values
suggested in [5].

3 Cryptanalysis

Now we use ideas from Lee and Park [20] to develop an attack on DPT via
LK-representation.

3.1 Symmetric case 2m =n

Consider the DP-induced decomposition V' = span L & span M @ spanU with
L={z1<i<j<m}M:={zj]l<i<m<m+1<j<n}and
U= {zijlm+1<i<j<n} (L= (%) |M]=m(n-m),U = (",")).

31t is also possible to use the reduced Burau representation B, — GL(n — 1,Z[¢T']).




The basis is reordered according to the DP-induced decomposition of V' by the
transformation ¢ : {z;;[1 < i < j < n} — {ax]l < k < (3)} defined by
x5 — o with

j;l) ,.Z‘ijEL
k=< (5)+@G-—m—-1)m+i ,Tij €M
(3) +mn—m)+ (75 ) +i-m ,wy €U

So we get the following block matrix structures for embedded braids:

_ ( A Apwm
pna =

0 Auus ) @H(n;m) Ya € LB,, and

B Bum 0
prb=1I(m) @ < Borr Buy ) Vb € UBpmm .

Note that Arrp = pma = pma(t,q), App = Apnm(t, q), rank App < m, and
Annr = A (@) = (pp = ¥Pea)®=m) € Mat((n — m)m, Z[g*']).
The commutativity equation ab = ba Va € LB,, Vb € UB,,_,, yields the fol-
lowing block matrix equations:

Arr,  ApmBuwm 0 Arr Arm 0
pnab: 0 AMMBMM 0 = 0 BMMAMM 0 (3)
0 Bym Byu 0 BymAum Buu

Our representation attack contains the following steps:

I) Compute the images of the instance braids:

X Xem Xru Yir Yim Yiv
phr=| Xur Xum Xuv |.ppya=| Yur Yunm Yuu
Xvr Xum Xyvu Yo Youm Yuu

IT) The UL-block matrix from p}a;za, =

AL XL AL+ (AL X+ AL 3 Xarn) AL+ AL X o+

ALy XAy (AL X + ALy X)) Ay | ALy Xuw

Al X Arp | A X Ay + X Agar) | Ay X
XvurAL XvurAL oy + Xum Ay Xvu

yields the equation Yy = Xy A} .
Xy is quadratic for 2m = n and non-singular with increasing probability
for increasing |z| (n = const) and decreasing n (|z| = const) (Table 1).
If Xy, is regular, we can compute p},a, = A}, = XL_,iYUL.
If it is not, choose a generic, sufficiently long u € UB;"

n—m
]I(r,;) @ (UMM o ), and compute

Uvm Uvu

with plu =

(phuara)vr = (UY)ur = UrnYur+UvoYur = Uo e ALy X A+

3
UvuXur A%, ® (UumXmr +UvuXur)AL L.
Then UypyXnr + UvuXur = (pluz)yr has with high probability full
rank for sufficiently long u, and we obtain

Ay = UomXur + UvoXon) (UomYur + UooYor)-



Table 1: p := Prob(rank Xy |i—3 = (72"))

n=2m
6 || 15 20 25 30 35 40 45 50
pin % 6 30 41 62 77 90 92 95
8 || 30 40 50 60 70 80 90 100
pin % 0 7 30 48 69 8 89 99
10 || 70 90 110 130 150 170
pin % 5 21 60 80 92 100
12 || 100 140 180 220 260
pin % 1 20 65 88 99

100 random experiments were executed for each entry. A randomly chosen x € B;f

is rejected, if it doesn’t contain all Artin generators.

Note that this regularization procedure does not work, if X,,r and Xy

have a common zero column, or if Xy, is the null matrix and X,z doesn’t

have full rank. But for generic, sufficiently long and complicated x, which

of course contains all Artin generators o1, ...,0,_1, this will not occur.
IIT) By Cheon-Jun algorithm we lift back A%, = p! a, to a, € B},.

3.2 Asymmetric cases
a)ym<n-—m

Here we have to replace m by m’ :=n/2 (n even) or m’ := (n+1)/2 (n odd) in
the definitions of L, M, U. If n is even the problem is reduced to the symmetric
case n = 2m/.

But if n is odd we have to embed the problem into Bs,, and compute images
of the instance braids for pj,,,. Choose the decomposition span{z;;|1 <1i < j <
2m'} = spanL @ spanM @spanlU with M = {z;;|1 <i <m/,m'+1 < j < 2m'}
and U := {x;;lm' +1 <i < j < 2m’}. Then Xy is quadratic, but singular
- it contains (at least) m’ — 1 = (n — 1)/2 zero rows, and X,;; has (at least)
m’ = (n + 1)/2 zero rows. Nevertheless we can apply the above regularization
procedure again:

Choose a generic, sufficiently long u € UB;m_m, =< Oy ey Oomr—1 >TC
B;‘m, and compute
(Pomwya)or = UgmYurr +UgoYor = UpnYur + UgyYur =
(Pouazar)gy, = (Pymuzar)yr = (Upn Xy + UpoXop)ALL

= (UgmuXwmr+UgypXvun)Al ;.

(Phrur)gr, = Ugyy XL + Ugy Xur is quadratic, and regular for generic, suf-
ficiently long v € UB,,z € LB;, and we obtain

AL = UgyXmr +UguXon) " UgaYur + UguYour) = plyan.

b) m>n-m

By half twist transformation 7, : B, — B,, def. by o; — 0,,_; we reduce case
b) to case a).



Note that we perform now an attack on Bob’s private key, while in case a) we
only can compute the private key of Alice.

c) Simple Generalizations

We can introduce some simple variations and generalizations of the DH-DP:
One way is to choose different partitions of the (l)eft and (r)ight areas, i.e.
choose a; € LBy,,b; € UB,_p,,ar € LBy, b, € UBy_,,, with m; # m,
(mg,m, < n). By half twist transformation, reverse anti-automorphism of B,
and proper embeddings of the private keys we can transform the problem to the
following standard form of 1 r-asymmetric DP:

Instance: (2/,y') € By, such that y' = pjap, for some p; € LB,,;,pr € LBy,
with m, = n —mj < n/2.
Objective: Find p; € LB,,,p, € LBy, such that pja'p, =y’

Defining L := {z;;|1 <i < j<m)} and U := {z;;/[n —m, +1 < i < j <n} we
get (pny)ur = (Phpie'pr)ur = X{r Py (pr). So recovering p,. depends on the
regularity of the quadratic block matrix X[, = (p,,2")vL.

Another way is to choose a, € UB,_m,b. € LB, (and keep a; € LB, b, €
UBy,_m) or vice versa. But in this case we can attack the DP, if one of the
quadratic matrices Xyy or Xy, is invertible.

Further generalizations e.g. by introducing refined partitions of each area, can
be treated with similar methods.
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Appendix: Complexity Analysis

For simplicity we assume that z,y4 € B;m, aj,a, € LB}, and z,a;,a, have
the same (Artin) canonical length [. Therefore the entries in A}, = p, a, are
polynomials in Q[t] with degree bounded above [. According to Corollary 1 in
[6] the absolute values of the numerators and denominators of the coefficients
of these polynomials are bounded by 2!%"l and 22("~D! respectively. Let p be
a prime with p > 2% [+2(n=Dl and f(t) an irreducible polynomial of degree
over Z,. Then we have

1 _
Py = W[QQ(M Vi) ar  mod(p, f(t))].

So we can work in the residue class field F' = Z,[t]/(f) = F,; rather than in Q[t].
This allows us to estimate the costs of the ring operations. Using Schonhage-
Strassen method one multiplication in Z, takes O(log ploglog plogloglogp) =
O~(logp) = O~(|a.]) = O~(m?l) bit operations?, and a multiplication in
F,. takes O(I?) multiplications in Z,°. Therefore an operation in F takes

P
O~ (I?logp) = O~ (m?2I?)bit operations.

Step IT): Compute p!,a, = X[}iYUL-
The matrix inversion has the same asymptotic complexity of O(m?") op-
erations in F' as matrix multiplication. The feasible matrix multiplication
exponent 7 is 3 for classical algorithms, log, 7 using Strassen’s method,
and the current world record is 7 < 2.376 (][9], section 12.1). Therefore
the asymptotic complexity of step II is about O~ (m?723),

Step III): Invert the Lawrence-Krammer representation.
In [6] the authors errouneously assume that the complexity of their Algo-
rithm 1 for inverting the Lawrence-Krammer representation is dominated
by the computation of a power of p,A,,. This is not the case, because we
can compute even powers by formula p, A%F = t%q%kﬂ(;) and p, A, is
sparse - it has the support of a permutation matrix.
Therefore the complexity of Algorithm 1 [6] is dominated by step 3.4 (for
k=1 tol). So Inverting A}, = p/,a, has the same complexity as com-
puting p/,a.°.
In step 3.4 we have to perform O((m?)7) operations in F. That are
O(m?71) operations in Z,, because the (Artin) canonical length of a permu-
tation braid is 1. Therefore step 3.4 takes O~ (m?*7llogp) = O~ (m?7+2?)
and the whole Algorithm 1 O~ (m?7+2[3) bit operations.
Note that the precomputation of the Krammer matrices of [ permutation

4For a precise definition of the O™-notation see definition 25.8 in [9].

5Using asymptotically fast algorithms this can be reduced to O™ (l) multiplications in Z,.

6Because the (Artin) canonical length of y4 is bounded by 3, step I (compute pl,z, pl,ya)
has the same complexity as step III.



braids takes O™~ (m®l) bit operations:
The Krammer matrix of an Artin generator contains at most 2 nonzero
entries per column. So multiplication with p),0; (j =1,...,m — 1) takes
O((m?)?) field operations in F, and also in Z,, because the (Artin) canon-
ical length of a permutation braid is 1. Because the word length of a
permutation braid b, is O(m?), Schénhage-Strassen multiplication takes
O~ (|b,|) = O~ (m?) bit operations.

Summary: Our proposed attack requires O~ (m?7+2[3) bit operations using
Schénhage-Strassen multiplication in Z, and O(m?27+4*) bit operations
using classical multiplication.
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