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Abstract

Let v be a generator of a cyclic group G of order n. The least index
of a self-mapping f of GG is the index of the largest subgroup U of G
such that f(x)x~" is constant on each coset of U for some positive inte-
ger r. We determine the index of the univariate Diffie-Hellman mapping
d(~*) = v 4 =0,1,...,n— 1, and show that any mapping of small
index coincides with d only on a small subset of G. Moreover, we prove
similar results for the bivariate Diffie-Hellman mapping D (7%, ~?) = v,
a,b=0,1,...,n — 1. In the special case that G is a subgroup of the
multiplicative group of a finite field we present improvements.
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1 Introduction

Let G be a (multiplicatively written) finite cyclic group of order n > 2, v be
a generator of G and ¢ be a positive divisor of n. Then the set of nonzero ¢th
powers

Cro= {715 =0.1,,7 -1}
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is a subgroup of G of index ¢. The elements of the factor group G/Cj are the
cyclotomic cosets '
Cf,i = ’)/ZC&Q, 1= O, 1, ,£ — 1.

For any positive integer r and any ag, aq,...,ay_1 € G, we define the r-th

order cyclotomic mapping fy .. ., , of index £ by

. () = aa” ifx€Cpy i=01,...,0—1. (1)

G0;01,-500—1

For a self-mapping f of G we denote by ind(f) the smallest index ¢ such that f
can be represented by a mapping of the form ().

Any self-mapping of the multiplicative group F; of a finite field can be
uniquely represented by a polynomial over F, of degree at most ¢ — 1 with
f(0) = 0. The index of any polynomial over F, (with constant term 0) intro-
duced in [Il 19] (which was based on [16]) coincides with our definition. In
this special case the index has raised increasing interest, see for example [7],
the survey article [20] and references therein. In particular, any mapping of
small index is highly predictable and a large index is needed for cryptographic
functions.

The security of the Diffie-Hellman key exchange, see for example [17, Chap-
ter 2], for the group G is based on the infeasibility of evaluating the (bivariate)
Diffie-Hellman mapping D,

D(fya/yb):fyab? a,b:O,...,n—l, (2)

The bivariate Diffie-Hellman mapping can be efficiently reduced to the uni-
variate Diffie-Hellman mapping,

dv*) =+, a=0,...,n—1, (3)

since

D(y*,2")? = d(y"*")d(y*)~d(y") ™
and square roots in G can be calculated efficiently using the Tonelli-Shanks
algorithm, see for example [2, Chapter 7].

In practice, subgroups of the multiplicative group of a finite field and elliptic
curves over finite fields are mainly used. For these groups many results on
polynomials representing and interpolating the univariate and bivariate Diffie-
Hellman mapping have been obtained, in particular, lower bounds on degree
and sparsity, see [3], 4], (5], 6], 8, O], [12] 13| (14, 21] and the monograph [1§].

In this paper, we first study the index of the univariate Diffie-Hellman
mapping for a generic cyclic group of order n in Section Bl We show that
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ind(d) is n for odd n and n/2 for even n as well as that each mapping of small
index coincides with d only on a small subset of G.

In Section [l we introduce the index pair of a bivariate function over G
and obtain similar results for the bivariate Diffie-Hellman mapping, as well.
For G = F; and k-variate polynomials the index k-tuple has already been
defined in [15].

In the special case that G is a subgroup of the multiplicative subgroup Fy
of the finite field F, we obtain some improvements in Section [l

We will use the notation

f(n) =0(g(n)) if |f(n)] <cg(n)
for some constant ¢ > 0 and

f(n)=o0(g(n)) if lim Jn) _ 0.

woe gln)

f(n) < g(n) and g¢g(n)> f(n) are both equivalent to f(n) = O(g(n)).

2 Index of the univariate Diffie-Hellman map-
ping
First we determine the index ind(d) of the univariate Diffie-Hellman mapping.

Theorem 1. Let G be any cyclic group of order n with generator ~y. Then the
index of the univariate Diffie-Hellman mapping d of G defined by @) is

. n, n s odd,
ind(d) = { n/2, nis even.

Proof. Let ¢ denote the index of d, that is,

d=fr

A0,ernsp 1
for some positive integer r and aq,...,a,—1 € G, where fi ~, ~is defined
by (). Then we have
d(77H) = qy D = AU — ,% -1, i=0,....0—1. (4)
Taking 7 =0 and 57 = 1 we get
a; =TT = T 1,



which implies
TE€+2imod%, i=0,... 0—1. (5)

Thus either £ =1 or n/¢ divides 2.

If £ =1, note that »r = ¢ = 1 mod n by ([@). Then () applied with j =0
and j = n — 1 implies v~ = 7 and thus n € {1,2}.

If n/¢ divides 2, we have ¢ = n if n is odd and £ = n/2 or £ = n if n is
even. It remains to show that for even n, d can be represented by a mapping
of index n/2.

Suppose that n is even and ¢ = n/2, which means that each coset Cy; of G
contains only two elements, 7* and *+"/2 fori =0,...,n/2—1. Choose any r
with 7 = 2 mod 2 and a; = 4" . Then it is easy to verify that

d(v) = 7" = aiy™ and  d(y7T2) = AP = g4 (/D

fori =0,1,...,n/2 — 1 and the result follows. O

Theorem [Ilstates only that the univariate Diffie-Hellman mapping d cannot
coincide with a mapping of small index in all points. However, by the following
result it cannot even coincide in many points.

Theorem 2. The univariate Diffie-Hellman mapping d of the cyclic group G
of order n coincides with any mapping of index ¢ in

O(fn'/?)
elements of G. If n is prime, we have the better bound 2£.

Proof. For fixed a € {0,1,...,n — 1} consider the mapping f,(y) = v*y",
y € G. We have to estimate the number N of xt =0,1,...,n — 1 with

that is,

or equivalently,
2? —rz —a = 0 mod n.
By [10] we have
N = O(n*/?)
for any n. If n is prime, we have obviously N < 2. Since each function of

index /¢ is the combination of at most ¢ different functions of the form f, and
the result follows. O



3 Index of the bivariate Diffie-Hellman map-
ping
Let ¢; and /5 be divisors of n and G the cyclic group of order n.
For any positive integers r; and ro and any ag, . . ., @y, —1,0,—1 € G, we define
the (11, ro)th order cyclotomic mapping fég}o’jﬁ?_’mrlyerl of index pair ({1, ls) by
f(T17T2) (ZI}', y) = ak1,k2xrlyT2 if (QU, y) € Cﬁl,kl X Cﬁg,kgu (6)

G0,05-++,08; —1,09—1

for ki =0,...,¢t—1and ks =0,...,¢, — 1. For a mapping f over G with the
property (@) we call (¢1,¢3) an index pair of f.

Theorem 3. Let G be any cyclic group of order n. Then the bivariate Diffie-
Hellman mapping D of G defined by [l) has the only index pair (n,n).

Proof. Since otherwise the result is trivial we may assume n > 2, min{/¢,, (5} <
n and wlog. 1 > (.

Let (¢1,¢3) be an index pair of D, that is, D can be represented by a
mapping of the form (@). Then

D(,}/kl-l-jlh’ 7k2+j242) _ 7(k1+j141)(k2+j2€2) _ T’1(k1+j141)77’2(k2+j2€2) (7)

Ay koY

for jl = O,...,n/fl—l, jg = 0,...,71/62—1, ]{51 = O,...,El—l and ]{52 =
0,...,0,—1.
Taking 7; = j2 = 0 we get

— klk?z —7“1k‘1 —Tzk}g
Qky ky =7 : (8)

Taking 7; = 0 and j; = 1 gives

_ ~kikatkilo—riky—roka—rals
Ak kg = 7 . (9)

Combining (8) and (@) yields

ry = k1 mod n
2
for ki =0,...,4; —1. Thus ¢, =1 and also 5 = 1 by our assumption £y < /4.
Since ¢ = ly = 1, we have k; = ko = 0 and 7, = 0 mod n. Then ()
becomes
D(fyjlj,yj2> — /-yjlj2 = ag 0,}/7‘1j1



and thus
apo =y

Taking 7; = 0 and j; = 1, respectively, we get

agp =1=~727"1,
that is,
Jo =1y modn
for jo =0,...,n — 1. This is not possible unless n = 1 which contradicts our
assumption. ]

Theorem 4. Any mapping of index pair ({1,0) coincides with the bivari-
ate Diffie-Hellman mapping D of the cyclic group G of order n in at most
nttoW 0, elements of G2.

Proof. For each v* € G the mapping f,(7*,7Y) = v*y"*~"2Y coincides with
D(y*,4Y) = 4™ if and only if

ry = a+ rx + rey mod n.

For fixed y put t = ged(y — r1,n). If t does not divide a + 7oy, there is no
solution x. Otherwise the equation is equivalent to

y—ry _ a+ry n
= mod —,
t t t

which has a unique solution x modulo n/t, that is, ¢ solutions modulo n. For
each t there are ¢(n/t) different y € {0,...,n — 1} with ged(y —r1,n) = ¢,
where ¢ is Euler’s totient function. Hence, we have

Z e(n/t)t = nz # < r(n)n = o)

tln dln

solutions, where 7(n) = n°!) is the number of divisors of n. Therefore each

mapping of index pair (¢, f5) coincides with D in at most ¢1/5n'*°() clements
of G%. O

4 Multiplicative subgroups of finite fields

In this section let G be a subgroup of F; of order n|g — 1 and v € F} be of
order n. First we deal with the univariate case.



Theorem 5. Let [ be any self-mapping of I, satisfying

f") =+, zes,

for a subset S C{N +1,...,N + H} of cardinality |S| = H — s with H < n.
Then we have

. n
ind(f) 2 2in— H+2s+1)

Proof. For H = n and s = 0 the result follows from Theorem [Il and we may
restrict ourselves to the case n — H +2s+ 1 > 2. Since otherwise the result is
trivial we may also assume

ind(f) < n/3.

A straightforward extension of [16, Theorem 1] provides that any mapping G
of index ¢ can be represented by a polynomial of the form

(-1
G(X)=X") AXx™r (10)

=0
Now assume that f is of index ¢ and thus h defined by
h(y)=f(y' 0™, z=0,...,n—1,
can be uniquely represented as
hM(X)=GX)X™"

for some positive integer r and polynomial G(X) of the form (I0]). In partic-
ular, the weight w(h), that is, the number of nonzero coefficients of h(X), is
at most ¢, and the degree of h(X) at most (¢ — 1)n/¢ < n — 3. For all but at
most s + 1 elements x of S we have

h(7x+1) _ f(,ym—l—l),y—r(m—l—l) :7(m+1)2—r(m+1)
1'2—7"1' X T -7 xr X
= TP =) Ph(Y).
Hence, the polynomial

F(X) =h(yX) =77 X*h(X)

has at least |S| —s—1= H —2s — 1 zeros of the form v*, z € {1,...,n}. The
weight w(F') of F(X) satisfies




by [1I, Lemma 1], which is applicable since deg(F) < n — 1. On the other
hand, w(F') < 2w(h) and thus

n
(n—H+2s+1)

KZw(h)ZQ

which completes the proof. O

Remark. Theorem Pl implies

. S
ind(f) > %
for any S. This lower bound does not exceed n'/?2. However, Theorem
provides a larger lower bound than n'/? for any S satisfying the conditions of
Theorem Bl with n — |S| = o(n!/?).
Similar ideas can be used to prove an analog of Theorem [5] for the bivariate
Diffie-Hellman mapping.

Theorem 6. Let G be a subgroup of ¥, of order n|lq — 1 generated by v, U
be any subset of {0,1,...,n—1} and V ={N,...,N + H — 1} be any set of
consecutive integers for some H < n. Let f : G x G — G be any mapping of
index pair ((1,03) satisfying

fOF ) =", (z,y) €U x V.

Then we have
max{/ly, (>} > min{|U|, H}.

Proof. Put m = min{|U|, H}.
It is easy to see that any mapping f of index pair (¢, ¢2) and order (rq,rs)
can be represented by a polynomial f(X,Y) over F, of the form

l1—142—1
.f(X, Y) = X"ty Z Z amXi"/Zle"/@.

i=0 j=0
Then there is a subset {ug, ..., un,-1} of U such that

l1—142—1

Uge (NF+y)—riuz—ro(N+y) inuwg /l1+jn(N-+y)/l .

fyw( y)—r1uz—r2( y)_E E a; Y e /li+in( y)/2’ z,y=0,...,m— 1.
=0 ;=0



-----

with a; ; = 0if ¢ > £} or j > /{5, satisfies
G = V1AV,

where

Vi = (,yinum/él)'7 - V, = (,yjn(N-i-y)/Zz) |

and
G = (v(um—m)(N-i-y)—rlux)

V1 and V5 are Vandermonde matrices and G can be reduced to a Vandermonde
matrix by multiplying the xth row by the constant ~4"“*. Hence, A is the
product of three invertible matrices

A=VvGqvyt

and thus invertible itself. In particular, each row and each column of A contains
at least one nonzero entry which contradicts our assumption max{/(, (s} <
m. U

Remark. Theorem M implies the lower bound

= \ plt+o(D)

1/2
max{ly, s} > ((165)"/2 > ( \U|H )

Its right hand side is always smaller than n'/?. Theorem [ provides a lower

bound > n'/? for any U and H satisfying min{|U|, H} > n'/2.
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