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Abstract

Managing the integrity of products and processes in a multi-stakeholder supply chain environment is a significant challenge.
Many current solutions suffer from data fragmentation, lack of reliable provenance, and diverse protocol regulations across
multiple distributions and processes. Amongst other solutions, Blockchain has emerged as a leading technology, since it pro-
vides secure traceability and control, immutability, and trust creation among stakeholders in a low cost IT solution. Although
Blockchain is making a significant impact in many areas, there are many impediments to its widespread adoption in supply
chains. This article is the first survey of its kind, with detailed analysis of the challenges and future directions in Blockchain-
enabled supply chains. We review the existing digitalization of the supply chain including the role of GS1 standards and
technologies. Current use cases and startups in the field of Blockchain-enabled supply chains are reviewed and presented
in tabulated form. Technical and non-technical challenges in the adoption of Blockchain for supply chain applications are
critically analyzed, along with the suitability of various consensus algorithms for applications in the supply chain. The tools
and technologies in the Blockchain ecosystem are depicted and analyzed. Some key areas as future research directions are
also identified which must be addressed to realize mass adoption of Blockchain-based in supply chain traceability. Finally,
we propose MOHBSChain, a novel framework for Blockchain-enabled supply chains.

Keywords Blockchain - Supply chain - Smart contract - Scalability - Interoperability - Consensus algorithm - GS1
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The supply chain is an interconnection of organizations,
activities, resources, people and information for transform-
ing natural resources and raw materials into a finished prod-
uct for delivery to the end customer. Among major drivers
of the transformation of traditional supply chain are hyper-
segmentation, localization of source and produce of prod-
ucts, Manufacturing 2.0, rising customer expectations and
end-to-end visibility to companies, suppliers and custom-
ers [1]. These factors triggered large technology organiza-
tions to initiate a collaboration impacting the whole process
! CfACS IoT Lab, Department of Computing of the supply chain with increased automation in a hybrid
and Mathematics, Manchester Metropolitan University, architecture [2]. This required a holistic approach to inte-
Manchester, England . . . . .
grating the siloed ordering, purchasing, manufacturing and
logistics processes into a centralized platform to improve
supply chain reliability, agility and effectiveness.
Various sensing, communication, storage and process-
ing technologies such as the Internet of Things (IoT), 5G,
cloud computing, Edge/Fog computing and data science
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have enhanced the digital capabilities in the organizational
layers of the supply chain. This digital initiative is instru-
mental in driving the supply chain system toward a higher
level of integration and standardization of processes. Com-
panies such as Uber, Careem, Alibaba, Netflix and Airbnb
are benefiting from the current disruptive trend toward digi-
tal supply chains. Delivery drones [3], robotic goods han-
dling [4, 5], pick and drop autonomous vehicles [6], certifi-
cate system, [7], eHealthcare system [8] and vision picking
in warehouse operations [9] are some of the technologies
enabling the operation and governance of goods handling at
different stages of a supply chain. Integration of supply chain
silos to create a coherent system from disjoint parts through
seamless technological interconnection is key to end-to-end
track and trace. Though the words tracking and tracing are
sometimes used interchangeably in the literature, tracking
implies a less rigorous observation of the working path,
while tracing requires more careful monitoring and repro-
duction of the step by step moves of any process or entity.

Traceability can formally be defined as knowledge of the
history and location of an entity, either internal to the organi-
zation or external to it through any recorded identification.
The process varies from industry to industry and product to
product. In manufacturing and processing, it begins at the
source of each ingredient and proceeds via transportation to
end customers through processing, packing and distribution.
In agriculture, farming and fisheries, identification begins
with the planting of grain or with the birth of livestock and
follows the steps until transportation to the market includ-
ing growth, use of pesticides and veterinary and nutritional
records. Similarly, there are several consistent principles
involved in the traceability of the supply chain of retail and
food services, including the transportation, distribution,
manufacturing and production processes.

Traceability can ensure the integrity of a product through
the supply chain, but this is a challenging process to manage.
Technological solutions for monitoring and recording the
flow of goods include code-carrying and non line-of-sight
technologies such as radio frequency identification (RFID).
RFID tags are widely used on pallets, cases, packages or
individual items, and their use is now an indispensable part
of the supply chain. A serialized bar code identifier with a
numeric and alpha-numeric code format is a cost-effective
technology at both the item and case levels. The data therein
can also correlate with production data such as product qual-
ity and time to market. For product identification, a well-
organized system is developed and maintained by GS1 (1),
a not-for-profit organization set up with the aim of devel-
oping standards for improving the visibility, efficiency and

! https://www.gsluk.org/
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safety of the supply chain network in both physical or digital
aspects.

The services of GS1 can be categorized into three areas:
identity, capture and share [10]. GS1’s identity standards
cover five areas: (i) company and location (Global Location
Number - GLN), (ii) product (Global Trade Item Number—
GTIN, Serialized Global Trade Item Number—SGTIN), (iii)
Logistics and Shipping (Serial Shipping Container Code—
SSCC, Global Shipment Identification Number—GSIN),
(iv) Asset (Global Individual Asset Identifier—GIAI, Global
Returnable Asset Identifier—GARI) and v) Services and
More (Global Service Relation Number—GSLN, Global
Document Type Identifier—GDTI). G1’s capture standards
are of two categories: (i) Barcodes Line of Sight, (ii) Elec-
tronic Code-Non-line of Sight. The first contains EAN\UPC,
GS1-128, ITF-14, Data Bar, QR code, Composite code,
and Data matrix. The second contains only EPC (HF\UHF
Gen2) for RFID. GS1’s share standards have three types of
data exchange: (i) event data from a physical or digital object
(Electronic Product Code Information Service—EPCIS), (ii)
interaction of objects, i.e., transaction data covered by EDI
standards (GS1 XML, GS1 EANCom, eCom), (iii) Global
Data Synchronization Network (GDSN),an internet-based
integration system for sharing business data among part-
ners. This categorization of services of GS1 is tabulated in
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Table 1 Categorization of GS1 services

Category Standards\covered areas Technology

Identity =~ Company and location

Product

Logistics and shipping
GSIN

Asset

Services and more

Capture  Bar codes line of sigh

code
Electronic code—non-line of Sight
Logistics and shipping
GSIN
Share Event data from a physical or digital object

Interaction of objects, i.e., transaction data
covered by EDI standards

Internet-based integration system for shar-
ing business data among partners

o Global location number — GLN
o Global trade item number—GTIN e Serialized global trade item number—SGTIN

o Serial shipping container code— SSCC e Global shipment identification number—

o Global Individual Asset Identifier — GIAI e Global Returnable asset identifier—GARI
e Global Service Relation Number— GSLN e Global document type identifier—GDTI
o EANBuackslashUPC e GS14AS128e ITFAAS14 e Data Bar e QR code e Composite

e EPC (HFBackshlashUHF Gen2) for RFID
o Serial shipping container code—SSCCe Global Shipment identification number—

o Electronic product code information service -4AS EPCIS
e GS1 XMLe GS1 EANCom e eCom

o Global data synchronization network—GDSN

Table 1. The procedural working of EPC in the GS1 sys-
tem from RFID devices to the capture of various types of
product data in a multi-stakeholder environment deployed
on the global scale is shown in Fig. 1. Figure 2 depicts the
multi-sourced data capturing involving GS1 standards and
technologies, synchronization of multi-stakeholders’ data
and its storage in the GSDN.

Figure 3 depicts the workflow in a typical supply chain,
highlighting the incorporation of various smart technologies
and standards to facilitate its digitalization. The emergence
of digital twins as part of the supply chain analytics is also
shown. This analytics process covers visibility into the sup-
ply chain, automation of involved processes and integration
with other enterprise systems for application base system
handling.

1.1 Contributions

This survey article is the first to cover a wide range of
aspects of Blockchain-enabled supply chain. Here, we sum-
marize our major contributions in this domain.

e Make a comprehensive overview of the digitalization of
the supply chain, the role of GS1 standards and technolo-
gies, the drawbacks of this existing system and how these
are addressed using Blockchain.

e Summarize and analyze a range of state-of-the-art con-
sensus algorithms.

e Critically analyze the major technical and non-technical
challenges in the adoption of Blockchain for supply chain
applications. An analysis of the core issues of scalability
and interoperability is presented, along with available
solutions.

e Identify challenges associated with the mass adoption
of Blockchain-based supply chain traceability and pro-
pose a model, called MOHBSChain, for the adoption
of future Blockchain-enabled supply chain.

1.2 Paper organization

The remainder of the paper is organized as follows. Sec-
tion 2 highlights the shortcomings of existing supply chain
traceability systems and analyzes the efforts of available
solutions to overcome those issues. Section 3 reviews
the emergence of the Blockchain-enabled supply chain.
To strengthen the claim of emergence, success stories of
Blockchain-based supply chain traceability are presented
along with a list of real-world use cases. The most success-
ful start-ups in the field Blockchain-enabled supply chain,
particularly those focused on traceability, are discussed
in this section. Section 4 discusses at length the technical
and non-technical challenges to adoption of Blockchain.
Among the technical challenges, scalability and interop-
erability are covered in detail along with the current and
proposed solutions. An overview of the most commonly
used consensus algorithms is given in Sect. 5. The utili-
zation of consensus algorithms in various supply chains
presented in the literature is also given in this section.
Section 6 discusses the constituents of the Blockchain
ecosystem together with relevant literature covering the
topic of application development for the Blockchain-based
supply chain. The key research directions arising from the
application of Blockchain in a number of domains includ-
ing supply chain are discussed in Sect. 7. The outcomes of
this survey article are presented in Sect. 8.
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Fig.2 Representation of a complete global data synchronization net-
work from data source to global registry for accessing from multi-
stakeholders of a typical supply chain

2 Blockchain and smart supply chain

This section first presents an overview about working of
Blockchain along with insight depiction in Fig. 4 and then
its application in Supply Chain is given.

2.1 How Blockchain works?

The transaction is initiated from the wallet of the node
(transaction initiator). All the transactions are first placed

@ Springer

to the unconfirmed transaction pool.The miners pick up
the transactions from the pool. Once the transaction is con-
firmed, SHA256 hashing algorithm is applied on the trans-
action data (having six parameters) and generates its hash.
Similarly, the hash of all confirmed transactions is generated
to make up the Merkle tree that ends up at a single hash
value called Merkle root. Every confirmed transaction is
placed in the miners’ own maintained transaction pool. Once
the Merkle root is generated, the nodes then solve the puzzle
for generating the nonce value. The miner that successfully
generates the nonce at first broadcasts its Blockchain hav-
ing its newly generated block to other network miners. This
newly generated Block has the SHA256 algorithm applied
to six parameter values including the generated nonce. All
other miners stop generating the nonce and work on validat-
ing the shared Blockchain by the successful miner. Once the
validity of this shared chain is confirmed by more than 51%
miners, it is replicated to all the miners through distributed
ledger technology (DLT). The insight of this process is
depicted in Fig. 4. Also, the Blockchain protocol stack is
depicted in Fig. 5.

To study further on Blockchain and its various aspects
including its working, applications, challenges, etc., can be
referred to [11].

2.2 Blockchain in smart supply chain

Problems in existing supply chain traceability systems,
which are either difficult or impossible to solve with cur-
rent technologies, include establishing reliable provenance,
and preventing fraud and counterfeiting. Existing traceabil-
ity systems adopt either a centralized or distributed archi-
tecture [12]. Centralized architectures are managed by an
authoritative third party body with the risk of (i) single node
attack, (ii) data tampering, and (iii) information disclosure.
Distributed architecture, such as an EPCIS based setup,
allows for scalability due to the ease of creation and shar-
ing of visibility event data on digital and physical objects,
both within and across enterprises. Nevertheless, data tam-
pering and information disclosure issues remain unsolved
in EPCIS-based systems [13]. Moreover, the majority of
current IoT solutions still rely on heavily centralized cloud
infrastructure, which results in lack of transparency and by
nature faces security threats, including availability, audit-
ability, data lock-in, and confidentiality [14]. Blockchain is
a promising technology for addressing these issues which
brings three major benefits: (i) secure traceability and con-
trol, (ii) data immutability and (iii) trust creation, in rela-
tively low cost IT solutions.

Blockchain-based systems are an amalgamation of cryp-
tography, public key infrastructure and economic modeling,
applied to peer-to-peer networking and decentralized con-
sensus to achieve distributed database synchronization [15,
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16]. It is a revolutionary technology which promises major
changes in the operation of global technology. It has been
adopted in various industries and domains including sup-
ply chain [17], monetary-use cases [18], asset management
[19, 20], land-record registry traceability[21], vehicular
network [22], e-contracts [23], retail [24], decentralized
exchanges [25], business modeling [26], energy trading and
sharing [27], transaction process automation [28], and mis-
sion critical scenarios [29]. Opinions on Blockchain among
technologists, practitioners and other industry stakehold-
ers are divided; both proponents and opponents have their
standpoints.

There are a number of arguments against Blockchain. Its
distributed nature requires it to carry out the the same pro-
cesses as a traditional database, as well as additional tasks.
These are signature verification, attaining consensus, and
redundancy in nodes’ processing due to the large network
size. These processes may adversely affect the performance
in several areas such as consumption of energy, time and
other resources. The double spend attack, also known as
the 51% attack, is a serious security flaw in the Block-
chain [30]. Though the Bitcoin platform has proven to be
very efficient and resilient over the years with no evidence
of a successful 51% attack, in smaller Blockchains there is

@ Springer

an increased chance of attack, as seen in Bitcoin Gold, Kryp-
ton, Shift and others [31]. The immutability of data in the
Blockchain requires that a hard fork is performed to rectify
errors; the trustworthiness of data input into the Blockchain
(by human or machine actors) must therefore be ensured,
which is a significant challenge when using Blockchain as a
distributed data store. Other concerns include limited scal-
ability and storage [32], and uncertain regulatory status.

3 Emergence of Blockchain-enabled supply
chain

Blockchain is beginning to be adopted in various supply
chain applications, especially in the financial and manu-
facturing sectors, for optimizing processes and improving
efficiencies in other aspects. The disruptive presence and
integration of Blockchain with IoT have made it one of the
most promising recent technological trends. This combina-
tion of technologies is allowing companies to strengthen
relationships among their core business stakeholders, espe-
cially with current customers, and to attract the new ones.
As an example, it is estimated that the businesses operat-
ing in the food and pharmaceutical industries are facing big
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financial loses to a variety of supply chain issues. These
include counterfeiting, stolen products, gray market, fraud
and product recalls. Such factors have prompted a move-
ment of supply chain stakeholders toward more transpar-
ency and traceability. As Blockchain promises immutability,
transparency, security and fault tolerance, it is a promis-
ing solution, at least for the trust and traceability issues. In
practice, there are already companies that use this technol-
ogy to support the process, and some have already shown
promising results. Walmart in collaboration with IBM has
successfully launched a pilot project for the traceability of
mangoes from the farm to fork [33]. Walmart, IBM and Bei-
jing Tsinghua University collaboratively launched a project
to build a model using Blockchain technology for tracking
and tracing in the pork industry in China [34]. IBM’s part-
nership with Walmart is one among nine other initiatives
providing Blockchain-enabled food supply chains as part of
the IBM Food Trust project. Walmart has already announced
to its leafy green vegetable suppliers that they are required to
upload their data to the Blockchain by September 2019. The
latest update on bringing the unprecedented transparency
by Wallmart to the food supply chain can be found at [35].

Table 2 shows examples of real-world use cases of Block-
chain-enabled supply chain for various purposes, particu-
larly for traceability.

Another successful Blockchain-based solution to track
the provenance of high-value assets is Everledger [45]. More
than two million diamonds have been uploaded to the Block-
chain for complete provenance from origin to the end owner.
This history tracking is achieved using pictures or certifi-
cates at each step of the way. Carrefour, Europe’s largest
retailer, provides shoppers with the provenance of free-range
chickens in Auvergne, France, by integrating their system
with Blockchain food traceability [46]. In this project, Carre-
four has expanded the use of Blockchain to other food items
including salmon, tomatoes, honey, eggs, and milk. Nestlg,
a Swiss food company, and British—Dutch Unilever are also
participating in Blockchain projects to improve food supply
chain traceability.

The smart contract is a feature of Ethereum Blockchain
which enables organizations to handle large amounts of
transactions automatically with full confidence for direct and
indirect stakeholders. Even in some Fortune 100 companies,
supply chains can include sales outstanding of up to 60 days,
despite a typical 30-days credit contract limit [47]. In these
cases, management of outstanding invoices is a challeng-
ing problem. Blockchain-powered smart contracts are now
enabling this process to be automated with programmable
clauses. Once a set of conditions is satisfied, the contract is
triggered to run automatically, thus speeding up the sales
cycle.

The process of moving goods across borders is heav-
ily regulated; the clearance procedure is mainly processed

manually, adding up 15 to 50% of the total shipping costs.
For example, to ship refrigerated products from East Africa
to Europe, one would have to obtain written approvals from
nearly 30 organizations. Maersk partnered with IBM has
already initiated a transformation of their business model
using Blockchain-powered smart contracts with the name
TradeLense [48]. Their first pilot project built on top of
legacy systems is in operation since 2017. This system ser-
vices a large network of shippers and their daily operations
and documentation in a bid to lower the shipping costs.
The National Livestock Identification System (NLIS) is
AustraliadAZs world-leading system for the identification
and traceability of livestock. It tracks livestock through the
entire process from birth to slaughter. A report conducted
by Meat and Livestock Australia [49] evaluates the use of
Blockchain technology to support provenance. It looked into
the utilization of Blockchain by different participants in the
supply chain to satisfy the provenance life cycle. They con-
cluded with an intention toward its practical implementa-
tion in their system. Similarly, the integration of the Beef
Infoxchange System (BIXS) with the Canadian Livestock
Traceability System (CLTS) has taken positive steps towards
the implementation of a Blockchain-based traceability sys-
tem [50]. Canada enforces the use of bar codes, plastic ear
tags, or two electronic button ear tags to identify the initial
herd.

These successful projects have motivated other market
players to adopt Blockchain-based solutions. Based on thor-
ough and extensive research on the potential of Blockchain
in the supply chain industry conducted by a team of inno-
vation analysts at Innovator’s Guide, there are around 800
startups around the globe working in the field [51]. Table 3
presents some of the most successful startups of Blockchain-
enabled supply chain having diverse focus, particularly on
traceability.

4 Blockchain adoption challenges in supply
chain applications

Although the technology itself is revolutionary, there are
many limitations and challenges in its adoption in appli-
cations. Considering the length of the article, a short but
comprehensive discussion is made on non-technical and
technical challenges Blockchain Adoption in Supply Chain.

4.1 Non-technical challenges

The availability of technology does not guarantee its uptake;
even now, many warehouses still operate with paper at the
integral points, although RFID chips and scanners are now
conveniently available, in reach and access. Factors act-
ing against the adoption of technology include the lack of
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Table 3 List of some successful startups of Blockchain-enabled supply chain applications

Name Location  URL Year Business focus

DORAE UK dorae.com 2014 Digitize & automate document processes

ShipChain USA shipchain.io 2017 End to end supply chain solution

Zego USA zegofoods.com - Provide traceability to food products & ingredients

Provenance USA provenance.org 2014 Empower brands to communicate the origin and impact of their
products

Eximchain USA eximchain.com 2015 Reduce procurement cost & paperwork, and increase order fullfill-
ment & transparency

OriginTrail Hong Kong origintrail.io 2013 Enabe a universal, collaborative & trusted data exchange for inter-
connected supply chains

PeerLedger Canada peerledger.com 2016 Protect human rights, reduce safety risks & improve environmental
performance in their supply chains

Blockhead Technologies Canada blockheadtechnologies.com 2017 Increase product traceability & improve data governance for supply
chain organisations

Zerol Spain zerolcapital.com/ 2017 Provide supply chain financing early in the production cycle

Cargocoin UK thecargocoin.com 2017 Link the physical worlds of trade, transport and logistics with
Blockchain

Tradeline Cyprus tradeline.io 2017 Provide post-trade workflow automation platform

TangoTrade USA tangotrade.com 2018 Offer payment assurance to suppliers

Hijro USA hijro.com 2014 Connect financial & supply chain systems

Modum Switzerland modum.io 2016 Monitor, automate & optimize supply chain

Chronicled USA chronicled.com 2014 Help supply chain companies create standards & best practices

Sweetbridge UK/USA sweetbridge.com 2016 Keep all parties involved in a transaction in synchronisation

Skuchain USA skuchain.com 2014 Incentivize collaboration without compromising security or intel-
lectual property

WAVE USA wavebl.com 2014 Securely store and exchange logistics documents

Blockverify UK blockverify.io - Anti-counterfeit measures of products, goods, merchandise &
transactions

Fr8 Network USA fr8.network 2017 Improve operational efficiencies, compliance monitoring & payment

settlement

understanding of Blockchain among business leaders, the
view that it is a fad, and waiting for wider adoption before
committing. Even those business leaders who realize the
potential of Blockchain are hesitant to invest money and time
into it, keeping in view the lack of industry-wide standards
and practices. Hence, for Blockchain to be successful, every-
one in a typical supply chain industry needs to be convinced
of its benefits; the key stakeholders should be on-board and
be able to see the benefits in introducing Blockchain. Hence,
market acceptability is a key challenge to face.

There is also a lack of enterprise resource plan-
ning (ERP) tools and support within existing systems.
Typical ERP systems used in many organizations do not
support Blockchain. Hence, a bold step is required to
either outsource the application development for its par-
ticular supply chain or set up in-house development. In
the former case, apart from other risks, privacy leakage
can be a major concern, as an organization has to hire
the services of the third party who must be trusted with
the organization’s data. In the latter case, privacy risks

are lower, but significant investment is required for the
long term. Either existing staff require training or existing
professionals with these skills must be employed. This
may be difficult, since the development requires a range
of software skills, as well as requiring an understanding
of the economic and business issues and of the underlying
supply chain setup.

Though there are other non-technical challenges in
addition to those described above, they are mostly vari-
ants or extensions of these. Similar lists are available in
the literature in [52, 53].

At the boundary of the technical and non-technical chal-
lenges is the issue of correctness of entered data. Data
entered to a Blockchain must be correct; the immutable
and transparent attribute of Blockchain technology means
the user cannot easily update or modify the entered record.
If a supply chain partner is using an unreliable system to
record information, then the addition of Blockchain tech-
nology can become more detrimental rather than facilitat-
ing the user. The immutability of the Blockchain does not
guarantee the quality of the data.
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Fig.6 A taxonomy of Blockchain scalability solutions

4.2 Technical challenges

Compared to a traditional database, Blockchain is signifi-
cantly slower in retrieving and committing records. It also
requires significantly more computing resources, and the
scalability of these resources is a significant concern. More-
over, interoperability between all systems interacting with
the Blockchain is needed. The payment term must be short
and flexible enough to be able to cash in any other currency
(including FIAT money). In the preceding subsections, we
focus on these two issues in the following subsections.

4.2.1 Scalability

Scalability is the ability of a system to continue to respond
and function after increasing the size of the input to ful-
fill user demand. To address the issues relating to scalabil-
ity, Soohyeong Kim et al. [54] categorize the scalability
methods into on-chain, off-chain, side-chain, child-chain,
and inter-chain solutions, while in [55], Junfeng Xie et al.
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grouped the scalability solutions into technologies related
to the number of transactions, block interval time, data stor-
age and data transmission. We present a categorization of
scalability solutions into four types; (i) on-chain scalability
(ii) off-chain scalability (iii) consensus mechanism-based
scalability (iv) distributed acyclic graphs based scalability.
Figure 6 depicts these categories of scalability solutions with
a presentation of particular solutions under these categories.

¢ On-chain solutions require a structural or fundamen-
tal change to Blockchain, and so the modification in
the underlying rules of the protocol. This is technically
known as a hard fork or controversial hard fork in cases
where there is a split in the community, since there is a
formation of groups that accept or reject the proposed
update. Sharding [56], SEGWIT [55] are major solu-
tions. From the hard fork solutions category, there are
litecoin, DASH, and Bitcoin Cash, to name a few.

¢ The off-chain approach uses secondary protocols built
on top of the main Blockchain and hence is referred to as
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a second layer scalability solution [57]. In this approach,
transactions are off-loaded from the main Blockchain
and performed privately between the interacting part-
ners. It confers the advantages of reduced congestion in
the MainNet, increased throughput, reduced transaction
fees and space saving. Among the available off-chain
solutions, some are RAIDEN, Trinity Network, Plasma
Cash [58], and Lightning Network [57].

¢ In Consensus Mechanism based Scalability, the work-
ing of the consensus algorithm is optimized to aid in
addressing issues of scalability [59]. VeChain using
Proof of Authority, ARK.io, LISK, bitshares, E.O.S, and
steemit using Delegated Proof of Stake, Ripple, and Stel-
lar using Federated Byzantine Agreement, NEO using
Delegated Byzantine Fault Tolerance, Libra, zilliga, and
Hyperledger are major solutions in this category.

¢ Distributed Acyclic Graph-Based Scalability is distinct
from Blockchain. It is another prominent form of distrib-
uted ledger [60] technology. Transactions operate inde-
pendently and asynchronously without conforming to a
particular process. The system uses a topological order-
ing data structure for maintaining transaction records.
DAG distributed ledger technology does not suffer from
the scalabilty issues as is inherent in Blockchain. Some

of the solutions in this category are IOTA, Byteball,
NANO, and Hashgraph.

4.2.2 Interoperability

Though the adoption of Blockchain is increasing, the
isolation of Blockchains in their respective ‘silos’ due to
the lack of interoperability standards is an impediment to
wider adoption. Resolving collaboration and cross-chain
interaction issues among public, private, and consortium
Blockchains can pave the way for a hyper-connected world.
Blockchain systems need to speak the same language, and
to incorporate and share common capabilities and feature
sets related to consensus models, transaction, and contract
functionalities. The proposed solutions for Blockchain inter-
operability can be grouped into three categories, namely (i)
Notary Schemes [61], (ii) SideChain\relays [62], and (iii)
Hash Locking [63]. Figure 7 summarizes these solutions,
giving a visual overview of this section.

¢ In Notary Schemes, an intermediary trusted entity called

a notary witnesses and confirms the state of the inter-
acting Blockchains to enable operations. Liquid using
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Federated Pegged Sidechain a major solution in this cat-
egory.

¢ Relays scheme is used many interoperability solutions.
Cosmos, Polkadot, and ChainLink are names of a few.

e Hash Locking is the most practical approach to the
Blockchain interoperability, although it is limited in
functionality. Interledger Protocol (ILP) [64] and ARK
Core Series are its some available key solutions.

5 Consensus algorithms for supply chain
applications

The Consensus Algorithm (CA) plays an indispensable and
inseparable role in Blockchain technology. The availability
of arich list of consensus algorithms reflects the engagement
of a good number of academicians, researchers, and indus-
trialists in making their contribution toward the emergence
of Blockchain. Each has its pros and cons, and any of these
singly does not fit all situations, scenarios, and applications.
An abstract collective overview of the most renowned CAs
is in proceeded paragraphs.

Proof of Work (PoW) carries out large, but completed
computation with no further need for any additional work
for proof check. The heavy and truthful chain among the
competing chains is finalized. PoW limits the rates of new
blocks, and it is expensive to add an invalid block as well. A
variant of PoW is GHOST consensus algorithm. It is based
on the Greedy Heaviest-Observed Sub-tree strategy. Instead
of the longest chain consensus rule, the technique here is to
follow the path of the sub-tree with the combined hardest
proof of work. Proof of Stake remedies PoW by eliminating
heavy computation and higher energy consumption as the
block creation is tied to the amount of stake. In BFT, the
new block is only accepted once a voting process among the
nodes with the selection of trusted validators is completed.
Hence trusted entities work together to add records. Stellar
Consensus Protocol(SCP) is a mix of PoW and BFT. The
former is used for identity management, while the latter is
for the agreement process. A further extension to SCP is Pi
Consensus algorithm that is specially designed for the low
energy\computational power devices such as home PCs and
mobile phones. It is possibly slower than SCP, but far faster
than PoW. SCP also has its role in eliminating the heavy
communication and other resources overheads.CheapBF
(trusted hardware) and XFT [65] are from the same family
of BFT and give similar advantages as SCP. Many variants
of BFT are there in the literature with their pros and cons:
HoneyBadgeBFT (Asynchronous BFT protocol) [66], Lin-
BFT (Linear-Communication protocol for the public chain)
[67], Democratic BFT (solves the consensus deterministi-
cally with multiple proposers) [68], Aleph (treated the BFT
protocol as composition of instances of abstractions) [69],
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BFTRaft (a mix of original Raft algorithm and PBFT algo-
rithm) [70] and many more. BitCoin-NG consensus algo-
rithm [71] decreases the latency and increases the through-
put through its technique of leader election to append the
micro-blocks.

Sylim Partick et al. [72] developed a distributed applica-
tion engaging smart contract and Swarm as a Distributed
File System. In their proposal, they proposed to modify the
Prof-of-Work consensus algorithm of Ethereum into a Del-
egated PoS of PBFT by considering their better scalability
feature and also aligning it well with the drug supply chain
environment. They proposed to engage the FDA, manufac-
turer, wholesaler, retailer, and the consumer portal as simu-
lation nodes for running the consensus algorithm for their
particular Blockchain. Mao Dianhui e al. [73] designed a
novel Food Trading System with CONsortium Blockchain
(FTSCON). The target is to establish a sustainable and
credible trading environment by eliminating the informa-
tion asymmetry in the food trade. To improve efficiency,
the new consensus algorithm is designed based on Practical
Byzantine Fault Tolerance. Its underlying principle is using
the automatic transaction mechanism of the system to verify
the transaction information. Huang Yan et al. [74] proposed
a scenario-oriented Blockchain system for drug traceability
and regulation called Drugledger. To ensure the authenticity
and privacy of traceability data, they separated the service
provider into three independent service components in their
reconstructed service architecture. The communication mod-
ule uses gossip to implement a p2p network. Algorand cryp-
tocurrency is exploited for its algorithm to implement the
consensus module. Users in Drugledger are weighed on the
number of valid transactions in the past, whereas Algorand
weights its user are weighed based on the owned balance.

6 Blockchain based application
development

The majority of Blockchain-based supply chain systems are
based on Ethereum or its variants due to its support for smart
contracts. It also has a well-established support and devel-
opment community. In this section, we discuss a number of
recent Blockchain applications, with particular reference to
the tools and technologies underlying the implementation.
Kuhn Marlene et al. [75] proposed a consortium Block-
chain based on Ethereum or Hyperledger for securing the
process quality in manufacturing chains in autonomous driv-
ing. Westerkamp Martin et al. [76] designed a supply chain
traceability system that models manufacturing processes as
token recipes. The system is a prototypical implementation
for the Ethereum Virtual Machine using smart contracts.
Khalid et al. [77] addressed the track and trace across the
agricultural supply chain with an approach that leverages
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the Ethereum Blockchain and smart contracts. Their con-
sensus algorithm eliminates the need for a trusted central-
ized authority and intermediaries. It performs efficiently and
allows business transactions among all participants within
the supply chain ecosystem. All transactions are recorded
and stored in the Blockchain with links to a decentralized
inter-planetary file system.

Lin Qijun et al. [13] proposed a food safety traceability
system based on Blockchain and EPC information services.
The prototype system was implemented on the Ethereum
Blockchain. For on-chain and off-chain data, they further
propose a management architecture that alleviates the data
explosion issue of the Blockchain for the IoT. For trusted
interaction among the participants, they designed an enter-
prise-level smart contract. This is tested to prevent data tam-
pering and sensitive information disclosure. MongoDB V.3.6
is used to store and manage food event data and a JSON
query is used to interrogate the objects and arrays embed-
ded in the documents. This application used the Ethereum
Geth 1.8.2 Blockchain module in JAVA 8.0.1610.12 under
Windows 7.

In [73], the authors used Geth v1.6.4 10 for all of the
empirical evaluations. The system including the Blockchain
consortium, web server and the client browser was designed
by using the Ethereum architecture. The web server was
developed in PHP, and HTML/CSS/JavaScript was used for
writing the client browser page.

Baralla Gavina et al. [78] implemented the from-farm-to-
fork (F2F) model currently in use in the European Union,
which can integrate current traceability rules and processes.
The access to the system is only issued to members recog-
nized as legitimate participants in the process. Hyperledger
Sawtooth is used as the underlying Blockchain architecture
and applications are developed in Python 3. The application
subsystem is composed of a web client, a mobile client, an
off-chain repository and a set of REST APIs which facilitate
the creation and forwarding of transactions and batches to
the sawtooth network nodes.

Helo Petri and Shamsuzzoha Ahm [79] proposed Afor,
which is built on top of an Ethereum Virtual Machine
(EVM) within the Blockchain architecture to operate as a
run time environment for smart contracts. The Blockchain
application (Tracker App) communicates with EVM and
the network. Ethereum node components are called for the
implementation of the tracker App. The web applications are
developed using HTML, CSS and JavaScript, and Solidity
smart contract is used for back end development.

Knirsch F, et al. [80] introduced the implementation of
a fully custom, private, and permissioned Blockchain from
scratch. They cover the hardware aspects of a system that
comprises three core components; nodes, clearing server,
and asmartphone app. Xu X, et al. [81] proposed a Block-
chain-based traceability system, originChain, and gave

detailed working on its design. A Blockchain development
ecosystem comprises the choice of Digital Ledger Technol-
ogy (DLT) type, DLT accessibility scope, Blockchain plat-
form and CA. Supporting development tools include Inte-
grated Development Environments (IDE), libraries, testing
tools, programming languages for smart contract and appli-
cation development, and storage applications. The composi-
tion of this ecosystem strongly depends on the application
area which is targeted. In the remainder of this section, we
give a brief introduction of these constituents, which are also
summarized in Fig. 8.

e DLT—A digital database system for recording the trans-
action of assets that is consensually shared and synchro-
nized across multiple sites or geographies, and having
public witnesses. It can either be Blockchain based or
non-Blockchain based.

e Accessibility scope—Users interacting with the Block-
chain may or may require permission to access the sys-
tem. Permissioned or private Blockchain requires the
participants or validators to be invited by an adminis-
trator to access the system, while non-permissioned or
public Blockchain does not have this requirement. A mix
of both is a federated or consortium Blockchain.

e Blockchain platform—A long list of Blockchain plat-
forms or frameworks is available, with varying suitabil-
ity for a particular scenario. A list of some of the most
notable frameworks is presented in Figure 8.

e CA—This is the procedure through which the peer nodes
reach a common agreement for validating the current
state of the distributed ledger. It maintains the integrity
and security of every Blockchain and achieves reliability
in the network. The acceptability of any consensus algo-
rithm to the Blockchain is dictated by the application
requirements. Figure 8 shows the previously discussed
names of consensus algorithms.

e [Integrated Development Environment—Refers to a suite
that consolidates the basic tools required to write and
test the software. Some of the most popular IDEs and
editors for the Blockchain application development are
also shown in Figure 8.

e Development testing tools and libraries—Extending the
IDE, development and testing tools and libraries provide
support for development of applications which interact
with the Blockchain.

e Programming languages—Blockchain development uses
a wide variety of programming languages including some
specific to Blockchain development. The selection crite-
ria may consider the requirements for security, resource
management, performance, and the need for isolation
level.

e Storage applications—The storage of transaction-related
data could be on-chain or off-chain depending upon its
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Blockchain applications and use cases

sensitivity level or its volume. Most of the off-chain stor-
age applications are the same as are previously used with
big data.

e Applications and use cases—The two major categories of
Blockchain-based applications are business-to-business
and business-to-consumer. A list of applications and use
cases of Blockchain are presented in the same figure.

7 Research directions

The adoption of Blockchain in complex applications such
as supply chain exposed many challenges and open research
problems. The following list identifies some key areas which
must be addressed by researchers to realize mass adoption
of Blockchain in supply chain traceability.
[ ]
® Built-in analytics for Blockchain— At present, Block-
chain data is purely a transaction repository without any
access to the data-parallel processing systems such as
Dryad Spark, Flink or MapReduce. It is required to scan
the Blockchain data before running analytics. Implemen-
tation of the input reader with the execution engine could
assist in developing built-in analytics for the Blockchain.
Edge Analytics capabilities could also be introduced.
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How this integration with current Blockchain systems
to enable built-in anlytics can be achieved is an open
research area [82, 83].

Integration and analytics across on-chain and off-chain
data—As an extension to the previous challenge, analyt-
ics could span across on-chain and off-chain data sys-
tems. Federated search, query processing over federated
data, i.e., query federation, are the emergent research
areas in the integration and analytics across on-chain
and off-chain data. Furthermore, optimal checks on the
strategies that export on-chain data to the off-chain data-
base and where analytics are applied need to be explored
and developed. Another challenge is the maintenance of
immutability in the exported data and data security in the
context of analytics over both on-chain and off-chain data
[84].

Development of smart contract templates—The pro-
grammed logic of Blockchain smart contracts is usually
manually developed after studying related documents.
This methodology is not only time consuming, but also
error prone. There is a need to define a standardized
semantic framework for the smart contracts to make
it a fully automated process. Another related research
challenge is to develop standardized templates of smart
contacts for various legal issues and assignments. This
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automated template development requires mature natural
language processing algorithms to extract related data
and operational parameters from legal documents, and
embed this in smart contract templates [85].

e Development of security analysis technologies for smart

contracts—In the event of a smart contracts becoming
compromised, the programmed logic and the Block-
chain data are exposed, with potentially disastrous con-
sequences, and backdoor attacks may be used to exfiltrate
data from the Blockchain. This requires the development
of strong security analysis technologies for smart con-
tracts. There is also a need to develop techniques for
assessing the semantic trustworthiness of smart contracts
between the interacting parties. Other related open ques-
tions including detecting bugs in smart contacts, deal-
ing with wrongly behaved smart contracts, and updating
them with correct code without impacting the running
network require research attention. Encapsulating all the
developed security analyses for the smart contracts with
the confidentiality, security and privacy assurances at
different levels is needed for compliance with regulatory
bodies and instruments such as HIPAA and GDPR [86,
871.

Standardization and automation of governance—The
application of Blockchain smart contracts in governance
and services could allow for the transformation of gov-
ernment roles and functions. This may in turn impact
transparency of governance and services, establish-
ment of smart and trustworthy government, flattening
of organizational structures, and improved security of
government data. Despite these potential benefits, Block-
chain technology also poses many challenges to govern-
ment in the development of appropriate laws, regulations,
and management mechanisms. A key issue here is that
the central philosophy behind Blockchain technology is
at odds with prevailing paradigms of government: Block-
chain is a decentralized system with no third-party inter-
vention, whereas government classically relies on cen-
tralized authority. This is a societal and political, rather
than technological challenge [88, 89].

Query execution system for encrypted data in Block-
chain—Considering the complex features of Blockchain,
most of the data access technologies and best practices
from previous technology movements result impractical
to it. The Web 3.0 deserves a Web 3.0 data access proto-
col. Decentralization, opacity and sequential data storage
are major causes of this challenge. There is demand of
query execution system for the encrypted data in Block-
chain [90].

Trusted electronic data management systems— verifica-
tion mechanisms for the correctness of entered data—
The immutability feature of Blockchain gives rise to
challenges as well as benefits. The challenge arises from

the need for data entered to the system to be strictly cor-
rect when first entered, with no opportunity for correc-
tion of errors. Devising verification mechanisms for the
correctness of data entered to the Blockchain transaction
repository is an active area of research, in which trusted
electronic data management systems are a key focus. A
related challenge is the security of attached data-generat-
ing technologies such as IoT, RFID and sensors. Though
much research work has been carried out, there is a need
to reconsider the solutions from the perspective of these
technologies integrated with Blockchain.

e [nteroperability standards—For organizations to migrate
existing systems toward Blockchain with confidence,
defining interoperability standards is of core value [91].

e [mproving scalability in throughput, storage, and net-
work communication—With the increase in integra-
tion of Blockchain with existing systems, the scale of
data, data processing and manipulating requirements
and importance of timely finalizing of transactions are
increasingly important issues. There remains a large gap
between the requirements and the available solutions for
improving the Blockchain scalability [92].

e [Incorporation of right-to-forget mechanism in Block-
chain—The retroactive erasure of personal data from all
distributed copies upon request is a statutory requirement
in some jurisdictions, seemingly in direct conflict with
the core immutability feature of Blockchain. This right-
to-forget or ‘Right-to-be-Forgotten’ is a requirement
imposed by the GDPR in European Union Law. Block-
chain compliance with the regulation is challenging, if
not impracticable, since it requires Blockchain data be
editable or deleted on requested. Though some efforts on
addressing these regulatory requirements while preserv-
ing Blockchain security are available in the literature,
there is some way to go and this is an open research ques-
tion [93, 94].

To support the implementation of Blockchain in the sup-
ply chain, we propose a model which combines the ideas
presented in this paper into a coherent model for a Block-
chain-enabled supply chain. The model is shown schemati-
cally in Fig. 9.

e A company that plans to adopt Blockchain for the trace-
ability of their products requests a track and trace service
for their supply chain.

e The quantity of items is entered into a system that gen-
erates an MID (MOSChain Identity). The MIDs are
produced through a mining process following a mining
algorithm such as delegated PoS, delegated PoA, or PoW.

e The successful miner is rewarded with a MOHBS token.

e Two different types of tokens are introduced; MOS
(smart payment currency for utilization in financial and
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business activities) and MOHBS (currency for the execu-
tion of smart contracts and for running the applications
on the Blockchain).

The MID is encoded to the in-house built IoT items (NFS
chip, RFID trackers, QR codes, etc.) to track the item
throughout their life cycle.

The company uses these encoded IoT items on their prod-
ucts, as well as elevating them to the system’s digital
twin.

As the products are moved to various departments (pro-
duction factory, warehouse, distribution center, logistics
and wholesale or retail stores, etc.), related records at the
Blockchain service provider are updated.

Programmed logic related to transaction and business
agreements among the stakeholders are encoded in smart
contracts which require MOHBS tokens for their execu-
tion.

If MOHBS tokens are insufficient, they can be pur-
chased in the form of MOS vouchers, further transferred
to MOHBS tokens, since MOS is the smart currency of
this Blockchain. FIAT currency is exchanged through
GEMINI or GDAX into bitcoin that is further exchanged
to MOS through Binance, for example.

To run business activities or to interact with the MOS-
Chain Blockchain, the smart cryptocurrency, MOS, is
used. Any insufficiency is resolved through its purchase
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Fig.9 Proposed Blockchain-enabled supply chain framework —MOHBSChain

from Binance with the exchange of FIAT currency into
Bitcoin and then to the MOS.

8 Summary

The supply chain is a complex system which comprises many
components and stakeholders. Digital initiatives presenting
a holistic and centralized approach have already played a
role in improving the integration and standardization of its
siloed processes: ordering, purchasing, manufacturing and
logistics. GS1 has been instrumental in setting up standards
for improving the visibility, efficiency and safety of the sup-
ply chain network in both physical or digital aspects. Trace-
ability, which manages the process and product pedigree,
ensures that the flow of goods is well monitored, effectively
integrated, and efficiently recorded. Among others, data tam-
pering, single point of failure with a centralized storage,
dubious traceabilty information, distrust of authorities on
data authenticity and lack of provenance are major issues
in existing supply chain traceability systems. EPCIS-based
systems have gone some way to resolving these issues, but
much remains unsolved. Due to the promises which Block-
chain makes in immutability, transparency, security, and
fault tolerance, it is an appealing solution, at least for trust
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and traceability, and there are already many real use cases
in the supply chain.

According to analysts at InnovatordAZs Guide, there are
around 800 startups around the globe working in the field
of Blockchain. Even so, much groundwork is lacking before
Blockchain can be widely adopted in applications, particu-
larly in supply chain. A key issue at present is the orchestra-
tion of technical and non-technical constituents. There are
many technical and non-technical challenges which must
be addressed before the mass adoption of Blockchain pos-
sible; the major challenges are scalability and interoper-
ability issues. The core component of a Blockchain tech-
nology is the Consensus algorithm that largely defines the
performance of a Blockchain and its application suitability.
Though a long list of consensus algorithms are available
in the literature and each has its advantages and disadvan-
tages, no one CA fits all situations, scenarios, and applica-
tions. PoW, PoS and BFT are widely used, either alone or in
combination (as in SCP). For developing Blockchain-based
applications, a development ecosystem comprises a Digital
Ledger Technology (DLT) type, a choice of accessibility
scope, a Blockchain platform, Consensus algorithm, and
related tools such as Integrated Development Environment
(IDE), testing tools and libraries, and programming language
to define smart contracts and application logic, and storage
applications. There are many options in these development
layers, and a particular application will require a bespoke
mix of these. Many large organizations have already taken
steps toward implementation of Blockchain-enabled supply
chain, with some encouraging results.
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