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Abstract

This paperdescribesnev symbolicmodelchecler, calledNuSMV, developedaspartof ajoint projectbetween
CMU andIRST. NUSMYV is theresultof thereengineeringreimplementationand,to a limited extent, extensionof
theCMU SMV modelchecler. The coreof this paperconsistof a detaileddescriptionof the NUSMV functionali-
ties,architectureandimplementation.

Keywords SymbolicModel Checking- TemporalLogics— Automaticverification— Toolsfor technologytrans-
fer.

1 Intr oduction

This paperdescribeghe resultsof a joint project betweenCarngie Mellon University (CMU) and Istituto per la
RicercaScientificae TecnologicaIRST) whosegoalis the developmenif a new symbolicmodelchecler! Thenew
modelchecler, calledNuSMV, is designedo beawell structuredppen flexible anddocumenteglatformfor model
checking.To beusablein technologytransferprojects NuUSMV wasdesignedo be very robust,easyto modify, and
closeto thestandardsequiredby industry

NUSMYV is the resultof the reengineeringand reimplementatiorof the CMU SMV [47, 26] symbolic model
checler. With respecto CMU SMV, NUSMV hasbeenupgradedalongthreedimensions.

e Fromthepointof view of the systemfunctionalities NUSMV hassomefeatureqe.g., multiple interfacesL.TL
specifications}hat enhancehe userability to interactwith the system,and provide more heuristicsfor, e.g.,
achiesing efficiency or partially controllingthe stateexplosion.

e The systemarchitectureof NUSMYV is highly modular(thus allowing for the substitutionor elimination of
certainmodules)andopen(thusallowing for theadditionof new modules) A furtherfeatureis thatin NUSMV
theusercancontrol,andpossiblychangethe orderof executionof somesystemmodules.

e Thequality of the implementatioris muchenhancedNUSMYV is a very robustandwell documentedystem,
whosecodeis (relatively) easyto modify.

Thepaperis organizedasfollows: in Section2 we briefly introducethelogical framewvork below symbolicmodel
checking; Section3 describeghe interactionwith the system;Section4 explains the functionalitiesprovided by
the system;Section5 describeshe NUSMV systemarchitecture Section6 describegshe NUSMYV implementation
features Finally, Section7 describesheresultsof sometestsandfuture developmentdirections.

NUSMYV is availableatthe url “http://sra.itc.it/tools/nusmv §

1Thematerialpresentedh this paperis self-containedThis paperis readablavith ordinaryefforts for someonevith somebackgroundn formal
methods.
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Figurel: A StateTransitionGraphandits unwinding.

2 Symbolic Model Checking

The mostwidely usedverificationtechniquesaretestingandsimulation. In the caseof comple, asynchronousys-
tems,however, thesetechniquesancoveronly alimited portionof possiblebehaviors. A complementaryerification
techniquds TemporalLogic Model Checking[23, 28, 51]. In this approachthe verifiedsystemis modeledasa finite
statetransitionsystem andthe specificationsare expressedn a propositionattemporallogic. Then,by exhaustvely
exploring the statespaceof the statetransitionsystemiit is possibleto checkautomaticallyif the specificationsare
satisfied.Theterminationof modelcheckingis guaranteedby the finitenessof the model. Oneof the mostimportant
featuresof modelcheckingis that, whena specificationis found not to hold, a countergample(i.e., a witnessof the
offendingbehaior of the system)is produced.

2.1 Temporal Logic

A finite statesystemcanbe describedhsatuple:
M=<S8,T,R,L >

whereS is afinite setof statesZ C § is thesetof initial statesandR C S x § is thetransitionrelation,specifying
the possibletransitionsfrom stateto state.£ is a functionthatlabelsstateswith the atomicpropositionsfrom a given
language Suchatupleis calledstatetransitiongraphor Kripke structure [44].

Temporallogics are usedto predicateover the behaior definedby Kripke structures. A behaior in a Kripke
structureis obtainedstartingfrom a states € Z, andthenrepeatedlyappendingstatesreachablghrough®. We
requirethatthe transitionrelation R betotal? As a consequencall the behaviors of the systemareinfinite. Sincea
statecanhave morethanonesuccessothestructurecanbethoughtof asunwindinginto aninfinite tree,representing
all thepossibleexecutionsof the systemstartingfrom theinitial states Figurel shavs a statetransitiongraphandits
unwindingfrom the statelabeledwith “A”.

Two usefultemporallogics are ComputationTree Logic (called CTL) andLinear Tempoal Logic (calledLTL).
They differin how they handlebranchingn theunderlyingcomputatiortree.In CTL temporaloperatorst is possible
to quantify over the pathsdepartingfrom a given state. In LTL operatorsareintendedto describepropertiesof all
possiblecomputatiorpaths.

Thesyntaxof CTL formulasis givenby thefollowing rules:

1. arny atomicpropositionis aCTL formula;

2. if o and g are CTL formulas,thena e 8 and —a are CTL formulas,wheree is ary booleanconnectie
(A V, .00

3. if a andg areCTL formulasthenEXa, EGa, E[aUg] areCTL formulas.

Figure 2 describeghe intuitive meaningof CTL formulas. EXa meanshatthereexists (E) a pathstartingfrom a
statesg € S in whichin the next (X) statea holds. EGa meanghatthereexists a pathstartingfrom a statesg in

which globally (G) a holds. E[aU 5] thereexists a pathstartingfrom a statesg in which o holdsuntil (U) 8 holds.
TheotherCTL operatorge.g.,AFa, meaningfor all pathseventuallya) canbe derivedfrom thesethreeaccording
to theruleslistedin Tablel.



AXa = “EX(—a) For all paths,in the next statea

EFo = E[TUq] Thereexistsa pathin which eventuallya
AGa = —EF(-a) Invariantly o

AlaUp] = “E[-fU-a A -8 A-EG-8 Forall paths,a until 5

AFa = A[TUq] For all paths,eventuallyc

Tablel: Definition of CTL operators.

EXp EGp EpUgq
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Figure2: Themeaningof temporalmodalities.

Thesyntaxof LTL formulasis thefollowing:

1. arny atomicpropositionisanLTL formula;

2. if a andg areLTL formulasthenae g and—a areLTL formulaswheree is ary boolearconnectve(A, v, ...);
3. if a andg areLTL formulas,thenXa, Ga, [aUpS] areLTL formulas.

Themodelcheckingproblemcanbe formally formulatedasfollows. GivenaKripke structureM andatemporal
logic formula, find thesetof all stateghatsatisfyy, namelythe setof states

{seS|M,s ko) )
We saythatthe systemsatisfieghe specificatiorprovidedthatall theinitial statesarein theset{s € S | M, s = ¢}:
IC{seS|M,sE¢} 2

EachCTL formulay is identifiedby the setof stateswhereit holds,{s € S| M, s = ¢}. CTL operatorsnaybe
characterize@sa leastor a greatesfixpoint of anappropriategredicateransformef12]:

¢ EGa = gfp,[a A EXZ]
e E[oUf] =lfp,[8V (a AEXZ)]

This suggestsinalgorithmfor symbolicmodelcheckingwhichis drivenby the structureof theformula. For example,
thecomputatiorof E[aUg] = lifp,[8 V (a A EXZ)] correspondso thefollowing iterations:

SOZJ_
=
s1=8V(@AEX L )=
~
ss=B8V(aAEX §)
82
s3=8V(@AEX 8V (aAEXB)))

Iterationscontinueuntil s;11 = s;. Theexistenceof leastandgreatesfixpointsis guaranteedy the monotonicityof
the predicateransformerandby thefinitenessof thedomain[12].

2A transitionrelationR C S x S is totalif andonly if for eachstates € S thereexistsastates’ € S suchthat(s,s’) € R.



Figure3: A BDD for theformula“(al iff a2)and(bliff b2)”.

2.2 Symbolic Representationof Kripk e Structures

The first model checkingalgorithmsusedan explicit representatiorof the Kripke structureas a labeled,directed
graph[23, 28, 51].2A majorimprovementwasachievedwith the useof symbolicrepresentationf9, 49, 59, 12, 47],
basedontheuseof OrderedBinary DecisionDiagramd7, 8] (BDBs for short). BDBs arearepresentatiofor boolean
formulas,which is canonicaloncean orderon the variableshasbeenestablished Figure 3 depictsthe BDDfor the
booleanformula (a; < a2) A (by < b2), usingthe variableorderinga,, as, b1, b2. Solid lines representthen”
arcs(the correspondingariablehasto be consideregositive), dashedinesrepresentelse” arcs(the corresponding
variablehasto be consideredhegative). Pathsfrom the root to the nodelabeledwith “1” representhe satisfying
assignment®f the representedbooleanformula (e.g.,a1 + 1l,as < 1,b7 « 0,b2 < 0). Intuitively, a stateof
the systemis symbolically representedby an assignmenof booleanvaluesto the setof statevariables® A boolean
formula (andthusits BDD is a compactrepresentationf the setof the statesrepresentedy the assignmentsvhich
malke theformulatrue. Similarly, thetransitionrelationcanbe expresse@sa boolearformulain two setsof variables,
onerelative to the currentstateandthe otherrelative to the next state.

This makesit possibleto represenpredicatdransformersandfixpointsasBDDs. Thebasicbooleanoperationsare
handlecby meanof standardlgorithmsfor computingoooleanconnectveswith BDBs[7, 8], andfix-point algorithms
canbeeasilyimplementedn termsof basicBDDoperationg§12, 47].

The basiccomputationstepin the previously describedpredicatetransformerds the computationof the states
satisfyingEXa. Let a(z) be a booleanformula on the booleanvariablesz, wherez is a vector of booleanstate
variablesyepresentinghe setof statessatisfyinga. The setof statessatisfyingEEXa canbe computedas:

(EXa)(z) = 3z'.(a(z)[z' /2] A R(z, "))

Wherewith a(z)[z' /] we meanthesimultaneousubstitutionin a(z) of variablesz with thecorrespondingariables
Z'. This operationcalledRelationalProduct[47], is performedasanatomicoperationon BDs.

Theset{s € S | M,s | ¢} canbe computedusing basicBDDs operationsplus fixpoint characterizatiorof
the CTL operators.Formally, the checkwhich determinesvhetherthe modelverifiesa propertyy (seeEquation2)
reducedo thefollowing checkbetweerBDs:

2.3 Fieldsof Application

Theuseof BDs (i.e. theimplicit representationf thetransitionsystemmakesit possibleto verify verylargesystems
(largerthan10?° stateg[12, 47, 11]). Symbolic modelcheckinghasbeensuccessfuln variousfields, allowing the
discovery of designbugsthatwerevery difficult to highlightwith traditionaltechniquesSomeof themostsignificant
resultsaregivenbelown (anextensie discussiorof theapplicationsof symbolicmodelcheckingcanbefoundin [27]):

3Thisis almosttrue. However, the very firstimplementatiorof the CESAR tool wasa symbolicmodelchecler. See[52] for moredetails.
“4For nonboolearstatevariablesa booleanencodingcanbe performed.



e in [22] theauthorsappliedthis techniqueto verify the cachecoherencerotocoldescribedn the IEEE Future-
bus+ Standard96.1.1991.They founda numberof previously undetectedndpotentialerrorsin the designof
theprotocol.

e in [47, 46] the authorsverified the cacheconsisteng protocol developedat EncoreComputeCorporationfor
their Gigamaxdistributedmultiprocessar

¢ in [31] thecachecoherencgrotocolof the ScalableCoherentnterface |EEE Standardl596-1992vasverified,
andseveralerrorswerefound.

¢ in [1] the authorsverified part of a preliminary versionof the systemrequirementspecificationsof TCAS I
(Traffic Alert andCollision AvoidanceSystemll). TCAS Il is anaircraft collision avoidancesystemrequired
onmostcommerciahircraftin United States.

¢ in [18, 39 modelcheckingtechniquesreusedin theverificationof arailway interlockingsystem.

3 NuSMYV: Look and Feel

3.1 The SMV specificationlanguage

The currentNUSMYV input languagd19] is essentiallythe sameasthe CMU SMV input languag€g47, 26]. The
NuUSMYV inputlanguages designedo allow for the descriptionof finite statesystems.The only datatypesprovided
by thelanguagerebooleansboundedntegersubrangesandsymbolicenumeratetypes.Moreover, NUSMV allows
for thedefinitionsof boundedarraysof basicdatatypes.

Thedescriptionof acomplex systemcanbedecomposethto modulesandeachof themcanbeinstantiatednary
times. This providesthe userwith a modularand hierarchicaldescription,and supportsthe definition of reusable
components Eachmoduledefinesa finite statemachine. Modulescanbe composeceithersynchronouslyor asyn-
chronouslyusinginterleaving. In synchronougompositiona single stepin the compositioncorrespondso a single
stepin eachof the components.In asynchronougompositionwith interleaving a single step of the composition
correspondso a single stepperformedby exactly onecomponent.The NUSMV input languageallows to describe
deterministicandnondeterministicsystems.

A NUSMV programcandescribeboththe modelandthe specification.Figure4 givesa small exampleof a Nu-
SMV program. The examplein Figure4 is a modelof a 3 bit binary countercircuit. It illustratesthe definition of
reusablenodulesandexpressions.

The module counter _cell s instantiatedthreetimes, with namesbit0 , bitl andbit2 . The module
counter _cell hasaformalparametecarry _in . In theinstantiationof the module,actualsignals(l for thein-
stancebitO |, bitO.carry —out fortheinstancebitl andbitl.carry _out fortheinstancebit2 ) areplugged
in for theformal parameterghuslinking the moduleinstanceto the program(a modulecanbe seenasa subroutine).
Thepropertythatwe wantto checkis “invariantlyeventuallythecountercounttill 8” whichis expressedn CTL using
thedesignstatevariablesas“AG AF bit2.carry —out ".

It is alsopossibleo specifythetransitionrelationandthe setof initial statef amoduleby meansof propositional
formulas,usingthekeywordsTRANSandINIT respectrely. Thisprovidestheuserwith alot of freedomin designing
systemslIn Figureb thereis anequivalentdefinitionof modulecounter _cell usingpropositionaformulas.

With respecto CMU SMV, theinput languageof NUSMV hasbeenextendedto allow for the specificationof
propertiesexpressedn LTL andthe specification®f invariants[19].

3.2 Theinteraction with NUSM V

NUSMV hasboth a batchand aninteractve mode. The batchmode offers a built-in methodfor dealingwith the
systemin which computationsare activatedaccordingto a fixed predefinedalgorithm. The batchmodeprovidesan
interactionwith the systemthatis essentialljthe sameprovidedby CMU SMV.

In the interactive modecomputationstepsare activatedby commandsexecutedby a commandine interpretey thus
allowing for the modification of the predefinedmodel checkingalgorithm. The definition of the interactive shell
requiredthe decompositiorof the modelcheckingalgorithminto smallbasiccomputatiorsteps(e.g.,parsing,model



MODULEmain

VAR
bitO : counter _cell(1);
bitli : counter _cell(bitO.carry _out);
bit2 : counter _cell(bitl.carry _out);
SPEC

AG AF bit2.carry —out

MODULEcounter _cell(carry n)
VAR
value : Dboolean;
ASSIGN
init(value)
next(value)
DEFINE
carry _out

0;
value + carry .n mod 2;

value & carry _in;

Figure4: A simpleNuSMYV program.

MODULEcounter _cell(carry 4n)
VAR
value : boolean;
INIT
value =0
TRANS
next(value) <-> (('value & carry .n) | ( value & lcarry .in))
DEFINE
carry out := value & carry _in;

Figure5: An equivalentdefinitionof modulecounter _cell of theexampledescribedn Figure4.



constructionyeachabilityanalysismodelchecking).In the currentversionof the system,eachof themcorresponds
to acommandhatimplementsadifferentfunctionality.

The threemodesof interactionwith the NUSMV systemnamely the interactive shell, the batchmodeandthe
graphicaluserinterfacearedescribedelow.

3.2.1 The NUSMYV interactive shell

In this modethe systementersaread-&al-printloop. TheusercanactivatethevariousNUSMV computatiorstepsas
systenrcommandsvith differentoptions.Thesestepscanthereforebeinvokedseparatelypossiblyundoneor repeated.
Thesestepsincludethe constructiorof the modelin differentwaysandthe modelcheckingof specifications.

TheNuSMYV interactive shellallows for thefull configurationof the BDDoptions.For instanceseveralautomatic
variableorderingmethodsandcacheconfiguratiormechanismsanbe suitablytunedaccordingio the application.

Moreover, the NUSMV interactve shell providesthe userwith a scriptlanguagethat makesit possibleto define
differentmodelcheckingalgorithmsthatcanbeinvokedasmodelcheckingtactics. Thesealgorithmsareprovidedvia
parameterizedcripts.

Theinteractive shellof NUSMYV is activatedfrom the systempromptasfollows (“NuSMV# is thedefault prompt
thatNuUSMYV printsoutto indicatethatit is readyto evaluatecommands):

system_prompt>  NuSMV -int
NuSMVrelease 1.0 (compiled 11-Nov-98 at 8:28 PM)
NuSMmV >

In Figure 6 we canseea typical interactionwith NUSMV throughthe interactve shell®> The file “countersmv
containgheexampledepictedn Figure4. Theverificationprocessn NUSMV canbedecomposethto thefollowing
sequencef basicsteps.

1. Thefirst steptowardsverificationis readingthe model. This is performedby typing the NuUSMV command
read _-model . This commandtakes as argumenta file namecontainingthe model specification. After the
correctexecutionof thiscommandaninternalrepresentatioof thereadfile is built andstored.

2. The secondstepconsistsin transformingthe hierarchicaldescriptioninto a flatteneddescription. This is per
formedby typing the commandfiatten  _hierarchy . After the correctexecutionof this commandall the
informationneededo build the automatoris separateaut (e.g., the variablenames their range,a symbolic
representationf theinitial statesandof thetransitionrelationof theflattenedsystem).

3. Thethird stepconsistdn the encodingof the scalarvariablesinto booleanvariables. The NUSMV command
build _variables is responsibldor this task. It takesan optional agumentspecifyinga file containing
the orderingin which the variableshave to be built.> As a default, the order of variablesusedby NUSMV
correspondso theorderin which thevariablesappeatin a depthfirst traversalof the hierarchy[19].

4. The fourth stepconsistsof the compilationof the structuresbuilt by the flatten  _hierarchy  into BDBs
usingtheencodingperformedby build _variables . Duringthis stepsomechecksareperformedhatavoid
circular dependencies assignmentgsind multiple definitions[19]. The NUSMV commandthatimplements
this stepis build _model . This commandhasan option specifyingthe partitioningmethodto be used,i.e.
monolithic, conjunctive, or disjunctive (seeSection4). It is possibleto build first the transitionrelationin
differentformatsandthenchoosethe mostappropriateo the specificproblem.

5. Thefifth stepdealswith the fairnessconstraint§12]. This commandcanbe executedonly whenall the previ-
ouscommandsave beenexecuted. This is dueto the factthat fairnessconstraintsaare CTL formulaswhose
evaluationusesa previously computedransitionrelation.

After thesefive stepstheinternalrepresentatioof the automatoris availableto performmodelchecking.

5Theoutputwasslightly modifiedto malke it morereadable.
6Thisfile canbe generatedby handby the useror automaticallyby activating the automaticvariableorderingto reducethe sizeof the BDBs and
saving theresultswith thewrite _order command.



system _prompt > NuSMV-int
NuSMVrelease 1.0 (compiled 11-Nov-98 at 8:28 PM)

1) NuSMV> read_nodel -i counter.snmv
2) NuSMV> fl atten_hi erarchy
3) NuSMV> bui | dvari abl es
Building variables.....
bit0.value:
BDD variable 1, next BDD variable 2
bitl.value:
BDD variable 3, next BDD variable 4
bit2.value:
BDD variable 5, next BDD variable 6
4) NuSMV> bui | d_nodel

checking for multiple assignments...
checking for circular assignments...

evaluating INIT statements...
evaluating init() assignments...
evaluating value:
size of value = 3 ADD nodes
evaluating value:
size of value = 3 ADD nodes
evaluating value:
size of value = 3 ADD nodes
size of global initial set = 1 states, 5 ADD nodes

evaluating TRANS statements...
evaluating next()  assignments...
evaluating next(value):
size of next(value) = 5 ADD nodes
evaluating next(value):
evaluating bit0.carry _out:
size of bit0.carry out = 3 ADD nodes
size of next(value) = 7 ADD nodes
evaluating next(value):
evaluating bitl.carry _out:
size of bitl.carry out = 4 ADD nodes
size of next(value) = 8 ADD nodes
size of transition relation = 14 BDD nodes
evaluating normal assignments...
evaluating INVAR statements...
size of invariant set = 8 states, 1 BDD nodes
The model has been built from file  counter.smv.
5) NuSMV> conput e_f ai r ness
6) NuSMV> conput e_r eachabl e
Starting computation  of reachable states....
iteration 0: BDDsize = 4, frontier size = 4, states =1
new frontier computed, size = 4

iteration 7: BDDsize = 1, frontier size
new frontier computed, size =1
done.
7) NuSMV> check_spec
-- specification AG AF bit2.carry out is true
7 NuSMV> check._spec AG AX bit2.carry._out
-- specification AG AX bit2.carry out is false
-- as demonstrated by the following execution  sequence
state 3.1
bit0.carry out =0
bit0.value =0
bitl.carry out =0
bitl.value =0
bit2.carry out =0
bit2.value =0

4, states = 8

state 3.2

bit0.carry out =1
bit0.value =1
NusSMmV >

8
Figure6: A typical interactionwith NuSMYV via theinteractive shell. NuSMV commandsrein boldface.



6. It is possibleto computethe setof reachablestatesyia thecompute _reachable command.Thisallowsthe
userto simplify the evaluationof all the specificationdy restrictingthe searctonly to reachablestates.

7. It is possibleto startthe verificationof CTL specificationgvia the check _spec command),of LTL spec-
ifications (via the check _ltlspec ~ command),and of invariants(via the check _invar command). All
thesecommandsif calledwith no algumentsapply to the specificationf the respectie type, if ary, listed
in the sourcefile. Optionallya CTL, LTL or propositionaformula canbe givenasan argument.In the tran-
script of Figure 6 first we checkthe propertyAG AF bit2.carry —out (the executionof check _spec
without argumentsthusverifying the propertiedisted in the input file). Thenwe checkthe propertyAG AX
bit2.carry _out (invariantlyin the next statebit2.carry _out is 1). This propertyappearto be false
anda countergampleexploiting why theformulais not verifiedis computedandprintedout.

3.2.2 The NUSMYV batch mode

In thismodalitythesystembehaesmostlylik e theoriginal CMU SMV. It performssomeof thestepsdescribegrevi-
ouslyin afixedsequenceThesequenceanbe modifiedvia commandine optionsthatenabledifferentcomputations
atfixedpositions.

In the batchmodethe systemexecuteghefirst five stepspreviously described The computatiorof thereachable
statescanbe enabledbeforethe computationof fairnessconstraintsvia the “-f ” commandline options. After the
first five steps,the systemlooks for specificationsn the sourcefile, following the verificationof CTL formulas,
guantitatve characteristics|. TL formulasandfinally the invariants,if ary. If the reorderingof variableshasbeen
enabledviathe-reorder = commandine optionatthe endof the computationthe reorderingof variablesstartsand
thegeneratearderingis savedinto afile.

3.2.3 The NUSMYV graphical userinterface

Ontop of the interactive shell a graphicaluserinterface(GUI from now on) wasdeveloped. The GUI is a separate
processandcommunicatesvith NUSMV via theinteractive shell.

FromtheGUI it is possibleto editandto modify thefile containingthe modeldescription.Theeditorwindow provides
the userwith basicediting functionalities,suchascopy andpasteof blocksof text. Figure7 givesa snapshobf the
editorwindow. The NUSMV GUI allows for the modificationof the optionsin a menudrivenway. A snapshobf
the window for settingsystemoptionsis the smallwindow in Figure9. Moreover, the GUI offers a formula editor
thathelpsthe userin writing new specificationgseeFigure8). Dependingon the kind of formulato verify, various
buttonscorrespondingo temporalmodalitiesand/orbooleanconnectvesare activated. For instancein Figure8 a
CTL specificatiorwaschosen(theradio-tuttonrelativeto CTL formulasis selected)andall thebooleanconnectves
andthe CTL operatobuttonsareactive.

4 SystemFunctionalities

The functionalitiesprovided by NUSMV are describedbelon. They are groupedin standard,advancedand user
functionalities.

4.1 Standard Functionalities

NuSMYV offersall the standardnodelcheckingfunctionalities.A brief summaryis reportedoelow.

Encoding. In generalit is very usefulto represensystemausingenumeratedypes. As symbolicalgorithmswork
on booleanvariables thereis the needto encodepropositionsaboutnon-boolearvariablesin the spaceof boolean
variables.Therearedifferentwaysto performthis task. At themomentNuSMYV providestheencodingusedin CMU

SMV, which represents finite rangevariablewith a sequencef boolearvariables.Considera statevariablest that
canassumehevalues{a, b, c,d, e}. Thepropositionsonthe possiblevaluesof st canbeencodedvith threeboolean
variablesstg, sty andstsy, asshovnin Table2.
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MODULE maln
VAR
bitO : counter_cell(1);
bitl : counter_cell (hitl. carry_out);
bit2 : counter_cell(bitl. carry out);
SPEC
BG AF bit. carry out
MODULE counter cell{carcy in)
VAR
wvalue : hoolean;
ASSIGH
init(walue) := 0;
next.(value) <= walue + carry_in mad 2;
DEF INE
carry_out := walus & carry_in;
£ =l ]
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Figure7: TheNuSMV GUI editorwindow.
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Figure8: The NuSMV GUI formulaeditorwindow.
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NuSMY GUI 1.0 -- File: counter.smy
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", MODULE main
VAR
bitl : counter_cell(l):
hitl : counter_cell (bitl.carry out);
bhit2 : counter_cell(bitl.carry out);
SPEC

AG AF bitZ. carry out

MOOULE counter cell (carry_in)
VAR
walue
ASSIGH
init{wvalue)
next (value)
LEFINE
carry_out :=

: hoolezn;

0;
walue + carry_in mod 2;

value & carcy_in;

Set enviroment variables

input file ...
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HuSMV release 1.0 {compiled 11-Hov-38 at 5:07 PM)

MusM¥ > process_model -1 counter. smv -m Monolithic
-- specification AG AF bitl carry out is true

Runtime Statistics

Machine name: gershwin
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Major page faults
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Average resident text size = [1):9

Average resident datat+stack size = 19
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data size initialized = 64K
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Figure9: TheNuSMV GUI andthe optionssettingwindow.

BooleanEncoding

SymbolicValue
st =a
st=">
st=c
st=d
st =e

sto =0Ast; =0Asty =0
sto=1Ast1 =0
sto=0Ast; =1
sto=1Ast; =1
stgo =0Asti =0Asty =1

Table2: Theencodingof avariable“st” thatcanassuméhevalues‘a”, “b”, “c”, “d” and“e”.
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Noticethatthe valueassignedo the booleanvariablest,, in the caseof st € {b, c,d}, is indifferent,andit can
be eithero or 1.” The booleanvariablesusedto encodea scalarvariableare groupedtogethey and are considered
asa single block of variablesin the BDDpackage. Otherencodingpolicies can be more appropriatefor variables
of differentkind. For example,word level encodingsare usefulfor the analysisof datapaths[25]. Moreover, the
constrainof groupingtheboolearvariablegogethercanberelaxed. Someof thesepolicieswill becodifiedin further
release®f NUSMV.

Reachability Analysis. NuSMV, (similarlyto CMU SMV), offersanenhance@lgorithmfor reachabilityanalysis.
The standardvay to performthe computatiorof the reachablestatesReachable(7), startingfrom theinitial states
Zis:

Reachable(Z) = Ry(z)

wherek is the minimumintegersuchthat Ry (z) = Rg+1(z), andRg(z) is recursiely definedas:

Ro(z) =1
Riv1(z) = (Qz.(Be(z) AT (z,2')))[z/2'] U Re(z)

z is the vectorof statevariablesT'(-,-) is thetransitionrelationand R (z) is the setof statesreachedn & or fewer
steps.
Thecomputatiorof the stategeachablén k + 1 stepscanbe performedby consideringonly thefrontier setFy, () =

Ry (z) A Rp—1(2):
Rpi1(z) = (Qz.(Fr(z) AT(z,2')))z/2'] U Ry (z)

We areplanningto introducenew optimizationsto the computationof the setof reachablestates suchasthe useof
don’t caresets.Thesetof reachablestatescanbe usedto simplify the following modelcheckingcomputations.

Fair CTL modelchecking NuSMYV, similarly to CMU SMV, usesthe algorithmspresentedn [12] asthe basis
for fair CTL model checking. Thesealgorithmsare essentiallybasedon a fix-point characterizatiorof temporal
modalitiesandthey work quite well in practice. If the setof reachablestateshasalreadybeencomputedthe setof
reachablestatesis usedin the evaluationof CTL formulas. This allows usto restrictthe searchto reachablestates
only.

Check for Transition Relation Totality. In NUSMV it is possibleto checkthe totality of the transitionrelation.
Thecheckis performedby meansof basicmodelcheckingoperations:

T(-,-) istotalif andonlyif EX(T) = L1

Thisfunctionalityis very usefulif thekeywordsTRANSor INVAR? areusedto specifythetransitionrelation. In these
casest is in factpossibleto introducedeadlockstates.

CounterexamplesGeneration. Oneof the mostimportantfunctionalitiesof symbolicmodelcheckingis theability
to generatea countergamplefor unsatisfiedproperties. The algorithmsusedin NUSMV asa basisto performthe
computatiorof countereamplesarethe sameasthoseimplementedn CMU SMV andarethosepresentedn [24].

4.2 AdvancedFunctionalities

NuSMYV providesadvancedmodelcheckingfunctionalities,including specializedalgorithmsfor the verification of
invariants andheuristicsaimingat the reductionof the stateexplosionproblem.In thefollowing thesefunctionalities
arebriefly explained.

"This hasthe effect thatfor examplesthe BDDrepresentinghe encodingof st = ¢ is only in termsof the boolearvariablessto andst;.
81f A is aset,thenwith A we meanthe complementet.
9INVAR specifiegime invariantsusingpropositionaformulas.
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Bounded CTL. NuSMV allows expressingspecificationsn real-time CTL (RTCTL) [33]. For example,it is
possibleto expressthata: alwaysleadsto 8 in 0 to 4 time unitswith the RTCTL specificatioA?:

AG(a — AF%1p5)

It is assumedhatatime unit correspond$o a step.This functionalityis the sameasin CMU SMV.

Invariant checking An importantclassof CTL formulasis invariants i.e.,formulasof theform AGa, wherea is
propositionaformula. The semantic®f thiskind of formulasis thate is truein all reachablestates.The computation
of thiskind of formulasis basedn afix-point characterizatiofil 2]:

AGa =gfp,[a NAXZ]

This approachis not very direct, and can be quite inefficient. If the setof reachablestateshasbeenpreviously
computedthenaninvariantcanbesimply checledby performingatestof setinclusionbetweerthe stategepresented
by a andthesetof reachablestates:

Reachable(Z) C a

NuSMYV offersthepossibilityof checkingnvariantsusingeitherthis or thestandardnodelcheckingtechnique These
functionalitiesarethe sameasin CMU SMV. Moreover NUSMV, w.r.t. CMU SMV, hasa specializedoutinefor
checkinginvariantson thefly. Thisis performedby verifying at eachstepk of the reachabilityanalysisthe following
condition:

Ri(z) Ca

whereR(z) is thesetof stategeachablen k or fewer steps.If thistestfails, thentheinvariantis not verified,anda
countergampleleadingto a statenot satisfyingthe propertyis provided.

Quantitati ve characteristics computation. In NUSMYV it is possibleto computequantitatve informationon the
Kripke structure[14, 15]. In particular it is possibleto computethe exactboundon the delaybetweertwo specified
events,expressedsCTL formulas:

MIN[o,8]  MAX o f]

TheMIN [a, 8] computeghe setof stategeachabldrom a. Whena statesatisfyings is encounteredye returnthe
numberof stepstakensofar. If afixed pointis reachedandno statesatisfying$ is found, theninfinity is returned.
MAX [a, 8] hasthe dualinterpretationandreturnsthe lengthof the longestpathfrom a statein « to a statein §. If

thereexists an infinite pathbeginning in a statein a thatnever reachesa statein 8, theninfinity is returned. This
functionalityis thesameasin CMU SMV.

LTL modelchecking LTL is importantbecausét allows usto expressproperties suchasfairness! which are
notexpressiblen CTL. Furthermorel TL canbeusefulto performselectve analysishamelyto specifythe pathsof
interest.

NUSMYV supportd TL modelcheckingimplementingthe algorithmpresentedn [32]. An LTL formulais auto-
matically corvertedinto a tableau[45], which is thenusedto extendthe original modelin synchronougroduct. The
resultis providedby checkingthe validity of anautomaticallygeneratedCTL formulafrom theLTL specificationn
theextendedmodel.

Thelooseintegrationpresentedn [32] allows for theuseof CMU SMV asablackbox by generatinga new input
file containingboththe original descriptionof the systemandthe codeimplementingthe tableau.However, for each
LTL formulato be verified the verificationprocesshasto berestartedrom scratch startingfrom the parsingof the
newly generatednputfile. In NUSMV thetableaugeneratioris tightly integrated.If morethanoneLTL propertyis
specifiedonly the generatiorof the correspondingableadis required thusavoiding, eachtime, the generatiorof the
whole model. The generatedableauis parsedn, compiledinto BDDandsynchronouslcomposedvith the original
model*?

10In the NUSMYV inputlanguagethis specificatioris written asSPEC AG(alpha -> ABF 0.4 beta)

LIA typicalfairnesspropertyis “if aprocesss infinitely oftenexecutablehenit is infinitely oftenexecuted” thatcorrespondto the LTL formula:
“GF(P.executable) - GF(P.executed)”.

120thermodelcheclers[6, 41] areableto performLTL modelchecking.In VIS [6], for example,it is possibleto performLTL modelchecking

by usingthe languageemptinesdeature[60], but the userhasto write by handthe automatorrepresentinghe acceptanceonditionof the LTL
formula,andfor eachformulaa differentinputfile hasto begenerate@ndthe computatiormustrestartfrom scratch.
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Partitioning of the model. Oneof themostimportantoperationsn modelcheckingis therelationalproduct:
3z.(S(2) A T(z,2"))

which computeshe setof statesreachablérom S(z) throughthe transitionrelationT'(-,-). This operationcanbe
performedasa singlestepby mostBDDpackagesAlthoughit works quite well in practice this operationhasworst
caseexponentialcompleity [47]. Thetransitionrelationis saidto be monolithic asit consistsof asingleBDD

In mary practicalcasesbuilding the BDDfor T'(-, -) maynotbefeasible.In mary caseshowever, it is possibleto
exploit the structureof the systemandbuild the transitionrelationasa list of small BDDs, calledclusterswhich are
implicitly disjoined(e.g.,with anasynchronousodelof concurreng) or conjoined(e.g.,with synchronousystems)
[9, 10, 11].

=\/Ti(-,-) disjunctive

T
= A\Ti(-,) conjunctive

In both casesthe monolithic relational productis reducedto a sequencef disjunctively/conjunctvely composed
relationalproductson the clusters.
With adisjunctiely partitionedtransitionrelation,therelationalproductcanbe computedasfollows:

3z.(S(z) A T(z,2')) = z.(S(z) A \/ Ti(z,2')) =

\/Elx z) AT (z, x))

In thisway therelationalproductcanbe computedvithout ever building the BDDfor the monolithictransitionrelation
by distributing the existentialquantificationover disjunctions. The relationalproductis decomposeéhto a seriesof
relationalproductsinvolving relatively smallBDGs.

For synchronousystemsNuUSMYV implementgechniquedasedn earlyvariablequantificationg59, 9, 10]. The
basicideais to find anorderingof the partitionsT;(-, -) suchthatthe quantificationcanbe pushednsidethe formula
asmuchaspossible thusallowing relationalproductsbetweensmall BDB and existentialquantificationon a small
numberof variables andthusreducingthe complexity of thewhole operation:

Jz.(S(z) AT (z,2')) = Fz.(S(z )/\/\ Ti(z,2)) =
Fz,.(Fzy-(- - - (Fzp1-(F2,,-(S(2) A Tr(z,2')))A
ATn_1(z, ') A /\Tl(w z')))

~

whereg; aredisjointsetsof variablesgz; beingthe setof variablesheT;(-, ) with j > ¢ depend®n,but T;(-, -) does
notdepencbn.

NuSMYV allowstheuserto performmodelcheckingusingthemonolithictransitionrelationor thedisjunctively or
conjunctively partitionedtransitionrelation. For conjunctive partitioning, the heuristicsdescribedn [35] andin [53]
areavailable. They allow theuserto computethe clustersfor the conjunctively partitionedtransitionrelation.

4.3 UserFunctionalities

Thequality of interactionwith thesystemis veryimportantin severalphase®f theverificationtask. NUSMV provides
varioususerfunctionalities.In thefollowing thesefunctionalitieswill be briefly explained.

Counterexample navigation. The ability to generatecountergamplesfor propertiesthat are not verified is very
usefulin thedesignphaseandis commonto the majority of modelcheclers.In NUSMYV it is alsopossibleto navigate
andinspectcountergamplessimilarly to whata programmercando in adehluggerfor aprogramminganguageThe
usercanjump from stateto state,possiblybetweendifferentcountergamples,and evaluateCTL expressionsn a
given stateof a countergample,thusgeneratinga possiblenen delug trace. Thesefunctionalitiesare availablevia
command®f theinteractive shell.
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Figure10: TheNuSMV systemarchitecture

On the fly modification of the model. Theusermightwantto try to modify the model(e.gto try to fix a bug) or
addnew fairnessconstraintsithoutrestartinghe computatiorfrom scratch.In NuSMYV this canbe doneusingshell
commandghatallow the userto modify interactively the model. The usercanimposea hew constrainton the setof
initial statesthe setof invariantstatesor on the transitionrelation. Let 7 be the setof initial states,/nv the setof
invariants,T'(-, -) thetransitionrelationand? the setof fairnessconstraints Thenthe modificationsactasfollows:

T:=7TN17, Inv .= InvN Inv,
TG, ) =T, )NTL(-,") H:=HU{h,}

whereZ,, Inv, arethe addedsetof initial statesandinvariantstatesrespectrely. T,(:,-) is the addedtransition
relationand A, is the new fairnessconstraint. Moreover, NUSMYV allows the userto undo the modificationsand
restorethe original statusof the system.Thisis usefulin casethe userwantsto try furthermodifications.

Help online. NuSMYV featuresanon-linehelpfunctionality. Eachcommandorovidedby theinteractve shellhasa
shorthelpnotedescribingbriefly its options. Moreover, a completedescriptionof eachcommands availablevia the
NUSMYV interactve shellin text formatand,via awebbrowser in HTML format.

5 SystemAr chitecture

Oneof the mostimportantfeaturesof NUSMYV s thatit is an opensystem,andcanbe easilymodified, customized
or extended'® This is possiblebecausehe architectureof NUSMV is structuredand organizedin modules. Each
moduleimplementsa set of functionalitiesand communicatesvith the othersvia a preciselydefinedinterface. A
schemaof the systemarchitecturecanbe foundin Figure10. The modulesimplementingreductiontechniquesvere
designedo work directly on the BDDrepresentatiorthusimplementingtheir functionalitiesindependentlyfrom the

13A similar philosophyof developinganopenplatformis advocatedby the authorsof the CADP tool-box [34].
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inputlanguageausedto describethe system.This providesa cleardistinctionbetweernthe systemback-endandfront-

end. This cleardistinctionmakes NUSMV openand usablein differentfields, simply replacingor removing the

modulesspecificof thekind of input. Section7.2 describe@n exampleof extensionof NUSM V.
Thevariousmodulesof thearchitectureandthe providedfunctionalitiesaredescribedelow.

Parser. This moduleprovidesall the parsingroutines,which processa file writtenin NUSMV languagecheckits
syntacticcorrectnessandbuild a parsetreerepresentingheinternalformatof theinputfile. Thesameparsingroutines
areusedto implementcommandgor theinteractionshell,suchasthespecificatiorat commandine of new properties
to beverified.

Instantiation. Thismoduleprocessetheparseree,andperformstheinstantiatiorof thedeclarednoduleshuilding
a descriptionof the finite statemachine(FSM) representingdhe model(e.g.,the transitionrelation, the initial states,
thefairness).

Encoder.  This moduleperformsthe encodingof datatypesandfinite rangesinto booleandomains. Having this
module as a separateone makes it possibleto have differentencodingpolicies that can be more appropriatefor
differentkinds of variables. Currently only the standardCMU SMV encodingis possible,but thereare plansto
integrateinto this architectureotherformsof encodinge.g.,thoseusedin Word-Level SMV [25].

The semanticcheckmodule. This moduleis responsibldor all the necessargemanticcheckson the model,e.g.,
theabsencef circulardefinitions[47].

FSM Compiler. This moduleprovidesthe routinesfor constructingandmanipulating=F<SMsat the BDDlevel. The
FSMscanberepresenteth monolithicor partitionedform [9, 10, 11]. Theheuristicsusedto performthe conjunctive

partitioningof thetransitionrelationandreorderingof the clusterq 35, 53] weredevelopedto work atthe BDDlevel,

independenthof theinputlanguage Thisis a precisedesignchoice:sinceNuUSMYV is intendedo be applicableto a
widerangeof domainsfor whichthecurrentinputlanguagemightnotbeappropriateit is importantthattheheuristics
do not dependon the input language.Note thatfor a specializednodelchecler this might not be a suitablechoice.
For instance sinceVIS [6] is highly specializedor hardware,its heuristicswere developedto work directly on the
BLIF format[56], whichis anetlist*. Theinterfaceto othermoduless givenby the primitivesfor the computatiorof

imageandpre-imageof setof states.Theseprimitivesareindependentrom themethodusedo representhetransition
relation(monolithic,conjunctive or disjunctive).

Fairness. Thismoduledealswith thefairnessconstraintsit providesthe modelcheckingmodulewith theinforma-
tion containedn thefairnessconstraintsif any.

Model Checking. This moduleprovidesall the {RT}CTL modelcheckingfunctionalities suchasreachabilityand
model checkingroutines,routinesthat performcomputationof quantitatve characteristicsand checkinvariantson
thefly. All theseroutinesarebasedon theimageand pre-imagecomputationprimitives,andareindependenof the
particularmethodusedto representhe FSM.

Explanation module. Theroutinesfor countergaamplesandwitnessgeneratiorandinspection.Countergamples
and witnessescan be producedwith differentlevels of verbosity in the form of reusabledatastructures,and can
subsequentlypeinspectedand navigated. Theseroutinesareindependenof the particularmethodusedto represent
the FSM.

14A netlistis arepresentatioof adesignatthestructuralevel. A FSM canbeviewed asa behaioral descriptiorof thedesign.A netlistis much

closerto the implementatiorof the designthana simple FSM. A netlistis essentiallythe datastructureusedby mary logic synthesigools like
VIS[6], to internallyrepresentlesignderived from HDL descriptions.
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LTL module. TheLTL moduleis aseparatenodulethatcallsanexternalprogramthattranslateshe LTL formula
into atableausuitableto be loadedinto NUSMV. This programalsogeneratestnev CTL formulato be verifiedon
the synchronougproductof the original systemandthe generatedableau.This modulewaspluggedin on top of the
othermodules(e.g.,the Parser the Encoderthe FSM Compiler, the Model Checkingandthe Explanationmodules),
thusreusinga lot of thefunctionalitiesalreadypresenin the architecture.

Kernel. The kernel providesthe low level functionalitiessuchas dynamicmemoryallocation,and manipulation
of basicdatastructureqe.g.,conscells, hashtables). The kernelalso providesall the basicBDDprimitives, which
areactuallytakenfrom the CUDD [57] BDDpackage.The CUDD packagés a very completeBDDpackagefreely
availableontheweh It providesall the basicBDDoperationsplus a seriesof advancedBDDfunctionalities(suchas
variousstateof theart BDDvariablereorderingalgorithms the possibility of groupingtogethewariablesn suchaway
thatthereorderingalgorithmstreatsthemasasingleelementalgorithmsto performBDDminimization,approximation
anddecompositions,..). TheCUDD packages integratedn NUSMV with apreciselydefinednterface.This makes
it possibleto replacethe CUDD packagewith otherstateof the art BDDpackageslevelopedin the future, or with
commerciaBDDpackagegsuchasthe TiGeR [30] BDDpackage). The NUSMV kernelcanbe usedasa blackbox,
following codingstandardshathave beenpreciselydefined.

Interacti ve shell. Theinteractve shellwasdesignedn top of all the othermodules.Fromtheinteractive shellthe
userhasfull accesdo all the functionalitiesprovided by the system. The interactve shellis fully extensible,thus
allowing for thedevelopmenibf nev commands(For moredetailsseeSection3.2.1.)

Graphical userinterface. The graphicaluserinterfaceis a separatg@rocesswhich communicatesvith NUSMV

by sendingextual commandso theinteractive shell. It allows the userto inspectandsetthevalueof the ervironment
variablesof the systemandprovidesfull accesgo all the functionalities.Figures?7, 8 and9 shav somesnhapshotef

thegraphicalinterfaceof NuSMV. (For moredetailsseeSection3.2.3.)

6 Implementation

NuUSMYV wasdesignedo berobustandeasyto maintainandto modify. Thefeaturesof the NUSMV implementation
arelistedbelow. They aregroupeddependinghe designtaskthatthey areintendedio accomplish.

Robustness.

e NUSMV is written in ANSI C [55] andis POSIX [42] compliant. This makesthe systemportableto ary
compliantplatform. At the momentthe systemhasbeensuccessfullyjcompiledon variousoperatingsystems
andplatforms(e.g.,underSunSolarisfor SFARC andintel X86, underSunOs4.1.X, undervariousversionsof
theLinux operatingsystem).

¢ NUSMYV hasbeenthroughlydeluggedwith Purify  ° to detectmemoryleaksandruntimememorycorruption
errors. The useof this tool guaranteeshe eliminationof runtime problemsin all partsof the application,and
thusthe delivery of a morereliableandrobustapplication.

e Thekernelof NUSMV provideslow level functionalities,suchasdynamicmemoryallocation,independently
from the underlyingoperatingsystemandhardwareplatform. Moreover, it providesroutinesfor the manipula-
tion of basicdatastructuresuchasconscells, hashtables arraysof generictypes,andencapsulatethe CUDD
BDDpackagd57].

Maintainability .

¢ In orderto implementthe architecturedepictedin Section5, the sourcecodeof NUSMV hasbeenseparated
into differentpackages.At the momentNUSMYV is composedf 11 packages.Eachpackageexportsa set
of routinesthat manipulatethe datastructuresdefinedin the packageand modify the optionsassociatedo the

15More informationon this tool canbefoundatthe url * http://www.pureatria.com
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functionalitiesprovidedby thepackagetself. Moreover, eachpackages associateavith asetof commandshat
canbeinterpretechy the NUSMV interactive shell. We have package$or modelchecking,FSM compilation,
BDDinterfacing,LTL modelcheckingandkernelfunctionalities.New packages€anbe addedrelatively easily
following preciselydefinedrules.

e Thesourcecodeof NUSMV is maintainecdusingatool for revision controls.We usethe RCS[58] tool provided
by GNU. It automateghe storing, retrieval, logging and meging of revisionsandprovidesa simpleanduser
friendly interface.

¢ In thecoding,we have usedanobject-orientegorogrammingstyle, following theideasexploited by the VIS [6]
system.

e Thecodeof NUSMV is documentedollowing the standard®f theext tool.*® This tool allows for the auto-
matic extractionof the programmemanualfrom the sourcecommentsn the systemcode. The programmer
manualis availablein TXT or HTML format,in a way thatis browsableby anHTML viewer. This tool is also
usedto generatehe helponline availablethroughtheinteractive shellandvia the graphicaluserinterface.

e Theusemanuals writtenfollowing thestandard ExINFO[16]. Thisallowsusto havetheusemrmanualkvailable
in differentformats(for instancePOSTSCRIPT, PDF, DVI, INFO, HTML), directly from the NUSMV interactve
shell,viaanHTML vieweror in hardcopy.

7 Conclusions

We have presentedhe NUSMYV symbolicmodelchecler. The NUSMYV architectureprovidesa precisedistinction
from the back-endmodelcheckingalgorithms heuristicsfor optimal conjunctie partitioning,. ..) andthefront-end
(theinputlanguage) The NUSMV back-ends generalpurposeandcanbe usednot only for verifying hardwarebut
alsofor theverificationin otherfieldsin which systemsanbe modeledasan FSM (e.g.,software,...).

Therestof this sectioncompareghe performanceof NUSMV andCMU SMYV, describeghe developmentof a
plannerbuilt ontop of NUSMV, andsomedirectionsfor future developments.

7.1 NuSMV vs.CMU SMV

Thecapabilitiesof NUSMV weretestedon a seriesof examplegsakenfrom theliterature which werethenusedfor a
comparisorwith theoriginal CMU SMYV. Below is abrief descriptionof thetestsusedandtheir sources:

o the{4,8,10,1%-bit alternatingbit protocolby Armin Biere [4].

e aboundedetransmissioficommunicationprotocol,by Klaus Havelund[40].
o theexamplesof the CMU SMYV distribution.

¢ amodelof the ShuttleDigital Autopilot, by Segey Berezin.

e somemodelsof the PCI Busprotocol,by Segio Campos.

e amodelof productioncell, by KirstenWinter [61].

¢ amodelof abatchreactorby S.T. Probst{50].

o somemodelof partof a preliminaryversionof the systemrequirementspecificatiorof TCAS I (Traffic Alert
andCollision AvoidanceSystemil), by William Chan[1].

Theseexamplescanbefoundin the distribution of NUSMV. Table 3 lists the resultsof sucha comparatie test. For
eachtest,wereportthenumberof (currentandnext) booleanvariablesnecessaryo representhe correspondingnodel
(“# of BDDvars”), andthe memory’ andtime requiredby the systemso analyzethe model. We mark astime out

18More informationabouttheext documentationool canbe foundat the url “http://alumnus.caltech.edu/"sedwards/ext
171t is the maximumamountof memoryallocatedduring statespacegeneratiorandsearchpamely the amountof memoryallocatedsincethe
programstartsto theendof the computatiorbeforefreeingall the memoryallocated.
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thefailureto the problemsn 15000secondsFor the examplesmarkedwith “(*)” apreviously computedrderingfile
wasprovidedto the system.The verificationof the examplesmarkedwith a“(+)” requiredthe modificationof some
of the parameter®sf the BDDpackage.The othersymbolsbetweernparenthesearecommandine optionspassedo
themodelcheclers:-f enableghecomputatiorof the setof reachablestateqwhichis thenusedto restrictthesearch
in modelchecking),while -cp # enablesconjunctie partitioningwith the thresholdof eachpartition setto #. All
thesetestswereperformedon anintel Pentium—l1300Mhzprocessowith 512Mbof RAM underLinux RedHat5.0.
Theresultslisted in Table 3 shov that NUSMV performsin mostexamplesbetter(in 22 examplesof the 39 listed
w.r.t. to speedandin 8 examplesw.r.t. to memoryoccupationthanCMU SMV, especiallyfor largerexamples.This
enhancemerih performanceés mainly dueto the useof the stateof the art CUDD BDDpackageln thetestsnoneof
theenhancedapabilitiesnot presenin CMU SMV (e.g.,enhancegbartitioningmethods)wereused.

7.2 NUSMYV is open: the MBP example

NUSMV hasbeenandis still usedasthe kernelof mBP, a plannerbasedon model checkingableto synthesize
reactve controllersfor achieving goalsin nondeterministiclomaing20, 21].1 mep hasbeenobtainedby substituting
or eliminating someof the NUSMV modules. In particular the NUSMV parsermodulehasbeenredone(the two

inputlanguagesiredifferent);the NUSMV instantiatiormodulehasbeeneliminated(at the moment,in MBP thereis

no concepf hierarchy)theNuSMV semanticcheckmodulehasbeenredonethe NUSMV FSM compilerhasbeen
redoneo reflectthewayin whichthemBp inputlanguages compiledinto BDB[17]. All theothermoduleshave been
left unchangedandare sharedbetweerthe two systems.Finally, a nev module,containingall the specialpurpose,
planningalgorithms hasbeenadded.This moduleprovidesroutinesbasedn theimageandpre-imagecomputation.

7.3 Future Directions

To make the systemmore usableand improve its efficiency andits expressvenesghereare plansto introducethe
following additionalfunctionalities.

o A simulationfunctionality, which allows the userto acquireconfidencewith the correctnessf themodelbefore
theverificationof the properties.

e A sequentialnputlanguageThe problemwith the NUSMV languages thatit is mostamenabldor hardware
andhardware-like systemswhile its ability to modelsoftware systemss left to the user This leavesthe user
with the burdenof a complex model generatioractiity. In generalthis can be hardly acceptableas mary
specificatiorlanguagege.g.,SDL) areintrinsically sequential A possiblenew inputlanguaggor NUSMYV is
VERUS|[13].

e Forward CTL modelchecking.In symbolicmodelchecking,CTL formulasareevaluatedbackward (the base
operations EX, seeSection2). New algorithmshave beendevelopedthatallow performingevaluationof CTL
formulasvia a forward statetraversal[43]. Thesealgorithmsallow for the verificationof large systemsthat
cannotbe handledby the classicabackwardalgorithms.

e Coneof influencereductionq3]. Theideais to simplify themodelw.r.t. the coneof influenceof the formulato
beverified,thusreducingthe searcrspace.

e Useof “reachabilitydon’t cares”(RDC)[63] to reducethecostof CTL modelchecking.

¢ High densityreachabilityanalysig54] andunderandover approximataeachabilityanalysig48]. Thesehave
shavn in somecasestogethemwith RDC, dramaticeffectsin the performancef CTL modelchecking.

e Optimizationdor constraint-richmodels[62], to enabletheverificationof systemsawith complex time-invariant
constraints.

Somélinesof researchhatarecurrentlyunderstudyandwhoseresultswe planto integrateinsideNuSMV arespecific
reductiontechniquegor sequentiatystemsasetof abstractionechniqueshatimplementcertainheuristicsdeveloped
in the theoremproving community [38] and that we believe will be very effective, the extensionof CTL model

1835e¢[37] for anintroductionanda sunwey of planningasmodelchecking.

19



NuSMV

CMU SMV

| Examplefile name | #of BDDvars | Memory (KB) | Time (secs)| Memory(KB) | Time (secs)
abp4.smv 66 4938 9.4 960 10.6
abp4.smy(-f) 66 2818 15 960 3.2
abp8.smv 98 5886 81.4 1984 117.3
abp8.smy(-f) 98 15074 114.5 6528 527.7
abp10.smv 114 14275 632.9 11776 1011.4
abp10.smy\(-f) 114 66767 2712.2 — time out
abpll.smv 122 43355 3121.2 — time out
abp11.smy-f) 122 103251 12554.5 — time out
brp.smv 98 23966 178.4 30784 1218.7
brp.smv(-f) 98 5346 3.5 1280 4.4
guidance.smy*) 190 5090 23.0 1728 21.8
guidance.smy-f) (*) 190 3926 4.8 1408 4.9
p-queue.smy*) 86 2318 0.4 1088 0.2
p-queue.smy-f) (*) 86 2318 0.4 1088 0.1
prod-cons.smy*) 58 6610 80.9 2880 105.1
prod-cons.smy-f) (*) 58 5594 11.8 1152 33.0
production-cell.smy*) 108 5826 72.0 2368 97.0
production-cell.smy-f) (*) 108 2583 1.8 1088 0.4
base.smy-f) (*) 148 3223 2.2 1536 1.9
idle.smv(-f) (*) 150 7710 90.1 6144 162.0
countersmv 6 1334 0.0 896 0.0
dmel.smy-f) (*) 108 3618 1.3 2368 9.4
dmel1-16.smy-f) (*) 576 25310 277.7 — time out
dmel-16.smy-cp 2000-f) (*) 576 15299 335.5 8768 454.4
dme2.smy-f) (*) 112 3335 1.0 1088 0.6
dme2-16.smy-f) (*) 586 27050 6313.1 — time out
dme2-16.smy-f ) (+) (*) 586 49099 1821.9 68864 4985.8
gigamax.smv 88 4142 1.9 1216 2.0
mutex.smv 10 1342 0.0 896 0.0
mutex1l.smv 14 1370 0.1 896 0.0
pci3p.smv(-f) (*) 92 1862 0.2 960 0.1
pcidp.smv(-f) (*) 128 5422 20.0 1152 53.0
periodic.smy-f) 72 1786 1.0 960 0.1
ring.smv(-f) 10 1342 0.0 1152 0.0
robot.smv(-f) (*) 88 2894 8.7 1280 15
semaphore.smff) 14 1350 0.0 896 0.0
syncarb10.smv 60 3674 1.2 1216 1.0
syncarb5.smv 30 1455 0.1 896 0.0
tcas-t.smy-cp 10000)(*) 292 98955 779.0 146816(+) | 1588.6(+)

Table3: Theresultsof thecomparisortest.
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checkingto multi-agentsystemsand securityapplications[2], andthe integration of model checkingandtheorem
proving (SAT in particular)following theideasreportedn [36] andin [5].
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