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Abstract Evidences show that besides their incredible performaroeate BitTor-
rent communities which employ credit-based contributiocentives can also con-
front with system seize-up. Although the sustainabilitttefse communities can be
established in a wide range of system parameters, it isistillully understood under
what initial conditions can this be assured. In this papéh the usage of extensive
simulation results, we investigate the effects of the file €ind the impact of initial
credit amount distribution in order to deduce further ctiods of sustainability.
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1 Introduction

Private BitTorrent communities are content sharing systasing peer-to-peer tech-
nology, in which users are incentivised to stay online araVigle uploading service
after finishing the downloading of the files. This is not pded in the standard Bit-
Torrent protocol [6]. These incentive mechanisms, for glamrare the sharing ratio
enforcement (SRE) or credit system. In this paper we studglicbased BitTorrent
communities. In this kind of system a registered user caaiolat particular file of
interest in exchange of some virtual credit. Upon regigtratwhich is usually invi-
tation based, each peer is provided with some initial amofiatedit. A file can only
be requested if the user has enough credit to download iditCrellection can be
done with uploading.

Recent papers have shown that, similarly to a general finhntarket [15] or
scrip system [13], private BitTorrent communities coulsieflace with credit instabil-
ity [8,10,19]. Basically, there are three statusmash(in case there are no uploaders
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due to too much credit distributed evenlgyunch(there are no downloaders due to
lack of credit) orsustain Note that sustained status is usually temporary, whickdcou
be held for both short term or longer term. On the other harashcand crunch are
both definitive, they can only be fixed with external intertvens [9, 19].

Our goal here is to revisit the problem of sustainability @fTBrrent based credit
systems in order to derive further conditions by means oéresitve simulations.
We investigate initial conditions regarding the credit amioand credit distribution
among the rich peers (i.e. those who have enough credititodstanloading a file).
We also show that certain ratios of rich peers could lead stalote system in case of
larger file size.

2 Definitions

Content sharing over a large scale network such as the é&iternsually done with
the usage of peer-to-peer (P2P) technology. In contragritralized solutions, P2P
networks are decentralized by nature. The most famous atelyspread P2P proto-
col is BitTorrent [6]. Its extreme scalability and robusiaés provided by its concept
about how the sharing of the content (usually media fileshaisdted. In the BitTor-
rent protocol there are two types of usedgederare those who have the complete
copy of the file(s). In case these type of users are onling,grevide download ser-
vices toleechersi.e. to those who want to obtain files. Together with a givés fi
which is subject to be shared, the set of leechers and sesetalled awarm The
associated file to a swarm is split into smaféecesand the download is done in the
following way. Leechers do not only get pieces from seedarsthey upload to and
download from each other using rarest-first scheme. Thisiésthat larger swarm
usually guarantees faster download time.

It is easy to see that sharing files using any kind of decem@IP2P network
needs to incorporate contribution incentives which enagerthe participating peers
to provide resources to the others. The robustness of Bdfigrespecially in case of
high leechers/seeders ratio, is guaranteed by the bittior-tat (TFT) mechanism,
inspired by the most robust solution to the famous experiroarthe iterated Pris-
oner’s dilemma game [2]. On the other hand, seeding is ndt imcentivised. Thus
a BitTorrent network could confront with large amount of igseith hit-and-run be-
havior [22]. One possible solution to this problem is thecatled private BitTorrent
communities, also called BitTorrent darknets [23].

In a private BitTorrent community users are required tosgithemselves at a
central server callettacker. This tracker maintains not only the list of the available
content, but also statistics about each users’ downloaduplahd amount. Its role
is mainly to enforce peers to share. This is usually donshgring ratio enforce-
ment(SRE) or usage of virtual credit. In the former case peersl te&keep their
download/upload ratio above a certain level (usuallg) 0n order to be allowed to
obtain new files, while in the latter, users can download newtent only if they
have enough credit. In this paper we study BitTorrent conitiesemployingcredit
based sharing incentivéJnder this kind of policy, each user is required to maintain
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non-negative credit, which is calculated as the amount td dploaded minus the
amount of data downloaded by the given user.

Note that many private communities use SRE and credit (artpoiechanisms
together [5]. An example of this kind of community is CHDB#ghich is extensively
studied in [12]. In this paper we assume that the considerfaiBent community
employs pure credit based policy. A real private communftyhés type is TVTor-
rents.

3 Related work

Significant research effort has been dedicated to the stijoivate BitTorrent com-
munities. Measurement studies show that compared to aglglidgommunities they
(i) usually provide their users with superior performanoepared to open commu-
nities [17], (ii) differ with respect to torrent evolutioepntent distribution [4] and
their users behaviors [5], and (iii) have different reseudemand and supply [1].
At the same time, several drawbacks of these highly incizetivsystems have been
identified. Some of these disadvantages were reported in Cddinter-intuitively,
long seeding time does not necessary lead to high shariiog(catto be rich in the
terminology of credit systems). This fact was demonstrated possible strategies
were discuseed in [11,12]. Incentive schemes in peer4o-gammunities based on
credit have been proposed in many papers, e.g. [7,20, 21].

Our current paper is complementing the work done in [19].9rL0] another
kinds of extended considerations have been done, différ@mtours, mainly focus-
ing on remedy schemes avoiding crashes or crunches. We timimat proposing
further mechanisms for preventing systemic risk, as theadly developed ones can
be applied in the communities we have considered.

In [3] a model to identify the optimal stable seeder-to-tesgs ratio SLR in
private BitTorrent communities has been provided. It hasnbéerived that, under
certain assumptions, ttf&l Rvalue should be in the range {{f.67,1.73). Our find-
ings are in good alignment with this as we also find that théadst) performance,
measured by the system’s average throughput, is reachadtivbénitial proportion
of rich peers (leechers) is set to be 60%, the system corwéogeealISLR= 1.6, in
particular at larger file size, see Fig. 1a and 4a. While theltes [3] are built on a
mathematical model, our work is based on extensive sinmgtivhich enables much
in-depth analysis of the underlying systems parameters.

Increase in download activity as the aftermath of freelgmaiod has been demon-
strated in [14]. The study is based on real-world measuréwiethe DIME private
BitTorrent community. Our simulation results are in linethwthese, however, we
point out that credit injection must be done with care asiit lemd to performance
drop in several cases depending on the actual compositipoasfand rich peers.

4 System model

Basically, the system model we use in this paper is very aimid the one used in
[19]. Here we give a short overview, detailing the modifioat we applied.
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The simulator is an abstract model of the real private Biffior communities
as it includes the most important (high level) propertiesheim. It works based on
cycles where one cycle corresponds to one time unit. Each peeaggtated in each
cycle and does one of the following activities: either it ioues the already started
download or upload, or it can initiate new upload or downloat assume credit-
based system in which credit can be earned by uploading,radit can be spent on
downloading.

Tracker The tracker implemented in the simulator has the similag ed in a real
system as it functions as a central component. It keeps tfitlose swarms which
are available to the participating users. Moreover, it rayeithe upload and down-
load amount of each peer. It applies credit-based incem@ehanism: if a peer does
not have enough credit to download a file, it has to collectesamore with seeding.

At the start of a simulation run, the ratio of rich and poorrgezan be set up. By
default, rich peers get exactly that amount of credit whicériough to download one
file, while the poor peers have zero credit. The poor peersharseeders and rich
peers are the leechers. Note that we simulate a closed coityithos the overall
credit amount is a fixed constant.

Users The community is represented by its peers. The systenNhaesers online,
each of them with upload capactty, which basically defines the number of upload
slots can be used for upload in a round. No new peers arerggrivihis assump-
tion apparently resembles reality, as it is usually not éagyet registered in private
BitTorrent communities. No hit-and-run behavior is corsetl. Furthermore, it is
assumed that each peer uses its full bandwidth capacity.

SwarmsThe community consists dd swarms. In reality the number of swarms a
peer participates in is not limited. However, a peer’s stwaratio (or credit amount)
is aggregated across the swarms, thus we can assume hexachgieer participates
only in one swarm at any given time.

Data flow In modelling the download procedure we follow the tit-fat-{TFT) mech-
anism of BitTorrent: within a swarm the seeders are uplaagieces of the file to
the leechers, and leechers can exchange pieces among bachAitusers want to
obtain all available files in the community. In case a peerrdmgnough credit, it
stays in the current swarm (in which it downloaded the cqueasing file) to seed
until it becomes rich. Then the peer randomly selects a sw@aijoin as a leecher. In
a real-life community the set of available contents are Ihgirecreasing (or at least
changing). In the simulator we do not identify the swarmsiciwltan be interpreted
as an ever-changing pool of content.

TransactionsEach file is divided into pieces of fixed size. Similar to théTBirent
protocol, each peer has 4 uploading slots and thus is ablpltad (maximum) 4
pieces per one cycle. Within a cycle all the peers get aetilvet random order. When
a peerp is being active, it randomly selects 4 leechers in the swarnthuploads
pieces to them following BitTorrent’s rarest-first schere, pieces which are less
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replicated in the swarm have higher chance to be uploadeshsa the selected peer
has all the pieces provided by the uploading leeghénenp selects another leecher
in random fashion. This mechanism guarantees that all dpigaapacities are fully
activated in each round.

Mathematical modeln [10] a model for predicting crashes and crunches was pro-
posed. The idea is to count the number of prosperous leeahdiseeders who, given
the current situation in the BitTorrent community, have ¢hedit earning potential
to be rich in the forthcoming. Based on this idea adaptiveitiatervention mech-
anism was used to avoid crash or crunch. Here we revisit traehwvath the aim of
giving a more elaborated version. Based on this slightlyrowed formalism further
indicators about sustainability of the community using &gl investigations will
be derived.

The following notation is used. The number of swarms in thamanity isS; the
number of leechers and seeders in swaattimet is X' (t) andy’(t), respectivelyx!
is the leecherin swarm¢ andyf is seedej is swarm/; c4(i, ) is the credit of leecher
i in swarm/ and cé(j,t) is the credit of seedef is swarm/ at timet; pi(t) is the
proportion of the file that leechef, has at time; C is the amount of credit required
to download a file (according to our assumpt®a- F). Moreover we will usej as
the efficiency of piece exchange among leechers. Accordift] parameten has

the form y
~1- (Y
F

wherek = min{x’,K} andK is the number of leechers to which a peer can connect,
given by the protocol’s definition.

Two sets are introduced, for which we use the main idea of thdeknin [10].
Our model here is more general as it is using the concept @€. the efficiency of
piece exchange amount leechers. TheXgét) contains those leechers who will be
still rich after finishing the download of the file associaveith swarm¢. Formally

: ‘(1) —1
04 L+ RO T e > 20),

The setY,(t) consists of those seeders who have the credit earning fatertecome
rich. This can be formalized as

={y s c(j,t)+ z y’+_5’!( )C>C}.

These sets will be quantitatively investigated in our sitiohs.

5 Simulation results

In order to understand the possible outcomes we performegtaesimulation runs
using different initial parameters. In each run we ubkg 1,000 online peers and
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the number of swarms wef@= 100. Every simulation run is done for@O0 cycles
and each run is independently executed for 5 times. By defacth peers have the
amount of initial credit which is enough to download one fildijle poor peers (ini-
tial seeders) have zero initial credit. At the initializatiphase peers are distributed
uniformly at random among the swarms. This might result iarsms with zero seed-
ers and some leechers. For each of these swarms, if any,er $eed another swarm
(which has more than 1 seeders) gets relocated, making éaelvdilable to down-
load. The total amount of credit in the community is equalitd- multiplied by the
proportion of rich peers. The initial proportion of rich pgedenoted by, is varied
from 10% up to 90%. For a given community set up, the size dhalfiles are equal
(F) and the size of a piece is 1. As it was shown in [19], a commuriinches if
F =10and 01 < R< 0.2, while withF = 10 andR > 0.9 it crashes.

5.1 Effect of different file size

In the following we aim at investigating whether the size loé file in the system
has any effect on the sustainability. In the simulationssike of the file is increased
from 10 up to 100, and for each fixed file size we analyse th&lirptoportion of
rich peers varied from 30% up to 80%. In caséref 0.3 the community can only be
sustainable i = 10, thus we do not include the corresponding simulationliegu
the upcoming discussions.

5.1.1 Homogeneous peers, default case

In these simulations every peer has the same upload capahitsh is 4 pieces per
round. Fig. 1 shows the average, minimum and maximum thnowigin the system
under different initial proportions of rich peers. It candiearly noticed that larger
file size leads to larger maximum throughput. However, fram Ec it cannot be
seen if the system is sustainable or not. In many cases of giggilation results
the community kicks-off with good performance which sootsgiFopped due to the
unsuitable initial conditions. Fig. 1a and 1b are more infative regarding sustain-
ability. Note that the oscillation which can be seen on Fly(dnd on other figures
in later sections) are due to the fact that it shows averajeesaf 5 independent
runs and it is a clear indication of the fact that the actualfigaration is unstable.
One can observe performance decrease in case of 40% and 80 péers. If the
initial proportion of rich peers are set to be 80% the systeashes if the file size
is larger than 10. We get a slightly better situation with 4idfal rich proportion.
In this case the system is sustainable viite- 20, however, we have lower average
performance than in those systems with higher proportiaicbfpeers. Having 40%
rich peers andr = 30, the system does not perform in a stable manner, as it can be
seen in the minimum throughput (equals to 195) or the avetageghput which is
as low as 705. The system crashe# if- 30.

All the other cases lead to sustainable community. As it iss shown in [19],
F = 10 and 80% initial rich proportion leads to an unstable sysite which the
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outcome can be both sustain and crash. Now, we can see theddgedn the file size
definitely ends up in crashed status.

Up until now, we have discussed the consequences of chapgiragneters re-
garding the whole system. It is also interesting to see whahé effect of these
parameter changing on the individual user’s performanige. Zshows the follow-
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default case)

ing. On the horizontal axis the average throughput of thelevbpstem is shown, and
the vertical axis shows the average throughput of a peeralaead with the file size.
Bigger circle indicates larger proportion of rich peersldts of the circles represent
the file size. What we can conclude from Fig. 2 is that indivicaexrformance and
system-wide performance cannot be maximized together. dalweady know from
Fig. 1a the average throughput at community level is mayaohin case of = 70
andR = 0.6. Now we can also see that the best individual performangaasanteed
if both RandF are small.

The quantitative analysis of the set of prosperous peerdeaseen on Fig. 3.
Different scenarios were investigated. On Fig. 3a we HRave0.4. As we already
know, in this case we can have different outcome dependintherile size. The
average number of prosperous leechers and seeders stagsrattant level around
0.2 if F = 20, which seems to be just enough to keep the system sudtitabthe
other hand, aF = 40 we have less amount of thriving peers, which eventuadiy le
to crunch. From these results we form the conjecture thatahee of 1/S- 3 ,[X,| +
[Y;| must always be kept abovel0in order to assure sustainability. On the other
hand, from the average number of prosperous peers one cpretitt the actual
performance of the system. This is demonstrated on Fig. 3bhach we can notice
that after about 600 cycles the two tested community is imdjsishable, however,
they do have different average performance as we have leamt-ig. 1a.

5.1.2 Homogeneous peers, constrained leecher upload

If we want to find explanation about crash or crunch in a Bit&ot community, it is
natural to invest into the tracking of how the credit flowstgh the system. By defi-
nition, crunch is the situation when peers have no enougtitdeestart downloading
and crunch is the opposite when peers have too much crediteyoare not moti-
vated to serve as uploaders. Thus, it does matter what thalacedit distribution
among the peers is. Closer look into the different simutatims reveals that some-
times peers can collect exceptional amount of credit wieikelhing and remaining
rich after finishing the download, thus they can immediattirt downloading the
next file. This situation can be considered as “stealingtlitfieom the seeders in the
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swarm. For this reason it is worth inspecting the proportibseeders and leechers
and the amount of credit these two types of peers can collexaéh round. In order
to see whether the leechers’ credit absorption has any ingrathe sustainability
we performed simulations in which the credit collectioned#d¢hers are limited to the
amount of the file siz€.

Fig. 4a shows the average proportion of seeders underditfacenarios given
by different file size and by the initial amount of rich peefm Fig. 4b we can see
the average amount of credit a seeder can collect. Notehilsamount is normalized
with the actual file size of the system. Fig. 4c shows the sama feecher. Compar-
ing these results with those we obtained when the credieciidin of leechers are not
restricted we notice no significant differences.

Thus, we conclude that putting limit on the credit absonptitnes not have ef-
fect on the peers credit collection in different phases efgiistem. Regarding the
performance measures, we do not get different results #itrer.

5.1.3 Heterogeneous peers, default case

Now we are interested to see the performance of the communitgr the conditions
of different file size and heterogeneous peers bandwidthefollowing simulations
peers were associated, uniformly at random, with eitheaudeflownload bandwidth
(which is 8 pieces per round) or with slow download bandwitjhal to 2 pieces per
round.

Comparing the results obtained we get quite similar figunas those from Sec-
tion 5.1.1, thus they are omitted. In the following we ddserthe differences be-
tween the two scenarios. Regarding the performance meagwerage, minimum
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and maximum throughput) one notices differences only at 40 80% propor-
tion of rich peers. If the system is started with 40% rich pe#ne minimum and
maximum throughput do not change significantly, while therage throughput in-
creases foF = 30 andF = 40. This is actually the consequence of the fact that while
with these parameters we get unstable and crashing systezase of homogeneous
bandwidth, introducing bandwidth heterogeneity leadsustanable community at
R=0,4 andF = 30. With F = 40 we sometimes get simulation runs in which the
transactions get ceased in later cycles. We have even mticealde differences at
80% of rich peers, where the homogeneous systems crasliee-&0 or F = 30.
Heterogeneous bandwidth can play role in sustainabilithése cases, however, the
lower average performance clearly indicates that the fiilaé €£an be sustain as well
as crash.

Results of credit collection confirm the previous findingstAiAB0% rich peers
andF = 20 or F = 30 we have increased values in the credit collection of both
leechers and seeders compared to those shown on Fig. 4b aedpectively.

The results we obtain with the heterogeneous bandwidthgsataipromising as
they indicate that more realistic scenarios lead to motdestystems. We can report
that the average percentage of seeders are slightly higlder these circumstances
compared to those shown on Fig. 4a.

Comparing the individual performance against communitgllperformance, ba-
sically we obtain similar trend as for homogeneous peersti@e5.1.1). The only
noticeable difference is that individual performance carigher in this case at low
R andF values.

5.1.4 Heterogeneous peers, constrained leecher upload

Similar to Section 5.1.2, in these simulations we constiianamount of pieces that
leechers can upload to each other. As we have seen, thigtiionithad no effect on
the performance in case of homogeneous system. Howevéictiag the upload
amount in communities with heterogeneous peers leads titesmaerage, minimum
and maximum throughput values compared to the default €sehe other hand,
we observed that these systems tend to behave like the onesawened in Section
5.1.1 (i.e. homogeneous bandwidth without upload limit).

5.2 Effect of initial credit amount and distribution

In the following we investigate how the initial amount of diteplays any role in the
sustainability of a BitTorrent community. Although we u$e tterminology initial
amount’, the different scenarios we study here resemblebsituations in real-life
BitTorrent communities after so-calldteeleechperiod [14]. During these periods
peers do not need to spend credit for download. This is bseradit injection into
the system, which can lead to situations considered in thewfimgs.

In the different scenarios the initial credit amount is gesed by 5% steps, start-
ing from N - F multiplied by the proportion of rich peers, whefe= 10. All in these
runs, the initial credit amount of rich peers are usuallgéarthan the amount needed
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Fig. 5: Throughput (homogeneous peers, default case)

to download one file, and the poor peers can have credit asMatk that in the pre-
vious sections poor peers always had zero credit at the tiegiof the simulations.

5.2.1 Homogeneous peers, default case

Proceeding with similar arrangement of simulation runs aswave done in Section
5.1, let us start having a look on results obtained in systefngeers having ho-

mogeneous download capacity. The results are shown as lages, wn which the

horizontal axis represents the initial proportion of rickeps and the vertical axis in-
dicates the increase of initial credit in the system. Thesttp row shows the same
results we obtained in the previous section whtk= 10. The heat maps of Fig. 5
show the mean, the minimum and the maximum throughput, gedraver 5 runs

for each scenario. Values are associated with colors: degkéangle indicates lower
value, lighter color corresponds to higher value. Note 1886, 20% and 90% initial

proportion of rich peers always lead to unsustainable systieus these results will

not be discussed.

Considering the average throughput values on Fig. 5a onenatice an inter-
esting diagonal shape of lighter colored (higher) valudss Shows that the average
performance can be increased with either (i) higher initiatlit in case of lower pro-
portion of rich peers, or (ii) lower initial credit in case bifgher proportion of rich
peers.

In case we consider the minimum throughput, see Fig. 5b,weesee again the
diagonal pattern, though with lower values. It is worth oioiiy that while credit injec-
tion in case of 30-50% of rich peers can increase the avehageghput, it does not
have effect on the minimum throughput. The maximum of theimméth throughput is
reached when the system start®Rat 0.6 together with no extra credit.

Results for the maximum throughput are shown on Fig. 5c. Rettat these
must be considered with caution. For example, starting Rith0,8 and 10% extra
credit we get very high values, however, the system is vestalote, it can easily
crash.

It can be clearly seen on Fig. 6 that the usual trade-off betwiedividual and
community performance is present in these systems. Howesecan also notice
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that there are configurations which result in systems wittedeperformance with
respect to both measures. A very clear trend can be obsdmgter amount of extra
credit or higheR value definitely lowers the individual performance.

5.2.2 Homogeneous peers, constrained leecher upload

As before, we also performed simulation runs with puttimgition the credit col-
lection of leechers so that during a download they cannaot eare credit than the
size of the file. Results are shown on Fig. 7. In can be noticatithe systems with
this feature are more sensitive, for example, the prewostslble system with 70%
rich peers crashes if it is started with too much extra crédits is even more em-
phasized on Fig. 8, where the individual performance is @magb with that of the
whole community. We have much more circles at value 0 on be#is.aMoreover,
those circles corresponding to higher proportion of ricerpaogether with higher
extra credit tend to have lower values.

Nevertheless, this setup has some interesting result®aoung the minimum or
maximum throughput values. Starting with 50-60% rich pe&id some extra credit,
we get higher performance compared to the standard case.

5.2.3 Heterogeneous peers, default case

In the previous experiments we have seen that systems wétdgeneous bandwidth
can have higher performance. The main difference to the gemsous case is that
community with 80% initial rich peers besides having higaegrage and maximum
throughput, it also has better stability. This performainceease includes that we do
not have average throughput beloy®@0 at the community level.
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Fig. 8: Average throughput: community versus peer leveinbgeneous peers, con-
strained leecher upload); bigger circles represent lgygggortion of rich peers, col-
ors represent initial credit amount

5.2.4 Heterogeneous peers, constrained leecher upload

Applying limit on the credit collection of leechers, we oiotgimilar results as with
unlimited case. Although the average throughput slightigrdases, between 20%
and 60% of rich peers usually leads to higher maximum thrpughand atR =
0,5 the minimum throughput is higher. Comparing the averagéopmaance at the
community level against the individual level, we can re@main that there is a cost
for higher throughput at the community level: the indivilparformance drops with
about 05 (the actual numbers are quite similar to those shown on8jyiljloreover,
we get lots of simulation results with 0 throughput value whtge proportion of rich
peers are too high, thus we have more sensitive systemsinake.
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6 Summary

We have considered a parameter space of BitTorrent crestiérsg in order to study
the conditions for sustainability. Several kinds of systemere taken into account
including peers with homogeneous and heterogeneous peetls/iths, and limited
credit collection during leeching phase. We performed tagecstudies: effect of file
size and impact of initial credit amount distribution.

Our results show that the sustainability does not only dementhe initial pro-
portion of the rich peers (leechers), but also on the file. di¢e have demonstrated
that larger file size has three important effects. First bfitatlecreases the range of
sustainable configurations to 50%—70% proportion of ricérpein the sustainable
range it slightly increases the average throughput medsiréhe community level;
however, it can decrease the performance of individualgpeer

We have also shown that increasing the initial amount ofithedhe system can
lead to higher average throughput in the community, but aplyo a certain level.
Using different parameters can increase the performanicelividuals, but this must
be done with care, adapting to the needs in the system. ThHenmimand maximum
throughput of the system can be increased with limit on theHers credit collection.

Our results contribute to the deeper understanding of the-effects of credit-
based incentive mechanisms of private BitTorrent comnesiGiven such a com-
munity, it is much more clear now when and what kind of inteti@n method should
be applied in order to assure sustainability and performamrease.
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