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Abstract  Restrictive partially blind signature, which is designed for privacy-oriented infor-
mation systems, allows a user to obtain a blind signature from a signer while the blind message
must obey some certain rules. In order to reduce storage and communication costs, several
public-key cryptosystems are constructed using characteristic sequences generated by lin-
ear feedback shift register (LFSR). In this paper, we present a new partially blind signature
scheme with the restrictive property, which is based on nth order characteristic sequences
generated by LFSR. By assuming the intractability of the discrete logarithm problem, our
sequence-based schemes are provably secure in the random oracle model. We also present
a practical e-cash application based on our restrictive partially blind signature. Due to the
reduced representation of finite field elements and feasible sequence operations from LFSR,
our scheme is time- and storage-efficient on both of signer and user sides. The advantages
will make privacy-oriented applications more practical for resource-constrained devices.
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1 Introduction

As the rapid development of the Internet, various technologies have been implemented to sup-
port online information systems, such as e-commercial or e-government systems [3,8,28,31].
Consequently, information security technologies especially cryptographic primitives play
more and more important role in these online systems. A new logic ENDL (extension of non-
monotonic dynamic logic) for verifying secure transaction protocols has been proposed in
[8]. In the ENDL, traditional cryptographic tools, timestamps and RSA-based signed certifi-
cates, have been implemented for verifying the authentication properties of secure protocols
and protecting data integrity. However, traditional finite field-based cryptosystems, such as
Diffie-Hellman, RSA, and ElGamal, require the underlying field to be large enough to
strengthen their security. While the knowledge information systems (such as e-commer-
cial and e-government systems) are moving from the desktop to smart platforms such as cell
phones or sensor nets, there is an increasing need of low-cost implementations. In resource-
constrained applications, cryptosystems based on large finite fields are still impractical due
to the limitations on the computation, storage and energy. Moreover, the known result [4]
shows that a single bit communication consumes several orders of magnitude more power
than computing a basic 32-bit arithmetic instruction. To reduce communication and storage
costs, many typical cryptosystems [12,14,16,18,26] are proposed on the representation of
the finite field elements with the counterparts of minimal polynomials. Due to Newton Iden-
tity [14], these cryptosystems can be looked the same as the systems based on characteristic
sequences generated by linear feedback shift register (LFSR). For instance, LUC [26] can be
represented as second-order sequence, while XTR [16] and GH [14] are generated by third-
order sequence and Niederreiter [18] provides an encryption scheme and a key agreement
protocol which are based on general nth order LFSR sequence. Based on these former work,
Giulian and Gong [12] propose an ElGamal-like signature scheme on nth order characteristic
sequences.

Electronic-cash, which was first introduced by Chaum [7], is designed for realizing
untraceable payments in digital world. In an electronic cash (e-cash) system, anonymity
and double-spending are the two major concerns. Privacy is always an important issue in
electronic payment systems. Consumer’s identity and personal information should be pro-
tected. It must be infeasible to discover a customer’s identity or to trace an individual’s
purchasing activities. For electronic payment systems, anonymity is a necessity to protect
customer’s privacy. Some cryptographic tools, such as group signature and blind signature,
are utilized to keep payment systems anonymous. Since digital information is easy to copy,
the same e-cash spent more than once will be labeled as the double-spending problem.
A practical e-cash system should thwart any double-spending customer, no matter whether
he/she is malicious or not.

Partially blind signature, which was first introduced by Abe and Fujisaki [1], is used
to solve the double-spending problem in e-cash applications. The scheme allows each of
untraceable blind signatures to contain an explicit information on which both the signer
and the user have agreed beforehand. For example, the signer can attach an expiry date and
denomination to his/her blind signatures as an attribute. Accordingly, the attribute of the sig-
nature can be verified independently through the certified public key. This additional traceable
property is very useful in privacy oriented e-services such as e-cash and e-voting systems.
By following Abe and Fujisaki’s initial work [1], many efficient partially blind signature
schemes are presented. The schemes proposed in [23,30] are based on bilinear maps, but
the verifying costs of pairing operation are not suitable for the applications where the client
sides are limited in power durability, such as PDAs and sensors. In [29], Wu et al. present
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Fig. 1 A typical e-cash system architecture

two similar efficient schemes which are based on discrete logarithm problem (DLP). In [19],
Okamoto proposes a less efficient but provably secure scheme in the standard model (which
requires a slightly stronger computational complexity assumption, the 2SDH assumption,
than the SDH assumption).

The partially blind signatures in literature [1,19,23,29,30] lack the restrictive property.
The definition of restrictive blind signatures were proposed by Brands [6], which allows user
to obtain a blind signature on a common message from signer, but the chosen message must
conform to certain rules. Figure 1 shows how a restrictive partial blind signature (RPBS)
can be applied in a e-cash systems. Partially blind signature can be used to sign and verify
anonymous e-cash without double spending, whilst the restrictive property prevents the blind
part of the message to be unacceptable or informal. There is no need to have different signing
keys for different denominations due to the partial blind property. Based on blind Schnorr
signature [21], Maitland and Boyd [17] first introduce a restrictive partially blind signature
scheme with provable security. In [9,10], Chen et al. propose two restrictive partially blind
signatures from bilinear maps.

Based on the above observations, this paper studies restrictive partially blind signature for
resource-constrained information systems, and our primary goal is twofold. Firstly, we design
two new LFSR sequence operations which are derived from the basic ones. And then we elab-
orate a new restrictive partially blind signature scheme, which is named S-RPBS, from nth
order characteristic sequences generated by LFSR. Based on the computational hard assump-
tions given by Giulian and Gong [12], we show S-RPBS is provable secure in the random
oracle model [5]. Since the efficient sequence operations and the reduced representation of
finite field elements by LFSR, our scheme’s computational costs are all directly reduced. Sec-
ond, we propose an practical e-cash application based on S-RPBS. With a low-cost hardware
implementation for LFSR sequence operations, the S-RPBS scheme will extremely benefit
the privacy-oriented applications on highly constrained devices, such as cellular networks,
tactical networks, and sensor nets.

The remainder of the paper is structured as follows. After some preliminary work in
Sect. 2, we describe our S-RPBS scheme in Sect. 3, and then prove its security in Sect. 4,
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and compare the performance with other related schemes in Sect. 5. Section 6 discusses a
practical e-cash application based on S-RPBS. Section 7 concludes the paper.

2 Preliminaries
2.1 Partially blind signature

In the phase of partially blind signatures, signer and user are assumed to have agreed on a
piece of common information, denoted by info, which might be sent from the user to the
signer. Abe and Okamoto [2] formalized this definition by providing a function Ag. Function
Ag is defined as a polynomial-time deterministic algorithm that completes the negotiation
of info between the signer and the user correctly. Normally, the negotiation is considered to
be done outside of the scheme.

Definition 1 (Partially Blind Signature Scheme). A partially blind signature scheme is a
four-tuple (G, S, U, V).

— G is a probabilistic polynomial-time algorithm. G takes security parameter k and outputs
a public and secret key pair (pk, sk).

— S and U are pair of probabilistic interactive Turing machines each of which has a pub-
lic input tape, a private input tape, a private random tape, a private word tape, a private
output tape, a public output tape, and input and output communication tapes. The random
tape and the input tapes are read-only, and the output tapes are write-only. The private
work tape is read-write. The public input tape of ¢/ contains pk generated by G(1¥), the
description of Ag, and info,. The public input tape of S contains the description of Ag
and infoy. The private input type of S contains sk, and that for I/ contains a message msg.
The lengths of infoy, info,, and msg are polynomial in k. S and U/ engage in the signature
issuing protocol and stop in polynomial-time. When they stop, the public output tape of S
contains either completed or not-completed. If it is completed, then its private output tape
contains common information info. Similarly, the private output tape of ¢/ contains either
L or (info, msg, sig).

— Vis a polynomial-time algorithm. V takes (pk, info, msg, sig) and outputs either accept
or reject.

Definition 2 (Partial Blindness). Let Uy and U] be two honest users that follow the signa-
ture-issuing protocol. Let S* play the following Game A in the presence of an independent
umpire.

1. (pk,sk) < G(1%).
2. (msg,, msg,, info,,, info,,, Ag) « S*(1%, pk, sk).
3. The umpire sets up the input tapes of Uy, U as follows:

— Selects b eg {0, 1} and places msg;, and msg; _, on the private input tapes of Uy and
U, respectively. b is not disclosed to S*.

— Places info,, and info,,, on the public input tapes of U and U/; respectively. Also place
pk and Ag on their public input tapes.

— Randomly selects the contents of the private random tapes.

4. S* engages in the signature issuing protocol with U and U in a parallel and arbitrarily
interleaved fashion. If either signature issuing protocol fails to complete, the game is
aborted.
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5. Let Uy and U, output (msg,,, info,, sig,) and (msg,_,, info,, , sig,_,), respectively, on
their private tapes. If info,, # info,, holds, then the umpire provides S* with the no
additional information. That is, the umpire gives L to S*. If info,,, = info,, holds, then
the umpire provides S* with the additional inputs sig,,, sig;_, ordered according to the
corresponding messages msg, msg; .

6. S* outputs b’ € {0, 1}. The signer S wins the game if &’ = b.

A signature scheme is partially blind if, for every constant ¢ > 0, there exists a bound
ko such that for all probabilistic polynomial-time algorithm S*, S* outputs ' = b with
probability at most 1/2 + 1/k¢ for k > ko. The probability is taken over the coin flips of G,
Uy, Uy, and S*.

Definition 3 (Unforgeability). Let S be an honest signer that follows the signature-issuing
protocol. Let U/* play the following Game B in the presence of an independent umpire:

. (pk, sk) < G(15).

. Ag < U*(pk).

. The umpire places sk, Ag and a randomly taken info; on the proper input tapes of S.

. U* engages in the signature issuing protocol with S in a concurrent and interleaving way.
For each info, let g5 be the number of executions of the signature issuing protocol where
S outputs completed and info is on its output tapes. (For info that has never appeared on
the private output tape of S, define gg = 0.)

5. U* outputs a single piece of common information, info, and gs + 1 signatures (msg,

sig;), ..., (msg, ., sig, 1)

AW~

A partially blind signature scheme is unforgeable if, for any probabilistic polynomial-time
algorithm U/* that plays the above game, the probability that the output of U/* satisfies

V(pk, info, msg ;, sig;) = accept

forall j =1,...,gs+ 1isatmost 1/k¢ where k > kg for some bound ko and some constant
¢ > 0. The probability is taken over the coin flips of G, U/*, and S.

In [6], Brands first defines the restrictive property for blind signature, which is described
as follows. A similar property can be extended to partially blind signature [17].

Definition 4 (Restrictiveness). Let msg be such a message that the receiver knows a rep-
resentation (ay, az, . . ., ax) of msg related to a generator set (g1, g2, - .., g«) at the start of
a blind signature protocol. Let (b1, by, ..., by) represent the blind message msg’ that the
receiver obtains after the protocol has finished. If there exist two functions /; and /> such
that

Ii(ar,az, ..., ar) = (b1, by, ..., by),

regardless of any message msg and the blind transformations applied by the receiver, then
the protocol is called a restrictive blind signature protocol. The functions /1 and I, are called
blinding-invariant functions of the protocol with respect to (g1, g2, - - -, gk)-

The above are the necessary notions and definitions for restrictive partially blind signa-

ture. In the following section, we will give an introduction on the mathematical background
of the LFSR sequences, which will be used in our scheme.
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2.2 LFSR sequences and its reducing representations

Let g be a prime power, an irreducible polynomial f(x) over G F(g) can be represented by
f@) =x"—aix" +axx" " — o+ (=D ay,

where all ag, ...,a, € GF(q). Let y be aroot of f(x) in the extension G F(¢"), and P is
the order of y. A sequence s, which is generated by a n-order LFSR over G F(g), can be
represented by the following recurrence:

1
Sk4n = A1Sktn—1 — @Sktn—2 + -+ (=" T aysi.

Lets; = (si, Si+1s---»Si+n—1). Fori =0, ..., P — 1, our initial state of 5; is given by
si = Tr(y"), where Tr(.) is the trace map from G F(g") to G F(g). Thus the period of the
sequence s; is equal to the order of the root y.

LFSR sequences are closely related to the minimal polynomials of finite field elements
by Newton Identity [14]. We denote the set Ay = (sk, 2, - - -, Stk ), and observe that from
the construction given by [12], we just need shorter representation length than the finite field
case(for n - log g bits to ¢™); we can define length of Ay by

2 .logg if ¢ = p?, and n is even
—t. . ) ’
Akl =1-logq [”21~logq if g = p? and n is odd
For more details about the LFSR sequence and its reducing representation method, see
the references [12,13,18,27].

2.3 Sequence operations

For a cryptosystem-based on LFSR sequences, Giulian and Gong [12] define two basic
sequence operations.

Sequence Operation 1 (SO1): Given A; and a random integer /, where 0 < k,l < P,
compute Ag;.

Sequence Operation 2 (SO2): Given state 53 and 5;, where 0 < k, [ < P, compute Sj;.

SO1 can be calculated efficiently by the Fiduccia algorithm [11], while SO2 can quickly be
performed from the theory of LFSR sequences [13]. For the construction of our scheme in
the next section, we present two new sequence operations DSO1 and DSO2 [15], which are
derived from SO1 and SO2.
Derived Sequence Operation 1 (DSO1): Given A; and an integer k, where 0 < k < P,
compute sy.

An efficient algorithm to execute DSO1 can be constructed as follows:

1. Compute Ay, Agt1, .., Ar4n—1 from Ay and k by SO1;
2. Obtain Sk, Sk+1, - - - Sk4+n—1 from Ag, A1, -y Aktn—1;
3. Output Sg = {Sk, Sk-+1, - - - » Sktn—1}-

Derived Sequence Operation 2 (DSO2): Given s; and an integer /, where 0 < k,[ < P,
compute si;.

A feasible algorithm to compute DSO2 is depicted as follows:

1. Compute S, 52k, . .., S—1)k from 5 by SO2;
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2. Obtain Ax = {Sk, S2k, - - - S¢—1)k } from Sg, Sog, ..., S —1)ks
3. Output s = {Ski» Ski+1, - - - » Ski+n—1} from Ay and / by DSO1.

Apparently, the two new sequence operations cost times of basic sequence operations
(SO1 and SO2), but we notice that all the sequence operations can be calculated by simple
matrix operations [11,13]. We stress that the LFSR sequence operations can be optimized
extremely from a low-cost hardware implementation [25]. For brevity, the feasible methods
of LFSR sequence operations are detailed in [11-13,25].

2.4 Computational complexity problems

For the provable security of our sequence-based restrictive partially blind signature (S-RPBS),
here the computational complexity assumptions under LFSR [12] are recalled.

Definition 5 (Discrete Logarithm Problem (DLP)): p is a large prime, g is a generator of
group Z,, given y = g* (mod p), to compute x = log,y.

Definition 6 (State-Based Discrete Logarithm Problem (S-DLP)): Given state 51 and 57, to
determine /.

We notice that the recent algebra attack [22] can only be implemented if one uses LFSR
as a pseudorandom function. In this work, we just use the property of a short representation
and a feasible computation of LFSR sequences from G F (¢) to G F (¢™). It was proven that
solves the S-DLP is computationally equivalent to the DLP [12]. The security of S-RPBS
scheme is based on assuming the intractability of the DLP.

3 Sequence-based restrictive partially blind signature scheme

The scheme of a sequence-based restrictive partially blind signature system consists of four
phases: Requesting, Signing, Extraction and Verifying. A detailed description is as follows:

— Entities: signer S and receiver .

— Domain parameters: {g, n, P, A1}. Let g be a prime power. A sequence s is generated by
a n-order LFSR over G F(q). P is prime order of the sequence. A is the given sequence

element set. M is an arbitrary message space, m, info € M. H, F : {0, 1}* — Z4 denote
two cryptographic hash functions.

— Signer’s Private key: x,0 < x < P.

— Signer’s Public key: 5, .

After the above initial work, our scheme processes with the following steps:

1. Requesting. Assume that 2/ wants to get a partially blind signature on an implicit message
m € M, and then U prepares an explicit common information info € M and z; = F(m)
that will be sent to S for his agreement. This negotiation can be done outside of the scheme.
First, S computes a; = z| and a; = z)l‘. Next, S chooses a secure random number r,

computes 5,,, from Ay and rzp by DSO1, where z; = F(info). Then S sends ay, a; and
Srz, tOU.

After receiving §,,,, U chooses two random numbers v, w and processes in the following
steps:

(a) Computes s, from A, v by DSOL1.
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(b) Computes 5, from s,, w by DSO2.

(c) Obtains Syx, Srz,, Sy, COMPULES O = S,z 4p+wx DY SO2.

(d) After the sequences operations, I/ computes C’ = H(ml||info||«), then sends C =
w— C’ (mod P)and by =z{,by =a} to S.

2. Signing. After receiving C and info, S signs C with the randomizing factor » and his
private key x, computes D =r + z;le (mod P). Then S sends D to U.

3. Extraction. After receiving D, U computes D' = D +z; v (mod P). Hence, the result-
ing signature on m and info is a tuple (a1, ap, b1, by, C’, D). The restrictiveness can
publicly be confirmed from the following equation:

by = Fm)2P" - af - a; = byl )

4. Verifying. Given the signature (m, info, C’, D’) on the public key s, one can perform
the following operations to check its correctness:

(a) Computes 5., from Ay, zo D' by DSOL.
(b) Computes 5¢7, froms,, C' by DSO2.
(c) Computes 5, p'4c’y froms,, pr, ¢y by SO2.
Because D' = zz_lv +D,C'=w—-CandD=r +z2_1C - x, we can easily get

2D +C'x =v+2D+C'x
=v+rz+(C+C)Hx )
=rz+ v+ wx.

In addition to the restrictiveness, one accepts the signature as valid if it satisfies the fol-
lowing equation:

H(m|[infol |5, ) = H(m|[infolla) = C'.

This ends the description of S-RPBS signature scheme. Figure 2 gives an illustration of
S-RPBS. Besides some hash and simple modular operations, the full scheme (signing and
verifying) only requires seven times sequence operations. We note that the LFSR sequence
operations require low computation and storage costs on either hardware or software imple-
mentation [25].

4 Security analysis

In this section we will formally analyze the security of S-RPBS scheme. For the sake of
simplicity, the definitions and notions shown below are the same as Sect. 3. With H, F :
{0, 1}* +— Z;, denoting two cryptographic hash functions, we have z; = F(m) and z; =
F(info) for messages m and info, respectively.

4.1 Partial blindness

Here we follow Game A, which is mentioned in Sect. 2.1, to prove that S-RPBS scheme
satisfies the partially blind property. For each instance i of the proposed scheme, signer S*
can record C; received from &/ who communicates with S* during the ith instance of the
scheme. The tuple (C;, D;) is usually referred to the view of S* to the instance i. Thus, we
have the following theorem:
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Signer User
(x, info) (info, m)

info is agreed beforehand ouside of the protocol

r,xe, Z,
z, = F(m),z, = F (info)

x

a\ :Zl’az :Z1

5. =DSO1(A,rz,) a,,a,,s,,
v,we, Z,
5, = DSOI(A,,v)
5, =DS0O2(s, ,w)
5 =802(5,.,5, ,5,)

C'= H(mllinfo Il )
C=w-C'

-« .

D=r+z'-C-x

Signature tuple
(m, info, C',D")
Restrictiveness
(a,,a,,b,,b,,C',D")

Fig. 2 An illustration of the S-RPBS scheme

Theorem 1 S-RPBS scheme is partially blind.

Proof Since the tuple (m, info, C’, D’) is produced by the proposed scheme, we have C’' =
w—C;, D' = D; +zgl vand D; = rzp + C;x under the same (m, info). From the view of S*,
since v, w are two random numbers selected by U/, and |v| = | D;|, |[w| = |C;|. The existence
of two random values (v, w) protects (C’, D’) under information-theoretic security. Hence
&* cannot derive (v, w) from each view of (C;, D;), C' = H(ml||info|[5, 4 ¢y) is satisfied
while the instance i — {0, 1}, therefore, following Game A, even an unbounded powerful
S* can succeed in determining i with probability 1/2, the theorem, follows. O

From the proof of Theorem 1, we can realize the importance of random factors v, w.
U must update v, w in each of the new instance. The used random factors v, w must be
destroyed after the signature (m, info, C’, D) is created.
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4.2 Restrictiveness

Based on Definition 4 in Sect. 2.1, we briefly prove the restrictive property of S-RPBS
scheme.

Theorem 2 S-RPBS scheme is restrictive.

Proof Assume that the tuple (m, info, C’, D’) is produced by the S-RPBS scheme; then we
have D' = D; + z;lv, C' = w — C; and D; = rzp + C;x under the message m and the
common information info. From the Eq. (2) in Sect. 3, the restrictiveness holds if we find
that

_ b ¢ -z -1
bz—Zl 'az ~a1 .bl

wx 2D'+C'x  _—rz —v 3)
2 =27 27 g
Due to the Eq. (1) in Sect. 3, we have
Fm)™* = Z?qu_C/X 'Zl—rzz .Zl—v
_ }—(m)rzz-&-v-&-wx . ]_—(m)—rzz .f(m)—v
= by “)

Since the DLP is intractable, no one can either obtain the random factors r, v and w from
ai, by, or recover the secret key x from as, b,. Based on the above analysis, It is easy to see
our scheme also achieves the restrictive property which is attributed to Maitland and Boyd’s
restrictive partially blind signature [17]. So, the theorem holds. O

4.3 Unforgeability

Now we discuss the unforgeability of S-RPBS in the random oracle model by assuming the
intractability of the DLP.

Theorem 3 [fthere exists a forger U* who can forge a valid signature of S-RPBS scheme in
polynomial time-bound t with non-negligible probability €, then there exists an algorithm A
that solves the S-DLP problem in polynomial time-bound t’ with non-negligible probability €’.

Proof Suppose a forger U* can forge a valid signature (m, info, C’, D’) in (¢, €). By exploit-
ing U*, we can construct an algorithm A that solves S-DLP problem in (¢, €). A has two
random oracles H, F : {0, 1}* — Z4 to answer hashing queries.

Let gy, gr be the maximum number of queries that &/* can ask from H, F, and gs be the
maximum number of signing queries. From i € {1, 2, ..., gm}, M chooses r; €r Zz and
sends §,, to U*. U* computes «;, then sends the tuple (m;, info;, ;) to the random oracle
‘H for computing its hash value 7 (my; |[info; ||«;). Let z; ; = F(m) and z2,; = F(info;). Let
¢ r be the maximum number of queries that ¢/* can ask from the random oracle F. It is easy
to prove that the simulation is successful due to the indistinguishability [2].

Then A use U* to solve S-DLP. After the above training, /* can get a valid signature
tuple (a7, Di, Ci) in (z, €). Because U™ can only get hash values from H. Next, by using the
forking lemma reduction [20], M repeats with the same random tape and a different choice
of H. U* can get another valid signature (a3, Dj, C) after polynomial time ¢ with the same
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probability at least €. Since «; = a2 with a non-negligible probability 1/,/qy, from the
equation C’ = H(ml||info||s,p/1 c/x), wWe have

Ezz,lD’lJrCix = gzg,zDéJrCéx’
then we have the equation
221D} + C| - x = 202D5 + C) - x.

Because H was uniformly changed choices in the second run, both D # D} and C| # C}
have a overwhelming probability; M can compute x from
_ (222D —21D))
(€ =C))
Because A only knows the public key s, from the above equation, .4 can derive x from
Sz, D'+c'x- It means A solves S-DLP problem in polynomial time ¢” &~ 2¢ with non-negligible

2
bability €’ ~ ——. ]
probability € Ry
Because it was proven that to solve S-DLP is equivalent to DLP [12], the forger faces the
problem as hard as solving DLP problem. From Theorem 2, we have the following theorem:

Theorem 4 [f there exists an adaptive attacker that (t, €)-breaks S-RPBS scheme, it can
be converted to an algorithm A that solves DLP problem in polynomial time t' ~ 2t with
2
€

arJan

success probability € ~

5 Performances

Here, we analyze the performance of S-RPBS with some related restrictive partially blind
signature schemes, such as [9,10,17]. According to the existing result [25], one sequence
operation takes nearly the same time as one modular exponentiation in software realization,
but will be faster in the hardware registers. Also from the related experiments, one pairing
operation is at least 3—4 times more expensive than a modular exponentiation. The verifying
costs of pairing are not suitable for the applications where the client sides have constrained
resource, such as PDAs and sensors. It was analyzed by Sin [25] that the 1024-bit secu-
rity level of DLP over G F(g") needs 340 bits representation of LFSR over G F(g). Since
S-RPBS is based on the intractability of the DLP over G F(¢"), it also keeps the efficiency
of the shorter representation of the security parameters. According to our experiment,! the
performance of the shorter security parameters in LFSR sequence operations is given in
Table 1.

In Table 2, we compare S-RPBS to other related restrictive partially blind signature
schemes [9,10, 17]. In theory, our proposed scheme shows its advantages of the computational
costs among the related partially blind signature schemes with the restrictive property.

Based on our implementation, Table 3 shows a detailed performance of S-RPBS. Con-
sistent with the theoretical analysis, the result in Table 3 supports that S-RPBS is time- and
storage-efficient for realizing e-cash systems in practice. We stress that the LFSR sequence
operations can be optimized extremely from a low-resource hardware implementation [25].

1" A Windows Vista Business PC with Intel Core2 Duo T7250 CPU and 2,048 MB of RAM is used for the
implementation.
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Table 1 LFSR sequence operations process time on PC in C using NTL [24]

LFSR sequence operation (340 bits) Max time (min) Min time ( min) Average time (min)
SO1 306.6 77.8 94.7
SO2 3.8 1.7 2.0
DSO1 638.7 405.3 488.8
DSO2 1,055.3 172.9 218.3

Table 2 Theoretical performances of some related restrictive partially blind signature schemes

S-RPBS Maitland02 [17] Chen06 [9] Chen07 [10]
Mathematical foundation LFSR DLP Pairing Pairing
Necessary random numbers 3 9 4 5
Signing costs 4To 15T¢ 3T + 107e 5Tp +9Te
Verifying costs 3Tso 6Te 5Ty 3Tp +2Te
Signature sizes 4¢ 4¢ 40 40

Tso time for one sequence operation, T time for one exponentiation computation, 7 time for one bilinear
pairing, Typical secure length: ¢ = 160 bit

Table 3 A detailed performance of S-RPBS

S-RPBS Theoretical costs Average experiment result (min)
Signing costs 4T50 1,119.6
Verifying costs 3750 723.5
Total costs TTso 1,878.6

6 S-RPBS application for electronic cash

Electronic cash (E-cash) systems are similar to currencies used in the real-world. As shown
in Fig. 1, three major parts are involved in a typical e-cash system, which includes a customer,
a merchant, and an e-cash bank. To ensure the security of the e-cash system, the following
main protocols are required to be implemented:

1. Initialization. The protocol that initializes and distributes the system parameters to the
participant of an e-cash system.

2. Withdraw. The protocol that allows a customer or merchant with e-cash to withdraw “real”
money from banks;

3. Payment. A customer browsers a merchant’s site to purchase the items with the payment
protocol;

4. Deposit. A merchant can carry out the deposit protocol with e-cash bank to be credited.

According to whether the bank is involved in the payment protocol or not, an e-cash system
can be further divided into on-line and off-line models. The major difference between on-line
and off-line systems is that the double-spending behavior can be detected immediately in an
on-line system. Some additional cryptographic technologies have to be deployed to find the
identity of double-spending cash’s owner under the off-line model. However, if there exists
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Table 4 List of symbols used in

the e-cash application Symbol Notation
q a prime order
n a LFSR’s order over G F (q)
P Prime order of a LFSR sequence
Aq a given sequence element set
msg a description of merchant’s ID and selected items
info a description of prices and serial numbers
H,F two cryptographic hash functions
c',D two elements of S-RPBS signature

output:(m, info, C’, D')

a huge number of purchases simultaneously, on-line double-spending check might become
the bottleneck of the whole e-cash system.

In the rest of this section, an online PDA (or smartphone) based e-cash system will simply
be depicted to show how the time and storage efficiency of S-RPBS become the certain advan-
tages on the implementation of an e-cash system. In the system, info denotes the description
of price and serial numbers which will be revealed in the signing process. This partial and
restrictive properties ensure the anonymity of the e-cash system and prevent the system from
double-spending. The details will be explained later in following subsection. For the ease of
reading, a summarization of symbols used in the description are summarized from S-RPBS
in Table 4.

6.1 The initialization

Because of customer and merchant needs to establish an account with the e-cash bank and
implements a client software, the initialization of the e-cash system includes the following
parameters which were introduced in Sect. 3 as well.

1. g,n, P, A1. Ay is the given sequence element set. P is prime order of the sequence.

2. Let M be the message space, where msg, info € M. msg denotes the description of a
merchant’s ID and other selected items. info denotes the description of price and serial
numbers which will be revealed in the signing process.

3. H, F: {0, 1}* - Z, denote two cryptographic hash functions which will be used in the
scheme.

4. E-cash bank’s private key: x where x <— Zp. The corresponding public key is 5.

6.2 The withdrawal protocol

The customer browses the merchant’s website via the software client installed on his/her PDA
or smartphone, chooses items he/she wants to purchase. Then the customer generates msg
and info. The serial number is created in such a way that the possibility of every customer
generating the same serial number is minimal. After that, the customer and the e-cash bank
will carry out the request and signing process via the S-RPBS scheme (which is described in
Sect. 3) to obtain the e-cash as the final signature {msg, info, C’, D’}. The bank will search
in the local database to check whether the received serial number was used earlier. If it is
duplicated, the bank will notify the customer to choose another serial number to avoid a
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double spending. Finally, the e-cash bank will debit the amount of the corresponding price
from the customer’s account and finish the withdrawal transaction.

6.3 The payment protocol

After getting a certain amount of e-cash from the bank, the customer pays the e-cash to the
merchant. The merchant first checks the tuple {msg, info} contained in the coin to make
sure the consistency of the purchase and verifies the signature by following the verification
process in S-RPBS.

6.4 The deposit protocol

The merchant sends the tuple {info, C’, D’} to the e-cash bank online. The message msg,
which includes the purchasing information, is blinded to the bank to protect the privacy of
the customer. Thus a customer’s purchase activities can remain unknown to the e-cash bank.
The e-cash bank searches the serial number in the local deposited database. If there exists
a duplicated serial number in the database, the e-cash bank returns a “double spending”
message to the merchant. So the merchant will reject the purchase request. Otherwise, the
bank will send a valid message to the merchant to confirm the payment. After receiving
the confirmation, the merchant will make sure the purchase is valid and delivers the items to
the customer. Then the whole purchase process is done.

The above application is a simple e-cash system based on our S-RPBS scheme. The appli-
cation enjoys the anonymity and thwarts the double-spending problem as well. Nevertheless,
according to the time and storage efficiency of S-RPBS on the server side, the hardware
requirement of information systems for bank servers will be lower than other partially blind
signature schemes based on large number fields.

7 Conclusion

In this paper, we have proposed a new restrictive partially blind signature scheme which is
based on nth order characteristic sequences generated by LFSR and proven its security in the
random oracle model. Compared to the existing finite field-based schemes, our sequence-
based scheme is resource-efficient because the special properties of the LFSR sequences.
The efficiency will benefit the applications, such as e-cash and e-voting, in resource-con-
strained environments. Based on the our initial work, more sequence-based cryptosystems for
low-resource implementations might be designed or analyzed on two derived LFSR sequence
operations.

References

1. Abe M, Fujisaki E (1996) How to date blind signatures. In: Advances in Cryptology-ASIACRYPT 96,
LNCS 1163, pp 244-251

2. Abe M, Okamoto T (2000) Provably secure partially blind signatures. Advance in Cryptology-
CRYPTO’00, LNCS 1880, pp 271-286

3. Albers M, Jonker CM, Karami M, Treur J (2004) Agent models and different user ontologies for an
electronic market place. J Knowl Inf Syst 6(1):1-41

4. Barr KC, Asanovic K (2006) Energy aware lossless data compression. ACM Trans Comput Syst
24(3):250-291

@ Springer



Restrictive partially blind signature for resource-constrained information systems

11.
12.

13.
14.

20.
21.

22.
23.

24.
25.
26.
217.
28.
29.
30.

31.

Bellare M, Rogaway P (1993) Random oracles are practical: a paradigm for designing efficient protocols.
In: ACM CCS’93, pp 62-73

Brands S (1993) An efficient off-line electronic cash system based on the representation problem. Tech-
nical Report CS-R9323, CWI, March 1993

Chaum D (1983) Blind signature for untraceable payments. In: Advances in Cryptology-CRYPTO’82,
pp 199-203

Chen QF, Zhang CQ, Zhang SC (2005) A logical framework for verifying secure transaction protocols.
J Knowl Inf Syst 7(1):84-109

Chen XF, Zhang F, Mu Y, Susilo W (2006) Efficient provably secure restrictive partially blind signatures
from bilinear pairings. In: Financial Cryptography and Data Security 2006, LNCS 4107, pp 251-265
Chen XF, Zhang F, Liu S (2007) ID-based restrictive partially blind signatures and applications. J Syst
Softw 80(2):164-171

Fiduccia CM (1985) An efficient formula for linear recurrences. SIAM J Comput 14:106-112

Giulian KJ, Gong G (2004) New LFSR-based cryptosystems and the Trace discrete log problem
(Trace-DLP). SETA 2004, LNCS 3486, pp 298-312

Golomb S (1982) Shift register sequences. Aegean Park, Laguna Hills

Gong G, Harn L (1999) Public-key cryptosystems based on cubic finite field extensions. IEEE Trans IT
24:2601-2605

Gong Z, Long Y, Chen K (2007) Efficient partially blind signature from LFSR. In: SNPD 2007, IEEE
Computer Society Proceedings, August 2007, pp 717-722

Lenstra A, Verheul E (2000) The XTR public key System. In: Advances in Cryptology-Crypto 2000,
LNCS 1880, pp 1-19

Maitland G, Boyd C (2002) A provably secure restrictive partially blind signature scheme. In: PKC 2002,
LNCS 2274, pp 99-114

Niederreiter H (1993) Finite fields and cryptology. Finite fields, coding theory, and advances in commu-
nications and computing. M.Dekker, New York, pp 359-373

Okamoto T (2006) Efficient blind and partially blind signatures without random oracles. In: Halevi S,
Rabin T (eds) TCC 2006, LNCS 3876, pp 80-99

Pointcheval D, Stern J (2000) Security arguments for digital signatures and blind signatures. J Cryptology
13(3):361-396

Schnorr CP (1991) Efficient signature generation by smart cards. J Cryptology 4(3):161-174

Shamir A (2008) Cube attacks on tweakable black box polynomials. In: Crypto’08, invited talk

Chow SSM, Hui LCK, Yiu SM, Chow KP (2005) Two improved partially blind signature schemes from
bilinear pairings. In: Boyd C, Gonzalez Nieto JM (eds) ACISP 2005, LNCS 3574, pp 316-328. Full
version at Cryptology ePrint Archive, Report 2004/108

Shoup V NTL: a library for doing number theory. http://www.shoup.net/ntl/ WinNTL-5_5_1.zip

Sin S GH-PKC software implementation. http://comsec.uwaterloo.ca/projects.html#gh

Smith P, Skinner C (1994) A public-key cryptosystem and a digital signature system based on the
lucas function analogue to discrete logarithms. In: Advances in Cryptopogy-Asiacrypt’94, LNCS 917,
pp 357-364

Tan C, Yi X, Siew C (2003) On the n-th order shift register based discrete logarithm. IEICE Trans Fundam
E86-A:1213-1216

Tran T (2009) Protecting buying agents in e-marketplaces by direct experience trust modelling. J Knowl
Inf Syst (OnlineFirst, Jan 2009)

Wu Q, Susilo W, Mu Y, Zhang F (2006) Efficient partially blind signatures with provable security. In:
Gavrilova M et al (eds) ICCSA 2006, LNCS 3982, pp 345-354

Zhang F, Safavi-Naini R, Susilo W (2003) Efficient verifiably encrypted signature and partially blind
signature from bilinear pairings. In: Cryptology-INDOCRYPT 2003, LNCS 2904, pp 191-204

Zhuang Y, Fong S, Shi M (2008) Knowledge-empowered automated negotiation system for e-Commerce.
J Knowl Inf Syst 17(2):167-191

@ Springer


http://www.shoup.net/ntl/WinNTL-5_5_1.zip
http://comsec.uwaterloo.ca/projects.html#gh

W. Qiu et al.

Author Biographies

@ Springer

Weidong Qiu got his MS degree in Cryptography from Xidian Uni-
versity in 1998 and PhD degree in Computer Software Theory from
Shanghai Jiaotong University in 2001. Before he came to Shanghai
Jiaotong University in 2004, he had been working as a postdoc in
Hagen FernUni of Germany (2001-2003). He is now an Associate Pro-
fessor and head assistant at the School of Information Security and
Engineering. Dr. Qiu is the editor of the book “Cryptographic Proto-
cols” (China Higher Education Press). His main research area includes
cryptographic theory, technology of network security and computer
forensic. He has published tens academic papers on cryptology.

Zheng Gong received his MS degree in Computer Science and Tech-
nology in South China University of Technology in 2002, and received
the PhD degree in Computer Science and Technology in Shanghai
Jiaotong University in 2008. Since December 2008, he has been a post-
doc of DIES group in University of Twente, Netherlands. His recent
research directions are cryptography and provable security in dis-
tributed and embedded systems, especially lightweight cryptographic
primitives and protocols for resource-constrained environments.

Bozhong Liu got his BS degree in Information Security from Shang-
hai Jiaotong University in 2005. He is now a PhD Candidate of School
of Information Security and Engineering in Shanghai Jiaotong Uni-
versity who majors in Computer Science and Technology (cryptog-
raphy and computer security). He is a member of Cryptography and
Information Security Lab and his current research interests include
dictionary research, hash functions applications, applied cryptographic
techniques such as privacy-preserved data mining and computer
security.



Restrictive partially blind signature for resource-constrained information systems

Yu Long received his PhD degree in the Department of Computer
Science and Engineering in Shanghai Jiao Tong University, 2008,
and now she is a research assistant in the same school. Her research
interests include information theory and modern cryptography, etc.

Kefei Chen received his BS and MS degrees from Northwest
Telecommunications Engineering Institute, Xi’an, in 1982 and 1985,
respectively. He was awarded the PhD degree from Justus-Liebig
University, Germany, in 1994. He is currently a professor with the
Department of Computer Science and Engineering, Shanghai Jiao Tong
University, Shanghai. He is the Director of Cryptography and Informa-
tion Security Lab at Shanghai Jiao Tong University, and involved in
Expert Panel Committee in the Department of Information Sciences of
NSFC. His current research interests include public key cryptography,
cryptographic protocol analysis and automatic verifying, applied cryp-
tographic techniques and computer security.

@ Springer



	Restrictive partially blind signaturefor resource-constrained information systems
	Abstract
	1 Introduction
	2 Preliminaries
	2.1 Partially blind signature
	2.2 LFSR sequences and its reducing representations
	2.3 Sequence operations
	2.4 Computational complexity problems

	3 Sequence-based restrictive partially blind signature scheme
	4 Security analysis
	4.1 Partial blindness
	4.2 Restrictiveness
	4.3 Unforgeability

	5 Performances
	6 S-RPBS application for electronic cash
	6.1 The initialization
	6.2 The withdrawal protocol
	6.3 The payment protocol
	6.4 The deposit protocol

	7 Conclusion
	References


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org?)
  /PDFXTrapped /False

  /Description <<
    /ENU <>
    /DEU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [5952.756 8418.897]
>> setpagedevice


