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Abstract

Developments in technologies, attitudes and investment are transforming the space environment, achieving greater accessibility
for an increasing number of parties. New and proposed constellations will increase the in-orbit satellite population by the
order of thousands, expanding the threat landscape of the space industry. This article analyses past satellite security threats
and incidents to assess the motivations and characteristics of adversarial threats to satellites. The ground and radio frequency
communications were the most favoured targets; however, the boom of satellites constellations in the upcoming years may
shift this focus towards the space segment which must be addressed. Key technology advancements and open issues in the
satellite industry related to security and operational requirements are also discussed.
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1 Introduction

The space industry is a complex system of moving parts,
changing dynamics and developing ideas. Emerging through
the Cold War era, it was dominated by a handful of nations
and state-level activity, developing large and expensive satel-
lites with long operational lifetimes. Information was strictly
on a need-to-know basis which aimed to hinder the military
capabilities of enemies, laying a groundwork of obscurity in
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developmental practices. The practices surfacing during this
time are typical of what is known as “Old Space”.

Since this time, the boom of the consumer microelectron-
ics industry, more rapid research and development practices
and the lower costs of launch means that space is viewed now
as a highly valued resource for business. This private sector
interest has expanded the space market globally (estimated
to be worth $269 billion as of 2017 [1]) and brought different
players and projects to the table. The change in the economics
of space to one which is profit-driven has prompted R&D to
have a quicker turnaround with smaller agile teams, mirroring
the IT industry rather than traditional aerospace or military
outfits [2].

This agility pattern born from incorporating standard mod-
ules and components whilst making space travel cheaper and
more widespread across industries is characterized by the
term “New Space”. This ecosystem, as Paikowsky [3] calls
it, is also moving towards other trends such as large satel-
lite constellations of the orders of hundreds and thousands,
and small satellite (weighing 600kg or less) production.
In 2018, 328 small satellites were launched, six times as
many as in 2012, with and half of them for commercial pur-
poses [4]. Commercial-off-the-shelf (COTS) components are
now commonplace in satellites and ground control systems,
decreasing construction times and costs. Companies are tak-
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ing more risks with their satellites, leading to more innovative
applications and technologies.

Major applications of New Space The academic sector is
striving to push the innovative boundaries of New Space
by exhibiting new technologies in space. Missions such as
STRaND-1! demonstrated the feasibility of using smart-
phone electronics in satellites.

A surge of investment in the Earth observation market has
been powered by the applications of satellite imagery and sig-
nals intelligence, namely business intelligence products [5],
as well as environmental conservation efforts. Companies
such as Planet” and HawkEye 360° are operating constella-
tions of small satellites in low Earth orbit (LEO).

Global broadband services, another major applications
emerging in New Space, aim to bring connectivity to rural
and remote areas and provide fault-tolerant networks for crit-
ical services. Satellite broadband revenue has shown steady
growth in the last five years, with more rapid growth predicted
as proposed satellite constellations of the order of hundreds
and thousands become operational [1,5], such as Starlink,
OneWeb, Telesat and LeoSat.

Satellite geolocation services, providing precise time and
position data to dedicated receivers, have been a steady addi-
tion to several industries, enabling applications including
route planning, fleet management and time-critical purposes
used in the financial and energy sectors. Many sectors to
which Global Navigation Satellite Systems (GNSS) can be
applied have developed the global ground equipment market.
In 2016, GNSS equipment revenue made $84.6 billion of the
total ground equipment revenue of $113.4 billion, which has
been on a steady incline since 2012 [5].

The use of satellites in warfare has a leading role to play
in the modern era, with 68% of munitions being guided by
satellites in the 2004 Iraq war [6]. These systems have stricter
security requirements and to employ features such as encryp-
tion, anti-jamming techniques and frequency hopping. The
US military’s use of commercial satellites has increased in
recent conflicts and pushed further with legislation passed
in the Bush era [7,8]. Small satellites are being increasingly
used to support military functions, with USA, Russia and
China launching 39, 20 and 17 small satellites, respectively,
between 2012 and 2018 [4].

This paper therefore aims to provide an analysis of the
New Space era in terms of the previous security threats,
emerging security challenges and key technologies which are
advancing and innovating the space and satellite industry.

Security challenge Being able to manipulate such remote

objects as satellites provides a new challenge to the hacking

1 https://amsat-uk.org/satellites/tlm/strand- 1/
2 https://www.planet.com/
3 https://www.he360.com/
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community. Scarce documentation and source code pro-
vide the ultimate “black box” challenge. Combined with the
“security through obscurity” mentality with which vendors
develop these products, major vulnerabilities in satellite sys-
tems are being discovered. The security analysis of satellite
user terminals in [9,10] brought to light numerous vendor’s
use of hard-coded credentials, insecure protocols and weak
authentication mechanisms. This ageing mentality is not suit-
able for systems making use of cyber technologies, especially
those which support critical infrastructure which are piquing
the interest of the hacking community.

Security is now no longer an afterthought for terres-
trial enterprises; standards, regulations and organizational
security-driven mindsets have prompted the integration secu-
rity practices both retrospectively and from a foundation
level. An attack may not succeed using terrestrial methods
and may be easier or more beneficial to target a satellite-
based system which the organization uses. For instance, to
negatively impact an economy may be more easily achieved
by targeting satellites providing point-of-sale card services
for many commercial entities [11].

Organization Section 2 provides an overview of satellite
architectures of the space and ground segments. Section 3
presents security threats relevant to space systems, partly
based on the analysis of previous satellite security incidents.
Technologies which are enabling and enhancing the New
Space industry are outlined in Sect. 4, and outstanding chal-
lenges for space and satellite security are identified in Sect. 5.

2 Satellite life cycle and space system
architectures

This section presents an overview of the main life cycle
phases for satellites and details the different space architec-
tures.

2.1 Satellite life cycle

The duration of a satellite’s operation is primarily mission-
specific, but the life cycle of a satellite after its manufacture
follows a standard structure of launch, commissioning, in-
service and end of life.

Launch After stacking a launch vehicle with the satellites and
launched into space from a designated facility. After reach-
ing the intended position, the launch vehicle will deploy the
satellites, which several operators may have shared.

Commissioning The satellite is positioned on its specific orbit
in order for normal operations to occur called commission-
ing. The ground segment begins to monitor and control the
satellite using Telemetry, Tracking and Command (TT&C)
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systems, and the health of satellite subsystems is validated to
prepare for in-orbit operations, typically over a two-month
period.

In-service The satellite begins its designated mission until it
is disposed of. The majority of the satellite’s lifetime will be
spent in routine operations, with the ground stations monitor-
ing TT&C to maintain the satellite and operate the payload.

End of life At the end of its operation, commands to shut
down the satellite are issued from the ground. The satellite is
commanded to enter either into a higher “graveyard” orbit, or
into alower orbit for the satellite to burn up in the atmosphere.

2.2 Space and satellite systems

Space systems have a typical structure, consisting of a space
segment and a ground segment, which communicate with
each other via radio frequency (RF) signals (see Fig. 1). The
space segment comprises the satellites or groups of satel-
lites in orbit (as well as launch vehicles designed to release
satellites into space). A satellite contains a payload, the
equipment designed to carry out the satellite’s function, and
a bus, which houses the payload and remaining satellites sys-
tems. The main satellite systems include TT&C, command
and data handling (C&DH) and attitude determination and
control (ADCS). These systems are responsible for receiv-
ing and processing uplink and downlink signals, validating,
decoding and sending commands to other subsystems, and

controlling the stabilization and orientation of the satellite,
respectively [12]. Communications with the satellites are
achieved through RF waves, usually sent with frequencies
in the MHz and GHz range. The communication channel
from the Earth to the satellite is the uplink and, similarly,
from the satellite to the Earth is the downlink. Table 1 lists
the common RF frequency bands used in satellite communi-
cations. The ground segment encompasses all the terrestrial
systems which receive or send RF signals, monitor and com-
mand satellites, and distribute payload and telemetry data to
stakeholders. The principal ground segment elements include
ground stations with corresponding TT&C capabilities, cen-
tres to manage mission operations and the payload, and the
terrestrial networks which connect the various ground sys-
tems to each other and disseminate data collected from the
payload.

Another element of the satellite architecture is the user
segment, which can be seen as an extension of the ground
segment for the end-users of a satellite-based service. This
is the device or interface which can interact with satellite
signals directly or with other ground segment systems or
applications.

2.3 Space segment architectures

The shape of the space segment varies greatly depending
on the purpose of the mission, the simplest being a single
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Table 1 Satellite frequency

bands Name Band
VHF 30-300 MHz
UHF 300-1000 MHz
L 1-2 GHz
S 2-4 GHz
C 4-8 GHz
X 8-12 GHz
Ku 12-18 GHz
K 18-27 GHz
Ka 27-40 GHz
v 40-75 GHz
w 75-110 GHz

Fig.2 Single satellite and satellite cluster orbiting Earth. Dotted lines
represent communication links between satellites and between satellites
and designated ground sites on Earth

satellite, characteristic of university, scientific or research
missions.

A mission may make use of multiple orbiting satellites,
clusters and constellations being the two main scenarios (see
Figs. 2 and 3). A cluster usually contains a small number of
satellites orbiting in close proximity to each other in some
sort of formation. Satellite constellations usually consist of a
large number of satellites in different orbital planes. Likely
be controlled and coordinated by the same operator, the con-
stellation will synchronize orbits and commands to create
complimentary ground coverage to complete the mission
objective.

@ Springer

Fig.3 Satellite constellation orbiting Earth. Solid lines represent satel-
lite orbits

Satellites can communicate solely with the ground seg-
ment and can also pass data through inter-satellite links
between satellites in the constellation or cluster.

2.3.1 Satellite constellations

Several new satellite constellations are operating in space.
This section provides an overview of some current and pro-
posed constellations. Information relating to constellation
size, satellite mass and expected lifetime, and communica-
tion implementations is given in Table 2.

Planet Planet own and operate an earth-imaging constellation
with the company mission to image the entire Earth’s surface
every 24 hours. Their 3U CubeSats known as “Doves” make
use of the Ubuntu OS, Debian packages and Python modules
and host a 90-mm aperture optical payload [14].

A ground station network of 11 sites supports Planet’s
flock of Doves. These ground stations, designed to be of
a standard and reproducible COTS component build, are
located across the globe. After a successful pass, imaging
data and telemetry logs are uploaded to servers hosted in
Amazon Web Services (AWS), a managed cloud provider,
and their mission control software is also written in Python
[15].

Imagery data are formatted with Digital Video
Broadcasting—Satellite—Second Generation (DVB-S2)
encoding scheme as the physical layer. Generic stream encap-
sulation (GSE) is applied to the data link layer, prior to being
formatted as IP packets. This link is apparently encrypted
and is used to downlink pictures and logs [14].

HawkEye 360 HawkEye 360 has a constellation of three
satellites which fly in a cluster formation, named its Pathfinder
mission, the primary purpose of which is to provide high-
precision radio frequency interference (RFI) geolocation
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Table 2 Satellite constellations
Company Constellation Size Satellite mass (kg) Expected lifetime Communication bands Protocols
Planet 140 5 1-5 years X-band DVB-S2
S-band u GSE
UHF TT&C 1P
HawkEye 360 3 (present) 12.75 2-7 years S-band Unknown
18 (future) X-band
UHF TT&C
S-band TT&C
S-band ISL
Starlink 12,000 227 5-7 years Ka-band Unknown
Ku-band
V-band
Optical ISL
OneWeb 648 150 5 + years Ka-band Unknown
Ka-band
V-band
Leosat 108 1250 Unknown Ka-band DVB-S2
Optical ISL DVB-S2X

services. The Pathfinder mission serves as a proof-of-
concept, laying the foundation for larger eighteen-satellite
(six-cluster) constellation [16].

HawkEye 360 also make use of COTS components
onboard their satellites, specifically using Linux operating
systems, GNU radio+ software* and COTS software-defined
radios (SDRs). They revealed that its satellite’s SDR payload
is based on the XilinxZynq 7045 SoC and uses analog devices
9361 transceivers [17]. Commercial ground station operator
KSAT> was chosen by HawkEye 360 to provide primary
ground segment support, with UHF/S-band TT&C stations
located at HawkEye 360 headquarters in Virginia, USA.

Starlink SpaceX has plans to build an almost 12,000-satellite
constellation to provide high-speed global broadband. Star-
link satellites can perform orbit manoeuvres with krypton-
powered Hall thrusters. Two prototype satellites, Tintin A &
B, were launched in 2018, and a further 60 test satellites were
launched in May 2019 [18,19].

Limited details have been released about the hardware
and software designs of the satellites and ground segment
systems, and communication protocols used. Starlink is also
proposed to make use of optical inter-satellite links [20];
however, these have not been demonstrated with the 60 test
satellites [21].

OneWeb Another player in the satellite broadband market
is OneWeb. An initial test constellation of six satellites was

4 https://www.gnuradio.org/
3 https://www.kongsberg.com/ksat/

launched in 2018, featuring an electronic propulsion system
consisting of Hall thrusters powered by Xenon and the use of
AES-256 encryption [22]. Unlike Starlink’s vertically inte-
grated approach, OneWeb has partnered with Airbus, Hughes
and GMV for manufacturing, ground segment support and
constellation management [22-24].

LeoSat LeoSat’s constellation also aims to provide a high-
speed data network with global coverage, targeted towards
the business-to-business market. The constellation, to be
developed by Thales Alenia Space [25], will be operated from
two distributed ground operation centres [26]. Each satellite
will have four optical inter-satellite links, acting as routers
in space, in an attempt to remove the dependence on ground
gateways to relay data.

2.4 Ground segment architectures

The ground segment architecture varies greatly depending
on the mission purpose, the service to be provided and the
types of communication interfaces required. The user seg-
ment, whilst separate from the main ground segment, also
influences its design.

TT&C and network operations can be separated from
communications related to the service the satellite provides.
Users can obtain data through a direct connection between a
satellite and dedicated receiver device, or through a gateway
ground station forwarding on data from its connection with
a satellite to a user interface via terrestrial networks. Alter-
natively, data can be exchanged with the service provider

@ Springer
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(a) Ground segment for communications satellites. (b) Ground segment architecture for web-based

through feeder or hub stations, as discussed in the following
examples.

Communications satellites Communication satellites are typ-
ically placed in geostationary orbits (GEO) which orbit at
the same rate as the Earth at the same fixed point, but can
also operate in LEO. They act as a relay between two par-
ties wishing to communicate, commonly known as bent pipe
architecture. The sending ground station transmits a mes-
sage to the satellite on one frequency, which the satellite
then passes onto the destination ground station at a differ-
ent frequency which is then sent through the user’s network
(see Fig. 4a). These types of satellites enable communication
between remote areas with limited terrestrial infrastructure.

Broadcast-only satellites For particular markets, the space
and ground segment are constructed to offer broadcast-only
services to users. Services such as direct-to-home (DTH)
satellite television and GNSS rely on specific hardware for
users to receive and use signals broadcast over a large area. In
DTH broadcasting, TV programmes are uplinked to a satel-
lite from an Earth station and then broadcasted over a wide
region to be received by a user’s personal dish at their home.
In the case of radionavigation, GNSS satellites transmit posi-
tioning and timing information to dedicated GNSS receivers.

Web-based access Other architectures exist in which the
satellite operator regulates the distribution of payload data
from their satellites. In this case, users have no require-
ment for dedicated equipment to receive satellite signals, as
the satellite operators release data themselves to their users
through terrestrial capabilities (see Fig. 4b). Planet’s Earth
Observation (EO) imagery uses 11 ground stations built to a
standard specification, all of which can command and control
satellites and receive imagery data. These data are centrally
processed by systems in the cloud, and access to imagery
data is regulated by Planet and distributed through web
application program interfaces (APIs) and browser-based
applications [15].

@ Springer

access e.g. Planet [75].

3 Threats to space systems and
security-related incidents

The space industry has been the victim of several attacks
since its inception from a wide range of adversaries and
for a multitude of reasons. This section explores the types
of attacks which the space industry has faced, the motiva-
tion behind them and the sectors most at risk. An analysis
of past security incidents on the space industry is also pre-
sented. The Consultative Committee for Space Data Systems
(CCSDS) report titled “Security Threats against Space Mis-
sions” [27] presents an overview of threats against space
missions, including illustrative examples of threats against
various classes of missions. However, it is difficult to present
a detailed threat model as it is strongly tied with the goals
and security requirements of the target mission. In this sec-
tion, hence, we explore the critical security threats and their
feasibility of exploitation in New Space.

3.1 Ground segment

Compromising the ground station is ultimately the easiest
way to control a satellite as it provides the equipment and
software required to legitimately control and track it, and it
uses existing and established terrestrial systems and attack
vectors. The types of threats are generally the same during a
satellite’s life cycle. Types of attacks can include:

— Physical attacks, including compromising physical secu-
rity measures, e.g. gaining unauthorized access to a
ground station and other physical IT assets. A successful
exploitation of a vulnerability through a physical attack
might disable the ground station and directly affect the
operation of the mission and the services provided. It
might also aim to overtake the facility in order to take
control of the spacecraft without technically attacking
the systems. A NASA report, [28], detailed the theft of
an unencrypted notebook computer and the consequent
loss of International Space Station command and control
algorithms.
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— Computer network exploitation (CNE) is where an
attacker is able to compromise the network to which a
ground station is connected to. In the same vein as attacks
on enterprise I'T networks, attacks could feature exploita-
tion of poorly configured or vulnerable technologies as
well as phishing to again gain unauthorized access to
ground control stations.

— Cloud infrastructure, presently, powers majority of the
computing framework in the ground station. From data
storage to data processing, the entire platform is pipelined
to cloud solutions. For example, AWS ground station is
a fully managed service that lets you control satellite
communications, process data and scale your operations
without having to worry about building or managing
your own ground station infrastructure. Failure of the
cloud infrastructure could have catastrophic effect on the
ground station including denial of service (DoS) for the
satellite receiver. Major cloud service providers includ-
ing AWS and Google Cloud Platform (GCP) are known
to have regular outages or disruptions among their net-
works due to both internal and external attacks [29,30].
These instances could hinder operations of satellite-based
real-time systems.

— Data corruption/modification refers to the intentional or
non-intentional alteration of data, whether being com-
municated or at rest. It can result in software failures or
bugs, hardware failures, use of unauthorized software, or
active attempts to change/modify data to deny its use.
A corrupted spacecraft command could result in catas-
trophic loss if either no action occurred (e.g. command
is discarded) or the wrong action was taken onboard a
spacecraft.

— Supply chain attacks including leaking of software/tools/
data sheets, open source research and use of common
components, resulting in vulnerabilities and exploits
which are incorporated into the supply chain.

— Unpatched/Outdated/Legacy COTS software deployed
among the platform is a known attack surface. CVE
(Common Vulnerabilities and Exposures)® is an actively
maintained list of publicly disclosed vulnerabilities
against COTS or open-sourced software. However, the
deployed software needs to be continuously updated with
the latest version which contains the fixes for the discov-
ered vulnerabilities. Unpatched versions of the software
expose the application with openly documented attack
vectors available for exploitation.

3.2 Communications

Communications to and from the satellite are achieved
through RF waves, usually sent with frequencies in the GHz

6 https://cve.mitre.org/

range. TT&C and data communications can be compromised
at any point in the satellite’s life cycle, which may require the
attacker to gather additional information and conduct attacks
on the ground segment. The main attack methods to disrupt
data communications are listed below.

Jamming Jamming is the act of overpowering a RF signal
of a particular frequency with a higher power one of the
same frequency, in order to disrupt communications between
the ground station and satellite, or vice versa. Requiring
an antenna, knowledge of the signal frequency and the
appropriate power level to transmit, an attacker can trans-
mit a continuous signal to deny legitimate communications.
Alternative methods for jamming can be achieved through
software vulnerabilities, discussed in Sect. 3.3. Key advances
in the field can be seen through the Boeing EA-18G Growler
air platform [31], an actively developed jamming infras-
tructure for electronic warfare. It is equipped with special
payload—jamming pods, which are carried in the place of
conventional weapons, in under-wing pylons. One of the
systems that may be carried by EA-18G is AN/ALQ-218,
supplied by Northrop Grumman’. It is a Tactical Jamming
System (TJS) applicable at the beginning of the radio-
electronic communication.

The jammer consists of two independent groups of
receivers, primary and auxiliary. The primary receiver group
consists of four channelized and four cued receivers, which
operate in tandem to provide immediate signal acquisition,
accurate parameter measurement, immediate updates and
precision geolocation, employing geolocation techniques by
means of GPS tracking, or the IP address of a given device.
In turn, the auxiliary receiver group provides an extended
range of frequencies, substitutes the primary receiver in
long-term measurements, helps in the recognition of intra-
pulse modulation and updating estimates for geolocation.
The AN/ALQ-218 engages a unique combination of short,
medium and long baseline interferometer techniques, i.e. a
device responsible for measuring the interference of electro-
magnetic waves, with a patented passive algorithm to provide
geolocation of emitters for cueing jammers and other built-in
equipment such as electro-optical sensors, infrared radiation
(IR) technology and on-board radar stations.

Eavesdropping Eavesdropping is the interception of data
over a communication channel. For satellite and ground sys-
tems, this channel is an RF signal sent over the air, meaning
that all communications are susceptible to interception. Data
sent over RF signals are sometimes not encrypted or use
low-grade encryption which can be overcome to retrieve the
cleartext information.

The ELectronic INTelligence (ELINT) satellites are one
of the tools used by military and security services in several

7 https://www.northropgrumman.com/
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countries to eavesdrop on the information being transmitted
through the air. Galactic Radiation and Background (GRAB),
a US 80-kg satellite launched in 1962, was the first ELINT
satellite launched and provided unprecedented information
about the signals emitted by Soviet radars at a time when
those two superpowers were Cold War adversaries and when
information about activities inside the Soviet Union was
almost impossible to obtain at that time. The ELINT satellites
need enormous antennas to pick up radio signals, since they
are located 36,000 km above the equator. The antenna on the
US military communications satellite Mobile User Objec-
tive System (MUQOS) is 28.6 m diameter when unfurled in
orbit—the largest known publicly. But the secret eavesdrop-
ping satellites are reported in the media to have already had
50-m-wide antennas by 1994 and 90-m ones by 2006 [32].

Hijacking Many instances of satellite hijacking, reusing a
satellite for another purpose, have been noted in recent his-
tory. This could be altering the legitimate signals or changing
them completely. COTS products can also be used for this
purpose [33].

Broadcast signal intrusion is a form communication
hijacking, where broadcast signals of radio, television or
satellite are hijacked. The mode of hijacking can be done,
either by overpowering the original signal at the same fre-
quency or directly breaking into the transmitter and replacing
the signal. The Max Headroom Broadcast Signal Intrusion
Incident [34] is one of the most known instances, where the
attacker smothered the TV station’s broadcast by sending
a more powerful signal to the antenna atop their broadcast
tower and distributed it over their satellite link and land-based
microwave links.

Spoofing Spoofing is the art of transmitting a signal, appear-
ing to be legitimate, but sending erroneous data for your
own purposes. The spoofing of location data in global nav-
igation satellite systems can have a significant impact. For
instance, Global Positioning System (GPS) signals which
provide accurate location and timing services can be spoofed
with COTS components [35]. In fact, GPS systems aboard
several ships reported that the ships were on land when in
fact they were still in the Black Sea [36].

Extensive research has been carried out to find the param-
eters values required for a successful GPS spoofing [37].
The identified ranges provide benchmarks to successively
avoid spoofing attacks. Cryptographic techniques designed
to protect GPS spoofing are further discussed in Sect. 4.5.
Other techniques that have been developed to tackle spoof-
ing include utilizing other self-contained sensors, namely
inertial measurement units (IMUs) and vehicle odometer out-
put [38]. To detect a spoofing attack, the technique analyses
GNSS and IMU or odometer measurements independently

@ Springer

during a preselected observation window and cross-checks
the solutions provided by GNSS and inertial navigation solu-
tion (INS)/odometer mechanization.

The legacy GPS signals include an encrypted binary code
known as Y-code that is transmitted, with these signals only
intended for military use. Without the encryption keys, it
is virtually impossible for an adversary to generate the Y-
code and, hence, virtually impossible to spoof a GPS receiver
set to track Y-code. The Selective Availability Anti-spoofing
Module (SAASM) [31] can track Y-code only when loaded
with the currently valid decryption key, and the modules are
tamper-proof to prevent reverse engineering by adversaries.
SAASM receivers such as the NovAtel OEMG625 are only
available to government-authorized customers. By using the
encrypted signal, the device provides greater signal accuracy
in the event of GPS interference. Furthermore, the gov-
ernment is capable of disabling civilian satellite navigation
signal so that the only remaining signal is reserved for users
with the SAASM module.

3.3 Space segment

Once in orbit, a satellite has limited physical contact with
humans, although that does not mean security threats are not
present. Vulnerabilities in the software and hardware in use
on the satellite can occur and can impact the satellite’s oper-
ation and robustness of security controls. In the case of using
SDRs and digital signal processing software to provide radio
functionality, insufficient checks in radio frame processing
and sending malformed data packets could lead to buffer
overflows and create denial-of-service conditions to jam
communications [39]. This type of jamming is significantly
more stealthy as it is triggered by sending only a small num-
ber of packets and also does not require sending a continuous
RF jamming signal. Since satellites are deployed on missions
requiring high dependability, they are equipped with embed-
ded reliable operating systems (cf. Sect. 4.1), which provide
significant security guarantees against memory-abuse attacks
[40].

Depending on the complexity of the satellite and ground
control systems and the security measures (or lack thereof)
in place, taking control of a satellite to manipulate its system
and/or orientation of orbit can be a difficult task. Requir-
ing significant skill and knowledge to breach the TT&C
links, and chaining several of the previously mentioned satel-
lite attacks, other areas such as software vulnerabilities and
replaying of recorded transmissions can contribute to achiev-
ing control. Even agencies such as NASA and government
organizations are not immune to threats such as these, with
several examples of satellites being under the control of
attackers [41].
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3.4 Regulatory requirements

Guidelines established by the Committee on National Secu-
rity System (CNSS) have been used for years to regulate
security protections on satellite communications used in
national security missions. The CNSS Policy 12 (CNSSP-12)
[42] strives to implement security practices into the ground
and space systems at the design phase, rather than attempting
to fit security in afterwards. It enforces the use of techniques
such as authentication, NSA-approved end-to-end encryp-
tion and pseudorandom bit streams to achieve confidentiality
and integrity and to remove predictability in messages.

Although commercial satellite systems used in national
security missions and interfacing with government systems
must also adhere to CNSSP-12, commercial and private
spacecraft falling outside of this are not required to gain a
formal accreditation of cyber security [43]. However, some
enterprises are using the principles of CNSSP-12 to prioritize
security requirements. As examples, the LeoSat constellation
is trying to be “as close to CNSSP-12-compliant as possi-
ble” by incorporating encryption over all data sent over its
network [44] and the Starlink constellation will feature “End-
to-end encryption encoded at firmware level” [45].

3.5 Review and analysis of satellite incidents

For our analysis, we have prepared a timeline of incidents
involving the space industry from various sources including
academic literature, governmental agencies and news arti-
cles from the public domain between 1977 and 20198, These
incidents were categorized in terms of:

— The segment under attack or exploited

— The type of target, i.e. government, commercial, civilian
and military

— The type of incident, e.g. jamming, spoofing, CNE,
hijacking, etc.

— The motivation for the incident, e.g. state espionage, hack
and leak, criminal activity, etc.

It should be noted that since these incidents are from pub-
lic domain sources, certain limitations are placed on this
analysis. Incidents may have been under- or miss-reported
as incidents may have not been detected, or over confusion
about what has happened, or for national security concerns
in sectors such as military or government.

Table 3 shows a breakdown of the number of incidents
with respect to the sector and segment which were targeted,
and the type of technique used. The ground segment is the
most targeted sector from the incidents examined, followed
by RF data communications. This is anticipated due to the

8 Timeline available from https:/tinyurl.com/yxf5nzws

Table 3 Segment and sector analysis of satellite security incidents

Category Frequency
Segment Ground 83
Space 8
Data communications 38
Unknown 2
Sector Government 91
Commercial 28
Civilian 11
Military 11
Incident type Jamming 19
Eavesdropping 3
Spoofing
Control 4
CNE 30
Hijacking 16
Phishing 3
Internet hijacking 1
Denial of service 3
Theft/loss 48
ASAT incident 3

familiarity of tried and tested techniques on the ground seg-
ment by attackers and the exposure of RF communications
across the world. The space segment, whilst having a smaller
frequency of reported incidents, is still being targeted despite
having several difficulties to conduct attacks.

The majority of reported incidents were focused on
governmental assets. Twenty-eight incidents targeted com-
mercial organizations, over twice as many as the civilian or
military sectors. Due to the secrecy of military operations,
incidents may not have been reported publicly, and the fre-
quency of military incidents may in fact be higher.

Incidents concerning the theft or loss of space industry-
related assets and CNE activities were among the highest
reported, expected due to the terrestrial-based nature of these
techniques. Jamming and hijacking incident frequency fol-
low behind and were the most popular to abuse and disrupt
the RF communications segment. Other types of incidences
were reported, such as eavesdropping, control, spoofing and
phishing, but occurrences were limited to between 1 and 4
times.

The motivation of space and satellite incidents was also
explored, and Fig. 5 shows the number of incidents for each
type of motivation or intent. State espionage incidences made
primary use of ground segment techniques. Common mis-
takes are being made in this segment as CNE activities hold
a significant lead over data communications and space seg-
ment techniques. CNE and phishing techniques were also
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dominant in incidents motivated by corporate espionage and
hack and leak attacks.

Politically motivated incidents were usually carried out
through RF jamming or signal hijacking, aiming to either
stop or alter satellite TV and radio broadcasts with political
messages. Signal jamming and hijacking were also noted to
be accidental and from personal use, e.g. GPS jamming to
avoid employer asset tracking, or in some cases for unknown
motivations. Some instances of signal hijacking were used to
convey warnings to the public over satellite TV ,and jamming
was also used in attempts to stop criminal operations using
satellite phones.

Three anti-satellite (ASAT) incidents (two tests and one
planned mission) were intended to destroy a state’s own orbit-
ing satellites.

Criminal organizations exploit the ground and data com-
munication segments, using CNE to gather information to
sell onto other states. Another incident did not attack satellite
systems directly, rather it used satellite Internet connections
to find valid subscriber IP addresses to infect other servers
[46]. As the ingenuity and innovation of the New Space era
increase, so does that of adversaries.

A number of space and satellite industry incidents were
also grouped in ten-year period in Fig. 6, which also shows
the number of operational satellites between 1958 and 2018
from [47]. This figure shows an increase in the number of
incidents reported in this ten-year period since 1977 and
an increasing rate of satellites in operation. Both of these
data sets show a substantial leap since the widespread adop-
tion of the Internet in organizational IT practices in the early
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2000s and beginning of the New Space age. Whilst there
are competing factors to determine the success of malicious
incidents, e.g. increases in computing power, new attack
techniques and tools and the adoption of consistent security
cultures, this increasing trend could be carried on in future
decades if the space industry does not make security a prior-

ity.

4 Key enabling technologies in New Space

For decades, the designs of military, government and com-
mercial satellite systems from space-capable nations have
been on the most part, proprietary. This is in part due
to the nature of the tasks these satellites were perform-
ing, those related to national security and sending sensitive
data, or to protect satellite operator’s intellectual property,
although academic institutions generally detail the hardware
and software in use in their satellite experiments. This section
analyses key technologies of the New Space era.

4.1 Space segment

CubeSats One of the notable developments in satellites in
New Space is the CubeSat specification®. Developed by Cal-
ifornia Polytechnic State University and Stanford University
in 1999, the CubeSat specification encourages interest and
skill development of small satellite manufacture and design

9 http://www.cubesat.org/
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whilst reducing costs and time efforts. The specification stip-
ulates fixed dimensions of 10 cm x 10 cm x 11.35 cm and
a total mass of 1.33kg for the base unit (1U). CubeSats can
be increased in size and mass by an order of units; common
sizes are 3U and 6U, and even 20U in [16]. Other classifica-
tions for small satellites exist based upon their mass, as given
in Table 4. 1U CubeSats belong to the picosatellite category.
CubeSats are steadily becoming a part of global comput-
ing infrastructure, where components need to be protected
from adversarial physical access. Sensitive computation
often has to be performed in a trusted execution environment
(TEE), which, in turn, requires tamper-proof hardware. If the
computational fabric can be tampered with, the correctness
of the computation cannot be trusted. A recent study [48] has
demonstrated this approach, providing a practical hardware
security module solution for space and using them as a root of
trust for a certificate authority (CA). CubeSats have also been
used to demonstrate quantum key distribution (QKD) [49], a
series of post-quantum secure cryptographic techniques for
sharing a secret key among two parties (cf. Sect. 4.5).

1980-1989 1990-1999 2000-2008 2009-2018
Year group

COTS components, open source and GPL-licensed products
The space industry has taken advantage of the global boom of
affordable and powerful commercial electronics. The use of
COTS components in academic endeavours is commonplace
due to the limited budgets of research projects, but it has
also provided a platform to examine and exhibit these tech-
nologies in-orbit. It seems a likely conclusion that satellite
start-ups originating from university students will continue
COTS practices to build upon their academic experience. In
addition, the time and cost savings are a strong driver for
COTS use across the entire commercial sector.

Details of satellites designed and constructed by academic
institutions with COTS components in mind are preva-
lent. Many of these constructions utilize field programmable
gate arrays (FPGAs), system-on-chip (SoC) components and
microcontrollers. These satellites also make use of the open-
source real-time operating system such as “XilKernel” [50],
FreeRTOS [51]. Other open-source software and hardware
designs specifically for space and ground systems include
KubOS!?, UPSat!! and EQUiSat!?.

In recent years, some companies have been more forth-
coming about their satellite architectures, mainly those which
implement COTS technologies. Section 2.3.1 details the
information known about the construction of Planet and
HawkEye 360’s satellites. Planet also released an open-

10" https://www.kubos.com/kubos/
11 https://gitlab.com/librespacefoundation/upsat
12 https://brownspace.org/equisat/
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source radio solution! which has been deployed in each of
its satellites, providing both hardware and software tools.

The trend towards use of COTS software and hardware is
driven by several factors, including significantly lower pro-
curement cost. COTS products are often highly complex,
some of them involving tens of millions of lines of code,
so that no one knows their content and behaviour in detail.
Legacy systems make up the vast bulk of the code base, and
all new systems become legacy when they come on line. With
this complex system, COTS products are essentially a black
box to their users. The US government provides a list [52] of
risks associated with employing COTS software and mitiga-
tion techniques to avoid them. The usage of COTS products,
thus, needs to be met with vigorous security analysis through
black-box testing mechanisms (e.g. fuzzing, boundary value
analysis, equivalence partitioning) using COTS tools [53] or
be checked for compliance with known security guidelines
like STIG (Security Technical Implementation Guides)'* and
OWASP Top Ten! for software and FIPS 140-3 [54] for
hardware before being deployed in use.

Software-defined radios (SDRs) One of the major technol-
ogy advancements made in the New Space era is SDRs,
which “represent a radio that has software control over
some functions, and still being partly implemented in analog
electronics” [55]. Functionality traditionally implemented in
hardware—filters, modulators, mixers—is now moving to
software. This technology affords space systems with flex-
ibility and reconfigurability, whilst also removing the need
for dedicated hardware to save space on satellite buses. SDRs
such as RTL-SDR, USRP and LimeSDR are commonly avail-
able for purchase.

This move to SDRs shows a shift between the technologies
in Old Space and New Space. For Old Space, radio commu-
nications were achieved through traditional dedicated radio
hardware. The relationship between satellite hardware, soft-
ware and the Open Systems Interconnection (OSI) model,
which abstracts communications into seven separate layers,
typically falls into the one shown on the left side of Fig. 7.
Hardware is used for the physical and data link layers, with
software covering the other five layers and optionally the data
link layer. SDRs implement functions that originally resided
in hardware, but now in software, encapsulating the physical,
data link and network layers, demonstrated in the right side
of Fig. 7. More parts of the communications stack consist
of software instead of hardware, reducing satellite reliance
on hardware but opening the system to software threats. Tra-
ditional radio components have in-built limitations, such as
specific frequencies and filter ranges. Trusted hardware func-

13 https://github.com/OpenLST
14 https://public.cyber.mil/stigs/

15 https://owasp.org/www-project-top-ten/
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tions are now in software, so future implementations must
consider how to trust software to behave as intended and in
a secure manner.

Authentication of signals is a critical aspect of secure com-
munication. Most mechanisms of authentication (e.g. digital
signatures and certificates) exist above the physical layer,
though some (e.g. spread-spectrum communications) exist at
the physical layer often with an additional cost in bandwidth.
The use of SDRs at physical layer has provided low-cost
authentication solutions using various software techniques
like fingerprint embedding where a low-power secret mod-
ulation is superimposed over the message waveform which
serves as an authentication tag [56,57].

Although SDRs provide significant advantages over hard-
ware techniques, they introduce protocol-independent soft-
ware vulnerabilities into the system. In the process of
securing SDRs, several integrated components have been
proposed. A survey paper [58] on the security of SDRs dis-
cusses the threat model SDR faces and architectures proposed
to mitigate them. Notably, a secure SDR architecture pro-
posed [59] is composed of an automatic and calibration unit
(ACU), aradio security module (RSM) and a location compo-
nent based on a GNSS receiver (cf. Fig. 8). The ACU controls
the output spectrum to be compliant with the local spectrum
regulations. The SDR stores the information (e.g. spectrum
configuration files) on the spectrum regulations in various
spectrum jurisdictions in the world. The GNSS receiver in-
built provides the location of the SDR at any given time; the
ACU uses the location and the spectrum configuration files
to determine the correct spectrum regulations.

The ACU represents a protection technique against secu-
rity threat if the SDR services are related to transmission and
communication of signals. Even if a malicious waveform
is activated in the SDR node, the ACU can prevent it from
transmitting in unauthorized bands. The RSM is responsible
for download, activation and execution of the software mod-
ules. With the potential harm that malicious SDR code could
cause, the veracity of the RSM functions is critical; therefore,
these functions must be implemented with a suitable level of
trust.
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A popular digital signal processing software used with
SDRs is GNU radio, which provides standardized signal
processing blocks to implement radio communications with
SDRs, either with real RF hardware or in a simulated envi-
ronment. It has been used widely in academic circles (for
instance in [60-63]) with some confirmed usage in the com-
mercial sector [17,64].

SDR usage is becoming more widespread with signifi-
cant numbers of “How To” guides on satellite eavesdropping
with SDRs available on the Internet, e.g. [65,66] detail how to
obtain weather satellite imagery using SDRs, [67] provides
commentary on using an SDR to listen on transmissions from
spacecraft travelling to the International Space Station (ISS),
and a tutorial for decoding messages from the satellite com-
munications provider Inmarsat is available from [68].

4.2 Ground segment

Automation and autonomy Autonomy has made great strides
in the past few decades with autonomous vehicle prototypes
in action and great leaps made in robotics. Autonomous oper-
ations are those in which a system performs self-regulating
and self-controlling actions and have been attempted to be
implemented in the ground segment since the late 1980s
[69]. Strides have been taken to provide autonomy in space
rovers—NASA’s Curiosity rover employed autonomy in
areas such as navigation and sample selection [70,71].

The ability of a ground station and mission control centre
to command, control and receive payload transmissions for
satellites without the need for human interaction is a desirable
one. Automation helps to reduce costs but also enable scal-
able and complete management of potentially large numbers
of satellites belonging to a constellation [72].

Experimentation of autonomous ground station and on-
orbit operations has been developing, with examples pro-
vided in [72-75], reporting successful demonstrations of
autonomous operations. Autonomy has also expanded to
commercial interests with SpaceX releasing Starlink constel-

lation information which states that satellites are “capable of
tracking on-orbit debris and autonomously avoiding colli-
sion” [76].

Commercial interests, such as Planet, have already incor-
porated automated procedures in both their software and
firmware development and in the satellite commission-
ing stages, which are expanded upon in [14]. Initially, a
ground-based software process, Planet, moved to on-board
commissioning software due to the unscalability of their orig-
inal process for an entire constellation. Forty-seven out of 88
of its satellites were able to complete the commissioning
process completely automated. Out of the 150 calibration
manoeuvres for ADCS across all satellites, 110 were fully
automated. Whilst not a perfect run, these automated opera-
tions allowed satellites to be commissioned by teams of 1-2
operators, reducing their involvement and increasing the effi-
ciency of the entire process.

Cloud computing Cloud computing is a strong candidate to
provide part of ground segment infrastructure, moving pro-
cessing and storage away from personal computers to large
data centres, accessed over the Internet. Cloud computing
affords greater flexibility and availability with multiple sites
for redundancy and provides an independence from location
or device-type restrictions [77]. Planet’s imagery data and
mission control software are hosted in the cloud and cus-
tomer’s access imagery through web-based protocols.

From an education and amateur standpoint, networks such
as the Satellite Network Open Ground Stations (SatNOGS)!0
and Global Educational Network for Satellite Operations
(GENSO)!7 (no longer actively maintained), provide soft-
ware and hardware details to begin tracking satellites with
the use of cloud computing architecture. These implementa-
tions use client software to operate the ground station after
receiving instructions through their network, with telemetry
data available for access over the Internet.

Some ground station operators such as KSAT [78], who
provide these capabilities for Earth-i and HawkEye 360
[79,80], have already adopted cloud-based technologies to
manage customer’s scheduling needs through browser-based
applications [81]. RBC signals, a satellite ground station
network operator, confirmed that it had plans to implement
cloud-based mission control software developed by KubOS
[82].

Even Amazon is transitioning into the space arena after
success in ecommerce and cloud platforms, providing ground
stations as a service!®. Space sector companies such as Dig-
italGlobe, BlackSky, Spire Global, Capella Space and Open
Cosmos are reported to be its first customers [83].

16 https://satnogs.org/
17 https://www.esa.int/Education/How_GENSO_work

18 https://aws.amazon.com/ground-stat
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Whilst cloud providers can guarantee some measurable
non-functional performance metrics, e.g. service availability
or throughput, there is lack of adequate mechanisms for guar-
anteeing certifiable and auditable security, trust and privacy
of the applications and the data they process. For exam-
ple, there exists a fragile transparency in the trustworthiness
of remote satellite imagery from cloud providers because
of conflicting policies between them and governments on
grounds of international security [84]. Object Management
Group'? provides a list [85] of cloud security standards and
certification to be expected from the providers before moving
to a service. In addition to the general standards and frame-
works, there are others that operate at country or regional
levels or that apply to specific industries (e.g. PCI DSS) or
to specific types of data (e.g. HIPAA, GDPR). It is imperti-
nent that cloud customers continually review service provider
security controls and standards to ensure they are properly
defined and enforced as this is the sole security guarantee
from a cloud provider.

Edge computing An abstraction of cloud computing, edge
computing [86], leverages processing within a closer local
network to perform operations typically performed in cloud
services. This brings applications and data to a closer location
to the user, reducing latency in networks.

Edge computing has been used with Internet of things
(IoT) devices, especially sensors which provide readings for
processing to nearby edge devices. System decisions can then
be made based upon readings and then data sent to the cloud
afterwards. An example of this is smart cities where sensors
readings across cities provide edge devices the data to make
decisions to influence transportation, energy and crime [87].

IoT devices, edge computing and satellites have already
become intertwined. The Australian-based company Fleet
provides a gateway device containing an edge server, satel-
lite modem and antenna which connects to IoT devices. This
gateway collects, processes and analyses sensor data and uses
their satellite communications network to send only the rel-
evant information to a business’s central cloud infrastructure
[88].

4.3 Space protocols and their security

Satellite communication links often suffer from higher error
rates and latencies than terrestrial cabled networks and, in
the case of LEO satellites, only have a small window of time
to communicate whilst in range of a ground station. Commu-
nication protocols have often been lightweight to lower the
resource requirements of satellites.

The CCSDS has created a set of protocols for telemetry,
telecommand and OSI model layers (application, transport,

19 https://www.omg.org/
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etc.). Adapted to support protocols from the IP suite, CCSDS
is making data communications more accessible and familiar
for new enterprises in the space industry [89]. The implemen-
tation and demonstration of these protocols have been noted
in over a thousand missions listed on the CCSDS website at
[90], with several commercial telecommunication satellites
using CCSDS command and control capabilities.

Surveys on satellite communication protocols are pre-
sented in [91,92] which summarize current protocols in use.
This section aims to provide a more extensive overview into
their security.

Physical One of the most widely used satellite services
is satellite TV. The majority of satellite TV broadcasts
is achieved using DVB20 protocols, i.e. DVB-S, DVB-S2,
DVB-SH. These physical (and data link) layer protocols
standardize methods to broadcast television signals globally,
and encryption can be applied on top of these transmis-
sions. The conditional access system (DVB-CA) defines a
common scrambling algorithm (DVB-CSA) and a physical
common interface (DVB-CI) for accessing encrypted con-
tent. DVB-CA providers develop their wholly proprietary
conditional access systems with reference to these specifi-
cations. Cryptanalysis of the common scrambling algorithm
[93-95] provides intuition for the vulnerability of the algo-
rithm to several generic attacks. However, no feasible attack
against the protocol with considerable advantage has been
published yet. Constellation companies Planet and LeoSat
propose to use DVB protocols for imagery downlinks [14]
and “both earth-to-satellite and satellite-to-earth links” [26]
respectively.

Optical communications A recent development in satellite
communications is the use of optical communication pay-
loads using visible light communications (VLCs). These can
provide higher data rates whilst steering clear of radio fre-
quency electronic warfare activities such as jamming and
avoiding exhausting the RF spectrum. Whilst affected by
cloud coverage, making them less fitting for ground to space
links, they are suitable for inter-satellite links.

Already large optical payloads have been demonstrated
in satellites such as Artemis, Spot-4, Envisat Adeos-II,
OICETS, Kodama, DAICHI and SDS-1 at extremely high
wireless data rates [96]. NASA’s Laser Communication
relay [97] aims to discover whether optical communication
transceivers can be built with similar mass and power require-
ments to a traditional RF system. Broadband constellation
plans such as Starlink and LeoSat aim to use laser commu-
nications for inter-satellite links to reduce latencies in their
networks.

Optical communication can be secured by quantum cryp-
tographic techniques using QKD (cf. Sect. 4.5). A less secure

20 DVB, https://www.dvb.org/
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but significantly studied in the literature method of secur-
ing communication is chaotic encryption [98—100]. It can
be realized by encoding the message using chaotic carri-
ers. The objective of chaos hardware encryption is to encode
the information signal within a chaotic carrier generated by
components whose physical, structural and operating param-
eters form the secret key. Once the information encoding
has been carried out, the chaotic carrier is sent by conven-
tional means to a receiver. Decoding of the message is then
achieved directly in real time through a so-called chaos syn-
chronization process [101]. However, chaotic cryptosystems
have proven to be insecure because of the inadequacy of
logistic maps used for encryption [102] (Fig. 9).

Data link Educational and small satellites have been noted
to use various simplistic data link protocols, some of which
were originally designed for amateur packet radio such as
AX.25%! offering data frame processing and fault detection,
but not error correction. Other data link protocols such as
the unified space link protocol (USLP), new satellite data
link protocol (NSLP), low-altitude multiple satellite data link
control (LAMS-DLC), Proximity-1 and Nanolink, detailed
in [91], provide similar data framing services and varying
degrees of error correction and reliability procedures, but no
built-in security.

Low-impact educational missions do not immediately
prompt for more complex and security-driven protocols;
however, commercial enterprises such as Planet also reported
using the AX.25 protocol [103]. These organizations often
have greater needs for confidentiality and privacy, for which
these types of lightweight protocols may not be suitable.

The CCSDS Space Data Link Security (SDLS) proto-
col [104] extends its data link protocols to incorporate
confidentiality services through encryption of the frame
data, authentication and integrity through authenticated and
non-authenticated message authentication codes (MACs),
respectively, and anti-replay protection through the use of
sequence numbers. The scheme is designed and analysed in
adherence to the security concerns mentioned in ISO 7498-2

21 AX.25.net, http://www.ax25.net/Default.aspx

[105]. The protocol, overall, attempts to offer confidentiality,
integrity and/or authenticity of the transmitted data. How-
ever, it fails to provide guarantee against DDoS by jamming,
traffic flow analysis and data substitution attack if the encryp-
tion does not use authentication.

Networking and transport Network protocols such as the
Space Packet Protocol (SPP) and Delay Tolerant Network
Bundle Protocol (DTN BP) allow for asynchronous data
transfers, suitable for data transmission delays found in
satellite communications. Broadband services commonly use
IP protocols. Reliability services emerge through transport
protocols. The space communications protocol specification-
transport protocol (SCPS-TP) based upon TCP and Licklider
Transmission Protocol (LTP) which can run over UDP or
the data link offer such services. The TP stack was actually
designed as a part of SCPS protocol suite, with an SP secu-
rity layer, FP file transfer and NP network protocol intended
to replace IPSec, FTP and IP, respectively. However, with
the evolution of the Internet and supporting protocols, these
other SCPS layers have become irrelevant. TCP has his-
torically been deemed ill-fitting for space due to its bad
performance [106]; however, these newer space-related pro-
tocols are designed to balance the high error rates and latency
issues which lower TCP performance. Alternatively, TCP
performance enhancing proxies (PEPs) are widely used to
overcome the limitations of TCP over satellite links. This
is known as TCP splitting [107], where each overlay hop
between each PEP is considered as a new TCP connection.

IPSec provides authentication and encryption of data
packets to provide secure encrypted communication between
two computers over an IP network. However, TCP PEPs are
not compatible with IPSec [108] as PEPs need to analyze
the headers of TCP segments and IP packets between two
ends to route the packets through suitable PEPs. Since IPSec
tunnels mask the content of the IP packets, in particular the
source and destination of data, it is impossible to implement
a PEP through a IPSec tunnel. Several solutions [109-111]
have been proposed to circumvent this issue by either adding
additional information to the packet or selective usage of the
IPSec protocol.

The CubeSat Space Protocol (CSP)?? provides a simple
design to achieve networking and transport services, which
also compatible with several different physical and data link
protocols. CSP includes encryption and integrity features
with the use of the XTEA [112] algorithm for encryption of
packets and HMAC-SHA1 [113] for message authentication.
Although these algorithms have known cryptographic weak-
nesses [ 114—116] that undermine these security features, they
are preferred for their lightweight operation on CubeSat’s
embedded systems.

22 https://github.com/libesp/libesp
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For securing communications for the CCSDS Space
Packet protocol, in [117], the use of encryption and digital
signatures is prescribed to increase security. The encryp-
tion lies solely on the application data and not the header
of packets, and the digital signature or an integrity check
value (ICV) is appended to the end of the encrypted data.
Some drawbacks appear with this implementation namely
that the header remains in cleartext; this solution offers no
anti-replay protection, and it may be possible to differentiate
between encrypted and unencrypted packets from the header.

Application Whilst application layer protocols are usually
mission dependent, we note some file transfer protocols that
are currently in use: CFDP [118] developed by CCSDS and
Saratoga [119] developed by SSTL?3. Whilst Saratoga is
designed to operate over IP and is suitable for short LEO
satellite passes, CFDP combines functionalities from both
the application and transport layers to ensure reliable file
delivery over multiple types of link with minimal resource
consumption.

Application layer security controls can be applied to the
communication stack; however, security considerations pro-
vided at lower protocols, at the network, data link or physical
layers, may be sufficient for some missions. [117] lists the
transport layer security protocol and X.509 certificates [120]
as a way to implement encryption and authentication con-
trols, though the verification of certification chains renders
this protocol unsuitable for space owing to long latency times
whilst handshaking [121].

4.4 User segment

The user segment deals with the applications of satellite
systems. Applications such as navigation, TV and commu-
nications often require dedicated hardware. Other systems
use the data that these dedicated receivers collect to serve
a specific product or application. For satellite TV transmis-
sions, a dish and set-top box must be installed to receive the
particular channels provided and perform subsequent tuning
and decoding of transmissions for viewing. For navigation
purposes, a GNSS receiver acquires signals from a constel-
lation to determine the location of the receiver. Applications
use data from GNSS receivers in mobile phones or satellite
navigation devices to plan routes, e.g. Waze?*.
Alternatively, instead of consumers having the ability to
receive satellite signals themselves, a satellite operator may
collect all data themselves and then distribute it via terrestrial
networks. Earth observation, signal intelligence, metrologi-
cal and scientific applications typically make use of this. This
way, customers do not need to install or buy hardware to get

23 Surrey Satellite Technologies Ltd, https:/www.sstl.co.uk/

24 https://www.waze.com/
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access to the data. Access to the data is managed by the opera-
tor, and key technologies include web APIs and customer web
portals, often cloud-based, or dedicated installable software.
Planet and HawkEye 360 provide various apps and APIs to
access imagery and signal mapping data for customers. Sci-
entific data may be free to access and download from the
web, e.g. datasets from the International Satellite Cloud Cli-
matology Project (ISCCP) are accessible from their website
[122].

4.5 Cryptography for New Space

Novel cryptographic mechanisms are emerging in the satel-
lite industry. Navigation message authentication (NMA) is
an authentication mechanism to provide authenticity and
integrity of the navigation data to the receiver. NMA can use
both or either of the symmetric/asymmetric key encryption
approaches to achieve this goal.

The Chips Message Robust Authentication (CHIMERA)
[123] is a hybrid NMA and spreading code authentication
mechanism proposed for GPS signals. It achieves NMA
using asymmetric elliptic curve digital signature algorithm
(ECDSA) P-224, a well-established standard. However,
CHIMERA requires receivers to have occasional access, via-
non-GPS channels, to provide authenticated GPS public keys
and a public key infrastructure (PKI) to verify the authentic-
ity of the key provided.

The Galileo GNSS, as part of message authentication of its
public open service, will incorporate the established Timed
Efficient Stream Loss-tolerant Authentication (TESLA) pro-
tocol [124] with a novel single one-way chain of crypto-
graphic keys shared by all satellites. The TESLA protocol
has low computational and communication overhead and can
also support one-to-many transmissions, making it a suitable
choice for GNSS. The TESLA protocol uses MAC to prove
the origin and identity of a message. The key to compute the
MAC, belonging to a chain generated by a one-way function,
is sent some time after the message and the MAC.

In the Galileo Open Service implementation [125], dif-
ferent keys are transmitted to user receivers from different
satellites, but the keys are still from the same chain. The keys
are transmitted in the reverse order of their computation from
the chain. Hence, using the one-way function, the receiver
can verify that each chain key is from the same chain as the
root key by recomputing the chain. However, it is impossible
to predict future keys by adversaries as it is computation-
ally hard to invert an one-way function. Cryptanalysis of the
architecture shows that with current proposed parameters,
combined with the use of efficient hashing hardware, it can
lead to a feasible attack with significant collision probability
[126]. Whilst increasing robustness of transmissions against
data losses and in difficult visibility conditions, it also allows
cross-authentication of neighbouring satellites.
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The symmetric key encryption style of TESLA eliminates
the PKI requirement posted by CHIMERA. However, the
main disadvantage of the scheme arises from their security
condition; it requires a coarse time synchronization between
the sender and the receiver. Without this assurance, the
receiver cannot be certain that the navigation message has
not been generated by a spoofer who received the valid sign-
ing key from the satellite signal.

Variants of TESLA protocol include uTESLA [127], inf-
TESLA [128] and multi-level uTESLA [129] which have
been proposed for wireless sensor networks to overcome
the disadvantages of the TESLA protocol. Still, performance
analysis has not been performed for them with respect to
GNSS satellite links.

QKD allows two parties to establish a secret key with
unconditional post-quantum security by making use of the
fundamental laws of quantum mechanics. QKD occurs in
two phases, namely the quantum phase, where quantum
superimposed signals are exchanged between the two parties
establishing the raw key for each party. The second phase is
the classical phase, where interactive key exchange protocols
are used to distil two identical strings from the raw key [130].

Optical communication networks provide ideal channels
for exchange of quantum photons. However, glass in the optic
fibres tends to absorb the photons, increasing the error rate
of the transmitted signals. Since security bound for quantum
security provides a maximum error rate of 11% for transmis-
sion [131], the use of optic fibres is limited to a distance of
few hundred kilometres for appreciable security.

On the other hand, by using satellites equipped with
high-quality optical links, satellite-QKD can achieve ultra-
long-distance quantum communication in the 1000 km range.
Hence, optical free space links are currently the most promis-
ing channel for large-scale quantum communication by use
of satellites and ground stations. The usage of a satellite
terminal in space makes it possible to develop quantum
communication networks on a global scale [132]. Signifi-
cant experimental efforts have been devoted to investigating
the feasibility of satellite-based quantum communications.
NanoBob [133], QEYSSat [134] and NanoQEY [135] are
some key advances in quantum research to establish a prac-
tical satellite QKD system.

5 Open challenges for space and satellites

In this section, the challenges for satellite and ground seg-
ments are discussed. The security and usability of a system
are often a delicate balance and require careful consideration
to achieve a desired level of service for the end user. These
open challenges have been categorized into two streams,
security and privacy related, and data throughput and energy
consumption, to reflect these conflicting needs.

Lightweight authentication and secure communications

— Most of the satellite communication protocols are
designed to be lightweight to reduce power and mem-
ory requirements and increase the speed of transmissions.
Broadband constellations are aiming to provide services
with high data rates and low latencies. Adding security
into protocols introduces an overhead into the communi-
cation stack, increasing power consumption and memory
usage. Depending on the mission, this overhead may not
be tolerable, so security and missions needs must be
weighed in the design and decision-making process to
create an acceptable risk level for the mission.

— The use of security controls also facilitates another risk
factor. An attack which aims to drain a satellite’s power,
e.g. creating lots of resource consumption, may lead to the
satellite to turn off security controls to prioritize power-
saving efforts. This makes the satellite more vulnerable
to other attacks such as gaining unauthorized access or
eavesdropping on cleartext communications.

— Protocols for space missions are largely mission depen-
dent. Whilst there has been attempts to document and
recommend certain communication protocols, there is no
consensus in the space industry in how to best implement
secure communications and authentication, or which
missions warrant the need for higher or lower security
requirements. Security is often added as an afterthought
in the protocols used in space, and some current options
utilizing existing terrestrial techniques are not suitable
for satellites. Even in satellite systems which use encryp-
tion, maintaining unencrypted connection for emergency
situations such as satellite tumbling is important. How-
ever, communications would be in cleartext, able to be
retrieved by eavesdropping on the connection.

— Physical layer security achieved through information-
theoretic models provides computationally unbounded
security as opposed to cryptographic protocols with com-
putational security [136]. Reusing the physical layer fea-
tures can decrease additional energy cost for security as
embedded systems like CubeSats cannot afford the addi-
tional silicon area, power consumption and code space
needed to perform the expensive mathematical calcu-
lations of cryptographic methodologies. Physical trans-
mission techniques achieve security by exploiting the
unpredictable features of wireless channel through arti-
ficial noise [137], jamming [138], beamforming [139],
etc. However, performance analysis methods for satel-
lite links are needed that consider realistic legitimate and
eavesdropper system assumptions and non-asymptotic
coding lengths before practical consumption [140].
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Key management

— Scalability—Whilst it may be a straightforward task to
manage the keys of a single or small cluster of satellites,
large satellite constellations require a large number of
keys, making scalable key management an open issue.
Constellations aiming to provide high data rates, such
as broadband services, will also encompass a large net-
work of ground stations, each with their own keys.
[141] presented that to provide maximum throughput for
the Telesat, OneWeb and Starlink constellations, there
would need to be 42, 71 and 123 ground station loca-
tions, respectively, with a varying number of antennas
per station for their proposed constellation size. Whilst
maximum throughput may not be the desired level, these
projects will still require vast ground segment support,
presenting a larger attack surface and demanding scaled
and consistent security controls over all ground segment
interfaces. Satellite TT&C and payload systems may
require separate keys for when the user segment com-
municates directly with the satellite. Separate keys for
TT&C, payload management and user interactions with
a payload may be required. If a separate key for the pay-
load is compromised, the TT&C keys remain unknown
and this command and control link is not compromised.
Inter-satellite links also add more complexity to the situ-
ation. To provide confidentiality of each inter-satellite
link (ISL), a satellite requires to have another set of
keys to communicate with each of its neighbours, sepa-
rate from ground-to-Earth and Earth-to-ground links. All
these competing key requirements compound the issue of
scalable key management further.

— Group dynamics—another challenge relates to the
dynamics of satellites entering and leaving a constella-
tion. For the satellites entering and leaving the constella-
tions, keys must be issued and revoked respectively for
TT&C, payload management and for user interactions.
ISLs also complicate this as it is necessary for satellite
neighbours to update their keys when changes in the con-
stellations occur. Keys will have to be issued and revoked
in a flexible manner to allow for changes in constellation
group dynamics.

— Key protection—transportation, satellite stacking and
delayed launches provide ample opportunities to com-
promise satellites and their keys, as it is not possible to
keep eyes on the satellite constantly. Launch failures may
scatter components over a large area, which may not have
been destroyed due to their radiation hardening. Sensitive
information, such as cryptographic keys, may be recov-
erable from these components. Reliability of hardware
keys under active security threats leads to the develop-
ment of physical unclonable functions (PUFs) [142] and
true random number generators (TRNGs) to generate
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cryptographic keys and IDs used for device authenti-
cation, cloning prevention, generating session keys, etc.
Trusted Platform Module (TPM) [143] is an international
standard to design secure hardware with integrated cryp-
tographic keys. Device Identifier Composition Engine
(DICE) [144] and SpaceTEE [48] are hardware security
designs for embedded systems which offer key protection
through tamper-proof hardware.

— Quantum key distribution—whilst significant advances
[133-135] have been made in satellite-based quantum
key derivation, there are still various technical challenges
which need to be addressed. Reducing quantum signal
capable satellite size without compromising accuracy,
higher orbit for satellites processing quantum signal for
increased global coverage and analysis of discrete vari-
able and continuous variable QKD using metrics such
as relative secret key rates, communication overheads
and computing resource requirements for error correction
codes are some key areas which need to be addressed to
enhance an accurate signal transmission and continuous
global quantum network.

Software/firmware updates Satellites manufactured in Old
Space usually had long development times to guarantee that
these systems would not fail. Satellites were launched which
had antiquated technology aboard, which could be vulner-
able to serious threats. Hardware upgrades or replacements
were rarely made, and high operational quality verification
of software and firmware changes delayed their installation
on the space segment.

New Space has brought agile development and operational
processes. The use of FGPAs and SDRs makes it possible to
re-program hardware and software in orbit easily. However,
updates to software, firmware, hardware, cryptographic keys
and insecure algorithms may introduce vulnerabilities, either
inadvertently through a legitimate transmission of the update,
or through an attacker using this circumstance to purposefully
inject flaws into the satellite. In the case of the space probe
Phobos 2, a software update inadvertently caused the space-
craft to lose its lock on the Sun which drained power and
ceased communications [145]. Being able to use techniques
such as software attestation, where software is able to prove
its identity and that a system is trustworthy, may be one way
to resolve this issue.

Reliable software Real-time On-board Dependable Oper-
ating System (RODOS) [146] is a real-time operating system
for embedded systems and was designed for application
domains demanding high dependability. A reliable secure
operating system must offer trusted or reliable execution
of software components, memory safety, fault tolerance
against both hardware and software failures and to perform
in nominal mode with respect to external and internal per-
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turbations. FreeRTOS achieves memory safety through an
inbuilt software model checker called CBMC?. The pro-
gram effectively reasons every execution path through a
program on every input searching for assertion or memory
violation. MINIX3 26 and Kaspersky OS?” achieves reliabil-
ity through microkernel architecture, where only a minimal
set of abstractions run at the highest privilege level and
reincarnation servers, which replaces a fresh copies of non-
responsive or crashed drivers at user space. However, critical
features like live updates, crash recovery of stateful services
and virtualization are still being developed and the operating
systems must be repurposed and analysed for space-based
mission and threats before practical use.

Secure positioning of satellites In addition to command
and control of a satellite, TT&C operations also include satel-
lite ranging where the distance between the Earth and satellite
is measured. These measurements help to verify a satellite
is on the correct orbit and is in the expected position, and
if not, commands to alter this can be sent. In the case of a
mega-constellation, due to its size, this process happens on
a much larger scale and it be may be easier for an attacker to
place a malicious satellite into the constellation unnoticed.

Satellites are becoming more interconnected and making
use of Internet protocols similar to [oT devices. Being able to
measure the position of IoT devices compliments several IoT
applications, but also offers assurances that you are commu-
nicating with the correct device. This idea is important for
satellite constellations as well—you want to make sure the
satellite you are communicating with is the one you think it
is. A rogue satellite attempting to appear legitimate, whilst
communicating with the ground or other satellites correctly,
cannot occupy the same physical space of another legitimate
satellite, so satellite ranging and positioning can be included
as part of verifying a satellite’s identity.

Distance bounding mechanisms have been proposed as
a way to achieve secure positioning in wireless networks
[147], and satellite ranging from TT&C makes use of similar
concepts. Satellite constellations could potentially make use
of not only measurements from ground stations, but also from
other constellation satellites through the use of their ISLs, but
also maybe satellites in higher orbits such as GEO; however,
further work is required to explore this issue.

Routing in ISLs The use of ISLs provides communication
routes which do not rely solely on ground infrastructure, but
also give rise to questions over when, where and how routes
are calculated. A constellation operator must decide whether
routes are static or dynamic, be calculated on-demand or pre-
computed, and implemented on a centralized, decentralized

25 hitps://www.cprover.org/cbme/
26 http://www.minix3.org/

27 https://os kaspersky.com/

or distributed platform [148]. Each of these options has oper-
ational advantages and limitations and which also impact
security requirements. Centralized static routes offer fixed
communication paths administered by a single authority
which may provide more control over the routes but is a single
point of failure with fault tolerance and network congestion
issues. Distributed on-demand routing splits computations
among different nodes when required which increases fault
tolerance. However, it also increases the attack surface of the
routing procedure as more nodes are required and an attack
may be easier to propagate through a network. Several proto-
cols for ISL routing are discussed in [149] which may offer
suitable implementations for both single- and multi-layer
constellations. However, more work is required to address
aspects such as network resilience after satellite destruction,
flexible space networking mechanisms and optimal ground
segment coverage.

Distributed control As mentioned earlier, when it comes
to large constellations, scalability is an ongoing challenge,
not only for the space segment but also for the ground. Large
constellations will likely not be able to be managed from one
single site. Operations may have to be distributed over sev-
eral sites, requiring coordination between sites and handover
from one to the next. In addition to these aspects, establish-
ing standardized ground station builds and security practices
also compounds this issue.

Fault tolerance The space environment is a harsh one with
severe thermal, radiation and vibration extremes which can
affect satellite components. Radiation in particular can have
a devastating effect on satellites and is why many compo-
nents are radiation-hardened. Single-event upsets (SEUs),
where ionizing radiation causes a change of state in a com-
ponents, can cause bits to be flipped, damaging data stored
on the satellite. Keys stored on the satellite may be altered
due to flipped bits and render satellites unable to commu-
nicate with the ground using encryption. If cost is a factor,
then regular COTS components may be favoured over their
radiation-hardened counterparts. New fault-tolerant crypto-
graphic mechanisms, e.g. [150], will be required to account
for these types of challenges in the space environment.

Intelligence gathering Deducing information concerning
a satellite or constellation’s operation may be possible with-
out having to view the payload data. A satellite’s power
consumption and orbit, as well as observations from tele-
scopes and sensors, may be used to determine mission
objectives. This may be of concern to satellites attempting to
remain as covert as possible and impacts the privacy of satel-
lite operations. For example, powering on a payload when in
the vicinity of a particular region could indicate imaging or
signals intelligence purposes.

Companies must register the frequencies on which their
satellites operate and their orbital slots with the International
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Telecommunications Union (ITU)23, United Nations organi-
zations which has jurisdiction over global space activities.
National organizations such as the Federal Communications
Commission (FCC) in the USA also regulate spectrum usage
in a national capacity. This publicly available information
provides ample opportunity to listen and record RF signals in
the hopes of reverse-engineering message formats. An inte-
gral part of the state sector space industry is information
gathering about other nations and the physical nature of RF
means this challenge is not going away.

Ground segment Attacks on the ground segment are pro-
lific throughout the space industry’s history, as seen in Sect. 3.
It remains one of the easiest segments to attack, owing to the
use of commonplace technologies across several industries
and in consumer electronics, and to tried and tested CNE
attacks which are successful in all sectors.

Network and application security, user awareness and
organizational security culture are ongoing problems. Phish-
ing campaign which installed backdoor Trojan programs is
a common attack vector to gain a foothold into a network
and may have played a part in other satellite compromises
[151,152].

Details on open-source components are publicly avail-
able which is an advantage to an attacker in finding security
vulnerabilities. Global manufacturing capabilities for COTS
components provide increasing opportunities for malicious
actors to alter components in the supply chain. It is there-
fore paramount to establish confidence in the supply chain
and trust overall to ensure that satellites, ground stations and
user devices are designed, built and managed by parties who
are held to high security standards.

Several New Space organizations are start-ups, founded
by groups of graduates with experience of developing small
satellites in academic institutions. Companies such as Kepler
Communications??, IceEye®® and Astrocast’’ hoping to
tackle the New Space market are university spin-offs. Uni-
versity missions are a starting point for many future start-ups
and are typically not designed with security in mind due to
the low impact of the satellite being in-orbit. There is a risk
that start-ups may continue under this same mindset, with-
out security ingrained into design and operating practices,
which could become a bigger issue government and military
contracts are won.

Signal Manipulation As discussed in Sect. 3, RF communica-
tion can be manipulated. Devices and techniques such as GPS
jammers and spoofers, and broadcast TV/radio signal hijack-
ing have made signal disruption an easier undertaking. The

28 hitps://www.itu.int/en/Pages/default.aspx
2 hitps://www.keplercommunications.com/company/about
30 hitps://www.iceye.com/

31 https://www.astrocast.com/
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rise in COTS and SDR products available at affordable prices
and the reduction of necessary specialist knowledge have
increased the ease of such attacks. Also, optical communica-
tions, whilst providing an alternate means of communication
to RF, are vulnerable to manipulation through optical daz-
zling [153], where a target is rendered blind from a more
intense source direct radiation. This is the equivalent to jam-
ming and prevents the transmission of legitimate signals, but
is reversible and temporary.

Techniques and technologies aiming to prevent these types
of signal manipulation have been used in the military and
government sectors and are now moving to commercial
satellite systems. They include techniques such as spread-
spectrum and frequency hopping, which are applied at the
physical layer to make signals appear noisy or switch their
frequency usage with pseudo-random sequences [154].

Intrusion detection and prevention Terrestrial-based net-
works employ intrusion detection and prevention systems
(IDS/IPS) to monitor and respond to threats. In the New
Space era, a new, similar technology will be required for
satellites to observe and tackle potential attacks on-board
satellites such as data protocol and RF-based attacks. This
brings up questions over competing power and memory
requirements and scalability issues and introduces more
hardware and software, which could be vulnerable. An IDS or
IPS may appear to be an easy and cheaper way to implement
security for satellite operators but should not be a replace-
ment for secure design and development of satellite systems.

User segment interface Applications of New Space satel-
lite systems provide new ways for users to interact with
these services. Whether interacting directly with a receiver or
accessing a service through software or web portals, several
challenges arise on how to deliver these services in a secure
manner. Authorization and access control play a large part
in securing a system. For dedicated receivers, e.g. satellite
phones, access to the service or data should not rely solely
on access to the device itself. Similarly for software or web-
based solutions, just because a system expects a particular
format for a user to interact with it does not mean that it can-
not be abused, especially if these types of systems support
on-demand services to reconfigure payloads or direct satel-
lites. Verification of a user’s identity and their level of access
do not always go hand-in-hand when designing any system
and a major challenge is ensuring robust enough authentica-
tion and authorization controls whilst minimally impacting
usability.

6 Conclusion

Key advancements are being made in the space and satellite
industry. Private sector investment in existing companies and
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new start-ups is driving innovation and ingenuity, in technol-
ogy and also the applications of satellites. Satellite appli-
cations have a diverse nature and cross boundaries of state,
military, commercial and civilian sectors. A review of past
attacks on the space industry revealed attacks mainly focused
on the ground segment or electronic warfare activities, for
espionage and political activities. However, constellations of
thousands of satellites are planned for launch in the upcoming
years, making commercial satellites a much more attractive
target by adversaries with a multitude of motivations and
capabilities.

Advancements in technologies such as COTS compo-
nents, SDRs and cloud computing were discussed, and their
resulting impact on security of the industry. Many challenges
and open design problems relating to both security and oper-
ational requirements are still to be resolved. An overview of
issues facing secure communication practices, privacy, sup-
porting terrestrial systems and the user segment is provided.
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