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Abstract With the number of attacks and cyberincid-

ents affecting Internet of Things (IoT) devices on the

rise, the need for carrying out forensic investigations to

determine what has happened has grown at the same

pace. However, due to the characteristics and require-

ments of this environment, the solutions used until now

in the field are not suitable to be followed, as they are

not able to guarantee the effective retrieval and study

of the pieces of evidence. Under these circumstances,

new ways of interacting with IoT units are needed, and

the edge computing paradigm has emerged as an in-

teresting asset to complement IoT networks. Attack,

anomaly and intrusion detection, or data encryption

are some of the fields in which this approach has been

successfully applied. Following this concept, this article

presents an IoT forensic methodology that integrates
the edge computing technology in order to assist in the

investigation process, trying to address some of the is-

sues that are hindering the effectiveness of examinations

in this scenario. In addition, this proposal is compared

with the existing ones in the research community, and

evaluated by testing it in two case studies representing

real-life scenarios, ultimately demonstrating suitability

to be used for IoT forensic examinations.
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1 Introduction

Carrying out forensic investigations on the Internet of

Things (IoT) is no longer far-fetched thought. After see-

ing the growth that this environment has had in the last

few years, with the number of devices surpassing the 13

billion in 2022 [30], and the consequences that this has

had in terms of attacks, the IoT has become a source

of incidents that, ultimately, need to be studied in or-

der to determine what has happened, thus requiring the

opening of a forensic process.

As it occurred when new digital environments ap-

peared, the forensics field is still studying the require-

ments and characteristics that the IoT has so that solu-

tions can be developed accordingly, and be able to guar-

antee complete and efficient investigations. However,

until these IoT-centered tools arrive, investigators see

themselves forced to rely on conventional ones. This as-

pect limits the effectiveness of their investigations, as

these tools are not designed with IoT forensic require-

ments in mind.

To this end, there are three IoT features that have a

crucial impact on forensic examinations: the number of

devices in a network, its dynamism, and the lifetime of

the evidence. The first two aspects cause an increase in

the range of an investigation, as there is a higher num-

ber of devices to analyze compared to traditional ones.

In addition, there are scenarios in which IoT devices

can enter and exit an IoT network in a short period

of time, such as vehicular networks. This means that a

possible source of evidence may not be present when an

investigator starts their examination, as well as makes

it quite difficult to keep track of the elements that have

generated or are generating data in an IoT network.

With respect to the lifetime of the evidence, IoT

devices are designed to be constantly exchanging data
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and operate together. Consequently, most of the data

that is generated in a network is done in the form of

network packets. The disadvantage from the forensic

perspective is that their data is lost once that the packet

is received.

Furthermore, due to the interoperability of the en-

vironment, IoT devices are designed accordingly, mak-

ing them compatible with several network protocols,

but limiting their storage, which means that even fewer

data would be found in the non-volatile memory, the

largest source of data in conventional scenarios, and

the one which has the largest lifetime, and more will be

exchanged on-the-fly.

On top of that, not all the conventional acquisition

techniques for non-volatile memory are feasible in this

environment. When it comes to carrying out physical

ones, namely extraction and acquisition, Joint Test Ac-

tion Group (JTAG), In-System Programming (ISP), or

chip-off, investigators find that not all of them can be

carried out [46,8,28]. The most logical and immedi-

ate reason being that physical access to the device is

mandatory, and in an environment in which units are

embedded into machines or separated by miles, it is

something that is not always a guarantee. Regarding

the techniques, the simple extraction and acquisition,

quite common when working with computer storage,

cannot be performed due to almost all IoT devices hav-

ing its storage soldered to its board. JTAG, ISP and

chip-off are not always compatible and are not easy to

perform, as they require of specific equipment and sol-

dering skills. Furthermore, the chances of damaging the

IoT unit are quite high when performing them, given

that the techniques themselves are harmful, and that

they require access to the device’s board, so a disas-

sembly is needed. All these issues can be solved by fol-

lowing a remote acquisition approach, but this method

has not been perfected over the years, as it was rarely

used in conventional scenarios [51].

Even more worrisome is the scenario for the acquis-

ition of volatile memory, which is almost impossible to

collect. Firstly, it is necessary to establish a remote con-

nection with the device, so that the acquisition tool can

be executed. This is not always possible since not all

IoT devices use an operating system and, even if they

do, this option is not always enabled. Secondly, memory

acquisition tools need to load a kernel module on Linux

based systems (the most used by IoT devices) and to

create a profile of the volatile memory so that it can be

examined. These two processes are not feasible at all on

IoT devices, so only carrying out a remote analysis of

the device will allow the extraction of information from

the volatile data [27,14,10].

The silver lining appears when focusing on the last

type of evidence that can be found in a device, namely

network traffic. In this case, the procedure of acquiring

the packets exchanged in the network is entirely feas-

ible, as it can be done from an external device. This

aspect, added to the above-mentioned importance that

these data have, makes network traffic an interesting

source of evidence in IoT investigations.

With this in mind, a new way of interacting with

the sources of evidence is needed so that, at least, the

network traffic can be captured when relevant data are

being exchanged, which is usually just when the incid-

ent arises. In order to do this, it is necessary for the cap-

turing device to be inside the network from which the

traffic is going to be acquired. Taking these two aspects

into account, an interesting solution would be to in-

sert a device into the IoT network that the investigator

wants to examine, and then collect the necessary data.

This way, the investigator ensures that they would be

able to examine some data, which would not be possible

in other scenarios due to the issues mentioned above.

Under these circumstances, the use of the edge

paradigm emerges as a very interesting approach, as it

fulfils the listed requirements. It operates the closest

possible to the source of data, and does so without

interfering in the behaviour of the network. In addi-

tion, edge devices are capable of executing more com-

plex tasks than ordinary IoT devices, as the former are

more powerful. Its effectiveness has already been con-

firmed when used in other aspects of IoT cybersecurity,

especially on attack and intrusion detection [9,21,47].

Therefore, it seems reasonable to think that its applic-

ation on IoT forensic would also be of interest for the

field.

1.1 Research Questions

With the goal of this research set, the following ques-

tions arise when evaluating its feasibility:

– (RQ1) Given the lack of IoT-centered forensic

tools, in which aspects, if any, can edge devices be

useful to assist investigators in IoT examinations?

– (RQ2) Seeing the limitations that IoT models,

methodologies, and frameworks have in terms of us-

ability in a court of law as a result of their novelty,

can the approach of adapting conventional solutions

to the IoT’s requirements meet the expected criteria

when it comes to handling and preserving pieces of

evidence?

– (RQ3) Considering the multiple approaches fol-

lowed by the forensic community when it comes to

identifying sources of evidence, such as network zone
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division, relying on logical communications, or using

external solutions, in which aspects using an edge

node could be an interesting way of tackling this

phase?

– (RQ4) Performing the acquisition of IoT devices

has proven to be a difficult task due to the impossib-

ility, in many cases, of carrying out either a physical

or remote technique. Taking into account that there

are no IoT-centered procedures to collect the data

generated by IoT devices, how can an investigator

overcome this issue and therefore be able to perform

an analysis of the devices under examination?

1.2 Contributions

The main contributions of this study are the following:

– We present a review of the proposals from the

research community that focus on the design of

forensic procedures for the IoT. In addition, we

study how the edge computing paradigm is being

used in the cybersecurity field in order to evaluate

its applicability in forensics.

– We propose an IoT forensic methodology that in-

tegrates the edge computing paradigm into the de-

velopment of IoT forensic solutions. This is done in

the form of an edge node that assists in some phases

of the investigation process, addressing some of the

issues that currently hinder examinations in this en-

vironment. By interacting with this node, the in-

vestigator can perform several forensic tasks, which

results in a reformulation of some of the phases that

are carried out in the forensic process.

– We integrate aspects from conventional investiga-

tions together with the requirements that the IoT

has when it comes to performing forensic examina-

tion in it in order to design our proposal. This way,

we try to ensure that the standards expected by the

community in terms of evidence handling and pre-

servation are met, which means that the proposal

can be used in a court of law, as well as guaran-

tee that the methodology is complete and effective

enough to be used in the IoT environment.

– We automatize and assist key processes of a forensic

investigation, such as the identification and acquis-

ition phases. This eases the process of determining

the range of the investigation, the devices that are

(and have been), present in the scene, their beha-

viour, and whether it is possible to carry out a re-

mote acquisition of them. In addition, we design the

methodology so that it can be used in a proactive

approach, thus providing the IoT network with a

higher degree of forensic-readiness than in ordinary

scenarios.

– We compare the proposal with the related work that

present IoT methodologies, models, frameworks, or

guidelines that use any kind of service, piece of soft-

ware, or hardware to carry out or assist in the in-

vestigation process. As a result, we show that the

presented methodology improves the existing ones

in practicality, level of detail, and feasibility. Fur-

thermore, its scope is the whole IoT environment,

not a specific context of it.

– We also evaluate the performance of the proposal

when used as a guideline to be followed in IoT

forensic investigations in two practical case studies.

The scenarios presented are two main contexts in

which IoT devices can be found, namely the smart

home and the Industrial Internet of Things (IIoT).

The case studies demonstrate that the presented

methodology is an interesting solution to use both

in a proactive and a reactive way when it comes to

performing IoT examinations.

The rest of the paper is organized as follows. Sec-

tion 2 discusses the proposals from the research com-

munity regarding IoT forensic methodologies and the

use of edge computing in this environment, and com-

pares them with our mehtodology. The proposed solu-

tion that integrates the edge technology is detailed in

Section 3. Its practical evaluation is presented in Sec-

tion 4. Section 5 present the answers to the research

questions formulated in this introduction. Finally, the

conclusions that can be drawn from this research are

described in Section 6.

2 Background

In this section, a study of the proposals from the

community is presented. Firstly, the IoT methodolo-

gies, models, or frameworks that use any kind of solu-

tion, either hardware or software-based, to assist in the

forensic process are reviewed. Secondly, an examination

of the pieces of research which describe the impact that

the edge paradigm has on the IoT is presented. After

studying these two fields of research, a comparison is

presented describing how this proposal differs from the

existing work. Finally, the model which is used as a ref-

erence for developing the current proposal is described,

highlighting the conceptual differences between them.

2.1 IoT Forensic Procedures

Using the first approach to an IoT methodology as a

reference [34], [36] presents a methodology which relies
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on an external Hadoop server for covering the whole

investigation process. The reason behind it is helping

on storing the large quantity of data that can be found

on IoT examinations. It mentions useful aspects such as

the need of issuing warrants to access the data, triage

examination and the chain of custody, although it fails

to provide a reasonable degree of detail, and no instruc-

tions are given on how to perform the tasks, limiting to

just narrating an IoT investigation without structuring

it at all. Furthermore, the model is illustrated with a

flowchart diagram in which several entities are present,

but no details are given on whether they are phases to

carry out, actions or a zone delimitation.

A different approach is followed in [33], in which a

very detailed six-phased methodology centered on pri-

vacy aspects of investigations is proposed that complies

with the requirements of ISO/IEC 29100:2011 and fol-

lows the Enhanced Systematic Digital Forensic Invest-

igation Model (ESDFIM). It covers the whole investig-

ation process and does so with a reasonable degree of

detail, complementing some of the phases with work-

flow diagrams. In this case, the whole concept depends

on the installation of a piece of software named ProFiT,

which is in charge of collecting and storing the inform-

ation. However, not much information is provided on

how an investigator should act in each of the phases.

A solution specifically designed for vehicles is

presented in [26], which introduces a very detailed

framework for the Internet of Vehicles (IoV). It focuses

on providing guidelines for acquiring data, as well as

storing it securely by using a distributed infrastructure.

For this purpose, it is divided into two services: the

“Forensics Gateway”, which is a service embedded in

the IoT device in charge of collecting the data, and the

“IoV-Forensic Service”, which stores the acquired data.

In addition, it proposes an algorithm for verifying the

integrity of the evidence collected, which is tested to-

gether with the framework in a simulated hypothetical

scenario to evaluate the efficiency of the proposal.

The first approach to using new paradigms in IoT

forensics is proposed in [7], which presents an invest-

igation framework based on the principles of the Di-

gital Forensic Research Workshop (DFRWS) [19] com-

bining it with fog computing. It consists of six modules

that are focused on detecting possible suspicious activ-

ity and, if this occurs, collecting the pertinent evidence.

For these purposes, the authors develop a fog node that

is connected to an IoT device, and the former filters and

analyzes the data generated by the latter. Furthermore,

the fog node notifies the rest of the devices in the net-

work when a potential threat is detected, and stores

the data from the affected nodes. To test the proposal,

they present two theoretical use cases involving a smart

refrigerator and a smart city. The work only addresses

incident detection and, regarding the forensic process,

the identification and acquisition phases. However, the

authors mention that it would be ideal for the frame-

work to be implemented as a middleware architecture,

and used jointly with a methodology.

In summary, there are some interesting points that

can be extracted regarding the use of external solutions

in forensic processes, some of them being the following:

– They can be in the form of a server, a distributed

infrastructure, a piece of software, or a single device.

– They can assist in tasks that demand a higher com-

putational power than the one that IoT devices

have. Evidence storage is one of the recurrent tasks

for which these type of solutions are used.

– Their integration into the forensic investigative pro-

cess can be done without altering it significantly,

therefore still complying with the standards set by

the forensic community and being suitable to be

used in investigations that are part of a legal pro-

cess.

– They are capable of performing proactive tasks that

are interesting to decide when a forensic should

start, such as incident and threat detection.

2.2 The Edge Computing Paradigm

When studying how the edge computing improves the

performance of IoT networks [50] provides several ar-

guments on its upgrades in terms of transmission, by

offloading the data computation and storage of IoT

devices, and monitoring and controlling traffic flow,

storage, by balancing storing demands and leveraging

load, and computation, by carrying out the complex

tasks that IoT devices are not able to.

Detailing with more depth the edge computing

paradigm, [5] explains its three typical technologies,

namely mobile edge computing (MEC), cloudlets, and

fog computing, and their application in the IoT. The

first one focuses on working at the edge of cellular net-

works to gain computational capabilities. The second

one provides computing resources to the network with

low latency, and the latter allows to jointly work with

the cloud to manage resources across networks.

While both edge computing and fog computing have

the reduction of latency as a goal, they operate differ-

ently. The former uses computational resources at the

edge of the network, while the latter introduces a layer

between the network and the cloud, acting as an in-

termediary between them. As a result, edge devices in-

teract with the traffic that is being generated in the

network by directly connecting to the devices present
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in it, working as close as possible to the data source. On

the other hand, fog computing works together with edge

devices to provide them with an infrastructure that con-

nects them to the cloud.

The authors in [38] detail how the technologies

above-mentioned have an impact in a specific context of

the IoT: the industrial one. Some benefits of using these

technologies are better resource allocation and fault tol-

erance, and large-scale real-time data processing. In

addition, some application scenarios are mentioned,

these being health management, intelligent connected

vehicles, smart grid or smart logistics.

Focusing on its impact on cybersecurity, [35] de-

tail the challenges and opportunities that come with

the integration of edge computing in the IoT. Some of

the challenges mention the high number of IoT devices

and their lack of proper security measures, as well as

highlight the concern regarding the privacy of the large

amount of data that they exchange. When focusing on

the opportunities, aspects such as using edge comput-

ing to execute machine learning algorithms for threat

identification, and the possibility of enabling the use of

lightweight encryption solutions to protect the data are

pointed out.

When put into practice, the use of edge computing

in cybersecurity fields has produced interesting results,

especially when working in monitoring tasks for de-

tecting attacks, anomalies, or intrusions. Proof of that

is [18], which introduces a device called Shadow Secur-

ity Unit, which is able to intercept the communications

of Programmable Logic Controllers (PLCs) and Remote

Terminal Units (RTUs) in order to analyze them.

Among the multiple functions which can be per-

formed using this device, the generation of events, de-

coding of the protocol stream, capturing the state of the

I/O probe modules and performing periodically check

of the component operations are the most relevant ones.

However, other aspects such as data security can

take advantage of the edge computing capabilities,

as [24] shows, introducing a lightweight solution for en-

crypting the network traffic that is based on the Elliptic

Curve Cryptographic (ECC), and that can be used on

resource constrained devices, as it obtains similar en-

cryption and decryption times to the conventional al-

gorithm.

Similarly, [25] presents how edge frameworks can

take advantage of the use of the Blockchain to provide a

secure way of storing data, and protect them against al-

terations and modifications, addressing one of the main

issues in the IoT: data privacy.

Although not centered on addressing IoT forensics,

but focused on the Industry 4.0, [40] presents a frame-

work using intelligent edge computing for the detection

of attacks. In order to do this, a library with attack pat-

terns is used, and, when an attack is detected, a module

is triggered that safely stores the data that raised the

alarm, which is encrypted and stored in a database. In

addition, when compared to other frameworks, it can

be seen that this proposal obtains better results. How-

ever, in terms of the forensic relevance of the data that

is gathered, almost no detail is provided on them, and

the framework is not tested in any forensic scenario, so

there is no information on how it would perform in an

examination.

Ultimately, the edge computing paradigm has

emerged as an interesting concept that may be cap-

able of assisting in the forensic process. Some of the

key points that can be extracted after studying the re-

lated work that focus on it and its impact in the IoT

are the following:

– It provides a more powerful environment in which to

perform certain tasks such as secure storage, encryp-

tion, redundancy, or processing large-scale data,

prompting new features that could be included in

forensic investigations.

– One clear example in which the use of the edge com-

puting has proven to be quite useful is for detecting

threats and attacks in a network, which can lead to

the opening of a forensic process.

– Since an edge device is part of the IoT network, it

is capable of having access to the data generated in

it, and, consequently, the sources of evidence in an

investigation, meaning that the way in which the

investigator can interact with the pieces of evidence

changes.

Finally, a comparison between this proposal and the

ones presented by the research community is presen-

ted. In this case, methodologies, models, frameworks, or

guidelines that are centered on addressing the IoT en-

vironment and use any kind of service, piece of software

or hardware to carry out or assist in the investigation

process are reviewed. In Tables 1, and 2 a summary of

the comparison is presented, although the main aspects

are described below:

– Our proposal is not centered in a specific IoT con-

text, on the contrary, it can be used in any of them.

Its limitation is based upon the compatibility of the

edge node with the protocols being used in the net-

work, but not by the context in which the IoT net-

work is being used.

– It is based on the edge computing paradigm, which

has shared characteristics with the IoT, one of these

being the devices that are used in them, an aspect

that facilitates the interoperability and integration

of the IoT and the edge, thus naturally addressing
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Table 1: Summary of the comparison of the proposal with previously existing ones (I).

Proposal Approach Process Monitoring Identification Acquisition Analysis Limitations

[36] Hadoop
server

Reactive ✗ By studying
the machine
to machine
communica-
tion

Live data
extraction

Conventional
approach

The Ha-
doop server
only stores
the data
gathered
by the
investigator

[18] Physical
unit

Proactive Monitors
the interac-
tion between
devices and
their I/O
modules

✗ ✗ ✗ Needs to be
attached to
the devices

[33] Piece of
software
installed in
the device

Reactive ✗ ✗ Logical ac-
quisition
of the data
generated
by the soft-
ware

Data collec-
ted by the
software

Every device
to be stud-
ied needs
to have
the piece
of software
installed
beforehand

[26] Distributed
central plat-
form and
a service
installed in
each device

Reactive ✗ ✗ Logical ac-
quisition
of the data
generated
by the soft-
ware

Data collec-
ted by the
software

Focuses on
the interac-
tions of the
vehicle with
other entit-
ies, but not
in the data
present in
the vehicle

[7] Fog node Reactive
and Proact-
ive

By detecting
patterns in
the commu-
nications

✗ Records all
traffic data
exchanged

✗ Only fo-
cused on
the com-
munications
between IoT
devices

Proposed
research

Edge node
and optional
cloud access

Proactive
and React-
ive

Anomaly
detection
by studying
the network
traffic and
each device
storage

Based on the
data collec-
ted by the
node

Physical
or logical
performed
by the edge
node in
addition
to network
traffic

Data collec-
ted by the
node

The com-
patibility of
acquiring
the stor-
age from
every IoT
device is not
guaranteed

some of the challenges found in the former, such as

the lack of processing and storage capabilities. This

makes it a more feasible approach than using tra-

ditional solutions like distributed platforms, smart-

phone, or pieces of software.

– It covers the whole investigation process and does

so from a practical perspective, offering detailed

guidelines on how to proceed during each phase.

– The forensic solution that is used to shape this

methodology is not a piece of software, server, or

platform but an IoT device, which means that it

is more likely for this device to be compatible with

the protocols being used by IoT devices, as well as

makes it easier its handling and inclusion into the

network. In addition, since the edge node has access

to the IoT network, it does not rely on an external

connection in order to work, only to connect with

the cloud, which may not be always present in the

topology.

– Our proposal addresses both the proactive and re-

active aspects of IoT forensics, thus allowing the

monitoring and detection of anomalies in an IoT

network and also initiating the investigation process

once that an anomaly has been detected.
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Table 2: Summary of the comparison of the proposal with previously existing ones (II).

Proposal Context Practicality Versatility Types of Evidence Gathered Evaluation

[36] Any Low Medium Network traffic ✗

[18] Industrial
Control
Systems

Medium Low Network traffic and non-volatile
memory

✗

[33] Any Low Low Non-volatile memory Hypothetical case study

[26] IoV Medium Low Network traffic Hypothetical case study

[7] Any High High Network traffic Theoretical case study

Proposed
research

Any High High Non-volatile memory, volatile
memory, and network traffic

Comparison with exist-
ing models and practical
evaluation

– By interacting with the devices in the network and

analyzing the traffic exchanged in it, the process

of tracking the possible sources of evidence in an

investigation becomes quite straightforward.

– It allows working with the three main types of

forensic evidence, namely non-volatile memory,

volatile memory, and network traffic, while the re-

lated work only focuses on one of them or two at

most.

– The data captured by the edge node are the ones

generated by the IoT devices present in the network,

meaning that the investigator can have access to

the original raw data, and they are not accessing

the logs generated by an application. In addition,

this methodology covers both the collection of the

network traffic, as well as the non-volatile memory

of the IoT devices that allows so, and does this by

following a remote acquisition method.

– Using these data, the investigator has access to

enough information to be able to carry the ana-

lysis process. Furthermore, alternative options are

provided in case the acquisition fails for any of the

sources of evidence. For example, this means con-

sidering the remote analysis as a viable process, for

which the edge node can be used.

– It introduces a new phase destined to address the

process of bringing back the IoT network to a func-

tioning state, which is a task that is usually reques-

ted in private forensic investigations and which can

be done easily thanks to keeping a history of the

changes in the storage.

– Unlike the related work, the proposed methodology

is compared with the solutions presented by the re-

search community and evaluated from a practical

standpoint in two real-life situation scenarios, this

serving as a way of determining its feasibility, effect-

iveness, versatility, and completeness.

2.3 Starting Point

In order to ensure the effectiveness of the proposal,

this research uses as a reference an IoT forensic meth-

odology that has already been accepted by the re-

search community. This proposal is [16] which presents

a concept IoT forensic methodology, with its main as-

pects being the following:

– It uses a traditional forensic methodology as a ref-

erence, namely [51], in order to ensure the effective-

ness and feasibility of the proposal. It gathers the

common processes shared by all the forensic mod-

els proposed since 1984 and generates a generic one.

At the same time, with the goal of adapting to the

requirements of IoT investigations, it also extracts

aspects from [15], which presents a context-centered

IoT methodology from which general ideas can be

extracted.

– It is divided into the following phases: “Pre-

Process”, “Identification”, “Acquisition & Preserva-

tion”, “Analysis”, “Evaluation”, and “Presentation

and Post-process”.

– The identification phase is carried out by study-

ing the logical communications made by the IoT

devices. Once that the sources of evidence have been

determined, an order of relevance is established for

all of them.

– The acquisition phase is centered on acquiring

the non-volatile memory, volatile one, and network

data. In addition, it establishes an order for per-

forming the different techniques depending on the

impact that they have in the integrity of the data.

– The analysis phase addresses the possibility of car-

rying out a remote examination either when it is not

necessary to maintain the integrity of the evidence

or when the acquisition is not feasible.

– A new phase is added, namely “Evaluation”, which

aims to study the pieces of evidence and the conclu-

sions drawn from them during the analysis phase,
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but from the viewpoint of the whole IoT environ-

ment, and not from an individual one.

Even though there is a fundamental difference in

terms of how both methodologies are modelled, in order

to demonstrate that this proposal is not just an exten-

sion of the starting point, the authors’ believe that it is

crucial to emphasize the differences between them so as

not to lead to confusion. With the aim of summarizing

the information detailed below, Table 3 is presented.

– The most immediate difference, as mentioned, is the

core concept upon which the methodology is mod-

elled. The reference proposal relies on conventional

techniques and tools that are adapted, to the extent

possible, to the requirements of IoT investigations.

Therefore, although brief guidelines are provided on

how to approach the examination process, the exe-

cution of the phases depends on the investigator’s

ability to do so. However, in this proposal, the in-

clusion of the edge node aims to reduce the depend-

ability on the investigator by providing a tool to

assist, automatize, and facilitate some of the most

crucial phases of the investigation. This results both

in a reformulation of these phases, as well as in an

extension of the details provided in the reference

proposal.

– The proposed methodology adds the proactive ap-

proach as an additional way of tacking the forensic

investigation. This means changing the procedure

to follow in many phases in order to adapt it to the

fact that the amount of data for the investigator to

study in a proactive scenario is quite different from

a reactive one. In addition, two additional phases,

namely “Detection” and “Recovery”, are created to

model this proactive approach.

– The “Identification” is carried out by studying the

logical communications made by the IoT devices in

both proposals, but in this one the task is performed

by using the edge node. Furthermore, if used in a

proactive approach, the investigator also have access

to the history of the behaviour of the network.

– Although the acquisition techniques mentioned in

both proposals are the same, and so are the types

of evidence that are handled, the reference meth-

odology does not cover in detail the practical as-

pects of this phase. In addition, with the inclusion

of the edge node, the way of approaching the remote

acquisition of the non-volatile memory, the volatile

one, and the network traffic varies, which produces

substantial changes in the way in which this phase

should be tackled.

– Finally, the reference proposal is not assessed in any

way, while the authors’ methodology is compared

with the related work, and evaluated from a prac-

tical viewpoint by applying it in two IoT forensic

scenarios.

3 Methodology Description

The use of edge computing in this methodology means

including a new node in the IoT network which is cap-

able of interacting with the devices that are present in

it, as well as with ones outside it. This allows it to access

all data that is being exchanged at any given moment in

the IoT network and also the information stored in the

devices. In addition, the possibility of exchanging in-

formation with systems outside the IoT network means

that these data can be sent to third parties in order

to monitor their state, and that other services can be

used to complement the lack of computational power

that this edge node has.

In terms of which device would be suitable to per-

form these operations, a board such as a Raspberry

Pi [39] could be a good example. It can perform reas-

onably demanding tasks and can deploy several services

for third parties to connect to it, as it can execute com-

plex operating systems, such as Ubuntu Core [13]. In

addition, it is crucial to ensure that the device that

will act as an edge node is compatible with the pro-

tocols that are being used in the IoT network, so that

the communications between devices can be analyzed.

Both the operating system and the board mentioned

complies with this requirement.

Another key element that can be part of this meth-

odology is the cloud, which can compensate for the lack

of computational power of the edge node. For example,

it can store the captured data and execute the incident

detection algorithm, aspects that are detailed in this

section. A graphical example of the resulting environ-

ment can be seen in Figure 1.

With respect to the phases that comprise this meth-

odology, two new ones are included. The first one is

“Detection”, which is added due to the possibility of

performing preventive actions by using edge computing

to monitor the state of the IoT network. Secondly, the

“Recovery” phase is introduced to cover the process of

bringing back the IoT network to a functioning state us-

ing the data collected by the node. On the other hand,

it must be noted that the “Evaluation” and “Presenta-

tion & Post-process” phases do not significantly change

with respect to the reference methodology, as the edge

node cannot assist in the processes carried out in them.

However, with the aim of giving the highest degree of

detail possible and readability, they are detailed in this

article.
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Proposal Approach Process Evaluation Feasibility Level of
Detail

Reference Limitations

[16] Adaptation of
conventional
procedures to
the IoT

Reactive ✗ High Low [51,15] Follows the
traditional
investigator-
oriented
concept

Proposed re-
search

Integration of
an edge node
to assist on
IoT investiga-
tions

Proactive
and reactive

Theoretical
and prac-
tical

High High [16] Limited
by the
edge node’s
functionality

(a) General overview comparison.

Proposal Detection Preprocess Identification Acquisition &
Preservation

[16] Not considered Design the action plan
using static information

Based on logical com-
munications

Considers all three
types of evidence
using conventional
techniques. The preser-
vation is done following
a traditional approach
using hash codes

Proposed re-
search

Network traffic and file
system monitoring

Design the action plan
using static informa-
tion and dynamic one
gathered by the node

Based on the informa-
tion extracted by the
node after studying the
logical communications

Considers all three
types of evidence and
uses the edge node as
a tool to perform the
evidence collection.
The preservation is
done by automatically
generating logs with the
checksum information
and acquisition data

(b) Phase to phase comparison (I).

Proposal Analysis Evaluation Presentation & Post-
process

Recovery

[16] Offers guidelines on
which technique to
perform and their
advantages and disad-
vantages

Draws conclusions from
the perspective of the
whole environment

Covers the closing as-
pects of the investiga-
tion

Not considered as an
independent phase. Of-
fers brief guidelines in
the previous phase for
cleaning and restoring
the environment

Proposed re-
search

The edge node offers in-
formation on the feasib-
ility of performing a re-
mote analysis

Draws conclusions from
the perspective of the
whole environment

Covers the closing as-
pects of the investiga-
tion

Uses the data gathered
by the edge node to re-
store the environment
and check whether it
is functioning properly
again

(c) Phase to phase comparison (II).

Table 3: Comparison of the proposal with the starting point.

As a result, the methodology is divided into the fol-

lowing phases, which are individually described below:

– Detection: the preventive tasks of monitoring and

incident detection are carried out.

– Pre-process: the investigator designs the actuation

plan and performs the necessary task prior to the

beginning of the investigation.

– Identification: the investigator determines which

elements present in the scene are likely to contain

evidence and how to proceed to their acquisition and

analysis.

– Acquisition & Preservation: process involving cap-

turing and preserving the data from the sources of

evidence.
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Figure 1: Graphical representation of the environment.

– Analysis: the investigator draws individual conclu-

sions from the data from the sources of evidence.

– Evaluation: all the pieces of evidence extracted are

reviewed and conclusions are drawn from the per-

spective of the environment.

– Presentation & Post-process: the results from the

analysis are presented, and the actions needed be-
fore closing the investigation are carried out.

– Recovery: the IoT network is brought back to a func-

tioning state in case that is needed.

Operating Modes. A novel aspect of this proposal

is that the methodology can be used in two different

approaches, which are detailed below.

– Proactive: considers a scenario in which the proposal

is followed before the investigation process begins,

with the edge node operating both as a monitor-

ing tool and a forensic one, and making the IoT

network a forensic-friendly environment, as well as

offering a higher degree of forensic-readiness. This

way, the methodology would start with the “Detec-

tion” phase, and the edge node would be able to

detect any anomalies in the network traffic or in the

devices’ file system, with the possibility of automat-

ically starting the forensic investigation when this

happens, reducing the response time to a minimum.

– Reactive: the methodology is used as any other com-

mon forensic model when an investigator is asked

to perform an investigation. Therefore, the applica-

tion of the methodology would start with the “Pre-

process” phase.

Under these circumstances, the proposal can be

used in the two main scenarios in which normally a

forensic investigation is required. The first and most

common one, when an investigator arrives at the scene

with the aim of starting an investigation, independ-

ently of the initiator of the process being the police or

a private investigator. The second one, in the context

of incident response, with this methodology providing

a tool that automatically starts the forensic process.

3.1 Detection

In this phase, the network communications and the

state of the devices are checked in order to determine

whether they are behaving correctly.

With the edge node being compatible with the most

commons IoT protocols, the data that are exchanged in

the IoT network is studied and collected in real-time.

This operation can be easily performed and is transpar-

ent to the network’s performance, and allows tracking
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aspects such as the devices in the network, the proto-

cols being used, the packets exchanged in it, and the

connections made by each device.

In addition, if the device allows it, the edge node

can connect to it using a remote service such as SSH or

Telnet, which can allow the monitoring of the data that

is stored in it. However, this has a great impact on the

device’s performance, as executing acquisition tools like

dd [17] is a demanding task, so these operations should

be scheduled with this in mind.

All this information is studied by the edge node,

but also stored in it. Consequently, the investigator has

access to the raw data acquired as well as the features

extracted by the node, which are listed in the “Identi-

fication” phase.

As the node has access to these data, it is possible

to carry out monitoring tasks with the aim of detecting

an incident in the network. In this proposal, we suggest

using anomaly detection techniques, which, as shown

in [12], [6], [45] or [31], can lead to successfully detecting

an abnormal device behaviour. This way, if an anomaly

is detected, the edge node notifies the network manager

and starts performing the tasks needed to ensure that

the possible pieces of evidence are not lost, an operation

that is described below. The monitoring task could also

be carried out by the cloud if the edge node is not able

to manage such a great amount of data. In this case,

the edge node would forward the data to the cloud and

then would receive the result from their analysis.

As a result, the possibility of having access to a

device that is constantly monitoring the data that are

exchanged in the IoT network means that the response

time when an incident arises can be reduced to a min-

imum. Furthermore, the raw monitored data can be

used as a source of evidence to perform the examin-

ation process.

3.2 Pre-process

In order for the investigator to prepare their action

plan, it is crucial to determine, among other aspects,

the number of devices in the IoT network and their

technical specifications so that they can decide how to

approach their examination.

This task can be automatically performed by the

edge node, which can study the network data and ex-

tract this information. In addition, it can also check

the remote accessibility of the device by attempting to

connect to it, which is extremely useful for the invest-

igator in order to decide which methods would be in-

teresting to execute during the acquisition and analysis

phases. All these data are captured, stored and ana-

lyzed, presenting it to the investigator.

In addition, the fact that the edge node can connect

to the devices in the IoT network offers the possibility

for the investigator to execute an action over them if

needed. For example, if a malware sample is suspected

to be involved in the incident, the investigator could

send the order to shut down the devices, and this could

stop the malicious program from spreading over the net-

work.

Reactive mode. If the methodology is being fol-

lowed in its reactive mode, this is the phase in which

the edge node is set up in order to start interacting with

the devices in the network and their data.

Proactive mode. If the methodology is being fol-

lowed in its proactive mode, it should be noted that the

investigator also has access to the data gathered dur-

ing the “Detection” phase, so they can easily check the

network’s behaviour history.

Other relevant tasks that should be performed in

this phase are: to learn the nature of the incident, to

determine the level of forensic soundness required in the

investigation, and to request any data that the cloud

provider may be storing if the IoT network is using

that type of service.

3.3 Identification

The task of determining the range of the investiga-

tion and identifying the sources of evidence is simplified

thanks to the edge node. As mentioned above, it is cap-

able of tracking the devices in the network, as well as

the communications that are made between them. In

particular, the following features are extracted:

– The protocols being used in the IoT network and

the number of packets exchanged in each of them.

– The devices in the network, their ID, and, when

available, their model.

– The number of packets sent and received by each

device.

– The number of connections made by each pair of

devices.

– The date and time of the last packet sent by each

device.

– Whether a device can be remotely accessed and,

if so, the file systems that are present in its non-

volatile memory.

– If used in the proactive approach, the connections

and packets that have been detected as an anomaly.

Consequently, it is extremely simple to know the

number of devices that are part of it, whether they are

still active, or whether their remote acquisition is feas-

ible. On top of that, any interactions that the invest-

igator may need to perform can be done through the
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edge node, and with the data analyzed and stored by

it, instead than with the IoT devices in the scene, thus

reducing the chances of compromising the integrity of

the sources of evidence.

Furthermore, having access to the communications

made in the network also allows the investigator to

determine the relevance of the different devices in it,

therefore facilitating the process of prioritizing one

device over others.

Under these circumstances, this phase consists on

studying the information that has been gathered during

the “Pre-process” phase in order to determine which

devices in the scene might contain relevant data for

the investigation. In addition, thanks to knowing how

feasible the acquisition of a device is based on whether it

is remotely accessible, the investigator has enough data

available to decide how to approach the acquisition and

analysis of each device individually.

3.4 Acquisition & Preservation

The investigator gains a higher level of flexibility when

facing this phase, as they can combine traditional meth-

ods with the features provided by the edge node. The

sources of evidence that can be acquired are the follow-

ing:

– Non-volatile memory. Collecting this type of data is

more difficult than in conventional scenarios due to

is being soldered to the IoT device’s board. However,

there are several techniques that can be performed,

as it is described below.

– Physical acquisition methods. Conventional ac-

quisition methods, such as extraction and ac-

quisition (if the storage is in the form of a mi-

croSD card or a drive), JTAG/UART or ISP, or

chip-off, have been confirmed to be effective ap-

proaches to collect the non-volatile memory, as

seen in, [29], [11], [48] and [20].

– Remote acquisition using the edge node. The

first relevant information provided by the node

is the feasibility of performing this technique. If

the device allows it, the node can connect to it

using SSH or Telnet, list the file systems avail-

able, and perform the acquisition. By default, it

is stored in the node, but it could be sent to the

cloud as well. Given the vulnerability of the Tel-

net protocol against eavesdropping attacks such

as Man-in-the-Middle (MitM), SSH should be

prioritized over Telnet if both services are avail-

able. This way, confidentiality is guaranteed by

using a secure encrypted channel.

– Volatile memory. Unfortunately, performing a re-

mote acquisition of the volatile memory is an almost

impossible task, as, at the moment of the design

of this proposal, there are no compatible IoT tools

which allow so. Consequently, the remaining options

are carrying out physical techniques such as debug-

ging or JTAG/UART, but they require having phys-

ical access to the device, and will only provide ac-

cess to the raw contents of the memory, which is

extremely complex to analyze.

– Network traffic. In this case, the most logical pro-

cedure to follow is using the edge node to perform

the acquisition, as it is already configured to do so.

Otherwise, the investigator would need to set up its

own tools and make sure that they are compatible

with the protocol that is going to be collected. If

none are available, they should opt for executing

the acquisition in a router or the IoT gateway, but

this requires for them to be remotely accessible.

By including the edge node in the IoT network

a successful acquisition process is guaranteed, some-

thing that is not always assured when carrying out IoT

forensic investigations, meaning that, at least, the net-

work traffic will be collected, thus having some data

from which to draw conclusions later. After that, they

can decide whether it is necessary to perform a physical

acquisition, either because there is no other option, or

to complement the data obtained by the edge node.

Proactive mode. In the proactive operating mode,

once that an anomaly has been detected in the system,

the edge node begins to automatically carry out the ac-

quisition process on the devices to which it has remote

access to. These data is paired with the network traffic

to study in the analysis phase.

Reactive mode. When used in the reactive mode,

the same actions are carried out, but the process is

manually initiated by the investigator, since there is

no trigger that automatically activates the acquisition

phase.

Data preservation. Independently of the type of

data acquired, they are safely stored, and a log file is

generated with the date and time in which the acquis-

ition was made, the hash code associated with it, and

the name and model of the captured device.

3.5 Analysis

In this phase, the goal is to individually study each

source of evidence in order to draw conclusions that can

lead to determine what occurred in the incident. There

are two techniques that can be executed to examine a
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device. The first one, and traditionally the most com-

mon one, is to carry out an offline examination studying

the evidence collected in the previous phases. The al-

ternative option is performing a remote analysis, which

requires directly executing the corresponding tools in

the device to be examined. Opting from one or the other

depends on the result of the acquisition phase, as well

as in the need of preserving the integrity of the evid-

ence. Taking into account the current standards when

it comes to evidence preservation, an offline approach

should be prioritized over a remote analysis. However,

given the difficulty of successfully performing a physical

acquisition on an IoT device, the latter is expected to

become a more recurrent approach than in conventional

scenarios.

Even though the analysis process mainly depends

on the ability of the investigator and the possibility of

executing the necessary tools to extract knowledge from

the sources of evidence, the edge node can assist in the

following tasks:

– Determine the feasibility of performing a remote

analysis. If the edge node has not been able to ex-

tract data from a device, this means that it is not

possible to interact with it, so the investigator will

not be able to perform a remote analysis.

– Examine the data gathered in previous phases. If

data were captured from a specific device, they can

be used to draw conclusions. In the worst case scen-

ario, the investigator would have access to the net-

work traffic.

– Provide access to a history of data. If used in the

proactive approach, the node would have stored

data on how the network was behaving before the in-

cident arose and, in some cases, specific non-volatile

and volatile device data.

Therefore, even though the edge computing node

does not facilitate the process of drawing conclusions

as such, it can help the investigator by providing them

with more information that would help them decide on

whether to perform a remote analysis, an offline one or

whether it may be necessary to rely on other devices to

extract information of the device that is being analyzed.

3.6 Evaluation

The high interconnectivity of IoT networks increases

the likelihood of incidents affecting several devices.

Consequently, a new phase is necessary to confirm all

collected evidence, determine links between them, and

interpret the results from a holistic perspective to es-

tablish the incident’s cause with supporting evidence.

In order to do so, each piece of evidence gathered

during the analysis phase is assessed to determine its

impact on the system and whether it affected other

devices. This not only may lead to drawing better con-

clusions on what occurred during the incident, but also

may allow finding new evidence or piece existing ones

together that did not make sense when studied indi-

vidually.

Once that all pieces of evidence have been evalu-

ated, the final task is to study the linked ones from a

holistic perspective, instead of from a device-centered

one, with the aim of drawing conclusions regarding the

incident’s cause. The outcome of this phase should be

the ability of the investigator to chronologically retrace

the incident’s actions, supported by concrete evidence,

and determine the extent of the impact on the network’s

devices.

3.7 Presentation & Post-process

This phase consists on presenting the conclusions drawn

from the examination in a clear and understandable

manner. In order to do so, the following processes are

carried out:

– Writing and presenting the forensic report: typic-

ally, a detailed forensic report is the result in which

the findings are presented to the client, whether it

is a private one or a court of law. It outlines the in-

vestigation’s objectives, methodology, findings, and

conclusions providing supporting evidence. In addi-

tion, it may be necessary to explain the findings of

the investigation and answer any questions, either
in court or in a private meeting with the client.

– Returning the original sources of evidence: involves

the process of restoring any physical or digital evid-

ence that was collected during the investigation to

its rightful owner or custodian. This process is crit-

ical to ensure the integrity of the evidence and to

comply with legal and ethical obligations. In some

cases, it may be necessary to destroy the sources of

evidence instead of returning them.

3.8 Recovery

The final phase of the methodology aims to bring back

the IoT environment to a functional state, a task in

which the edge node plays a critical role.

Firstly, since it is able to study the network traffic,

it can evaluate whether the cause of the incident is

still present by detecting any anomalies in it. Secondly,

when used in the proactive mode, the task of restoring
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the system to a previous state can be fairly simple and

quick if the node was able to access it remotely dur-

ing the “Detection” phase, as complete images of the

file systems would have been acquired. If this was not

possible, or the methodology is being followed in the re-

active approach, the restoring data should be provided

by a system administrator or by the vendor, if avail-

able. Once that this task is completed, the monitoring

process will automatically evaluate the effectiveness of

the actions performed, and will notify the manager if it

detects any residual anomaly. In addition, since in the

proactive mode the investigator can access the com-

munications when the network was behaving correctly,

they can compare both situations to determine whether

the environment is functioning properly again.

Overall, these actions are necessary to ensure that

all traces of the incident are removed, the affected sys-

tems are restored, and measures are put in place to

prevent similar incidents from occurring in the future.

As a summary of all the most relevant operations

that are carried out in the phases that comprise the

methodology, a graphical representation of the work-

flow is presented in Figure 2.

4 Practical Evaluation of the Proposed

Methodology

To evaluate the proposal in a practical scenario, two

case studies are presented in which the developed meth-

odology is used in a forensic investigation process.

The goal of these case studies is to show the feas-

ibility of the proposed methodology, proving that the

processes mentioned on it can actually be performed.

In order to do so, a Raspberry Pi Model 3+ [39] is used

that runs the Ubuntu Core [13] IoT operating system.

In it, all the features described above are available for

the investigator to execute by remotely connecting to

it through SSH. In addition, for the first case study, a

Tmote sky module [32] and a CC2531 stick [44] that

connect to the Raspberry via USB are used to work

with the Zigbee traffic, as they are compatible with the

IEEE 802.15.4 standard. To acquire and analyze the

traffic, Zigbee Tools [1] and the Scapy framework [4]

are used, while the Paramiko library [23] is used to re-

motely connect to the IoT devices.

The two scenarios presented are designed taking

into account that the smart home and the IIoT are

two of the most common contexts in which to find

IoT devices [42,2,3]. Furthermore, they depict envir-

onments in which different types of IoT devices and

systems can be found, which allows us to test the ver-

satility of the proposal and how it performs under dif-

ferent challenges.

4.1 Smart Home Investigation

This first case study aims to evaluate the behaviour

of the methodology when used in a reactive context.

Therefore, the investigation takes place once that the

client has requested the investigator to perform a

forensic analysis, meaning that the phase which has an

eminent proactive approach, namely “Detection”, is not

covered in this case.

Regarding the scenario in which the investigation is

taking place, the IoT system present is a “Xiaomi Mi

Smart Sensor Set” [49], destined to be used in a smart

home context. Its topology can be seen in Figure 3.

Pre-Process. Due to the reactive aspect of the

case, the investigator only has the information that has

been provided by the client beforehand, so their as-

sumptions must be made from a theoretical standpoint

by analyzing the technical specifications of the kit using

provided by the manufacturer. By doing so, the follow-

ing conclusions can be drawn:

– The kit is comprised by six devices:

– The Mi Control Hub, which acts as a central

node.

– Two Mi motion sensors.

– Two Mi windows and door sensors.

– A Mi wireless switch.

– The user connects to the control hub by using a

mobile app, namely “Mi Home”. This connection is

made through Wi-Fi.

– The data exchanged between the control hub and

the sensors is sent using Zigbee.

– None of the devices in the smart home kit have a

removable storage. All of them have a soldered one.

In the case of the “Mi Control Hub”, there is a ded-

icated memory chip for the storage, but the sensors

use the memory of their Zigbee module to perform

their tasks, so there is not a storage as such. This

means that very little information can be stored in

the sensors, and that the only feasible acquisition

method would be a remote one, since the physical

techniques are not compatible with a Zigbee mod-

ule.

– There is a possibility that the control hub may be

sending data regarding the kit to the Xiaomi cloud,

so it may be necessary to make a request to the

provider.

However, the investigator does not have access to

the dynamic information of the IoT network, therefore

they cannot know the actual number of devices in it

at any given moment, their model or whether they are

powered on. Upon arrival at the scene, the edge node

is inserted into the IoT network.
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Figure 2: Summary of the main actions carried out in the methodology.
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Figure 3: First case study’s topology.

Identification . This is the first phase in which the

information collected by the edge node makes its ap-

pearance in the investigation process. Once that the

node is ready, it starts acquiring the network traffic

that is being exchanged in it. In this case, the protocol

used to exchange data between the devices of the kit

is Zigbee. After interpreting the data collected, the in-

vestigator gets information regarding the devices which

have made any communication since the edge node was

included in the IoT network, as well as how many pack-

ets have been sent and received by each one of them,

and when was the last time that a device establish a

communication, as can be seen in Figure 4.

Upon inspection of the information provided by the
edge node, it can be seen that the number of devices

identified when analyzing the network traffic matches

the number of devices which comprise the smart home

kit. Consequently, it can be assumed by the investig-

ator that all the devices of the kit exchanged informa-

tion when the capturing process started, and that there

were not any other devices not belonging to the afore-

mentioned kit that generated traffic.

In addition, information with respect to the beha-

viour of the network can be extracted. Given the num-

ber of packets received, it can be concluded that the

Mi Control Hub is the device with ID “0x0000”, that

all its sent packets are broadcast, and that it is the

device which receives the packet sent by the rest of the

devices, namely the sensors. Unfortunately, there is no

other way of automatically determining which Zigbee

ID is associated with each IoT device, as there is no

field in the Zigbee protocol allowing a clear univocal

identification, but by analyzing the captured traffic, it
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Figure 4: Information provided by the edge node after capturing the Zigbee network traffic.

is possible to match each ID with each device, obtaining

the result shown in Table 4.

Table 4: Information extracted after the analysis of the

Zigbee traffic.

Device ID
Mi Control Hub 0x0000
Mi Window and Door
Sensors

0x0f0e2 and 0xf969

Mi Motion Sensors 0x07d8e and 0xae98
Mi Wireless Switch 0x14a4

In the same way, the edge node is able to capture the

Wi-Fi traffic exchanged in the IoT network as well. In

this case, as mentioned above, the only IoT device cap-

able of connecting through Wi-Fi is the central node,

so the number of devices detected is lower than when

working with the Zigbee traffic. In this case, as can be

seen in Figure 5, there are three devices: the edge node,

the smartphone managing the IoT set, and the router.

Through the study of this protocol, the investigator is

able to confirm that there is an active connection with

an external address, which belongs to the Xiaomi cloud,

thus adding another item to be considered as a source

of evidence in the investigation. In addition, it also rat-

ifies that there is a mobile phone being used to control

the smart home kit, so it must also be studied as well.

Acquisition & Preservation . In order for the

edge node to carry out the acquisition, a connection

needs to be established between it and the desired IoT

device to execute the proper commands. In this scen-

ario, the only device that would allow a remote connec-

tion would be the “Mi Control Hub”, as it is the only

one using a Wi-Fi connection.; the rest of the devices

only use the Zigbee protocol to send data. However,

since the Mi Control Hub is not executing any of the

services that would allow launching a remote terminal

and performing the acquisition, this option must be dis-

carded.

As a result, as none of the identified devices can be

accessed through a remote connection, the only way to
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Figure 5: Information provided by the edge node after capturing the Wi-Fi network traffic.

perform a storage acquisition is to opt for a chip-off or a

JTAG. Therefore, the edge node cannot collect any data

of the storage. On the other hand, as demonstrated in

the “Identification” phase, it is able to sniff the network

traffic generated in the IoT network. Due to the fact

that this is a reactive process, the same traffic captured

in said phase can be used as an evidence. Consequently,

although the edge node allows so, it is not necessary to

perform another network acquisition, as the state of the

IoT environment is not likely to change.

Regarding the preservation of the network capture,

the edge node stores the resulting file and, in order to

guarantee the forensic soundness of the evidence, gen-

erates a log file in which information regarding its hash

code, the name of the captured file and the date for

when the acquisition started and finished. In Figure 6

an example of the mentioned log file is presented.

Analysis. Once that the pieces of evidence have

been acquired, the rest of the investigation process re-

lies on almost solely in the investigator’s ability. How-

ever, as the edge node has not been able to remotely

connect to any of the devices of the IoT network, the

investigator has the information that a remote analysis

cannot be carried out in any of them. In addition, since

these devices do not allow direct interaction, the online

method is incompatible as well. Although it is a simple

piece of information, it means discarding these methods

right away instead of having to evaluate each device in-

dividually, which would result in a longer process.

With respect to the data stored by the cloud and

the mobile phone, since the edge node has no impact on

how to conduct the analysis of these sources of evidence,

and the goal of this section is to present what effect the

edge node has in an investigation, only a brief descrip-

tion is provided. With respect to the cloud, there is no

way to extract valuable information from the user’s ac-

count, thus the investigator would need to contact the

provider to ask for the data that it has stored, with

the difficulties that this process entails. However, the

smartphone does store useful data such as the logged

actions by the sensors, connected devices or a cache of

the landing page of the app.

Conclusions. In order to highlight the effects that

the edge node has had in this case study, the main con-

clusions that can be drawn after this test are summar-

ized below:

– The edge node has provided information regarding

the activity of each device in the network for all the

protocols being used in it, including that of when

was the last time that each one of them generated

traffic. This allows the investigator to know how

many devices are in the network, their IDs, and

helps to understand the behaviour of the environ-

ment. With respect to the first piece of information,

it provides so without having to analyze the data

stored by the smartphone app, which would require

to root the device and either acquire its storage or

perform an online analysis.
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Figure 6: Log generated by the edge node for the pcap file collected.

– The network traffic captured by the edge node has

served as a piece of evidence that can be analyzed

by the investigator. The file containing all the traffic

is stored in the edge node, calculating its hash code

and logging the beginning and ending dates of the

capturing process, thus assuring its forensic sound-

ness.

– The edge node fails to perform a storage acquisition

as none of the devices of the network allow remotely

connecting to them, so it would not be successful

either if carried out manually by an investigator.

This highlights the importance of at least having

access to the network traffic, as the only methods

that could be used to acquire the storage, namely

JTAG and chip-off, do not always succeed and are

quite complex. Therefore, if both methods fail, the

investigator would not have any pieces of evidence

to analyze.

4.2 IIoT Investigation

In this second case study, the goal is to represent the

behaviour of the methodology when it is used in a pro-

active scenario. In addition, the context in which the

investigation is taking place also changes in order to

show the flexibility of the proposal now being an IoT

system destined to be used in the IIoT. In particular,

the IoT network is comprised by the following devices:

– A central node which deploys the services provided

by the IoT network.

– Two sensors communicating between each other and

the central node using the Modbus protocol.

– Two sensors communicating between each other and

the central node using the Message Queuing Tele-

metry Transport (MQTT) protocol.

This scenario is an emulated one, and has been cre-

ated using OpenLEON, which is a MEC topology emu-

lator proposed in [22] which merges srsLTE [43] and

Containernet [37] to deploy a scenario with a part of

data-centre protocols and another part with Long Term

Evolution (LTE) protocols. This emulator proposes a

three-tier hierarchical topology, which means that the

emulator deploys two core switches, having on each one

two aggregation switches and sixty-four hosts connec-

ted. This topology allows the users to carry out test

on an Edge architecture. In addition, thanks to the in-

tegration of srsLTE, it is possible to emulate a local

mobile network and connect to the data-centre topo-

logy. The whole topology is managed by a Software

Defined Network (SDN) controller that is implemented

with RYU [41] which is a Python module. Its topology

can be seen in Figure 7.

Egde Network (10.0.0.0/16)

Edge Nodes

Forensic
Node

IIoT Network (172.17.0.0/23)

IIoT Topology (172.17.0.0/24)

MQTT
Nodes

ICS Node /
Gateway

Modbus
Nodes

Figure 7: Second case study’s topology.

With the goal of simulating the whole investiga-

tion process, meaning both the proactive and reactive

phases and their interaction, apart from following the

methodology, it is necessary to reproduce an incident

in the environment that can lead to the initiation of a

reactive process. Therefore, the actions carried out in

this case study to have been the following:

– Creation and configuration of the IoT network and

its devices.

– Launch of both the MQTT and Modbus services,

simulating a normal behaviour.
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– Insertion of the edge node into the network and start

applying the proposed methodology.

– Generation of an anomaly and start of the reactive

process.

Detection . Since there are two different protocols

being used in the network, the edge node can be con-

figured to work with both of them separately, together

or just one of them. In this case study, the three op-

tions are presented, collecting traffic for each protocol

individually and also for the whole network without fil-

tering by protocol in order to show the adaptability of

the proposal.

When the node is installed for the first time, it

studies the whole traffic in the IoT network, and then

provides information about the protocols being used

and the active devices and their behaviour, as can be

seen in Figure 8. Whenever the node performs a study

of the network, the captured file used to evaluate the

data is safely stored as well.

In this scenario, the edge node is working with three

different sets of network traffic, to which the anomaly

detection algorithm can be applied. As a result, the net-

work administrator will receive an alert informing of

the anomalies detected for each capture, and the spe-

cific connection which caused it. In Figure 91, a graphic

example is presented showing the result of applying the

anomaly detection algorithm in the traffic generated by

one of the protocols, namely the MQTT service.

Pre-Process. Once that the incident has been de-

tected, the investigator has all the information that has

been gathered during the “Detection” phase. Therefore,

they know the number of devices on the network, the

protocols they use, their ID, and whether they can be

remotely accessed, thus giving them plenty of valuable

data that may be helpful for designing the action plan,

as well as they have the possibility of executing any

precautionary action if needed, since the edge node can

interact with the devices in the network.

Identification . Using the same information extrac-

ted in the “Pre-Process” phase, the investigator can

easily know the range of the investigation and determ-

ine which devices were active when the incident arose.

Additionally, as the edge node tries to remotely connect

to the devices in the network, it also stores information

on the outcome of the connections, which ultimately

means whether the device’s storage is acquirable fol-

lowing a remote method. In this scenario, the only IoT

unit which allows this type of connection is the central

node. When checking the log stored by the node, which

1 The anomalies are labelled as “-1” by the algorithm, that
is why only the packets and connections with this value are
shown

is shown in Figure 102 it can be seen that, first and

foremost, the central node can be remotely accessed.

Secondly, it determines whether the rest of devices are

accessible as well, which they are not, therefore their

file system cannot be acquired following a remote ap-

proach.

Acquisition & Preservation . When it comes to

executing the acquisition process, since the central node

is the only one that allows doing so remotely, the edge

node connects to it and executes the “dd” command,

obtaining a forensic image of the file system. In order

to proceed with the acquisition, it lists the file systems

available in the device, so that the investigator can se-

lect the one that they want to collect. The whole process

is graphically shown in Figure 11.

This forensic image is stored in the edge node, and

then a hash calculation is made, generating an acquis-

ition log identical to the one showed for the network

traffic.

Regarding the rest of the devices, since they are

not physical devices, and they cannot be remotely ac-

cessed, there is no way of accessing the data that they

store using a forensically sound technique (the data of

the emulated devices can be accessed, but due to the

openLEON emulator allowing to do so for managing

purposes).

Analysis. In this case, since the investigator knows,

due to the information provided in the “Identification”

phase, that the central node can be remotely accessed,

the possibility of performing a remote analysis exists.

However, as mentioned in Section 3.5, this proposal

does not automatize this process, only gives informa-

tion on its feasibility.

On top of that, since the acquisition phase was suc-

cessful, the investigator is able to carry out an offline

analysis of the central node by studying the forensic

image file collected by the edge node.

With respect to the sensors, only the network traffic

can be studied, since there is no way of remotely access-

ing them, and the acquisition process was not feasible.

Therefore, after following this methodology, the in-

vestigator is able to analyze the following sources of

evidence:

– The network traffic of the whole network.

– The MQTT traffic.

– The Modbus traffic.

– The file system of the central node.

– The data stored by the central node when it is op-

erating, by remotely connecting to it.

2 In this case, the test results are saved as “1” if the device
is remotely accessible, and as “0” if it is not
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Figure 8: Protocols detected by the edge node after studying the traffic in the IoT network.

(a) Anomaly detection at connection level.

(b) Anomaly detection at packet level.

Figure 9: Result of applying the anomaly detection algorithm in the MQTT traffic.

Conclusions. The following conclusions can be

drawn after performing this case study:

– The monitoring task can lead to detecting incidents

almost instantly and, what it is most important,

they are spotted based on the data generated by the

devices. This is a clear advantage in terms of speed,

since, in a conventional methodology, the usual pro-

cedure is for a human being to notify an abnormal

behaviour of the system, which can be done days

after the incident actually arose.

– It is possible to track the changes of devices in the

network in terms of units being added, removed or

no longer being used. This means that there is in-
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Figure 10: Information regarding the possibility of remotely accessing the IoT devices in the network.

Figure 11: Process of acquiring the file system from the central node.

formation available at any moment on which devices

are actively having an impact in the network. There-

fore, the identification process is done by studying

the behaviour of the devices and not by physically

locating them.

– The edge node has provided information on whether

the devices can be remotely accessed, which is of

value for both the acquisition and analysis phase.

– In the exact moment in which the anomaly is de-

tected, an acquisition of the storage of the central

node can be made. In addition, the investigator also

has access to the network traffic, as it is constantly

being collected.

– If wanted, the edge node can be configured to auto-

matically perform acquisitions periodically, which

can be extremely useful for the “Recovery” phase, as

the user would have available several backups which

can be used to bring back the system to a function-

ing state.
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5 Answers to the Research Questions

After completing the experiment, and gathering a signi-

ficant amount of knowledge in the design of automatic

solutions for IoT forensic investigations, the research

questions formulated in the beginning of this research

can be answered.

– (RQ1) Given the lack of IoT-centered forensic

tools, in which aspects, if any, can edge devices be

useful to assist investigators in IoT examinations?

- The use of an edge node allows having an interme-

diary between the IoT devices and the investigator,

which is of relevance given the difficulty of accessing

the former. This way, the examiner has a device in

which they can execute forensic tasks, such as the

evidence acquisition, that they know that is cap-

able of doing so and is compatible with the tools

needed to carry out the process. In addition, it fa-

cilitates the operation of interacting with the net-

work traffic, as the edge node can be configured to

be able to access the most common IoT protocols.

Given the relevance that this source of evidence has

in the IoT, this aspect can be crucial when perform-

ing a forensic investigation.

– (RQ2) Seeing the limitations that IoT models,

methodologies, and frameworks have in terms of us-

ability in a court of law as a result of their novelty,

can the approach of adapting conventional solutions

to the IoT’s requirements meet the expected criteria

when it comes to handling and preserving pieces of

evidence?

- It can, but following the conventional models when

it comes to designing how to act in the acquisi-

tion and preservation phases of the investigation

means compromising the effectiveness of the pro-

posals. In the end, the procedure that is usually fol-

lowed to preserve the collected evidence is to use

hash codes to evaluate the integrity of the data,

combined with following the chain of custody. This

can be applied to any collected data. However, the

validity of the evidence acquired is questioned when

remote/live/online techniques are used, as it is diffi-

cult to estimate with certainty the impact that the

actions executed by the investigator to retrieve the

data have had in the data stored in the device. As a

result, there is little room for flexibility on IoT in-

vestigations when physical techniques cannot be ex-

ecuted. An improvement is needed, not only in the

techniques and tools available to carry out the ac-

quisition and preservation of the pieces of evidence,

but also in the way that investigators, and, most

importantly, the legal sector perceive performing a

remote technique and how to measure its impact in

terms of evidence alteration.

– (RQ3) Considering the multiple approaches fol-

lowed by the forensic community when it comes to

identifying sources of evidence, such as network zone

division, relying on logical communications, or using

external solutions, in which aspects using an edge

node could be an interesting way of tackling this

phase?

- Using an edge node is interesting as it provides a

way of interacting with the network data generated

by the IoT devices. Therefore, it is an approach that

uses an external device, but also relies on logical

communications to identify the devices. If used in a

proactive mode, it can keep track of all the changes

that have happened in the network, so there is a his-

tory available to the examiner on the devices that

have been part of it. Similarly, when used in a react-

ive way, it can study the network traffic to determ-

ine the number of devices in the network, making it

much easier to establish the range of the investiga-

tion.

– (RQ4) Performing the acquisition of IoT devices

has proven to be a difficult task due to the impossib-

ility in many cases of carrying out either a physical

or remote technique. Taking into account that there

are no IoT-centered procedures to collect the data

generated by IoT devices, how can an investigator

overcome this issue and therefore be able to perform

an analysis of the devices under examination?

- By relying on the network traffic as a source of

evidence. There are two main reasons to do so.

Firstly, the interoperability of the environment leads

to the data being exchanged on-the-fly and, with

the devices having little storage, there are less in-

formation to extract from the non-volatile memory.

Therefore, the network traffic depicts a more accur-

ate representation of the state of the IoT network

and its devices. Secondly, not only the non-volatile

memory is a difficult one to acquire, the incompatib-

ility of volatile memory acquisition tools and profile

creation ones with IoT devices makes RAM memory

another challenging source of evidence to collect and

analyze. As a result, the only remaining option for

the examiner is to rely on network traffic to be able

to study some data, so it must be treated with high

importance.

6 Conclusions

In this article, we have addressed the design of IoT

forensic methodologies. After evaluating the state of the

field, it has been noticed that there is a lack of solutions
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that, firstly, are IoT-centered, and, secondly, guaran-

tee carrying out the investigations in a complete and

efficient way. This is especially noticeable in two key

aspects of the forensic process. The first one is when

it comes to identifying the possible sources of evidence

in a scene, which is usually known as the “Identifica-

tion” phase. This is due to the dynamism of IoT net-

works and the high number of devices that operate in

them, which makes it difficult to keep track of them.

The second issue arises when the investigator wants to

collect the data generated by IoT devices, namely the

“Acquisition” phase. In this case, the field is limited

by the existing techniques, which were designed to be

used on conventional devices, and the time of life of the

pieces of evidence, which is extremely low. This leads

to physical acquisition techniques being highly incom-

patible and difficult to execute, making remote ones the

most feasible ones, which are not so common on con-

ventional scenarios, so they are not prioritized on the

existing methodologies.

Upon inspecting the proposals from the research

community, it can be seen that the solutions designed

for IoT investigations are not capable of entirely solving

the issues above-mentioned, and one of the main reas-

ons why this happens is due to the lack of new tech-

niques or devices that may change the manner in which

an investigator interacts with the pieces of evidence. In

this way, the use of edge computing has proven to be

an interesting way of accessing the information that is

exchanged in an IoT network without causing any inter-

ference. Articles focusing on other cybersecurity fields,

such as attack or intrusion detection, have been pro-

posed in which the results have been promising.

Under these circumstances, this research presents an

IoT forensic methodology that uses the edge computing

paradigm to assist in the investigation process. The res-

ulting proposal is an eight phase methodology that cov-

ers the whole investigation process, from the design of

the action plan to the recovery of the devices. Further-

more, it adds the possibility of helping in the detection

of an incident, automatically launching the forensic pro-

cess. By following this approach, it is possible to ensure

a minimum level of completeness on IoT investigations.

Regarding the “Identification” phase, it is guaranteed

the detection of the active devices in the IoT network.

With respect to the “Acquisition” it makes the collec-

tion of the network traffic feasible in any environment.

This way, the investigator most certainly will have some

sources of evidence available to study. Otherwise, they

may not be able to study any relevant data.

In fact, when tested in two case studies represent-

ing incidents that could arise in real life, one focused

on a smart home, and another in a smart industry,

it can be seen that following this methodology leads

to the effective identification, acquisition, preservation,

and analysis of sources of evidence, addressing some of

the existing issues on IoT forensic investigations. In ad-

dition, it also allows the reduction of the response time

in case of an incident, thanks to the possibility of using

this proposal in a proactive scenario.

6.1 Future Work

This work is a starting point for the integration of edge

computing in the design of IoT forensic methodologies,

therefore there are some interesting projects that derive

from it that could be approached in the future:

– Carrying out additional tests in other IoT scenarios.

– Performing a step-by-step comparison in a practical

scenario with other IoT methodologies, and even

conventional ones, in order to find the advantages

and disadvantages of using this proposal compared

to others.

– Evaluating the impact that would have migrat-

ing the data storage and anomaly detection to the

cloud.

– Studying further methods of safely storing the ac-

quired sources of evidence, so that a higher level of

preservation can be achieved.
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