A HIPAA-Compliant Architecture for Securing Clinical Images
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The Health Insurance Portability and Accountability Act
(HIPAA, instituted April 2003) Security Standards man-
date health institutions to protect health information
against unauthorized use or disclosure. One approach to
addressing this mandate is by utilizing user access
control and generating audit trails of the various autho-
rized as well as unauthorized user access of health data.
Although most current clinical image systems [e.g.,
picture archiving and communication system (PACS])]
have components that generate log files for application
debugging purposes, there is a lack of methodology to
obtain and synthesize the pertinent data from the large
volumes of log data generated by these multiple com-
ponents within a PACS. We have designed a HIPAA-
compliant architecture specifically for tracking and
auditing the image workflow of clinical imaging systems
such as PACS. As an initial first step, we developed
HIPAA-compliant auditing system (H-CAS) based on
parts of this HIPAA-compliant architecture. H-CAS was
implemented within a test-bed PACS simulator located
in the Image Processing and Informatics lab at the Uni-
versity of Southern California. Evaluation scenarios were
developed where different user types performed legal
and illegal access of PACS image data within each of the
different components in the PACS simulator. Results
were based on whether the scenarios of unauthorized
access were correctly identified and documented as well
as on normal operational activity. Integration and imple-
mentation pitfalls were also noted and included.
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INTRODUCTION

H ealth Insurance Portability and Accountabil-
ity Act (HIPAA)"“? of 1996, Public Law
104-191, was officially instituted on April 14,
2003 to enforce healthcare providers to be
compliant by April 2005 deadline. The major goal
and focus of HIPAA is to set and enforce broad
standards in the attempt to protect the privacy and
security of health data throughout the patient care
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environment. To date, there are four types of
standards in HIPAA:

1) Transaction and code set standards
2) Identifier standards

3) Privacy standards

4) Security standards

In this paper, we focus on the fourth standard
type—security. HIPAA Security Standards® are
aimed at the protection of confidentiality, integri-
ty, and public availability of electronic health in-
formation against unauthorized use or disclosure.
This is accomplished by utilizing administrative,
physical, and technical safeguards. In particular,
the technical safeguards consist of technical meth-
ods to assure security of the health data. One such
technical method proposed by HIPAA is the on-
demand generation of an audit trail that can record
and examine information system activities such as
data access of a specific patient. Specifically,
HIPAA-compliant audit trails require the follow-
ing information for the health data access:*

Identification of the person who accessed the
data

Identification of the accessed data

Where the data were accessed

Timestamp of when the data were accessed
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e Types of access (e.g., create, read, write,
modify, delete)
e Status of access (e.g., success or failure)

Because health data and information is such a
broad area containing vast amounts of data types,
the major focus of this research is on clinical im-
aging data that are generated and distributed
through picture archiving and communication sys-
tem (PACS).

Some efforts have been achieved by developing
HIPAA-compliant auditing tools for general
health information systems.”’ These auditing
tools generate audit trails by recording the health
data transactions or changes in logs and extracting
the pertinent auditing information from these logs
on demand. This method is applicable for health
information systems that have all the data trans-
actions or data flow controlled by a centralized
server, such as radiology information system.®
However, the data flow is much different in in-
tegrated medical imaging systems, such as PACS.
There is no single component that controls and
records the data flow of all the multiple compo-
nents within PACS. This makes it very difficult
for these auditing tools to record all the data
transactions and changes in PACS. For example,
the PACS archive server, even within client—
server architecture, has no control of the workflow
of the CT modality and vice versa. Additionally,
there are various other components within a PACS
that require a system-wide architecture instead of
a single component-based approach. Most current
clinical imaging systems have no such ability to
generate HIPAA-compliant audit trails, although
they generate activity logs. Furthermore, although
pertinent auditing information can be extracted
from these logs to create audit trails, it requires
tedious if not manual methods to produce the
requested audit information and analysis. There is
a lack of a formal methodology to interpret the
potential large volumes of these log data and gen-
erate these HIPAA-compliant audit trails. There-
fore, a HIPAA-compliant auditing architecture for
integrated medical imaging systems needs to be
tailored to the complex workflow.

In this research, we present the design and de-
velopment of a HIPAA-compliant architecture
specifically for tracking and auditing the image
workflow of clinical imaging systems such as
PACS. The architecture is designed to facilitate

the generation of HIPAA-compliant audit trails of
image data access for a specific patient so that
various types of audit queries can be performed on
demand. It also provides the mechanisms to
automatically monitor the data flow of PACS
and to facilitate the detection of unauthorized
image access and other abnormal activities. As an
initial first step, HIPAA-compliant auditing sys-
tem (H-CAS) was developed based on parts of
this HIPAA-compliant architecture. This initial
H-CAS was implemented and evaluated within
a test-bed PACS simulator located in the Image
Processing and Informatics (IPI) lab at the
University of Southern California.” Evaluation
scenarios were developed, and results were based
on whether the scenarios of unauthorized access
were correctly identified and documented as well
as on normal operational activity.

METHODS AND MATERIALS

Design Criteria

To apply the HIPAA-compliant architecture for auditing
and tracking clinical images to various PACS generating
different format log files, it must be independent from any
individual PACS architecture or manufacturer. For this reason,
we define the necessary architecture criteria as follows:

(1) HIPAA compliant. The ability to facilitate generation of
the HIPAA-compliant auditing trail report in terms of who
accesses it, when, where, what are accessed, access status,
and access types.

(2) Open and extensible. Provide interfaces for integration of
new auditing or monitoring techniques and the ability to
support current HIPAA auditing requirements and accom-
modate new HIPAA additions in the future without
affecting already existed components.

(3) Portable. Not tied down to any individual PACS or PACS
architecture.

(4) No interruption of clinical PACS workflow. Any interrup-
tion on the workflow of PACS is avoided.

HIPAA-Compliant Architecture Design

Based on the criteria described above, the HIPAA-compli-
ant architecture was designed as a four-layer system shown in
Figure 1. The first layer (the lowest layer) is the record layer,
consisting of various logs within PACS components. By log-
ically separating PACS logs from other logs and layers, inde-
pendence from PACS and portability can be achieved. The
second layer is the audit layer, which includes a centralized
auditing database and other audit data analysis and interpreta-
tion tools. HIPAA-compliant audit trails can be generated
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based on the auditing database. This layer also enables us to
automatically monitor the data flow of PACS, which greatly
assists PACS management. The third layer is the notification lay-
er, which has a notification component sending warning or alert
messages of abnormal events to end users, such as PACS ad-
ministrators. Finally, in the fourth layer, end users can decide to
take certain actions against these abnormal events. These layers
will be described in more detail in the following paragraphs.

Record Layer

This first layer is the data resource layer, including but not
limited to the various types of log data shown in Figure 1.
PACS application logs are event logs generated by the
individual PACS applications. For example, an image query/
retrieve event in PACS archive server may include such
information as time, local host name, Digital Imaging and
Communications in Medicine (DICOM) application entity title,
patient information, and query/retrieve status. In addition,
PACS “user logs” record any login events of users for each
individual PACS component. Other computer system logs
generated in PACS components, such as application access
logs, can also provide supplement information.

Because of the flexibility of this architecture, new logs can
also be added to this layer. For example, an image integrity log
can be added to record image data integrity verification events.
Data integrity, as one requirement of HIPAA Security Stand-
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ards, refers to protecting image data from being altered or
destroyed by unauthorized users. A lossless digital signature
embedding (LDSE) method has been developed to ensure the
data integrity of medical images at IPI laboratory.' By
recording signature verification time, local machine, and
signature verification status in the integrity log, the LDSE
method can provide logs to generate HIPAA-compliant audit
trails on the data integrity of image.

To extract and interpret the pertinent information from
thousands of log events requires proper methodology, which
will be addressed in the second layer, the audit layer.

Audit Layer

As shown in Figure 1, the audit layer is the heart of the
architecture. It collects the audit data from distributed PACS
components and stores the data in a centralized auditing
database. The database is then used for audit analysis and
automatic monitoring. Currently, there are seven components
in this layer: audit log collector, syslog server, log data
norlmalizer, auditing database, audit analysis tool, role-based
policy, and monitor tool.

Audit Log Collector. Because the audit data are scattered
within large volume of logs, a collector was designed to extract
the pertinent data from logs and send the data to the centralized
auditing database. PACS logs may be stored with different
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Fig. 1. The four-layer HIPAA-compliant architecture for auditing of medical images in PACS showing various components for each
layer: (1) record layer, (2) audit layer, (3) notification layer, and (4) action layer. Shaded components represent already developed

components of H-CAS.
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formats, such as database tables or textual files. The collector
should be designed to support the various types of logs.

System Log (Syslog) Server. The pertinent data extracted from
PACS logs are distributed in different PACS components
connected by digital networks. To store them in the centralized
auditing database, a transmission mechanism is needed.

Currently, syslog'" is a de facto standard for transport and
storage of event notification messages in UNIX and Windows-
based systems, network devices, and network applications.
Syslog is a client—server mechanism. The clients can be con-
figured to locally store event messages or directly send event
messages to the server without local storage. Syslog uses user
datagram protocol to transfer event messages. This feature can
be utilized to reduce the overhead added to the image
transmission in PACS caused by event message communica-
tion because PACS uses DICOM protocol and transmission
control protocol. For this advantage, syslog technology was
adopted as the architecture standard to transfer pertinent log
data. The data are converted to syslog format by the syslog
client in each PACS component. The client then sends the data
to syslog server, which will forward the data to the log data
normalizer.

Log Data Normalizer. The pertinent data extracted from PACS
components might have different terminologies for the same
object. For example, the name “film librarian” in the CT
modality might be named as “clerk” in an MR modality. For
this reason, a log data normalizer was designed to normalize
the data into common terms and then add them to the auditing
database. The current dictionary contains some of these object
classifications and is designed to be scalable to support
additional objects in the future.

Auditing Database. To generate HIPAA-compliant audit trails
in a short time, a centralized database was designed to preserve
all the obtained auditing data. The structure of database was
designed based on the requirement of HIPAA-compliant audit
trails, including who, when, where, what, how, and status.
Patient information, such as name and id, and other relevant
information are also included in the database. The advantages
to use database technology to preserve the log data are as
follows:

e No loss of historical logs. Because all the logs generated
in PACS components are obtained and stored in the

database everyday, there is no loss of log data when these
logs are updated by PACS components.

Centralized management of data access information. The
image data access events for an individual patient usually
happen in multiple PACS components. For example, an
event that a CT image is generated in a CT modality and
another event that the same CT image is retrieved to
viewing workstation for clinical review are related to the
same patient. But these two events were recorded in two
different logs at two separate PACS components. This
pertinent information will need to be extracted from these
two components every time HIPAA-compliant audit trails
of image access for this patient are desired. Therefore, a
centralized database design enables us to quickly generate
audit trails in one centralized location where data are
stored.

The auditing database design contains three tables: event,
patient, and study. The relationship among them is shown in
Figure 2.

e The event table contains seven columns: Event_No,
Event_Type, Event_Location, Event_Time, Event_Status,
Event_User, and Patient_No. The Patient_No column is a
link that connects to the Patient_No column in the second
table, the patient table.

e The patient table contains five columns: Patient No,
Patient_Name, Patient_ID, Patient_Sex, and Patient_Age.

o The study table contains five columns: Study_No, Study_
InstanceUID, Accession_Number, Modality, and
Patient_No, which is a link between the study table and
the patient table.

The relationship between the patient table and the event
table is 0 or 1 to 0 or more because a single patient can be
associated with multiple events that access the data of this
patient. The same relationship is between the patient table and
the study table because a single patient can contain multiple
studies. Whenever an event occurs where a study is accessed in
PACS, the auditing database records the information to these
three tables accordingly.

Audit Analysis Tool. Most current PACS lack a mechanism to
dynamically monitor the data flow, which results in PACS
management mostly relying on the experience of PACS
administrators. A monitoring tool that can automatically
analyze the data to find abnormal patterns and make decisions

Fig. 2. E-R model of the auditing database in the audit layer of the HIPAA-compliant architecture. Three tables and their relationships
are shown: (1) event table; (2) patient table; and (3) study table. PK: primary key. FK: foreign key.
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on the patterns would make PACS management much easier.
To develop such a tool, the information of data flow of PACS
needs to be collected and analyzed in real time. With audit data
collected in the auditing database, the HIPAA-compliant
architecture can provide this ability using some data analysis
techniques, such as intrusion detection technology.'” Audit
analysis tool is the component to perform such data analysis
functions.

Monitor Tool. After the audit analysis tool finds abnormal
patterns in the data flow of PACS, a monitor tool was designed
to monitor the pattern and make decisions whether it is an
unauthorized data access for the abnormal pattern based on the
role-based policy. Any pattern that violates the policy would
automatically cause a warning or alert result. For example,
audit analysis tool discovers an abnormal pattern of image
query/retrieve by a PACS user “A”, belonging to the role of
“Clerk”, which was defined to have no image query/retrieve
right in the policy. The monitor tool automatically makes a
decision that this is an unauthorized image query/retrieve and
gives a warning message.

Role-Based Policy. The role-based policy defines the roles for
PACS users based on the roles they performed in the clinical
environment, such as clerk, PACS manager, and radiologists,
and the image access rights for each role. Two types of
policies, normal policy and disaster policy, are defined for two
different conditions. Normal policy is for daily operation,
whereas disaster policy is defined for the emergency situations,
such as earthquake, when normal policy can be bypassed.

Notification Layer

Notification layer consists of a notification component,
which receives the warning or alert messages from the audit
layer and notifies PACS end users of the unauthorized image
data access and other abnormal activities.

Action Layer

Action layer is designed for PACS end users to take actions,
such as access control, against the unauthorized image access
and other abnormal activities. This four-layer architecture
enables PACS to generate HIPAA-compliant audit trails of
image data access for a specific patient on demand. Mean-
while, it can automatically monitor the data flow of PACS
facilitating PACS management. With an open and extensible
design, the architecture can also easily incorporate new data
analysis and monitoring techniques and be extended to support
future HIPAA requirements.

PRELIMINARY RESULTS AND DISCUSSION

A H-CAS has been developed for automatic
monitoring of the data flow of PACS based on
partial components of the audit layer in the ar-
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chitecture. The H-CAS and its graphic user
interface (GUI) were installed in a LINIX ma-
chine. H-CAS currently includes such components
as audit log collector, syslog server, auditing
database, monitor tool, and role-based policy
(normal policy). These components are repre-
sented by the shaded boxes in Figure 1. H-CAS
can monitor the dynamic data flow of PACS.
First, it collects pertinent auditing data from
PACS application logs, PACS user login logs,
and other computer system logs. It then stores the
log data in the auditing database. Next, a com-
parison is made of the user name in every record
in the auditing database and the user name in the
policy table. If a match occurs, further comparison
is made with the application name in the database
record and the application name in the policy
table. If any comparison fails, the H-CAS gives
out a warning message of unauthorized image
data access in its GUI. Otherwise, a normal mes-
sage is given out. In addition, H-CAS can gen-
erate HIPAA-compliant audit trails of image data
access for a specific patient.

Integration with PACS Simulator in a
Laboratory Environment

To evaluate the impact of H-CAS in PACS, a
laboratory-based PACS simulator'*'* was imple-
mented with the toolkit to simulate the data flow
of clinical PACS. The simulator can simulate the
complete data workflow of clinical PACS from
patient registration to exam ordering and to image
generation, image archive, and display. The
clinical images used for simulation are replen-
ished continuously through a clinical PACS con-
nection but with the patient information in the
DICOM header of the image removed. Figure 3
shows the integration of H-CAS with the PACS
simulator for evaluation.

The log collector clients are installed in every
component to receive event messages of each
image data access activity generated by these
components. Log messages generated are auto-
matically collected and inputted into the H-CAS
via the syslog server. The log data include what,
when, and where images are accessed. In addition,
user login logs and computer system logs are
collected. All pertinent log information are col-
lected and stored in the centralized auditing
database. As with any PACS, log data can be
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Fig. 3. H-CAS implemented with the PACS simulator in the laboratory environment showing log collector clients at each of the PACS

simulator components.

stored in different formats. For example, the log
data of the acquisition modality simulator (AMS)
are stored in the Microsoft access database,
whereas the log data of the PACS controller are
stored in the Oracle database. The user login
information and application access information
from the computer system logs of the DICOM
gateway and viewing workstations were also
collected and can be from different operating
systems such as Windows and UNIX. An interface
is developed to extract each of the different log
data and integrate it within the H-CAS SQL
auditing database. All data logs are sent to the
centralized H-CAS where analysis is performed.
A user-friendly GUI application was developed in
conjunction with H-CAS to understand the
HIPAA audit trails concept by searching H-CAS
for data access events on a specific patient or
user. In addition, it also provides a set of features
allowing users to configure the role-based pol-
icy and dynamically monitor the image data flow
of the PACS simulator based on the policy.

Evaluation Methodology

Test Scenario Design

Test scenarios for laboratory evaluation of the
H-CAS are anchored around creating a clinical

Table 1. Exams tested in the laboratory experiments

simulation of the PACS workflow from exam
generation to the retrieval of exams for clinical
review. According to the perspective of clinical
end users, two categories of test scenarios were
designed for the evaluation.

e Category 1: Background scenarios
e Category 2: On-demand scenarios

Category 1 background scenarios are basically
automatic storage functions, such as DICOM
gateway sending images to PACS archive server,
whereas category 2 on-demand scenarios are
requests issued by end users, such as image
query/retrieve at viewing workstations. To simu-
late clinical 24/7 image automatic storage, a loop
process was designed to repeatedly send various
types of modality images, such as CT, MR, CR,
and ultrasound images, to DICOM gateway,
which automatically forwards the images to PACS
controller. One example of a category 2 test sce-
nario is performing an on-demand query/retrieve
from the viewing workstations.

Experiment Description

During the laboratory experiments, H-CAS was
tested with five CT exams, five MR exams, and
five CR exams. Table 1 tabulates the test data.
Three scenarios were performed in the experi-

CT exams MR exams CR exams Total
No. of exams 5 5 5 15
Total images 186 288 11 485
Average no. of images per exam 37.2 57.6 2.2
Data size (MB) 93.9 53.0 83.3 230.2
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ments: (1) AMS simulates generation of an exam;
(2) DICOM gateway automatically forwards the
exams to the PACS controller; and (3) the viewing
workstations query/retrieve the exams for clinical
review. Scenarios 1 and 3 are in the active categ-
ory 2, whereas scenario 2 is a passive category-
1-type scenario. Most of the experiments were
performed with all three scenarios in the order
of 1, 2, and 3. Some experiments only included
one or two scenarios performed in random order.
The experiments were conducted over a 6-month
period.

Examples of Results

Two examples of results are shown in Figures 4
and 5.

The first example shows H-CAS searching the
auditing database to generate a HIPAA-compliant
audit trail based on a given patient name “Jim
Johnson.” Two operations need to be performed
to generate the audit trail for a patient. First,
search the patient in the database with “Patient
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Name” was chosen. The GUI supports wildcard
searching; therefore, a “J” was typed in the search
field to search the patient with the first name
starting with “J”. A list of patients matching the
search criteria was returned in a new popup win-
dow. Next, the patient name “Jim Johnson” was
selected. A HIPAA-compliant audit trail is then
generated as seen in Figure 4. As shown in
Figure 4, line 1 shows an example of scenario 1,
where the user “PACS” performed a MR exam
generation at the modality simulator “ipi-pc2” on
“2004-11-15 15:40.” Line 2 shows an example of
scenario 2, where the DICOM gateway stored the
exam in the PACS controller. Line 4 shows an
example of scenario 3, where the user “Tech”
performed a DICOM query/retrieve of the exam at
the viewing workstation “IPI-VIEW.”

Figure 5 shows a second example of results of
dynamic monitoring of the image data flow of the
PACS simulator. Two types of results, “Normal”
or “Warning,” were given for each data access
event based on the role-based policy.

The role-based policy is defined and configured

Name” or “Patient ID”. In this case, “Patient prior to using the monitoring function and is based
(53 1PAA Compliant Auditing Toolkit o PCIE
File Patient Name | Patient ID
[ZI HCA Toolkit | Search Patient Audit List John Doe 1108803
@ O Audit lim Johnsan |60006
[ patient Audit O patientiD | | JOE LEE B804
[} user audit @ Patient NAME || | Searcn
@ [ Monitor
O vents Ewvent Time Event User| Event Location Event Type Modalit] Accession Number] . |
2004-11-15 15:40 PACS ||p| pr2 DICOM Exam Generated (MR .=

2004-11-15 1555 .,
2004-11213 1899,

'd com-g atnwavDJC OM Cateway Storage

[dicom-gateway/DICOM Gateway Storage MR
DICOM Query/Retrieve
DICOM Query/Retrieve

2004-11-15 16:31 .. [Tech [IP1-viEw
2004-11-17 15:27... [Tech  |IPI-VIEW
2004-11-17 15.27... [Tech [P-vIEW

DICOM Query)Retrieve

MR |E-00787981
MR [E-00787981
MR [E-00787981  |..
MR |[E-00787981

MR [E-00787981

OK | Cancel

-

Fig. 4. Example of generating the HIPAA-compliant audit trails for a patient “Jim Johnson”, who is shaded in the list on the right.
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Refresh

Fig. 5. Example of the dynamic monitoring of the image data flow of the PACS simulator based on the role-based policy.

that a violation occurred when user “Tech”
retrieved an exam with patient name “JOE LEE.”

on each institution’s own access policy. The GUI
of the toolkit provides users an interface called

“Access Policy” to add, modify, or delete the role-
based policy. Table 2 lists an example policy used
in the experiments. In this case, user “Pacs” was
defined as “PACS administrator” with the right to
perform all the applications in the PACS, whereas
user “Tech” was defined as “Technician” with the
right to perform the exam generation in the
modality simulator. For this particular experiment,
it would be a violation of the policy if user “Tech”
performed the exam query/retrieve at the viewing
workstation designated only for radiologists. The
“Warning” in the sixth row in Figure 5 indicates

Table 2. Example of a role-based policy table where “all”
indicates access to all components within the PACS simulator

User name Role name Resources

Pacs PACS administrator All

Clerk Film clerk Viewing workstation
Rad Radiologist All

Tech Technician AMS

Because it is sometimes necessary at a particular
institution for a user “Tech” to perform query/
retrieve at the radiologist’s workstation, the role-
based policy is flexible to accommodate each
institution’s own particular access policy to allow
such a function for the user “Tech.”

The events shown in Figure 5 are all examples
of the three scenarios developed. For example,
line 1 is an example of scenario 2, line 2 is an
example of scenario 3, and line 5 is an example of
scenario 1.

Discussion

Three testing scenarios have been developed for
the laboratory evaluation of the H-CAS integrated
with the PACS simulator. For the evaluation of
the function of generating HIPAA-compliant audit
trails, the results from active category 2, scenarios
1 and 3, are more important than the ones from
passive category 1, scenario 2, because of the
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increased likelihood of HIPAA security violation
when humans are involved. On the other hand, all
three scenarios are almost equally important for
the dynamic monitoring because any unreported
event may indicate a failure in the image data
flow. The three scenarios developed are the most
typical data flow in PACS and can represent most
of the processes in PACS. However, one impor-
tant process, image storage or archive, was not
included in the testing. The image storage is very
important to both evaluated functions of H-CAS
because the stored image data could be compro-
mised without detection. By integrating image
integrity logs at the record layer, this image
storage issue can be solved.'”

To give an approximate estimate of the number
of records that can be collected by the H-CAS,
we assume that a community-sized hospital gen-
erates about 150,000 imaging studies per year.
In addition, assuming each exam is accessed an
average of five times (once at the modality, once
at the PACS server, once in the diagnostic reading
workstation, once in the reviewing workstation for
the referring physician, and once as a historical
review), there will be a total of 750,000 records in
the event table, 150,000 records in the study table,
and, assuming an average of two exams per
patient, 75,000 records in the patient table yearly.

The current H-CAS functionality of dynamic
monitoring is still limited. A more sophisticated
monitoring system can be developed using intru-
sion detection technology and policy-based deci-
sion tree approaches. The role-based policy can
also be improved to a multiple-factor-based policy
instead of a single role-based one. In addition,
robust and well-formatted logs generated by
PACS and imaging modalities would greatly
enhance H-CAS functions.

CONCLUSION

The advent of HIPAA greatly impacts medical
imaging systems, such as PACS, and even the
entire health information systems. To be HIPAA-
compliant, every medical imaging system must
satisfy the HIPAA requirement of audit trails.

In this research, we presented a HIPAA-
compliant architecture for auditing medical
images in PACS. The architecture enables PACS
to generate HIPAA-compliant audit trails of
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image data access for a specific patient on
demand. It also enables PACS to automatically
monitor the image flow in the system, including
detection of unauthorized usages of image data
and other abnormal activities. As an initial first
step, a H-CAS has been developed partially based
on the audit and record layers of this architecture.
H-CAS can automatically monitor the image flow
in PACS and the ability to generate HIPAA-
compliant audit trails. A PACS simulator was
integrated with the H-CAS for laboratory evalua-
tion. An evaluation methodology was developed,
and test scenarios were designed accordingly to
perform the evaluation. Evaluation is currently
ongoing with promising initial data results.

ACKNOWLEDGMENT

This research is partially supported by NIH Grant no. RO1-
LM06270.

REFERENCES

1. HIPAA, http://www.cms.hhs.gov/hipaa/hipaa2/general/
background/pl104191.asp

2. HIPAA, http://www.rx2000.org/KnowledgeCenter/hipaa/
hipfaq.htm

3. HIPAA Security Standard, 2003, http://www.cms.hhs.
gov/hipaa/hipaa2/regulations/security/03-3877.pdf

4. Cao F, Huang HK, Zhou XQ: Medical image security in a
HIPAA mandated PACS environment. Comput Med Imaging
Graph 27(2-3):185-196, 2003.

5. HIPAA audit, http://www.datamirror.com/products/
liveaudit/

6. HIPAA audit tool, http://www.axolotl.com/press/
20021113/

7. HIPAA audit tool, http://www.peacefulpackers.com/
it_solutions/hs2.htm

8. Huang HK: PACS: Basic Principles and Applications.
Wiley-Liss, p. 291, 1999

9. Zhou Z: Lossless Digital Signature Embedding for
Medical Image Integrity Assurance, Ph.D. Dissertation, Chap.
5-6, July 2005

10. Zhou Z, Huang HK, Liu B: Digital signature embedding
for medical image integrity in a data grid off-site backup
archive. SPIE Med Imaging 6:306-317, 2005

11. Syslog, http://www.loriotpro.com/Products/SyslogCollector/
SyslogDataSheet ENv3.php

12. White GB, Fisch EA, Pooch UW: Computer System and
Network Security. Boca Raton, FL: CRC Press, 1996

13. Law MYY, Zhou Z: New direction in PACS education
and training. Comput Med Imaging Graph 27:147-156, 2003

14. Zhou Z, Huang HK, Cao F, Liu BJ, Zhang J, Mogel GT:
Educational RIS/PACS simulator. SPIE Med Imaging
4:139-147, 2003




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AardvarkPSMT
    /AceBinghamSH
    /AddisonLibbySH
    /AGaramond-Italic
    /AGaramond-Regular
    /AkbarPlain
    /Albertus-Bold
    /AlbertusExtraBold-Regular
    /AlbertusMedium-Italic
    /AlbertusMedium-Regular
    /AlfonsoWhiteheadSH
    /Algerian
    /AllegroBT-Regular
    /AmarilloUSAF
    /AmazoneBT-Regular
    /AmeliaBT-Regular
    /AmerigoBT-BoldA
    /AmerTypewriterITCbyBT-Medium
    /AndaleMono
    /AndyMacarthurSH
    /Animals
    /AnneBoleynSH
    /Annifont
    /AntiqueOlive-Bold
    /AntiqueOliveCompact-Regular
    /AntiqueOlive-Italic
    /AntiqueOlive-Regular
    /AntonioMountbattenSH
    /ArabiaPSMT
    /AradLevelVI
    /ArchitecturePlain
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMTBlack-Regular
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeLight
    /ArialUnicodeLight-Bold
    /ArialUnicodeLight-BoldItalic
    /ArialUnicodeLight-Italic
    /ArrowsAPlentySH
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /Asiana
    /AssadSadatSH
    /AvalonPSMT
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /AvantGardeITCbyBT-Demi
    /AvantGardeITCbyBT-DemiOblique
    /AvantGardeITCbyBT-Medium
    /AvantGardeITCbyBT-MediumOblique
    /BankGothicBT-Light
    /BankGothicBT-Medium
    /Baskerville-Bold
    /Baskerville-Normal
    /Baskerville-Normal-Italic
    /BaskOldFace
    /Bauhaus93
    /Bavand
    /BazookaRegular
    /BeauTerrySH
    /BECROSS
    /BedrockPlain
    /BeeskneesITC
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BenguiatITCbyBT-Bold
    /BenguiatITCbyBT-BoldItalic
    /BenguiatITCbyBT-Book
    /BenguiatITCbyBT-BookItalic
    /BennieGoetheSH
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardBoldCondensedBT-Regular
    /BernhardFashionBT-Regular
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /Bethel
    /BibiGodivaSH
    /BibiNehruSH
    /BKenwood-Regular
    /BlackadderITC-Regular
    /BlondieBurtonSH
    /BodoniBlack-Regular
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /BodoniBT-Bold
    /BodoniBT-BoldItalic
    /BodoniBT-Italic
    /BodoniBT-Roman
    /Bodoni-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Regular
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolFive
    /BookshelfSymbolFour
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /BookwomanDemiItalicSH
    /BookwomanDemiSH
    /BookwomanExptLightSH
    /BookwomanLightItalicSH
    /BookwomanLightSH
    /BookwomanMonoLightSH
    /BookwomanSwashDemiSH
    /BookwomanSwashLightSH
    /BoulderRegular
    /BradleyHandITC
    /Braggadocio
    /BrailleSH
    /BRectangular
    /BremenBT-Bold
    /BritannicBold
    /Broadview
    /Broadway
    /BroadwayBT-Regular
    /BRubber
    /Brush445BT-Regular
    /BrushScriptMT
    /BSorbonna
    /BStranger
    /BTriumph
    /BuckyMerlinSH
    /BusoramaITCbyBT-Medium
    /Caesar
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-Italic
    /CalligrapherRegular
    /CameronStendahlSH
    /Candy
    /CandyCaneUnregistered
    /CankerSore
    /CarlTellerSH
    /CarrieCattSH
    /CaslonOpenfaceBT-Regular
    /CassTaylorSH
    /CDOT
    /Centaur
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturyOldStyle-BoldItalic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Cezanne
    /CGOmega-Bold
    /CGOmega-BoldItalic
    /CGOmega-Italic
    /CGOmega-Regular
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /Charting
    /ChartreuseParsonsSH
    /ChaseCallasSH
    /ChasThirdSH
    /ChaucerRegular
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /ChildBonaparteSH
    /Chiller-Regular
    /ChuckWarrenChiselSH
    /ChuckWarrenDesignSH
    /CityBlueprint
    /Clarendon-Bold
    /Clarendon-Book
    /ClarendonCondensedBold
    /ClarendonCondensed-Bold
    /ClarendonExtended-Bold
    /ClassicalGaramondBT-Bold
    /ClassicalGaramondBT-BoldItalic
    /ClassicalGaramondBT-Italic
    /ClassicalGaramondBT-Roman
    /ClaudeCaesarSH
    /CLI
    /Clocks
    /ClosetoMe
    /CluKennedySH
    /CMBX10
    /CMBX5
    /CMBX7
    /CMEX10
    /CMMI10
    /CMMI5
    /CMMI7
    /CMMIB10
    /CMR10
    /CMR5
    /CMR7
    /CMSL10
    /CMSY10
    /CMSY5
    /CMSY7
    /CMTI10
    /CMTT10
    /CoffeeCamusInitialsSH
    /ColetteColeridgeSH
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CommercialPiBT-Regular
    /CommercialScriptBT-Regular
    /Complex
    /CooperBlack
    /CooperBT-BlackHeadline
    /CooperBT-BlackItalic
    /CooperBT-Bold
    /CooperBT-BoldItalic
    /CooperBT-Medium
    /CooperBT-MediumItalic
    /CooperPlanck2LightSH
    /CooperPlanck4SH
    /CooperPlanck6BoldSH
    /CopperplateGothicBT-Bold
    /CopperplateGothicBT-Roman
    /CopperplateGothicBT-RomanCond
    /CopticLS
    /Cornerstone
    /Coronet
    /CoronetItalic
    /Cotillion
    /CountryBlueprint
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /CSSubscript
    /CSSubscriptBold
    /CSSubscriptItalic
    /CSSuperscript
    /CSSuperscriptBold
    /Cuckoo
    /CurlzMT
    /CybilListzSH
    /CzarBold
    /CzarBoldItalic
    /CzarItalic
    /CzarNormal
    /DauphinPlain
    /DawnCastleBold
    /DawnCastlePlain
    /Dekker
    /DellaRobbiaBT-Bold
    /DellaRobbiaBT-Roman
    /Denmark
    /Desdemona
    /Diploma
    /DizzyDomingoSH
    /DizzyFeiningerSH
    /DocTermanBoldSH
    /DodgenburnA
    /DodoCasalsSH
    /DodoDiogenesSH
    /DomCasualBT-Regular
    /Durian-Republik
    /Dutch801BT-Bold
    /Dutch801BT-BoldItalic
    /Dutch801BT-ExtraBold
    /Dutch801BT-Italic
    /Dutch801BT-Roman
    /EBT's-cmbx10
    /EBT's-cmex10
    /EBT's-cmmi10
    /EBT's-cmmi5
    /EBT's-cmmi7
    /EBT's-cmr10
    /EBT's-cmr5
    /EBT's-cmr7
    /EBT's-cmsy10
    /EBT's-cmsy5
    /EBT's-cmsy7
    /EdithDaySH
    /Elephant-Italic
    /Elephant-Regular
    /EmGravesSH
    /EngelEinsteinSH
    /English111VivaceBT-Regular
    /English157BT-Regular
    /EngraversGothicBT-Regular
    /EngraversOldEnglishBT-Bold
    /EngraversOldEnglishBT-Regular
    /EngraversRomanBT-Bold
    /EngraversRomanBT-Regular
    /EnviroD
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErasITC-Ultra
    /ErnestBlochSH
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EuroRoman
    /EuroRomanOblique
    /ExxPresleySH
    /FencesPlain
    /Fences-Regular
    /FifthAvenue
    /FigurineCrrCB
    /FigurineCrrCBBold
    /FigurineCrrCBBoldItalic
    /FigurineCrrCBItalic
    /FigurineTmsCB
    /FigurineTmsCBBold
    /FigurineTmsCBBoldItalic
    /FigurineTmsCBItalic
    /FillmoreRegular
    /Fitzgerald
    /Flareserif821BT-Roman
    /FleurFordSH
    /Fontdinerdotcom
    /FontdinerdotcomSparkly
    /FootlightMTLight
    /ForefrontBookObliqueSH
    /ForefrontBookSH
    /ForefrontDemiObliqueSH
    /ForefrontDemiSH
    /Fortress
    /FractionsAPlentySH
    /FrakturPlain
    /Franciscan
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /FranklinUnic
    /FredFlahertySH
    /Freehand575BT-RegularB
    /Freehand591BT-RegularA
    /FreestyleScript-Regular
    /Frutiger-Roman
    /FTPMultinational
    /FTPMultinational-Bold
    /FujiyamaPSMT
    /FuturaBlackBT-Regular
    /FuturaBT-Bold
    /FuturaBT-BoldCondensed
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-ExtraBlack
    /FuturaBT-ExtraBlackCondensed
    /FuturaBT-ExtraBlackCondItalic
    /FuturaBT-ExtraBlackItalic
    /FuturaBT-Light
    /FuturaBT-LightItalic
    /FuturaBT-Medium
    /FuturaBT-MediumCondensed
    /FuturaBT-MediumItalic
    /GabbyGauguinSH
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Antiqua
    /Garamond-Bold
    /Garamond-Halbfett
    /Garamond-Italic
    /Garamond-Kursiv
    /Garamond-KursivHalbfett
    /Garcia
    /GarryMondrian3LightItalicSH
    /GarryMondrian3LightSH
    /GarryMondrian4BookItalicSH
    /GarryMondrian4BookSH
    /GarryMondrian5SBldItalicSH
    /GarryMondrian5SBldSH
    /GarryMondrian6BoldItalicSH
    /GarryMondrian6BoldSH
    /GarryMondrian7ExtraBoldSH
    /GarryMondrian8UltraSH
    /GarryMondrianCond3LightSH
    /GarryMondrianCond4BookSH
    /GarryMondrianCond5SBldSH
    /GarryMondrianCond6BoldSH
    /GarryMondrianCond7ExtraBoldSH
    /GarryMondrianCond8UltraSH
    /GarryMondrianExpt3LightSH
    /GarryMondrianExpt4BookSH
    /GarryMondrianExpt5SBldSH
    /GarryMondrianExpt6BoldSH
    /GarryMondrianSwashSH
    /Gaslight
    /GatineauPSMT
    /Gautami
    /GDT
    /Geometric231BT-BoldC
    /Geometric231BT-LightC
    /Geometric231BT-RomanC
    /GeometricSlab703BT-Bold
    /GeometricSlab703BT-BoldCond
    /GeometricSlab703BT-BoldItalic
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /GeometricSlab703BT-Medium
    /GeometricSlab703BT-MediumCond
    /GeometricSlab703BT-MediumItalic
    /GeometricSlab703BT-XtraBold
    /GeorgeMelvilleSH
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Gigi-Regular
    /GillSansBC
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSansCondensed-Bold
    /GillSansCondensed-Regular
    /GillSansExtraBold-Regular
    /GillSans-Italic
    /GillSansLight-Italic
    /GillSansLight-Regular
    /GillSans-Regular
    /GoldMinePlain
    /Gonzo
    /GothicE
    /GothicG
    /GothicI
    /GoudyHandtooledBT-Regular
    /GoudyOldStyle-Bold
    /GoudyOldStyle-BoldItalic
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleExtrabold-Regular
    /GoudyOldStyle-Italic
    /GoudyOldStyle-Regular
    /GoudySansITCbyBT-Bold
    /GoudySansITCbyBT-BoldItalic
    /GoudySansITCbyBT-Medium
    /GoudySansITCbyBT-MediumItalic
    /GraceAdonisSH
    /Graeca
    /Graeca-Bold
    /Graeca-BoldItalic
    /Graeca-Italic
    /Graphos-Bold
    /Graphos-BoldItalic
    /Graphos-Italic
    /Graphos-Regular
    /GreekC
    /GreekS
    /GreekSans
    /GreekSans-Bold
    /GreekSans-BoldOblique
    /GreekSans-Oblique
    /Griffin
    /GrungeUpdate
    /Haettenschweiler
    /HankKhrushchevSH
    /HarlowSolid
    /HarpoonPlain
    /Harrington
    /HeatherRegular
    /Hebraica
    /HeleneHissBlackSH
    /Helvetica
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HenryPatrickSH
    /Herald
    /HighTowerText-Italic
    /HighTowerText-Reg
    /HogBold-HMK
    /HogBook-HMK
    /HomePlanning
    /HomePlanning2
    /HomewardBoundPSMT
    /Humanist521BT-Bold
    /Humanist521BT-BoldCondensed
    /Humanist521BT-BoldItalic
    /Humanist521BT-Italic
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-Roman
    /Humanist521BT-RomanCondensed
    /IBMPCDOS
    /IceAgeD
    /Impact
    /Incised901BT-Bold
    /Incised901BT-Light
    /Incised901BT-Roman
    /Industrial736BT-Italic
    /Informal011BT-Roman
    /InformalRoman-Regular
    /Intrepid
    /IntrepidBold
    /IntrepidOblique
    /Invitation
    /IPAExtras
    /IPAExtras-Bold
    /IPAHighLow
    /IPAHighLow-Bold
    /IPAKiel
    /IPAKiel-Bold
    /IPAKielSeven
    /IPAKielSeven-Bold
    /IPAsans
    /ISOCP
    /ISOCP2
    /ISOCP3
    /ISOCT
    /ISOCT2
    /ISOCT3
    /Italic
    /ItalicC
    /ItalicT
    /JesterRegular
    /Jokerman-Regular
    /JotMedium-HMK
    /JuiceITC-Regular
    /JupiterPSMT
    /KabelITCbyBT-Book
    /KabelITCbyBT-Ultra
    /KarlaJohnson5CursiveSH
    /KarlaJohnson5RegularSH
    /KarlaJohnson6BoldCursiveSH
    /KarlaJohnson6BoldSH
    /KarlaJohnson7ExtraBoldCursiveSH
    /KarlaJohnson7ExtraBoldSH
    /KarlKhayyamSH
    /Karnack
    /Kartika
    /Kashmir
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KeplerStd-Black
    /KeplerStd-BlackIt
    /KeplerStd-Bold
    /KeplerStd-BoldIt
    /KeplerStd-Italic
    /KeplerStd-Light
    /KeplerStd-LightIt
    /KeplerStd-Medium
    /KeplerStd-MediumIt
    /KeplerStd-Regular
    /KeplerStd-Semibold
    /KeplerStd-SemiboldIt
    /KeystrokeNormal
    /Kidnap
    /KidsPlain
    /Kindergarten
    /KinoMT
    /KissMeKissMeKissMe
    /KoalaPSMT
    /KorinnaITCbyBT-Bold
    /KorinnaITCbyBT-KursivBold
    /KorinnaITCbyBT-KursivRegular
    /KorinnaITCbyBT-Regular
    /KristenITC-Regular
    /Kristin
    /KunstlerScript
    /KyotoSong
    /LainieDaySH
    /LandscapePlanning
    /Lapidary333BT-Bold
    /Lapidary333BT-BoldItalic
    /Lapidary333BT-Italic
    /Lapidary333BT-Roman
    /Latha
    /LatinoPal3LightItalicSH
    /LatinoPal3LightSH
    /LatinoPal4ItalicSH
    /LatinoPal4RomanSH
    /LatinoPal5DemiItalicSH
    /LatinoPal5DemiSH
    /LatinoPal6BoldItalicSH
    /LatinoPal6BoldSH
    /LatinoPal7ExtraBoldSH
    /LatinoPal8BlackSH
    /LatinoPalCond4RomanSH
    /LatinoPalCond5DemiSH
    /LatinoPalCond6BoldSH
    /LatinoPalExptRomanSH
    /LatinoPalSwashSH
    /LatinWidD
    /LatinWide
    /LeeToscanini3LightSH
    /LeeToscanini5RegularSH
    /LeeToscanini7BoldSH
    /LeeToscanini9BlackSH
    /LeeToscaniniInlineSH
    /LetterGothic12PitchBT-Bold
    /LetterGothic12PitchBT-BoldItal
    /LetterGothic12PitchBT-Italic
    /LetterGothic12PitchBT-Roman
    /LetterGothic-Bold
    /LetterGothic-BoldItalic
    /LetterGothic-Italic
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Regular
    /LibrarianRegular
    /LinusPSMT
    /Lithograph-Bold
    /LithographLight
    /LongIsland
    /LubalinGraphMdITCTT
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSansUnicode
    /LydianCursiveBT-Regular
    /Magneto-Bold
    /Mangal-Regular
    /Map-Symbols
    /MarcusHobbesSH
    /Mariah
    /Marigold
    /MaritaMedium-HMK
    /MaritaScript-HMK
    /Market
    /MartinMaxxieSH
    /MathTypeMed
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /MaudeMeadSH
    /MemorandumPSMT
    /Metro
    /Metrostyle-Bold
    /MetrostyleExtended-Bold
    /MetrostyleExtended-Regular
    /Metrostyle-Regular
    /MicrogrammaD-BoldExte
    /MicrosoftSansSerif
    /MikePicassoSH
    /MiniPicsLilEdibles
    /MiniPicsLilFolks
    /MiniPicsLilStuff
    /MischstabPopanz
    /MisterEarlBT-Regular
    /Mistral
    /ModerneDemi
    /ModerneDemiOblique
    /ModerneOblique
    /ModerneRegular
    /Modern-Regular
    /MonaLisaRecutITC-Normal
    /Monospace821BT-Bold
    /Monospace821BT-BoldItalic
    /Monospace821BT-Italic
    /Monospace821BT-Roman
    /Monotxt
    /MonotypeCorsiva
    /MonotypeSorts
    /MorrisonMedium
    /MorseCode
    /MotorPSMT
    /MSAM10
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MSReference1
    /MSReference2
    /MTEX
    /MTEXB
    /MTEXH
    /MT-Extra
    /MTGU
    /MTGUB
    /MTLS
    /MTLSB
    /MTMI
    /MTMIB
    /MTMIH
    /MTMS
    /MTMSB
    /MTMUB
    /MTMUH
    /MTSY
    /MTSYB
    /MTSYH
    /MT-Symbol
    /MTSYN
    /Music
    /MVBoli
    /MysticalPSMT
    /NagHammadiLS
    /NealCurieRuledSH
    /NealCurieSH
    /NebraskaPSMT
    /Neuropol-Medium
    /NevisonCasD
    /NewMilleniumSchlbkBoldItalicSH
    /NewMilleniumSchlbkBoldSH
    /NewMilleniumSchlbkExptSH
    /NewMilleniumSchlbkItalicSH
    /NewMilleniumSchlbkRomanSH
    /News702BT-Bold
    /News702BT-Italic
    /News702BT-Roman
    /Newton
    /NewZuricaBold
    /NewZuricaItalic
    /NewZuricaRegular
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NigelSadeSH
    /Nirvana
    /NuptialBT-Regular
    /OCRAbyBT-Regular
    /OfficePlanning
    /OldCentury
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OpenSymbol
    /OttawaPSMT
    /OttoMasonSH
    /OzHandicraftBT-Roman
    /OzzieBlack-Italic
    /OzzieBlack-Regular
    /PalatiaBold
    /PalatiaItalic
    /PalatiaRegular
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /PalmSpringsPSMT
    /Pamela
    /PanRoman
    /ParadisePSMT
    /ParagonPSMT
    /ParamountBold
    /ParamountItalic
    /ParamountRegular
    /Parchment-Regular
    /ParisianBT-Regular
    /ParkAvenueBT-Regular
    /Patrick
    /Patriot
    /PaulPutnamSH
    /PcEncodingLowerSH
    /PcEncodingSH
    /Pegasus
    /PenguinLightPSMT
    /PennSilvaSH
    /Percival
    /PerfectRegular
    /Pfn2BlackItalic
    /Phantom
    /PhilSimmonsSH
    /Pickwick
    /PipelinePlain
    /Playbill
    /PoorRichard-Regular
    /Poster
    /PosterBodoniBT-Italic
    /PosterBodoniBT-Roman
    /Pristina-Regular
    /Proxy1
    /Proxy2
    /Proxy3
    /Proxy4
    /Proxy5
    /Proxy6
    /Proxy7
    /Proxy8
    /Proxy9
    /Prx1
    /Prx2
    /Prx3
    /Prx4
    /Prx5
    /Prx6
    /Prx7
    /Prx8
    /Prx9
    /Pythagoras
    /Raavi
    /Ranegund
    /Ravie
    /Ribbon131BT-Bold
    /RMTMI
    /RMTMIB
    /RMTMIH
    /RMTMUB
    /RMTMUH
    /RobWebsterExtraBoldSH
    /Rockwell
    /Rockwell-Bold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /RomanC
    /RomanD
    /RomanS
    /RomanT
    /Romantic
    /RomanticBold
    /RomanticItalic
    /Sahara
    /SalTintorettoSH
    /SamBarberInitialsSH
    /SamPlimsollSH
    /SansSerif
    /SansSerifBold
    /SansSerifBoldOblique
    /SansSerifOblique
    /Sceptre
    /ScribbleRegular
    /ScriptC
    /ScriptHebrew
    /ScriptS
    /Semaphore
    /SerifaBT-Black
    /SerifaBT-Bold
    /SerifaBT-Italic
    /SerifaBT-Roman
    /SerifaBT-Thin
    /Sfn2Bold
    /Sfn3Italic
    /ShelleyAllegroBT-Regular
    /ShelleyVolanteBT-Regular
    /ShellyMarisSH
    /SherwoodRegular
    /ShlomoAleichemSH
    /ShotgunBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SignatureRegular
    /Signboard
    /SignetRoundhandATT-Italic
    /SignetRoundhand-Italic
    /SignLanguage
    /Signs
    /Simplex
    /SissyRomeoSH
    /SlimStravinskySH
    /SnapITC-Regular
    /SnellBT-Bold
    /Socket
    /Sonate
    /SouvenirITCbyBT-Demi
    /SouvenirITCbyBT-DemiItalic
    /SouvenirITCbyBT-Light
    /SouvenirITCbyBT-LightItalic
    /SpruceByingtonSH
    /SPSFont1Medium
    /SPSFont2Medium
    /SPSFont3Medium
    /SpsFont4Medium
    /SPSFont4Medium
    /SPSFont5Normal
    /SPSScript
    /SRegular
    /Staccato222BT-Regular
    /StageCoachRegular
    /StandoutRegular
    /StarTrekNextBT-ExtraBold
    /StarTrekNextPiBT-Regular
    /SteamerRegular
    /Stencil
    /StencilBT-Regular
    /Stewardson
    /Stonehenge
    /StopD
    /Storybook
    /Strict
    /Strider-Regular
    /StuyvesantBT-Regular
    /StylusBT
    /StylusRegular
    /SubwayRegular
    /SueVermeer4LightItalicSH
    /SueVermeer4LightSH
    /SueVermeer5MedItalicSH
    /SueVermeer5MediumSH
    /SueVermeer6DemiItalicSH
    /SueVermeer6DemiSH
    /SueVermeer7BoldItalicSH
    /SueVermeer7BoldSH
    /SunYatsenSH
    /SuperFrench
    /SuzanneQuillSH
    /Swiss721-BlackObliqueSWA
    /Swiss721-BlackSWA
    /Swiss721BT-Black
    /Swiss721BT-BlackCondensed
    /Swiss721BT-BlackCondensedItalic
    /Swiss721BT-BlackExtended
    /Swiss721BT-BlackItalic
    /Swiss721BT-BlackOutline
    /Swiss721BT-Bold
    /Swiss721BT-BoldCondensed
    /Swiss721BT-BoldCondensedItalic
    /Swiss721BT-BoldCondensedOutline
    /Swiss721BT-BoldExtended
    /Swiss721BT-BoldItalic
    /Swiss721BT-BoldOutline
    /Swiss721BT-Italic
    /Swiss721BT-ItalicCondensed
    /Swiss721BT-Light
    /Swiss721BT-LightCondensed
    /Swiss721BT-LightCondensedItalic
    /Swiss721BT-LightExtended
    /Swiss721BT-LightItalic
    /Swiss721BT-Roman
    /Swiss721BT-RomanCondensed
    /Swiss721BT-RomanExtended
    /Swiss721BT-Thin
    /Swiss721-LightObliqueSWA
    /Swiss721-LightSWA
    /Swiss911BT-ExtraCompressed
    /Swiss921BT-RegularA
    /Syastro
    /Sylfaen
    /Symap
    /Symath
    /SymbolGreek
    /SymbolGreek-Bold
    /SymbolGreek-BoldItalic
    /SymbolGreek-Italic
    /SymbolGreekP
    /SymbolGreekP-Bold
    /SymbolGreekP-BoldItalic
    /SymbolGreekP-Italic
    /SymbolGreekPMono
    /SymbolMT
    /SymbolProportionalBT-Regular
    /SymbolsAPlentySH
    /Symeteo
    /Symusic
    /Tahoma
    /Tahoma-Bold
    /TahomaItalic
    /TamFlanahanSH
    /Technic
    /TechnicalItalic
    /TechnicalPlain
    /TechnicBold
    /TechnicLite
    /Tekton-Bold
    /Teletype
    /TempsExptBoldSH
    /TempsExptItalicSH
    /TempsExptRomanSH
    /TempsSwashSH
    /TempusSansITC
    /TessHoustonSH
    /TexCatlinObliqueSH
    /TexCatlinSH
    /Thrust
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldOblique
    /Times-ExtraBold
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Oblique
    /Times-Roman
    /Times-Semibold
    /Times-SemiboldItalic
    /TimesUnic-Bold
    /TimesUnic-BoldItalic
    /TimesUnic-Italic
    /TimesUnic-Regular
    /TonyWhiteSH
    /TransCyrillic
    /TransCyrillic-Bold
    /TransCyrillic-BoldItalic
    /TransCyrillic-Italic
    /Transistor
    /Transitional521BT-BoldA
    /Transitional521BT-CursiveA
    /Transitional521BT-RomanA
    /TranslitLS
    /TranslitLS-Bold
    /TranslitLS-BoldItalic
    /TranslitLS-Italic
    /TransRoman
    /TransRoman-Bold
    /TransRoman-BoldItalic
    /TransRoman-Italic
    /TransSlavic
    /TransSlavic-Bold
    /TransSlavic-BoldItalic
    /TransSlavic-Italic
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /TribuneBold
    /TribuneItalic
    /TribuneRegular
    /Tristan
    /TrotsLight-HMK
    /TrotsMedium-HMK
    /TubularRegular
    /Tunga-Regular
    /Txt
    /TypoUprightBT-Regular
    /UmbraBT-Regular
    /UmbrellaPSMT
    /UncialLS
    /Unicorn
    /UnicornPSMT
    /Univers
    /UniversalMath1BT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Italic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-CondensedOblique
    /UniversExtended-Bold
    /UniversExtended-BoldItalic
    /UniversExtended-Medium
    /UniversExtended-MediumItalic
    /Univers-Italic
    /UniversityRomanBT-Regular
    /UniversLightCondensed-Italic
    /UniversLightCondensed-Regular
    /Univers-Medium
    /Univers-MediumItalic
    /URWWoodTypD
    /USABlackPSMT
    /USALightPSMT
    /Vagabond
    /Venetian301BT-Demi
    /Venetian301BT-DemiItalic
    /Venetian301BT-Italic
    /Venetian301BT-Roman
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /VinetaBT-Regular
    /Vivaldii
    /VladimirScript
    /VoguePSMT
    /Vrinda
    /WaldoIconsNormalA
    /WaltHarringtonSH
    /Webdings
    /Weiland
    /WesHollidaySH
    /Wingdings-Regular
    /WP-HebrewDavid
    /XavierPlatoSH
    /YuriKaySH
    /ZapfChanceryITCbyBT-Bold
    /ZapfChanceryITCbyBT-Medium
    /ZapfDingbatsITCbyBT-Regular
    /ZapfElliptical711BT-Bold
    /ZapfElliptical711BT-BoldItalic
    /ZapfElliptical711BT-Italic
    /ZapfElliptical711BT-Roman
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZappedChancellorMedItalicSH
    /ZurichBT-BlackExtended
    /ZurichBT-Bold
    /ZurichBT-BoldCondensed
    /ZurichBT-BoldCondensedItalic
    /ZurichBT-BoldItalic
    /ZurichBT-ExtraCondensed
    /ZurichBT-Italic
    /ZurichBT-ItalicCondensed
    /ZurichBT-Light
    /ZurichBT-LightCondensed
    /ZurichBT-Roman
    /ZurichBT-RomanCondensed
    /ZurichBT-RomanExtended
    /ZurichBT-UltraBlackExtended
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org?)
  /PDFXTrapped /False

  /SyntheticBoldness 1.000000
  /Description <<
    /DEU <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [2834.646 2834.646]
>> setpagedevice


