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Abstract This paper presents an automatic region of interest
(ROI) segmentation method for application of watermarking in
medical images. The advantage of using this scheme is that the
proposed method is robust against different attacks such as me-
dian, Wiener, Gaussian, and sharpening filters. In other words,
this technique can produce the same result for the ROI before
and after these attacks. The proposed algorithm consists of three
main parts; suggesting an automatic ROI detection system, eval-
uating the robustness of the proposed system against numerous
attacks, and finally recommending an enhancement part to in-
crease the strength of the composed system against different
attacks. Results obtained from the proposed method demonstrat-
ed the promising performance of the method.

Keywords Medical ROI segmentation - Medical image
watermarking - Robust ROI detection

Introduction

The speedy development of computer networks and the pop-
ularity of electronic managing of medical records have made it
possible for digital medical images to be shared across the
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world for services such as telemedicine, teleradiology,
telediagnosis, and teleconsultation. With growing number of
exchanging medical images among specialists of different
hospitals via unsecured open network, the need for preserving
the security of these images against any act of tampering by
any unauthorized person is inevitable. Thus, the main concern
of the existing electronic medical system is to develop some
standard solutions to preserve the authenticity and integrity of
the content of medical images [1, 2].

One solution for tackling the above issue is the use of
digital watermarking, which consists of two main steps; em-
bedding and extraction. In embedding process, special infor-
mation called watermark or hidden data is inserted into med-
ical images. In extraction process, the embedded information
is retrieved and examined whether the medical image is trans-
mitted from the actual source (authenticity) or any modifica-
tion has been made to the medical image (integrity) [3].

In medical images watermarking, one crucial point is pre-
serving the quality of important part of the image called the
region of interest (ROI) during the embedding operation.
Since this region is used by physicians for diagnostic pur-
poses, even a small distortion in this area cannot be tolerated
as it may cause misdiagnosis [4]. In order to preserve the
quality of ROI, numerous approaches have been proposed in
the past.

One technique is to use watermarking method on the med-
ical image entirely. In these methods, the quality of ROI is
preserved by using reversible methods. Thus, it is not neces-
sary to separate ROI for further protection [1, 5-13].

The other solution is to ignore ROI during the
watermarking process by having this part left without embed-
ding any data and by concentrating on embedding data into
the region of non interest (RONI) through reversible [14-19]
or non-reversible methods [20-26].

Another technique is to use different watermarking
methods for embedding the watermark into ROI and RONL
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For instance, in [27, 28], reversible and non-reversible
methods are used for embedding the watermark in ROI and
RONI, respectively, and in [29, 30], fragile and robust
methods are used for embedding the watermark in ROI and
RONI, respectively.

The other alternative approach is to use similar techniques
for embedding the watermark in ROI and RONI, but the re-
covery information of ROl is also embedded in the RONI, and
in the extraction part, the ROI can be recovered exactly
[31-34].

With reference to all of the above mentioned methods,
exceptin[1, 5-13], prior to starting the watermarking process,
ROI needs to be detected and separated from the RONI, and
this is considered as a preprocessing step of medical
watermarking systems.

Through different works in the past, it can be found that
ROI is mostly selected manually by doctors, physicians, or
radiologists. For example, in [14, 16, 18, 20, 22, 25, 31-34],
the ROI is manually assigned by defining a rectangle box
around it, and in [15, 17, 21, 27, 28], the polygonal ROI is
specified manually. In automatic ROI partitioning [19, 23, 24,
26,29, 30], there are some problems which will be highlighted
later in this paper.

In 2008, an automatic pixel-based ROI detection method
was proposed by Fotopoulos et al. [19]. This simple method
scans images in two directions (left-to-right and top-to-
down). Pixels with intensity value lower than a threshold
value (ranged from 20 to 40) are considered as RONI
pixels, while the remaining ones are classified as ROI
pixels. During the row scanning, left and right edges of
the ROI are stored in two vectors T and B, and during the
column scanning, the upper and lower edge positions of the
ROTI are stored in L and R vectors, respectively. Thereafter,
the smallest rectangle that contains the whole ROI is gen-
erated by choosing the minimum L and T as the top left
coordinates and the maximum R and B as the bottom right
coordinates of this rectangle.

Another automatic method was proposed by Memon et al.
for separating the lung parenchyma in CT images [26]. In this
method, the lung parenchyma is segmented by binarizing the
image based on the Otsu thresholding method followed by the
region-growing process. By using this method, the embedding
capacity of RONI is increased.

In [29], their proposed method is a threshold-based ROI
detection which is introduced in [35]. In this paper, ROI is
defined as a region that can be obtained after appropriate
thresholding. To find the correct threshold, several test images
with various thresholding values are used and saved in the
database. An optional input image must be compared with test
images to find out which threshold can extract the ROI clearly
and generate the best result. In mentioned paper, ROI is de-
fined as the abnormal area that may exist in the image such as
a brain tumor region.
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However, all these three methods [19, 26, 29] used pixel-
based automatic ROI detection method without protection
against any noise. It means that after any modification on
the medical image content, the ROI detection system may
obtain ROIs with different boundaries.

In addition, the method proposed in [26] can only be ap-
plied for lung parenchyma in CT images. Moreover, drawing
the black boundary on the input image before segmentation
process and finding the seed pixel in region-growing part must
be done manually. The only automatic method that can work
robustly with additional noise on medical images is the one
suggested by Memon [23, 30], in which the ROl is detected by
drawing an ellipse around it. However, this method is only
useful for a set of medical images with elliptical ROI located
at the central part of the image.

In our work, an automatic and robust technique is utilized
to segment the ROI from the RONI. Using an automatic and
robust ROI detection method not only increases the speed of
the watermarking process but also increases the correctness of
the retrieved data in the extraction part.

The remainder of this paper is arranged as the following. In
“ROI Detection Method,” the proposed ROI detection system
is presented. The implementation of the method onto several
databases as to prove the efficacy of the proposed approach is
also presented in this section. Analysis of various attacks,
which may happen intentionally or unintentionally onto the
medical image, is given in “Robustness Evaluation of ROI
Detection Against Attacks.” In this section, a number of at-
tacks are simulated on the existing databases to examine the
robustness of the proposed method. “Improving the Robust-
ness of ROI Detection Against Attacks” introduces the im-
provement mode onto the ROI separation method in order to
increase its robustness against different attacks. Finally,
“Conclusion” concludes and summarizes the proposed work.

ROI Detection Method

Figure 1 shows an overview of the proposed ROI detection
mechanism. The explanation of each step is given in the fol-
lowing parts.

Morphological Reconstruction

Morphological operation has become one of the most impor-
tant mathematical tools in image processing for representing
and describing shapes such as boundaries and skeletons [36].
All morphological techniques are fundamentally based on
three basic concepts; structuring element, dilation and erosion.
Structuring element is a matrix of 0 and 1’s with different
shapes and sizes, and it determines the amount of enlargement
or contraction.
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Input Medical Image with DICOM Format
v
Morphological Image Reconstruction
v

Gaussian Lowpass Filtering in Frequency
Domain

v
Thresholding and Filling Holes
v
Labeling and Finding Biggest Area
v
Highlighting the Boundaries of Biggest Area
v

Separate ROI in a Rectangular Form

Fig. 1 Proposed automatic ROI detection procedure

Erosion is used for shrinking an object (see Fig. 2b). Using
this operation, any object pixel that touches the background
pixel will be changed into background pixel. The mathemat-
ical equation of eroding an image A with structuring element
B is given in Eq. 1 [36]:

ASB = {z|(B),NA4+D} (1)

where A denotes the complement of 4 and © is the symbol
for the erosion operation.

Dilation is the dual operation of erosion. This operation is
used for thickening objects as shown in Fig. 2c. After dilation,
any background pixel that is connected to the object pixel will
be changed to the object pixel. Mathematical equation of di-
lating an image A with a structuring element B is defined in
Eq. 2 [36]:

A®B = {z‘@ZﬂA¢®} )

—

where (B) denotes the reflection of set B and @ is the symbol
for the dilation operation.

Opening operation is a secondary morphological process,
which is achieved by performing erosion followed by dilation

a b C d e

Fig. 2 Four morphological operations: a original image, b erosion, ¢
dilation, d opening, and e closing

Fig. 3 Comparing ROI detection results after skipping and applying
morphological opening reconstruction: a without opening by
reconstruction and b with opening by reconstruction

(see Fig. 2d). Using the same notation, mathematically it can
be written as follows [36]:

A-B = (A6B)®B (3)

where o represents the opening operation.

Closing operation is another secondary operation which is
achieved by performing dilation followed by erosion (see
Fig. 2e) and is defined in Eq. 4 [36]:

A-B = (A®B)OB (4)

where - is used to symbolize the closing operation. As can
be seen in Fig. 2d, opening operation removes protrusion
while closing operation (Fig. 2e) fills holes inside the object
based on the structuring element but does not remove the
protrusion.

Morphological Opening by Reconstruction Filtering

Opening operation is the most frequently used morphological
method for filtering a binary image using a disc as its struc-
turing element. This operation preserves all positions in the

Fig. 4 Comparing ROI detection results after skipping and applying
lowpass filter: a without lowpass filter and b with lowpass filter
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Fig. 5 Boundary of detected ROI with highlighted green color

binary image covered completely by disc and filters out other
parts.

In order to keep the connected components within the entire
disc and filter the rest, opening by reconstruction can be used
[37]. In other words, after performing opening operation using
the disc structuring element, the unwanted connected compo-
nents will be removed and the remaining ones will be modified
after the reconstruction part. Opening by reconstruction can
also be applied for grayscale images in the same manner [37].

Opening by reconstruction procedure is employed as the
preprocessing part of the proposed method to increase the
accuracy of the detection by removing small objects and mod-
ifying the main object in medical images. Figure 3a, b shows
the effect of using and skipping opening by reconstruction
operation, respectively.

Fig. 6 Detected ROI that are
randomly selected from ten
databases
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Fig. 7 Segmented ROI in a rectangle
Gaussian Lowpass Filter in Frequency Domain

In the case of low quality images, after applying the opening
by reconstruction operation an additional filtering step is
needed to guarantee perfect detection of ROL

In this work, Gaussian lowpass filter is used to enhance the
result of ROI detection algorithm by attenuating frequency
components that are further away from the image center
("/5,%/,) where W and H are image width and height re-
spectively [36].

()" ()
Xy =Xwe 2 (5)

where o is a standard deviation of the equivalent spatial do-
main Gaussian filter. The result of using this filter is shown in
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Fig. 8 ROI detection procedure: a input image, b morphological reconstruction, ¢ Gaussian lowpass filter in frequency domain, d binarizing, e filling
holes, f labeling and selecting biggest area, g boundary of biggest area, and h detected ROI in a rectangle

Fig. 4. It is clear that without using this filter, the ROI detec-
tion algorithm cannot work properly.

Thresholding and Filling Holes

In this work, automatic thresholding function (graythresh) of
Matlab for thresholding is used but for any specific database a
particular coefficient is multiplied by the automatic computed
threshold in order to increase the accuracy of binarizing pro-
cess. This coefficient can be obtained experimentally and may
not be equal in different databases.

Some parts of ROI maybe removed during the thresholding
process and some gaps and discontinuity may appear in the
binarized image. Therefore, it is necessary to fill these gaps
and holes, using morphological closing, before moving to the
next step.

Labeling and Finding the Biggest Area

After applying opening by reconstruction and filtering to re-
move some noise and small objects around the region of

Table 1 Database information

interest, the labeling method can be considered as the last step
for removing unwanted areas. By labelling and classifying the
labeled objects according to their size, the biggest area can be
obtained. Consequently, by selecting the biggest connected
component of the labeled image, the ROI can be segmented.
The only remaining part is how to specify the segmented
region of medical image from the whole image. This is ex-
plained in the following sub-section.

Highlighting the Boundary of Biggest Area

Once the biggest area has been selected, the boundary can be
highlighted by changing its pixel color. Figure 5 shows an
example where the boundary of the segmented ROI is
highlighted in green color.

By replacing the binarized image in Fig. 5 with its orig-
inal image, the segmented ROI can be demonstrated inside
the original images with green color. This process is per-
formed on different databases and the results are shown in
Fig. 6.

Databases

1 2 3 4 5 6 7 8 9 10
Number of images 20 15 100 15 22 22 171 11 129 241
Threshold coefficient 04T 04T 0.3T 02T 04T 04T 0.3T 0.2T 04T 0.5T
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Fig. 9 Robustness evaluation of
the proposed automatic ROI

Input Medical Image after Attack

Input Medical Image without Attacks

detection method after attacks

| |
A 4

Proposed ROI Detection Method
I

v v
Finding the ROI Vertices in Attacked Finding the ROI Vertices in Non-
Medical Image Attacked Medical Image

ROI in a Rectangle

The other way to represent ROI is to use the smallest rectangle
that covers the whole parts of the detected ROI as shown in
Fig. 7. This rectangle can be obtained by selecting the smallest
coordinate in the top left and the biggest coordinate in the
bottom right of the segmented ROI in the previous part. The
advantage of representing ROI in a rectangle is that only 4
points are needed to specify ROI area instead of a group of
coordinates.

Figure 8 demonstrates the sequential progress of the pro-
posed ROI detection method graphically.

The proposed method is employed in ten databases that
consist of 746 medical images with square and none square
dimensions. Additional information about the number of im-
ages inside each database and coefficient to be multiplied by
automatic threshold (7) are given in Table 1.

1 |
A 4

Comparing the ROI Vertices of Attacked and
Non-Attacked Medical Image

Robustness Evaluation of ROI Detection Against Attacks

Most of the existing ROI detection methods found in the lit-
erature are manual based. Furthermore, the robustness against
intentional or unintentional attacks in automatic methods is
not considered. For non-automatic and non-robust ROI detec-
tion applied in watermarking application, the coordinates of
the ROI need to be hidden into the specific part of the RONI
during the embedding procedure.

During the transmission between hospitals or specialists
through the network or over the archiving in hospital data-
bases, the image content may be changed intentionally by
unauthorized person or accidentally due to some unknown
factors. In both cases, we assume that the watermarked image
has been attacked with noises.

By modifying content of medical images, the embedded
ROI vertices may also change and give wrong ROI boundaries

Fig. 10 Effect of different attacks on a medical image sample: a original image, b speckle noise (variance = 0.1), ¢ average filter (3% 3), d median filter
(3%3), e Wiener filter (3x3), f Gaussian filter (3x3), g sharpening filter, and h motion (10.90)
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Table 2 Comparative accuracy

of ROI detection scheme (%) Attack Databases

1 2 3 4 5 6 7 8 9 10

Speckle noise 0.1 352 530 721 10.5 02 238 76 459 633 254
Average filter (3x3) 750 467 53 46.7 13.6 591 363 636 605 552
Median filter (3%3) 60.0 400 700 267 409 682 47 636 868 751
Wiener filter (3%3) 80.0 467 660 600 273 545 468 63.6 853 689
Gaussian filter 3%x3)  90.0 8.7 73.0 667 31.8 59.1 579 727 876 793
Sharpening filter 550 600 77.0  46.7 9.1 63.6 105 727 63.6 788
Motion (10.90) 5.0 6.7 0.0 6.7 13.6 277 129  63.6 0.0 132

to the extractor system. Consequently, the embedded water-
mark inside the ROI or RONI cannot be extracted correctly.
This is the weakness of the scheme.

A solution to this problem is to use a similar ROI seg-
mentation in both embedding and extracting process in-
stead of hiding the ROI information into the medical im-
ages. In this case, the crucial matter is generating a unique
result for ROI coordinates in embedding and extracting op-
erations even after the attacks to the content of medical
images. Hence, designing a ROI detection system to fulfil
this requirement is desirable.

To evaluate the robustness of the proposed ROI detection
system under numerous attacks, once the ROI vertices of a
tampered image are obtained, they will be compared with the
original ROI vertices of the same image. The graphical dia-
gram is shown in Fig. 9.

Attack Demonstration

In this work, seven attacks are considered for the sake of
evaluating the robustness of proposed ROI detection algo-
rithm. Figure 10 shows the effect of different attacks on the
sample medical image.

Comparing the Results of ROI Detection Method
Before and After the Attacks

In this part, the outcomes of the proposed ROI detection sys-

tem before and after the alteration are compared. By this com-
parison, it can be shown whether the proposed segmentation

Table 3 Mean comparative accuracy of ROI detection scheme (%)

Databases

1 2 3 4 5 6 7 8 9 10

Mean of CA (%) 57.2 485 587 37.7 195 502 252 63.7 639 56.6

approach can generate the same result before and after any
attacks or not. This is called comparative accuracy (CA). The
results are summarized in Table 2.

To explain the entry in this table, assume that speckle noise
is applied in the first image of the first database, which con-
sists of 20 images. The ROI detection method would be ap-
plied in the first image before and after the noise. These ROI
vertices, before and after attack, would be compared with each
other. If they are not equal, the detection method is unable to
generate the same result before and after the attack. This pro-
cess is then repeated for all of the 20 images in the first data-
base. Hence, from Table 2 for speckle noise attack to database
1, the performance of the ROI detection method is only
35.2 %. The rest of the performance results can be explained
in the same manner.

According to Table 2, the comparative accuracy of pro-
posed ROI detection scheme is very low and in some cases
is equal to zero.

Table 3 shows the mean of the comparative accuracy after
applying seven attacks for ten databases. For instance, the
element of the first column in Table 3 is obtained by averaging
all the elements in the first column of Table 2. It is clear that
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Fig. 11 Window size correction
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Fig. 12 Robustness evaluation of
proposed automatic ROI

Input Medical Image after Attack

Input Medical Image without Attack

detection method against the
attacks after applying the WSC

l |
A 4

Proposed ROI Detection Method

method |
A 4 A 4
Finding ROI Vertices in Attacked Finding the ROI Vertices in
Medical Image Non-Attacked Medical Image
v v
Correcting ROI Vertices after Correcting ROI Vertices before
Attack by using WSC Attack using WSC
| |
A 4
Comparing the Corrected ROI Vertices
before and after Attack

the performance of proposed ROI detection system does not
seem to be acceptable.

Improving the Robustness of ROI Detection
Against Attacks

In order to increase the robustness of proposed ROI detec-
tion, another step is added to the algorithm. As shown in
“ROI Detection Method,” the final extracted ROI has a
rectangular shape with four vertices. The ROI vertices are

then changed in a way that they become invariant against
different attacks by using what we called “Window Size
Correction” or WSC.

The mechanism of WSC is best explained by the following
example. Referring to Fig. 11 let a; (i=1, 2, 3, 4) be the ver-
tices of the detected ROI. The figure shows two different sizes
of detected ROI represented by the dashed lines. WSC then
will try to change these vertices so that they will be at new
locations, a;, shown by solid lines. This heuristic method tries
to generate unique ROI vertices for medical image before and
after any attack.

Table 4 Mean comparative

accuracy of enhanced ROI O Databases
detection for different C,, (%)
1 2 3 4 5 6 7 8 9 10
5 85.7 88.6 89.4 73.3 63.0 78.6 79.3 90.9 85.7 85.8
6 92.1 81.9 89.0 86.7 63.0 89.6 76.0 89.6 87.8 88.6
7 92.9 88.6 90.4 91.4 76.0 87.7 77.6 96.1 90.9 89.9
8 97.1 933 92.6 79.0 63.0 90.9 83.9 88.3 91.8 90.5
9 88.6 95.2 94.1 87.6 76.6 97.4 74.7 94.8 95.9 90.2
10 94.3 95.2 94.6 96.2 82.5 90.3 79.7 97.4 95.3 92.9
11 94.3 91.4 95.3 92.4 76.0 96.8 89.1 93.5 93.9 954
12 90.7 91.4 95.0 87.6 72.1 95.5 90.3 98.7 93.8 944
13 96.4 933 95.1 95.2 71.4 92.2 93.1 100 96.0 95.0
14 93.6 97.1 96.7 92.4 83.8 95.5 95.0 98.7 96.9 953
15 95.0 98.1 96.3 96.2 74.0 90.3 89.6 93.5 93.2 953
16 93.6 933 97.0 89.5 81.2 95.5 86.6 94.8 93.6 953
17 92.1 98.1 96.6 84.8 89.0 96.8 86.0 90.9 97.5 97.1
18 97.1 90.5 96.9 91.4 83.8 92.2 91.6 100 97.5 95.7
19 100 88.6 96.0 92.4 83.1 94.2 85.4 100 96.0 96.0
20 97.1 98.1 96.7 98.1 94.2 95.5 98.6 96.1 94.6 96.1
21 98.6 100 95.3 94.3 90.3 98.1 972 94.8 96.5 96.0
22 99.3 943 98.0 86.7 83.8 92.2 96.4 98.7 97.6 95.7
23 98.6 933 97.9 86.7 90.9 99.4 96.3 90.9 98.6 95.7
24 100 99.0 98.3 86.7 83.8 93.5 98.2 88.3 98.8 96.1
25 100 99.0 98.6 88.6 87.7 97.4 98.5 100 93.8 954
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Table 5 Comparative accuracy
for enhanced ROI detection using Databases
best Cp (%)
1 2 3 4 5 6 7 8 9 10
Best Cp 19 21 25 20 20 23 20 13 24 17
Attack
Speckle noise 0.1 100 100 100 93.3 77.7 100 97.1 100 98.4 94.2
Average filter (3x3) 100 100 99 100 100 100 98.8 100 99.2 98.8
Median filter (3%3) 100 100 99 100 100 100 98.2 100 100 99.6
Wiener filter (3x3) 100 100 99 100 100 100 98.8 100 100 99.2
Gaussian filter (3x3) 100 100 99 100 100 100 99.4 100 100 99.6
Sharpening filter 100 100 98 93.3 86.4 100 100 100 98.4 98.8
Motion (10.90) 100 100 96 100 95.5 95.5 97.7 100 95.3 89.6
The WSC is implemented by the following formula: enhancement using the best Cp for each database is calculated
in Table 6. The manner of computing each element in Tables 5
C and 6 is the same as explained in Tables 2 and 3, respectively.
, ai +ki,ky < 7]) To compute the improvement achieved by the proposed
4= ko k >& (6) ROI detection after the enhancement, the mean comparative
o, F1= 2 accuracy before the enhancement (Table 3) and the mean com-

where a; and a; are old and new coordinates for ROI vertices
respectively and C,, is the correction parameter. Two additive
coefficients ky and k; are defined as:

mod(a;, Cp)

ko =
{ ki = Cp— mod(a;, Cp) ™

These two coefficients determine how to change from
the old vertices of detected ROI to the new ROI vertices.
As can be seen in Eqgs. 6 and 7, different C,, will generate
different ROIs. To find the best C, for each database, sev-
eral values of C, are examined. C,, used in this paper ranges
from 5 to 25 pixels and the mean comparative accuracy for
all attacks are recalculated for all databases. As shown in
Fig. 12, WSC method is now applied to correct the vertices
of both detected ROI before and after an attack. The com-
parison is then performed based on the corrected vertices.

In Table 4, the new mean comparative accuracy of the
enhanced ROI detection using different C;, is shown.

As can be seen in Table 4, the maximum mean comparative
accuracy for the enhanced ROI detection result in each data-
base cannot be achieved by a unique Cp. For instance, the
perfect segmentation result in the first database is attained by
Cp equal to 19 and for second database the best Cp is 21.

In order to acquire the highest comparative accuracy for the
enhanced ROI detection, the best Cp is chosen for each data-
base, as bolded in Table 4. With these best Cp values, the
comparative accuracy for each database under all mentioned
attacks can be calculated again. The results are presented in
Table 5. In addition, the mean comparative accuracy after the

parative accuracy after the enhancement (Table 6) are com-
pared and the results are illustrated in Fig. 13.

Conclusion

In this paper, a heuristic automatic and robust ROI detection
method has been presented for medical images watermarking
application. In the first part, a medical ROI detection method
has been suggested by using sequential combination of differ-
ent image processing tools such as morphological operation,
lowpass filtering, thresholding and labeling. This method is
applied to ten databases in DICOM format containing 746
medical images with different size and quality.

The second section introduces seven kinds of attacks and
demonstrates their effects on the medical images. Afterwards,
the robustness of the proposed ROI detection system after
applying these attacks is examined. For this purpose, the de-
tected ROI vertices before and after the attack were compared,
and it was found that most of the time, the segmentation

Table 6 Mean comparative accuracy for enhanced ROI detection using
best Cp (%)

Databases

1 2 3 4 5 6 7 8 9 10

Best Cp 19 21 25 20 20 23 20 13 24 17
Mean of CA (%) 100 100 98.6 98.1 942 994 986 100 98.8 97.1
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Fig. 13 Comparing the mean S 120
T N
comparative accuracy before and > 100
after the enhancement using best s
Cp for ten databases and seven § 80
attacks <
o 60
N
=
£
E 2
O
g 0
]
=

1 2

method cannot generate similar coordinates for ROI and the
system does not show acceptable results.

In the third part of this work, an additional block has been
proposed for the proposed ROI detection algorithm, which is
called “Window Size Correction” in order to produce unique
ROI vertices before and after various attacks. The proposed
additional step is able to increase the comparative accuracy
results. In order to achieve the best result, different values for
Cp have been utilized. By selecting the best Cp in each data-
base, the highest rate of comparative accuracies has been
achieved. To show the rate of improvement, the means of
comparative accuracy before and after the enhancement have
been compared with each other and the proposed method
shows a very promising result.
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