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Abstract

The impact of blockchain technology (BCT) implementation on the accuracy, reliability,
visibility, incorruptibility, and timeliness of supply-chain processes and transactions, makes
it attractive to improve the robustness, transparency, accountability and decision-making in
risk management. Therefore, the emerging BCT can present an invaluable opportunity for the
organisations in need of preparing for and responding to uncertain and complex instances.
The adoption of BCT in the operations and supply chain management (OSCM) literature
remains scarcely investigated, especially in the context of managing risks in emergency
situations such as crises, disasters, and pandemics, which are characterised by volatility,
uncertainty, complexity and ambiguity (VUCA) in the business environment. This article
will contribute to the OSCM literature by developing a conceptual model that will exam-
ine the causal relationships between VUCA business environment, constructs derived from
technology acceptance model (TAM), resilience and behavioural intention of the operations
managers to adopt BCT for risk management. The model was tested by gathering responses
from 116 operations managers in the UK (during COVID-19 pandemic) through structural
equation modelling. Findings from the analysis suggest that understanding the benefits of
BCT, involvement in resilient organisational practices and user-friendly implementation of
the technology will have a significant and positive influence on the intention to adopt BCT
for risk management in the OSCM context. Building upon these findings, we have proposed
a BCT decision framework to assess the feasibility and suitability of adopting BCT in each
context (such as risk management), which will have strategic implications for operations
managers and the OSCM community.
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1 Introduction

The challenges experienced by supply chain operations in the current decade along with the
effect of the ongoing COVID-19 pandemic have become increasingly more complex. Facing
these problems requires strong collaborative, co-ordinated and trust-worthy efforts from and
across a broad spectrum of stakeholders in the entire supply-chain. One such area where
these efforts are currently being devoted is risk management, which can increase resilience
of the operational processes in the supply chain (Manhart et al., 2020; Munir et al., 2020).
Risk management is an important dimension in operations and supply chain management
(OSCM) and has been extensively studied as well, as reported in the literature (Araz et al.,
2020; Jiittner, 2005; Tang, 2006; Wang et al., 2020). The significance of managing risks
within the operational processes to prevent supply chain disruptions caused by emergency
situations will help to make business organisations resilient, productive and gain competitive
advantage, as highlighted in the OSCM literature (Ivanov & Dolgui, 2020; Xu et al., 2020).
In this context, blockchain technology (BCT) has emerged as a promising innovation which
cannot only disrupt the operational processes within the supply chain of products and services,
but it can facilitate risk management within the complex and interconnected global supply
chain ecosystem by enhancing both the information and process resilience (Tonnissen &
Teuteberg, 2020; Esmaeilian et al., 2020; Wamba & Queiroz, 2020; Gurtu & Johny, 2019;
Kshetri, 2018).

BCT is based on the peer-peer (P2P) network topology, offering a digital distributed
and decentralized ledger that allows security, immutability and sharing of data in real-time
among various stakeholders in a supply chain (Akter et al., 2020). BCT adoption and imple-
mentation is facilitated in OSCM as a result of trends supporting digital transformation
(Akter et al., 2020; Malyavkina et al., 2019), Industry4.0 (Bodkhe et al., 2020), and avail-
ability as well as advancement of analytics capability resulting from Intelligent Internet of
Things (IloT) technologies (Singh et al., 2020). The BCT features such as transparency,
visibility, disintermediation, decentralization and immutability in business operations and
transactions will result in more flexible and efficient processes and communication mech-
anisms (Hastig & Sodhi, 2020). This will be facilitated by information creation, sharing,
consumption, exchange, resilience, collaboration and coordination among the supply chain
stakeholders both at inter and intra organisational levels, which will help in managing risks to
prevent disruptions caused by unexpected and emergency situations characterised by volatile,
uncertain, complex and ambiguous business environment (Choi et al., 2019; Kshetri, 2018;
Lohmer et al., 2020; Min, 2019; Saberi et al., 2019; Yadav et al., 2020).

1.1 Knowledge gap

Research in OSCM have emphasised the applications of BCT in OSCM and smart manufac-
turing (Esmaeilian et al., 2020), the potential positive and significant impact of BCT on supply
chain transparency and business performance (Wamba et al., 2020a), the influence of digital
transformation on BCT implementation (Akter et al., 2020), the impact of BCT on supply
chain resilience and business model innovation (Wamba et al., 2020b), and the outline of BCT
drivers and adoption challenges (Wamba & Queiroz, 2020). Despite the benefits offered by
BCT currently reported in the extant OSCM literature, the Gartner hype cycle shows that the
adoption of this technology is at a nascent stage (current in the early adopter stage), which
means that the implementation within business organisations is still approximately ten years
away from demonstrating transformational business impact (Gartner, 2019). In this context,
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OSCM literature has identified challenges pertaining to BCT adoption (Dutta et al., 2020;
Hastig & Sodhi, 2020; Wamba et al., 2020b; Yadav et al., 2020). Two barriers which have
consistently appeared in the literature are: (1) lack of guidelines and strategy informing man-
agers on the blockchain adoption process (Angelis & Silva, 2019); (2) limited understanding
about the factors that will influence the adoption behaviour of the decision-makers (such as
operations and risk managers, and senior management) within the organisations for specific
use-cases (such as risk, information, process, resource, procurement and transaction man-
agement), which will facilitate them to develop and implement a BCT strategy (Bai et al.,
2020; Clohessy & Acton, 2019).

2 Research question

The existing research examining and understanding the use of BCT in risk management
to prevent operations and supply chain disruptions is extremely limited. Few articles have
reported the significance of BCT in risk management (Alkhudary et al., 2020; Choi et al.,
2019; Saberi et al., 2019), but they do not provide any empirical insights. In this context,
while few studies have examined the factors influencing the adoption of BCT in OSCM
(Wong et al., 2020a; 2020b; Wamba et al., 2020b; Queiroz et al., 2020; Queiroz & Wamba,
2019; Kamble et al., 2018), there have been no studies reported so far which have examined
the antecedents of BCT adoption from the perspective of operations managers to manage
risks in business operations and supply chain processes either in developed or developing
economies (Queiroz et al., 2019). The overarching objective of this paper is to bridge this
knowledge gap in the OSCM literature concerning the adoption of BCT to manage risks,
which leads to the following research question motivating our current research: What are the
factors that drive the intention to use blockchain technology for managing risks in OSCM
within the organisations, from the perspective of operations managers?

2.1 Contribution

The knowledge gap addressed in this research is important because OSCM scholars and
practitioners have indicated and acknowledged the increasing use and impact of BCT to
create business value and capture this value by gaining competitive advantage (Dubey et al.,
2020). The significance of using emerging technologies such as BCT (Akter et al., 2020),
artificial intelligence (Grover et al., 2020), cloud computing (Khayer et al., 2020a; 2020b),
big data (Araz et al., 2020) and digital twins (Golzer & Fritzsche, 2017), is well articulated
and clear in the extant OSCM literature. This study employs an overarching theoretical lens
based on VUCA business environment (Baran & Woznyj, 2020; Bennett & Lemoine, 2014),
technology acceptance model (TAM) (Davis, 1989) and organisational resilience (Min, 2019;
Melnyk et al., 2014; Burnard & Bhamra, 2011), extending and building upon the emerging
BCT adoption literature, to develop and test a conceptual model that will help to understand
and explain the factors influencing BCT adoption for risk management. Therefore, this study
will provide the OSCM community with empirical evidence which will lead to a better
understanding on the adoption behaviour of operations managers with regards to using BCT
for managing risks and increasing supply chain resilience. The paper also contributes to
enriching the OSCM literature in the context of emergent technology adoption by providing
a decision-framework that will help operations managers to assess the feasibility and relevant
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of BCT adoption in risk management, which is also currently less developed in the OSCM
literature.

3 Summary

Accordingly, to answer our research question: Firstly, we will consolidate the literature on
BCT applications and BCT adoption to describe the knowledge gap in the OSCM literature.
Secondly, we will derive theoretical constructs from the BCT adoption literature to develop
a conceptual model that will examine the antecedents influencing the intention to adopt the
technology for managing risks. Thirdly, we will design a survey instrument to capture data
from the operations managers in the UK, which will be used to test and validate the concep-
tual model. Fourthly, we will employ the Structural Equation Modelling (SEM) statistical
technique to process the data and test the hypothesis derived from the proposed conceptual
model. Exploratory factor analysis will be used to examine the validity of the constructs and
latent variables, and SEM path analysis will demonstrate the casual relationships between
the research constructs. Finally, we will propose a decision framework that will help to assess
the feasibility, relevance and usefulness of BCT adoption in risk management.

The paper is structured as follows. Section 2 provides an overview of the literature per-
taining to BCT applications and adoption, followed by the conceptual model development
discussed in the Sect. 3. The methodology employed to collect data from operations managers
and test the model using SEM statistical analysis is presented in Sect. 4. The results of the
SEM analysis are presented in Sect. 5 and further discussed in Sect. 6. BCT decision frame-
work is also presented in the Sect. 6, followed by the theoretical and practical implications
of our research in Sect. 7. Finally, conclusions are presented along with the limitations of the
study and an agenda shaping the future direction of research in this emerging and unexplored
domain of BCT adoption in Sect. 8.

4 Literature review

The ongoing discussion regarding BCT in OSCM and other management sectors such as
humanitarian logistics, marketing, finance and human resource, has primarily focussed on
the value and benefits offered by the features of the technology. The existing studies have also
investigated the impact of BCT in supply chain primarily focussing on business performance,
product and service traceability to enhance transparency, quality management and risk reduc-
tion, anti-counterfeiting, transaction efficiency, raw material procurement and distribution to
consumers, and business process re-engineering. Prior works have also theoretically exam-
ined the underlying drivers and barriers from management strategy, technology integration,
market pressure, regulations and skills perspectives. A key theme that has emerged from
the existing OSCM research is factors influencing and inhibiting BCT adoption in business
organisations. Therefore, in the past couple of years, few studies have followed this research
direction to empirically provide insights to the OSCM community regarding the BCT adop-
tion behaviour from the perspective of supply chain professionals, which is further reviewed
below.
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4.1 Blockchain adoption

The adoption of blockchain in OSCM is still at its infancy (innovator stage according the
diffusion of innovation theory) (Gartner, 2019), therefore researchers are dedicating signifi-
cant efforts to understand the behavioural intention to adopt BCT drawing from the literature
on technology acceptance models (Wamba & Queiroz, 2020; Dutta et al., 2020; Orji et al.,
2020; Kouhizadeh et al., 2020).

Wong et al. (2020a) have developed a model deriving constructs such as performance
expectancy, effort expectancy, facilitating conditions, technology readiness, technology affin-
ity, and trust in the technology from the (UTAUT) model. The data captured from 200 firms in
Malaysia demonstrated that the behavioural intention to adopt is positively and significantly
impacted by facilitating conditions (i.e. availability of technical and knowledge support),
technology readiness of the firm (digitalisation and digital transformation in the firm), and
technology affinity (i.e. willingness to actively engage with the technology, cope with it
and exhibit optimistic behaviour towards the technology). Another study reported in Wong
et al. (2020b) adopted the Technology, Organisation and Environment Framework (TOE)
to examine the adoption of blockchain that will support operational processes and supply
chain business practices among the SMEs in Malaysia. The results showed that pressure from
competition in the market, the implementation complexity, financial resources, and relative
sustainable advantage significantly and positively impact the intention implement and use
BCT in business operations. However, market dynamics, regulatory support (with regards
to BCT adoption and implementation) and organisational leadership/support from senior
management did not impact the behavioural intention.

The adoption of BCT in Indian supply chain was reported in Kamble et al. (2018). The
conceptual model for the study was developed by combining technology acceptance model
(TAM), technology readiness index (TRI) and the theory of planned behaviour (TPB) to
examine the behavioural intention to use BCT. The validation of the model with 181 supply
chain professionals representing 102 companies demonstrated that perceived usefulness of
the technology and attitude of the users (measured as a function of perceived usefulness and
perceived ease of use) will significantly impact intention to use and adopt BCT. Kamble
et al. (2020) modelled the factors influencing the adoption of BCT in Indian supply chain
by deriving constructs from Technology Acceptance Model and Technology-organisation-
Environment framework. The findings indicated that perceived usefulness, perceived ease
of use (TAM factors) and competitive pressure from the market (external environment con-
struct) will significantly impact the intention to adopt BCT. Few constructs derived from
TOE, such as technical knowledge, training and education and readiness of partners/business
stakeholders significantly and positively impacted the TAM factors and intention to adopt
BCT.

Wambea et al. (2020b) have developed a model to examine the impact of knowledge shar-
ing (derived from knowledge-based view theory) and trade partner pressure (derived from
institutional theory) on blockchain adoption, and thereby the impact of BCT adoption on
supply chain transparency and performance in India and US. The study therefore integrated
the literature on technology adoption and supply chain performance and found that knowl-
edge sharing, and external pressure will positively impact the adoption of BCT, and the
supply chain performance will be significantly influenced through the adoption and trans-
parency offered by the technology. Queiroz et al. (2020) also examined the BCT adoption
among supply chain professionals in Brazil by developing a model, where research con-
structs were derived from UTAUT. The results showed that effort expectancy, facilitating
conditions, trust and social influence (external competitive environment) will significantly
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and positively influence the behavioural intention to adopt BCT. Queiroz and Wamba (2019)
reported a model by combining supply chain and network theory, TAM and UTAUT models
to understand and examine the factors affecting intention to adopt BCT and expectations of
the end user (business perspective) in the logistics and supply chain field in India and the US.
The results showed that BCT adoption is at an early stage in these countries, performance
expectancy and facilitating conditions are good indicators for the intention to adopt BCT,
however, the conditions and influencers vary in each country, which can be attributed to
economic situation, regulations and market dynamics.

4.2 BCT applications

Many applications of BCT have been reported in the recent OSCM literature. We have
summarised several applications in Table 1. We found that although the features offered by
the BCT can be valuable for risk management, its use in this context is still nascent.

In the context of BCT adoption, the review of BCT current applications in OSCM shows
the key dimensions to assess the feasibility of BCT adoption, which are: (1) need of a shared
information repository; (2) need for objective and immutable data within the repositories;
(3) information sharing between multiple stakeholders in different geographical locations;
(4) improving information discoverability; (5) eliminating dependence on intermediaries; (6)
reducing transaction costs and efforts; (7) need for a decentralised communication mecha-
nism; (8) need for a trust less information sharing and update mechanism..

4.3 Blockchain strategy

Recent studies have outlined and reported the positive impact of BCT in OM and many
industries such as manufacturing, logistics and airline (Cole et al., 2019; Lohmer, 2019).
This impact is further boosted by the digital transformation, Industry 4.0 and Intelligent
Internet of things (IIoT) trends in the industry. This has led to the emergence of smart
factories and autonomous supply chain management (Akter et al., 2020), where BCT can
add value not only in enhancing the visibility of the processes, but sustainable collaboration
through real-time data and information sharing among the stakeholders (Babich & Hilary,
2020).

Despite the positive outlook about BCT, its adoption has been scarce in these industries
(except in financial sector) due to lack of understanding, implementation strategy and long-
term sustainability and resilience offered by the technology in different business environment
(Dutta et al., 2020). Recent research in OSCM examining the capabilities and benefits of
BCT, and its current implementation practices have indicated lack of organisational strategy,
knowledge sources and framework outlining the need and feasibility of BCT in various
contexts are potential barriers to wide-scale adoption in business environment (Cole et al.,
2019; Hughes et al., 2019; Pournader et al., 2020; Saberi et al., 2019; Wang et al., 2019). For
example, although professionals’ value the potential of the BCT and its potential to disrupt
and optimise the existing business practices, they have little understanding of the BCT,
its capabilities and limitations in specific business process contexts. Furthermore, studies
have also showed that supply chain professionals are uncertain and uncertain about the
value offered by BCT compared to the existing technologies, which are being used in the
business environment (Langley, 2018). In this context, Angelis and Silva (2019) have outlined
the emerging need to investigate BCT strategy and decision frameworks that will facilitate
business managers to become familiar with the technology, understand its usefulness and
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Table 1 Blockchain applications

Organisation Domain of use

Application of blockchain

Usefulness and
relevance

Walmart Food Retail

Maersk Shipping and logistics

British Airways Airline

DHL Logistics and
pharmaceutical

Fedex Logistics and customer

relation

Provide consumers the
information about the
origin of the products at
the farm level and
streamline the
restocking process.
Increasing food trust
among the consumers,
and advocating its
importance in the food
supply chain

Managing cargo remotely,
track the movement of
the cargo and reduce the
waiting time by
eliminating paper
transactions in the
destination port

Streamline and efficiently
present the information
about flights accurately
and consistently across
multiple
platforms—Website,
airport gate monitors
and the mobile apps

In collaboration with
Accenture (technology
provider) reduce
tampering or
counterfeiting drug
issues in the pharma
industry, strategic
alignment between the
product manufacturing
and its movement
within the supply chain

Store the data gathered
from sensors and the
customers to quickly
resolve customer issues
and disputes, by using
permissioned ledgers
among the various
actors in the supply
chain

Product tracing and
tracking from farm
to fork to advocate
food trust among
consumers

Process optimisation
and efficiency in
International goods
movement

Information accuracy
across multiple
platform,
concurrently

Information resilience
among the
stakeholders is
facilitated through
transparency,
traceability and
trackability

Information
aggregation through
BCT platform has
led to better
co-ordination and
collaboration
among the various
stakeholders to
enhance customer
experience and
satisfaction
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Table 1 (continued)

Organisation

Domain of use

Application of blockchain

Usefulness and
relevance

Abu Dhabi National Oil

Company

De Beers

Louis Dreyfus
Company (LD

Moyee Coffee

Cepham

Uni Lever

Oil and gas supplier
management

Jewellery and diamond

Food retail (bottling
process)

Exotic coffee
distribution

Nutritional ingredient

supply

Tea production and
distribution

Managing the intergroup
network (of 14
companies) involved in
the extraction,
processing,
transportation, sales and
marketing of oil and
gas, for real-time
accounting and
providing full
transparency to
shareholders in a secure
manner

Track the origin of
diamonds from mining
to the retail store, to
help regulate the supply
chain

Increase collaboration
between the supply
chain actors, and
introduce technology
intermediary to track,
trace and employ
responsible recycling in
the bottling process of
juices

Fair chain for the coffee
industry by digitising
the supply chain to be
able to track the first
mile (farmers) and last
mile (consumers)

Assess the quality of the
products before they are
consumed by the
customers to alleviate
risks of product quality

Maintain supply chain
relationships and
associated
documentation in the
tea sector, to maintain
product quality and in
line with the CSR
objectives of the
company

Increase collaboration
and partnership
between the supply
chain actors for
responsible
consumption and
production

Transparency in
production,
advocating decent
work and
responsible
practices

Advocating
environmental
sustainability to
reduce plastic waste
and carbon
emissions

Providing full
transparency in the
payment system, in
addition to evidence
of the product
quality

Product quality
management in the
supply chain

Digitalisation and
disintermediation
have resulted in
reduced transaction
costs and enhance
quality management
of the raw materials,
product
manufacturing
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Table 1 (continued)

Organisation Domain of use Application of blockchain ~ Usefulness and
relevance
Ford Raw material Tracing and tracking of Responsible raw
production in raw material such as material mining,
automotive industry cobalt used to manufacturing and
manufacture parts of the consumption
car in the industry practices for
environmental

sustainability

value in different contexts of use, and define the business goals of using the technology
by assessing the limitations of BCT compared to the existing mechanisms (currently used
in the industry for addressing the same issues). A report compiled by Juniper Research
(2017) has suggested to first assess suitability of BCT by comparing it to existing solutions
(mechanisms currently used), to understand whether the use of this emerging technology
will provide not only in terms of throughput, but also in terms of economic performance
(i.e. whether alternative solutions are cheaper and will require less disruptions and changes
across the business processes and practices) (Holden & Moar, 2017).

Blockchain strategic initiatives will help organisations and the OSCM community to
understand how BCT can be adopted, implemented and used in the business organisations to
create and capture business value and achieve sustainable competitive advantage (Bai et al.,
2020; Carson et al., 2018; Felin & Lakhani, 2018; Min, 2019). Angelis and Silva (2019) have
contributed to the ongoing discussion regarding the BCT adoption by proposing blockchain
value driver-focused framework. The framework provides managers with a systematic method
for assessing the suitability of blockchain adoption by integrating the dimensions value
creation, feasibility of BCT to create value and integration of BCT with other technologies
to realise the value. This is by far the only reported work which has contributed to the
discussion concerning BCT adoption strategy. Although, BCT is innovative and unique, and
there has been substantial interest and not necessarily adoption of this technology, the benefits
offered by the technology is not just dependent its implementation, but a strategy guiding the
implementation process and a decision framework, which will help to assess and understand
the feasibility of its application within various contexts aligned to the goals and priorities of
the business organisations.

The review clearly outlines that most of the current BCT research in the OSCM literature
focuses on a how BCT is being or can be applied for a broad range of organisational functions,
its impact on the organisational performance, dynamic capability, supply chain transparency
and collaboration among the stakeholders and trade partners. Examining and understanding
the factors influencing the adoption of BCT in OSCM is still at a nascent and emerging
stage within the academic research. Furthermore, the studies have showed the significance of
constructs derived from UTAUT, TAM and Institutional theories more than TOE and other
models, to predict behaviour intention to adopt the technology. Although, research examining
the use of BCT in OSCM literature is progressing at a rapid pace, there has been paucity
of empirical evidence examining the intention to adopt BCT is OSCM by the operations
managers for managing risks during unexpected situations (such as crisis, disasters, pandemic
and business process failures etc.).
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Recently, BCT adoption framework has emerged as a research theme in the literature. In
this context, existing literature have systematically reviewed the extant literature to identify
the drivers and barriers related to BCT adoption, and developed frameworks that is likely
to facilitate utilizing BCT in different business contexts. Using Koppenjan and Groenwe-
gen’s (2005) institutional framework, Janssen et al., (2020), have proposed PIMT (Process,
Institutional, Markets and Technology) framework for BCT adoption. The authors have con-
sidered change strategies and instruments to implementing change, regulations, legislation
and governance, the organisational culture and innovation mindset, internal business pro-
cesses and external business environment, and digital shared information infrastructure, as
key dimensions to BCT adoption. Toufaily et al., (2021) have also investigated the chal-
lenges and implications concerning adoption of BCT in the United Arab Emirates (UAE)
public and private sectors. Based on the findings stemming from semi-structured interviews
conducted with stakeholders, authors have developed a conceptual framework which will
facilitate BCT implementation in the UAE. The framework considers technology infrastruc-
ture challenges—immature technology, access to capital, interoperability and complexity,
environmental challenges—business ecosystem readiness, and regulatory uncertainty, and
internal organisational challenges—business model alignment, governance, and top manage-
ment support. Clohessy et al., (2020), have developed a BCT adoption framework adopting
a theoretical lens by systematizing academic input comprising of information technology
(IT) innovation adoption (Rogers, 2010), TOE (technology-organization-environment, Baker,
2012), theory of task-technology fit (TTF, Zigurs & Buckland, 1998), the technology accep-
tance model (TAM, Davis, 1989), and and the unified theory of acceptance and use of
technology (UTAUT, Venkatesh et al., 2016). The framework considers that the role of indi-
viduals (skills, knowledge, and competencies) and impact of task design, individual roles and
responsibilities, are critical to effectively and successfully adopt BCT. Along similar lines,
Balasubramanian et al. (2021), proposed a blockchain readiness assessment framework, and
assessed the readiness of UAE healthcare sector using the framework and found that: (1) gov-
ernment initiatives will drive BCT adoption; (2) regulation and legislative uncertainty inhibits
adoption in all firms, while large firms are more committed to pilot BCT project investments.
The framework considers strategic relationship between stakeholders, facilitating conditions
stemming from regulatory and legal certainty and both supportive technical as well organisa-
tional infrastructure, and motivational as well as engagement readiness of the organisations,
as key drivers for putting BCT into practice. These frameworks theoretically demonstrate that
adoption of BCT requires the consideration of a broad range of internal organisational fac-
tors, decision makers’ perception (usefulness and ease of use), external market environment
(stakeholder readiness and regulatory certainty), over and above the technology infrastructure
and digital readiness. Empirical investigations looking at these dimensions either in isola-
tion or combining them will advance BCT scholarship in both operations management and
research. In this context, our study empirically investigates the relationship between external
business environment characteristics, perceived usefulness, and ease of using the BCT and
operational resilience on the intention to adopt BCT from operations managers’ perspective
for risk management.

4.4 Blockchain in risk management
Risk management is defined as a systematic approach to identify, assess and respond to

risks to which the organisation is exposed (Kodym et al., 2020). Decision sciences have the
potential to enhance risk management in organisations (Covello, 1987). Decision trees have
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been very useful for risk management through the inclusion of decision alternatives with
corresponding risk management alternatives (Chelst & Bodily, 2000), whereas dependence
between random variables caused by common risk factors has been included in statistical
models for risk analysis (van Dorp, 2005). Operational Research can be valuable to develop
tools and techniques to analyse and evaluate risks (Ritchie & Brindley, 2007), as it provides
a set of techniques that can be used in uncertain conditions to balance the mitigation of risks
and the cost involved (Rodriguez-Espindola et al., 2020a; 2020b). That is the reason there
has been a surge of contributions focused on risk management in the Operations Research
and Management Science subjects, particularly linked to mathematical models, simulation,
probabilistic models, network analysis, and decision models (Romero-Silva & de Leeuw,
2021). The reader is referred to Newman et al. (2017) for a review about decision-support
systems for risk reduction and to Romero-Silva and de Leeuw (2021) for review about the
application of Operational Research to risk management.

A growing stream of research supporting risk management is looking at the capabilities of
emergent technologies. Ivanov et al. (2019) suggests that as digital technologies affect supply
chains, and supply chains are affected by risks, it is only logical to assume that there is a link
between digital technologies and risk management. Blockchain holds the potential to support
the development of a new paradigm of risk management that is more proactive, connected,
able to identify intangible risks and to provide multiple layers of protection (Kouhizadeh et al.,
2020; Min, 2019), which is the reason there are claims about the value of the risk management
field to embrace emergent technologies such as blockchain (Gejke, 2018; Lohmer et al.,
2020). Hence, the role of blockchain for risk management has started to be explored on
different sectors. It has been suggested that blockchain can be used for credit decisions in
the banking sector to reduce information uncertainty (Dashottar & Srivastava, 2021), for
cyber threat intelligence sharing systems for dynamic risk management (Riesco et al., 2020),
for prevention of security breaches at the same time as it enhances connectivity between
partners (Min, 2019), for information security (Kodym et al., 2020), for ensuring security
and privacy of donations for humanitarian operations to mitigate the risk of losing records
and transparency (Khan et al., 2021), and for supply chain visibility to provide provenance
knowledge and reduce risk perception from consumers for purchasing decisions (Montecchi
et al., 2019). Recently, Lohmer et al. (2020) examine the impact of blockchain on resilience
strategies using simulation. The paper compares a model with a conventional structure against
a model with a collaborative supply chain based on the use of blockchain. Their findings
suggest resilience can be improved through the use of blockchain-based collaboration, but
they highlight the importance to avoid poor implementation as it can cave counterproductive
effects. Indeed, poor implementation can hinder the potential of blockchain and increase risks,
endangering the impact of the investment (Kodym et al., 2020). In that sense, less attention
has been paid to the perception from users and the antecedents for the implementation of
these technologies, which can ultimately affect the success of introducing technologies such
as blockchain.

5 Conceptual model theory development

Some of the most common models used to examine the intention to adopt BCT and other
emerging technologies in the OSCM literature include the Technology Acceptance Model
(TAM) (Davis, 1989), the Unified Theory of Acceptance Model (UTAUT) (Venkatesh et al.,
2011) and the Technology-Organisation-Environment (TOE) Framework (Pillai & Sivathanu,
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TAM predictors
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[RES]

Perceived Ease of
Use [USE]

Fig. 1 Theoretical model—BCT adoption in risk management

2020). The review outlined in the previous section clearly demonstrates that constructs derived
from the TAM model, i.e. perceived usefulness and ease of using an emergent technology
such as BCT, are valuable predictors for modelling and explaining the adoption behaviour
(Albayati et al., 2020; Kamble et al., 2018). However, past studies have not studied the
impact of a business environment characterised by VUCA on these TAM constructs, which
can provide a necessary context to understand the BCT adoption for managing risks in supply
chain management (Alkhudary et al., 2020; Dolgui & Ivanov, 2020; Dutta et al., 2020). In
order to complement the past studies on BCT (Wong et al., 2020a; 2020b; Queiroz & Wamba,
2019) and emerging technology adoption in OSCM, this study will model and examine the
casual relationships between VUCA environment (Worley & Jules, 2020), TAM constructs,
resilience and intention to adopt BCT for managing risks. The relationship between constructs
is presented in Fig. 1 and further discussed below.

5.1 VUCA business environment: perceived usefulness of BCT—intention to adopt
BCT

From an OSCM perspective, we define perceived usefulness as the impact of BCT for man-
aging risks to achieve sustainable competitive advantage, as anticipated by the operations
managers (Kamble et al., 2020). The research concerning the adoption of BCT reported in the
OSCM literature has shown that perceived usefulness of the technology (construct in TAM)
has a positive and significant impact on the behavioural intention to adopt the technology
(Wong et al., 2020a; 2020b). Research in the OSCM domain examining adoption of other
emerging technologies such as artificial intelligence (Grover et al., 2020), cloud computing
(Khayer et al., 2020a; 2020b) and big data (Verma et al., 2018) have reported similar findings,
which makes perceived usefulness a significant influencer to adopt emerging technologies.
However, the perceived usefulness of a technology from an operations manager’s perspective
will be influenced by the context of its use, i.e. why the technology will be used, and benefits
of using the technology in that given context. In this context of use, from the perspective of
an operations manager, BCT adoption can improve visibility across the supply chain through
enhanced transparency, which can facilitate risk identification at an early stage, and periodic
risk reviews once risk mitigation strategies have been implemented (Wamba et al., 2020b;
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Zwitter & Boisse-Despiaux, 2018). The influence of an emergency or unexpected business
environment on perceived usefulness to implement BCT, and how it will impact the adoption
behaviour is currently unknown and we believe it will be a good starting point in OSCM
research to focus on a specific use-case for technology adoption which is highly acknowl-
edged and significant, i.e. risk management, for adding value to planning and strategizing
business operations. This leads us to the following research hypotheses about the relationship
between VUCA business environment, perceived usefulness of BCT and intention to adopt
BCT for risk management to prevent disruptions and increasing process reliability in the
business organisations.

H1 VUCA business environment will significantly influence the perceived usefulness of
blockchain technology for managing risks.

H2 Intention to adopt blockchain technology for managing risks in a VUCA business envi-
ronment will be significantly influenced by perceived usefulness of the technology in that
context.

5.2 VUCA business environment: perceived ease of using BCT—intention to adopt
BCT

Perceived ease of using a technology is a construct which is derived from TAM, UTAUT and
theory of reasoned actions (TRA), and has been widely used to study the adoption of emerging
technologies in the view of optimising business operations and processes (Karamchandani
et al., 2020; Nuryyeyv et al., 2020). This construct is demonstrated as a significant influencer
to predict the intention to adopt emerging technologies such as BCT, in OSCM. The ease
of using a technology is guided by an individual’s perception about the effort required to
effectively and efficiently use it for a specific purpose and for the context. Purpose and context
facilitate understanding the effort required to use the technology, despite of the knowledge,
skills and trust required by the individuals in the technology (which has been examined in
the extant literature) (Rodriguez-Espindola et al., 2020a; 2020b). For example, in the case
of managing operational risks (clearly defined by the context of it use), the main purpose
of using the technology is to help prevent and combat the negative effects on operational
processes anticipated from a VUCA situation (Tsolakis et al., 2020). This will help the
organisations remain productive, mitigate operational issues, and gain competitive advantage
by dynamically adapting to the needs of the business environment. From an operations
manager’s perspective, BCT offers a trust less and secure environment facilitating automated
real-time information sharing and collaboration among the supply-chain stakeholders. This
is accomplished through a decentralised and distributed digital ledger, which will facilitate
analysing the risk and responding to it dynamically through collaborative, co-ordinated and
visible efforts of all the stakeholders in the supply chain processes (Akter et al., 2020;
Alkhudary et al., 2020; Choi et al., 2019). The impact of context on the perceived ease
of use to model the behavioural intention is understudied in the current OSCM literature,
thus it is still unknown (Angelis & Silva, 2019). This leads us to the following research
hypotheses to understand the relationship between VUCA business environment, perceived
ease of using BCT and intention to adopt BCT for managing risks to prevent and manage
disruptions in supply chain.

H3 VUCA business environment will significantly influence the perceived ease of using
blockchain technology for managing risks.
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H4 Intention to adopt blockchain technology for managing risks in a VUCA business envi-
ronment will be significantly influenced by perceived ease of using the technology in that
context.

5.3 Intention to adopt BCT: resilience

Resilience has received significant academic attention in the last two decades in supply
chain and operations management. It is valuable to help businesses plan, prepare, strategize
operations and respond to unpredictable disruptions caused by either natural or man-made
causes, and efficiently recover from such disruptions (Macdonald et al., 2018; Scholten et al.,
2019; Sheffi, 2007; Stevenson & Busby, 2015). The existing research in this area has demon-
strated the positive impact of emerging technologies such as big data, artificial intelligence,
blockchain, cloud computing and virtual reality to manage risks within autonomous and
IoT-enabled supply chain. Nevertheless there is lack of empirical insights to guide decision-
makers (de Sé et al., 2019; Dufour et al., 2018; Scholten & Schilder, 2015). The adoption
of BCT can facilitate information sharing, collaboration between multiple stakeholders, co-
ordinated responses and mitigation strategies among the stakeholders to prevent operational
failures and enhance service reliability, and data-driven decisions to optimise and reconfig-
ure operational processes and resources (Wamba et al., 2020b; Sternberg et al., 2020). This
increases the capability of the organisations to dynamically and quickly adapt to a VUCA
environment by monitoring risks and responding with a strategy, which will make the busi-
ness processes resilient to unexpected disruptions (Millar et al., 2018). Although resilience in
business operations and supply chain activities holds paramount importance for operations
managers in any situation (Rubbio et al., 2019), the impact of resilience on the intention
to adopt BCT has never been modelled and empirically examined in the current OSCM
literature. This leads us to our final hypothesis.

H5 Intention to adopt blockchain technology for managing risks in a VUCA business envi-
ronment will be significantly influenced by organisational resiliency.

6 Methodology

This paper investigates the factors affecting the potential implementation of blockchain in
risk management adopting a primary research methodology employing survey method (Green
et al., 2012; Wamba et al., 2020b; Wong et al., 2020a). To understand the BCT adoption,
information from 116 operations managers in the UK has been gathered and structural equa-
tion modelling has been used to analyse the relationships between different constructs in our
proposed research model (Fig. 1). This section will discuss the process employed to gather
data and analyse it.

6.1 Design of the survey

The data collection instrument was designed looking at the different constructs affecting
the readiness and adoption of blockchain to enhance risk management in organisations.
Surveys are a useful and economical way to gather information analyse it using statistical
methods to analyse the relationships between different variables (Saunders et al., 2015). The
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questionnaire was developed through careful review of the literature to identify the constructs
and scales necessary to test the hypothesis proposed. The items were prepared using a 5-point
Likert scale (1 = completely disagree; 2 = disagree; 3 = neither agree nor disagree; 4 =
agree; 5 = completely agree). The survey was pre-tested with 3 academics and revised by
the research team to incorporate changes.

6.2 Sample selection

The recent advent of emergency technologies in the UK made it suitable to perform the
study. The country has developed a strategy for leveraging emergent technologies in industry
(https://tinyurl.com/y2jngwn5) and it has developed programmes promoting the use of emer-
gent technologies to enhance the skillset of organisations (https://tinyurl.com/yyjpmzx3).
The UK is constantly moving towards a digital transformation with widespread guidance
and support for the adoption of emergent technologies, which is the reason this research is
interested in looking into the aspects affecting user-acceptance of emergent technologies for
risk management.

Inclusion criteria was incorporated as a set of screening questions in the survey to ensure
that that all participants: (1) had at-least one-five years of experience in risk management;
(2) were employed in a managerial position; (3) had knowledge and understanding about
blockchain technology and its potential use in risk management; (4) were part of an organ-
isation involved in digital transformation initiatives to digitalise business processes. The
purpose was to have respondents with first-hand knowledge and the capacity to make deci-
sions that could deliver meaningful information for this study.

6.3 Data collection

Blockchain is quickly becoming an interesting alternative for supply chain managers. How-
ever, it is important to recognise the factors affecting its adoption to exploit the potential
benefits offered by this technology. This research has used purposive sampling involving
managers with first-hand knowledge about the use of technology in operations, which is
similar to the strategy employed in existing studies on BCT adoption (Wong et al., 2020a;
2020b). Respondents included operations managers, risk managers and crisis managers in
companies operating in the UK (Figs. 2 and 3). For data collection, an online survey ques-
tionnaire was set-up digitally by the authors and administered by Qualtrics (www.qualrics.
com), adhering to the inclusion criteria. Data was collected between July 2020 and August

Fig. 2 Role of managers (sample Role of Managers in the Organisation

.y

selected)

= Operations Management = Risk and Crisis Management
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Fig. 3 Managers’ years of Years of Managerial Experience

experience (sample selected)

= More than a year = 2-5 years = 5-10 years = More than 10 years

2020 in the UK (amidst the COVID-19 pandemic). The structured questionnaire used in this
research can be seen in Appendix I. Following recommendations from Wolf et al. (2013)
and Sideridis et al. (2014), for a model with strong factor links and medium complexity, the
questionnaire was applied to 116 managers in the UK to gather their insights. The data was
captured anonymously in the platform and prepared for analysis using SEM.

6.4 Data analysis

Structural equation modelling (SEM) is a statistical modelling method broadly used in
behavioural sciences to analyse the relationships between constructs (Dadeliene et al., 2020).
It has the advantage that variables can be measured directly, latent (i.e. not directly measured)
or a combination of both (Kalapouti et al., 2017). SEM has been used to test the different
hypothesis presented in the model proposed to identify significant relationships and discuss
the findings. The assessment of the model proposed and its fit to the data will be tested
using goodness-of-fit measures. Typical thresholds used in this study includes, goodness-
of-fit index coefficients (GFI), Tucker-Lewis Index (TLI), and comparative fit index (CFI)
with good fit considered for values above 0.9 (Doll et al., 1994; Malesios et al., 2018), and
root mean square error of approximation (RMSEA) values considered acceptable below 0.08
(Hair et al., 2013). The x 2/df ratio is advised to be under 3 (Kamble et al., 2018). Addition-
ally, reliability of the scales used in the model has been tested using Cronbach’s alpha with
a threshold of 0.6 as suggested by Hair et al. (2013).

7 Analysis of results
7.1 Measurement model

Once the data was captured using the survey, a database was created with the 116 responses
collected for analysis. Since the survey was applied to a single respondent per organisation,
the common method variance was acknowledged as a possibility (Cao et al., 2010). Harman’s
single-factor test was undertaken to dismiss the possibility of common variance. The process
included running an exploratory factor analysis (EFA) and looking at the unrotated solution
to determine the number of factors to account for variance (Podsakoff et al., 2003). The
variance explained by one factor is 42.2%, which is not the majority of the total variance,
meaning that there is no common variance.
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Table 2 Reliability and

discriminant validity a CR AVE
EAS 0.873 0.848 0.584
USE 0.830 0.848 0.583
VUCA 0.894 0.865 0.617
RES 0.804 0.870 0.692
INT 0.932 0.884 0.657

Using the EFA, Table 2 reports the results the analysis of reliability and discriminant
validity of each one of the constructs used in the analysis. All of the Cronbach’s alpha
coefficients and composite reliabilities values were above 0.8, and along with the AVE values
above 0.5 exhibit adequate reliability and consistency of the constructs included for analysis
(Albayati et al., 2020; Hair et al., 2013; Wong et al., 2020a; 2020b).

AMOS was the software selected for analysis, using the maximum likelihood method.
Table 3 shows the loadings of the different links in the structural equation model. All the
coefficients are over 0.68, with very good loadings across the different constructs, which are
considered acceptable in the area (Queiroz & Fosso-Wamba, 2019).

Table 3 Factor loadings

EASE USE VUCA RES INT

Ease_BC_1 0.782

Ease_BC_2 0.794

Ease_BC_3 0.794

Ease_BC_4 0.825

Useful_BC_1 0.700

Useful_BC_3 0.792

Useful BC_4 0.754

Useful_BC_5 0.724

VUCA_I 0.730

VUCA_2 0.900

VUCA_3 0.823

VUCA_4 0.854

Org_Res_2 0.680

Org_Res_3 0.894

Org_Res_4 0.734

Intention_BC_1 0.843
Intention_BC_2 0.840
Intention_BC_3 0.882
Intention_BC_4 0.930
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Table 4 Goodness-of-fit of the SEM model

CFI GFI TLI RMSEA X 2/df ratio

Model 0.971 0.861 0.967 0.048 1.264

7.2 Model fit

Goodness-of-fit indices were used to assess the fit of the model to the data. Table 4 outlines
the results. Coefficients of CFI, GFI, TLI, RMSEA and normed X? were compared to the
thresholds presented in the methodology and deemed the model as satisfactory. Although
the value of GFI is below the cut-off point (0.9), this can be attributed to the sample size.
The value of 0.861 resembles prior results published which have been found acceptable in
this area (Kamble et al., 2018; Karamchandani et al., 2020). Hence, the model proposed was
deemed acceptable and used to test the hypothesis presented in Sect. 3.

7.3 SEM Path Analysis

SEM path analysis was used to test all the hypotheses proposed in this research. Figure 4
shows the results of SEM path analysis Table 5 summarises the outcome of the hypothesis
tested.

Risk management involves the identification, analysis and response to different risks.
Hence, risk management accounts for a business environment characterised by volatility,
uncertainty, complexity, and ambiguity, which is encapsulated by the VUCA construct. SEM
path analysis showed that VUCA positively and significantly influenced perceived usefulness
of the BCT for managing risks (p < 0.001, loading estimate = 0.570), therefore supporting
HI. Additionally, perceived usefulness of BCT significantly and positively influences the
intention to adopt BCT for managing risks (p < 0.001, loading estimate = 0.330), supporting
H?2. The results also showed that VUCA significantly and positively impacts the perceived
ease of using BCT for risk management (p < 0.001, loading estimate = 0.730), supporting H3,

TAM predictors

Adoption

Perceived
"| Usefulness [USE]

/Business Environment

Intention to
Hokk Resilience Adopt BCT
[RES] - [INT]

Volatility [V]
Uncertainty [U]
Complexity [C]

Ambiguity [A] H2
[VucA]

Perceived Ease of H3
USG [EAS] 0.430%%x

N

Fig. 4 SEM path analysis
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Table 5 Summary of Hypothesis

1D Hypothesis Standardised Estimate Significance Result

H1 VUCA - USE 0.572 Ak Supported
H2 VUCA - EAS 0.732 ok Supported
H3 USE - INT 0.334 ok Supported
H4 EAS - INT 0.430 EEES Supported
HS5 RES - INT 0.313 HAE Supported

and the intention to adopt BCT is also significantly and positively impacted by the perceived
ease of use (p < 0.001, loading estimate = 0.430), supporting H4. Finally, our findings
demonstrated that resilience would also play a significant and positive role to influence the
intention of using blockchain for risk management, (p < 0.001, loading estimate = 0.310),
therefore supporting H5.

8 Discussion
8.1 Findings

This research examines the adoption of BCT for managing risks in OSCM. Ying et al. (2018)
have mentioned that the current state of knowledge about BCT implementation is mostly
conceptual, with the need to provide empirical results to support theoretical assumptions.
The purpose of this article is to understand the components affecting the adoption of BCT
and that can encourage its use for risk management by developing and testing a theoretical
model. Harnessing BCT’s potential for risk management will allow companies to create more
robust systems and become more resilient to disruptions (Rodriguez-Espindola et al., 2020a;
2020b).

This study confirms that perceived usefulness and easiness of use (constructs that were
drawn from the TAM model) are significantly related to the intention of adopting blockchain
for risk management. Therefore, the TAM model provides good foundation to examine the
adoption of emergent technologies for risk management. Perceived usefulness and perceived
ease of use have been related to user acceptance in the past (Davis, 1989). In the context
of BCT adoption, the significance of this relationship between perceived usefulness and
intention to use blockchain in risk management aligns with findings (reported in different
contexts) such as supply chain performance (Kamble et al., 2018), cryptocurrency in finance
(Albayati et al., 2020), and tourism and hospitality (Nuryyev et al., 2020). Furthermore,
the significant relationship between perceived ease of use and intention to adopt BCT also
supports the results reported in Albayati et al. (2020) and Nuryyev et al. (2020). The perceived
usefulness of BCT can be attributed to enhanced capability to filter, sort and store data
securely, enhanced communication between stakeholders and increased transparency and
accountability (Rodriguez-Espindola et al., 2020a; 2020b; Queiroz & Fosso-Wamba, 2019).
These findings provide evidence regarding the importance of considering the motivation of
users for the intention to adopt blockchain in the field of risk management, which means that
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companies most importantly account for the motivation of potential users (e.g., operations
managers, crisis managers, risk managers) to support the adoption of blockchain.

An interesting finding is related to the context of risk management. To account for that
context and its effect on the intention to adopt blockchain, this research has proposed the
VUCA construct. The construct involves volatility, uncertainty, complexity, and ambiguity
and it has significant effect on the perceived usefulness and perceived ease of using BCT
for risk management. This shows the way managers view the potential of BCT to tackle the
different conditions inherent to risk management. The finding suggests that decision-makers
and managers consider the dynamic and chaotic context of the activity to decide on the
adoption of an emerging technology such as blockchain.

The link between risk and resilience has been highly recognised in the literature (Manhart
et al., 2020; Munir et al., 2020). Existing research in this domain has acknowledged the role
of people (i.e. individuals and teams, their knowledge and behaviour) as crucial elements
to develop resilient business processes and models (Rubbio et al., 2019). Studies have also
highlighted that organisational leadership, strategy, resource capacity and human resource
capability can facilitate restructuring supply chain operations to deal with unprecedented
events (Ambulkar et al., 2015; Polyviou et al., 2019). Emergent technologies have been
found to be useful tools to enable supply chain resilience (Dubey et al., 2020; Min, 2019).
Nevertheless, there is a lack of evidence about the effect of organisational resilience on the
successful adoption of emergent technologies such as BCT. This research is looking at the
effect of resilience in the behavioural intention to use blockchain technology for risk man-
agement. The relationship was confirmed as significant, meaning that resilient organisations
are more likely to invest in this technology for risk management. This result demonstrates
evidence about the importance of technology to manage risk and resilience in organisations.

8.2 Decision framework

The BCT business strategy must be linked to business goals of an organisation and its
effectiveness should be measured using key performance indicators (such as competitive
advantage, business economic productivity, process efficiency, employee productivity, con-
sumer engagement and satisfaction and innovation), which are linked to achieving the goals
(Angelis & Silva, 2019). However, the main role of BCT is to support the goals prioritized
by the organisation. Understanding the capabilities, scope and limitations of BCT to solve
the business problems is key to developing this strategy, which must be driven by potential
impact of implementing BCT in a specific context rather than hype (Clohessy & Acton,
2019).

The business organisation must clearly understand and articulate the business problem that
can be solved with BCT. The business case should be developed around the idea to increase
business economic productivity and gaining sustainable performance Tracking return of
investment is a business imperative. However, the success of the development, implementa-
tion and adoption, will depend not only on the business case, but collaborative and coordinated
efforts from the all the stakeholders who are going to use and adopt the system (Dubey et al.,
2020).

Therefore, before BCT adoption, business process analysis should be conducted, which
will require mapping the existing risk management process and decision flows within the
organisation, followed by developing a blueprint which will clearly identify the changes
within the existing flows, as a result of the implementation (Alkhudary et al., 2020). The
blueprint will help the managers and key decision makers to understand how deployment of
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the BCT solution will change the workflow, communication, structure within the departments
and supply chain ecosystem, and to develop a cost-benefit-impact analysis map of the value
captured by implementing the solution (Di Vaio & Varriale, 2020).

Prioritization of BCT adoption should follow the business process analysis and will depend
on the outcome of the cost—benefit-analysis, to determine and finalize the key objectives which
will facilitate delivering the business goals and enhance the productivity at both the employee
and inter as well as intra organisation levels. The prioritization method should consider the
importance of the objective, effort required to deliver it, and the impact of the outcome. This
is a key step to lead and drive BCT strategy because it considers the immediate short-term
goals, medium term and long-term goals, from the inception, and therefore helps to build an
BCT roadmap for the organisations (Cole et al., 2019; Schmidt & Wagner, 2019).

Once the roadmap is developed, the managers will need to decide on how the BCT adoption
will impact the stakeholders in the supply chain ecosystem, which is yet to be considered in
the strategy by conducting a formal assessment (Dutta et al., 2020). Therefore, we propose
a decision framework, considering five dimensions to facilitate understanding the impact
of BCT in the supply chain ecosystem. These dimensions are relevant for managing risks
and also for other contexts, which will help to enhance business productivity and competitive
performance in the market. The proposed framework is further discussed below and presented
in Fig. 5.

8.2.1 Information resilience

BCT offers information resilience through safe, secure and efficient information sharing
between various entities (stakeholders) in the blockchain network (Behnke & Janssen, 2020;
Hastig & Sodhi, 2020; Min, 2019). Therefore, the factors influencing this dimension in the
decision framework are presented in the Table 6.

8.2.2 Information management

BCT offers an automated mechanism that facilitates managing information within a network
(shared virtual space) in a seamless manner (Esmaeilian et al., 2020; Kshetri, 2018), and the
factors pertaining to this dimension are further discussed in Table 7.

8.2.3 Supply chain relationships

BCT offers a trust less secure, decentralised and distributed virtual shared space, which facil-
itates both information sharing and transaction, eliminating the need for intermediaries (3™
party), therefore inherently depend on the nature of relationship between the various stake-
holders (Saberi et al., 2019; Wambaet al., 2020a). The factors pertaining to this dimension
are further discussed in Table 8.

8.2.4 Business logic

BCT offers a mechanism that facilitates managing creating rules that govern the processes
and transactions between the stakeholders, which can lead to reducing the transaction costs
and decreasing the decision latency time (Karamchandani et al., 2020; Queiroz et al., 2019).
The factors pertaining to this dimension are further discussed in Table 9.
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Table 6 Factors affecting information resilience

Factors to consider Yes

NO

Does the use-case/context
require information sharing
both at inter and intra
organisation levels?

If the answers to these questions are
YES, then BCT can offer value
and benefits for the organisation
in that use-case/context.
Therefore, BCT adoption seems
promising

Does the use-case/context
require persistent storage,
i.e., storing the state of the
current and historical
information?

Does the use-case/context
require efficient discovery of
information in real-time?

Does the use-case/context
require immutable and
unchangeable records of
information, to maintain
integrity of the stored data?

Does the use-case/context
require secure and safe
transmission of data, which
may or may not be business
critical?

If the answers to one or more of
these questions is NO, then
BCT should be deemed
unsuitable for the given
use-case/context

Table 7 Factors affecting information management in a shared virtual pace

Factors to consider Yes

NO

Will the information be shared
with multiple parties
(stakeholders) in the supply
chain ecosystem?

If the answers to these questions
are YES, then BCT should be
adopted as it offers an automated
mechanism and protocol for
information management process

Will multiple parties T i
within the blockchain network

(stakeholders) in the supply
chain ecosystem participate in
the data input process?

Will the information be updated
by multiple parties
(stakeholders) in the supply
chain ecosystem?

Will the information be audited by
multiple parties (stakeholders)
in the supply chain ecosystem?

Will the information validation
require consensus from multiple
parties (stakeholders) in the
supply chain ecosystem?

If the answers to any these
questions is NO, then BCT is
not suitable for use, and a
shared database can offer the
features necessary to
accomplish these tasks
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Table 8 Understanding relationships within the supply chain ecosystem in a shared virtual pace

Factors to consider Yes NO
Are all parties (stakeholders) If the answers to any these If the answers to these questions
known to each other (i.e., a questions is YES, then BCT is are NO, then BCT should be
working relationship exists not suitable for use, and a adopted as it offers seamless
between them) different alternative such as a transaction and information
Are all parties (stakeholders) centralised shared re_p_ository sharing iq a trust !ess and
can meet these conditions decentralised environment

trust each other (in the context
of sharing information and
transactions)

Are all parties (stakeholders)
have unified interest (for
example responding to/
mitigating risks through a
systematic strategy)

(trusted third party) satisfying the key requirements
of the use-case pertaining to
rules of information
transmission

Do stakeholders need trusted
central authority for validating/
managing the transactions (for
the given context/use-case)?

Do stakeholders want to continue
relying on 3rd parties for
various processes and
transactions (in the given
context/use-case)?

Table 9 Understanding the business logic governing the processes and transactions

Factors to consider YES NO

Can the business processes and If the answers to these questions If the answers to any these
transactions in the are YES, then BCT should be questions is NO, then BCT is
use-case/context, represented by adopted as it offers mechanisms not suitable for use, and a
conditional logic? to write software logic that would centralised share database

Can the business processes and govern the processes, repository is required, where
transactions in the transactions and their validation rules governing the business
use-case/context, require a automatically in a decentralised logic can be dynamically
standalone syste;n which virtual environment updated and on a frequent

| basis

should be integrated with
existing infrastructure?

Are the rules governing business
processes and transactions in
the use-case/context, more or
less static, i.e., does not change
regularly?

Does any stakeholder require
control over the rules governing
the business logic (i.e., rules are
not determined a single entity)?

Does the business process, logic
and rules involved managing
contractual agreements between
the stakeholders?
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Table 10 Capacity and capabilities of the stakeholders in the context of digital readiness

Factors to consider

YES

NO

Do stakeholders in the network
use different technologies for
this process?

Does BCT adoption require
stakeholders to update/replace
current practices and
technologies, as a result of BCT
adoption?

Do the stakeholders understand
the positive and negative impact

If the answers to any of these

questions is YES, then
stakeholders should be provided
with suitable knowledge
resources and strategic
guidelines which will help them
to understand the BCT, its
underlying concepts and
anticipated impact on the
business processes and
productivity

If the answers to all these
questions are YES, then the
stakeholders should be
engaged in a proof-of-concept
implementation to understand,
how the technology adoption
will impact their individual
organisations and their
relationships with other
entities in the supply chain
ecosystem

of BCT on business operations
and productivity?

Do the stakeholders have
capability (knowledge and
understanding) for using BCT?

Do the stakeholders have capacity
(technical, human and financial
resources) for using BCT?

Do the stakeholders have a digital
culture within their organisation
(i.e., ability to digitally
transform operational process, if
not yet transformed)?

8.2.5 Stakeholder digital culture

BCT adoption will require mindset and culture within the organisations to embrace new
technology and having the resources to engage in digital transformation, which is critical
to achieve sustainable business performance and enhance dynamic capability within the
competitive markets (Clohessy & Acton, 2019; Tonnissen & Teuteberg, 2020). The factors
pertaining to this dimension are further discussed in Table 10.

9 Research implications
9.1 Theoretical implications

There is a growing interest on the potential of blockchain technology to support businesses.
However, more evidence is needed about the specific value and factors affecting the adop-
tion in core activities such as risk management, which is currently understudied (Wamba
& Queiroz, 2020). The role of the VUCA business environment in the adoption of BCT
to manage risks to enhance sustainable performance and dynamic capabilities of business
organisations is less discussed and understood in the current OSCM literature. Prior to this
work, few studies have examined BCT adoption using technology acceptance models (Wong
et al., 2020a; 2020b; Wamba et al., 2020b; Queiroz & Wamba, 2019), but none of them
focusing on the context of risk management. This research is advancing knowledge from a
theoretical perspective in three ways, which are outline below.
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o Firstly, this is the first study reported in the OSCM literature that combines the VUCA and
technology acceptance model to provide empirical insights on the adoption of BCT for risk
management in complex business environment as a result of emergency and unexpected
situations. Our study provides empirical evidence illustrating how context of using a tech-
nology can be integrated into TAM models to better understand the adoption behaviour in
the context of employing BCT in risk management within organisations.

e Secondly, this study extends the BCT research in OSCM literature by opening a new avenue
BCT adoption-risk management (Alkhudary et al., 2020; Choi et al., 2019) with a robust
theoretical model. The results validating the model using the data captured from operations
managers in the UK shows that organisations will use BCT to manage risks within the
business processes stemming from the usefulness and ease of using the technology in that
context. From a theoretical lens, this shows that constructs derived from TAM model can
be used to predict the adoption of BCT for managing business risks in a VUCA business
environment, thus showing the importance of purpose and context of using a technology
in modelling its adoption behaviour among the stakeholders.

o Finally, the results obtained through validation of the proposed model brings new empirical
insights showing the positive and significant relationship between resilience and adoption
of blockchain for risk management. The findings suggest that resilient organisations would
be prone to adopt blockchain for improving risk management. This is important because as
BCT is continuing to be adopted by organisations and this adoption is further accelerated by
digital transformation during COVID-19 pandemic and managers need to strategize their
risk management practices within their organisations that will prevent disruptions and unin-
tended business consequences caused by potential disruptions. Accordingly, managers will
need better understanding and knowledge about BCT implementation for risk management
to systematically reflect on the capabilities and limitations of the technology, which will
help them to combine the risk management goals and priorities with BCT implementation
in the uncertain and complex business environment, and supply chain ecosystem (Araz
et al., 2020; Dolgui & Ivanov, 2020; Manhart et al., 2020; Xu et al., 2020).

9.2 Managerial implications

The extant OSCM literature concerning BCT has highlighted the significance of how the
adoption will require judicious integration of the technology with the existing business pro-
cesses and collaboration with all stakeholders in the supply chain ecosystem. In this context,
our study provides interesting empirical insights showing the potential of blockchain to deal
with volatility, uncertainty, complexity, and ambiguity has a significant effect in the perceived
usefulness and ease of use of blockchain in risk management, which will significantly and
positively influence its adoption among the operations managers. Therefore, according to our
findings supply chain practitioners can clearly see the value of blockchain considering risk
management. The results also suggest that managers implementing blockchain must focus
on making blockchain technology implementation user friendly, as pointed out by Kamble
et al. (2018), and which will motivate the users to engage in the adoption of the technology.
Our research finding have several implications for managers, which are discussed below.

e Firstly, BCT adoption for risk management within organisations will be facilitated by
knowledge and understanding of the technology, which will facilitate organisations to
realize value for the implementation (Dutta et al., 2020). Therefore, managers need to
empower the employees within the organisation, partner organisation participating in the
supply chain ecosystem with tools, resources and knowhow that will help to effectively
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integrate BCT within the risk management processes. Knowledge and capabilities will
enable all participants within the supply chain ecosystem to not only understand the use-
fulness of technology but also make the implementation of BCT user-friendly and easy to
adopt.

e Secondly, managers need to develop a culture of collaboration with multiple stakehold-
ers within and outside the supply chain ecosystem such as trade partners, technology
partners, government agencies, and regulators by developing a consortium (Clohessy &
Acton, 2019). This will create mechanisms to share and extend knowledge and build on
that knowledge, to communicate, reflect and understand the impact of BCT on business
processes considering the resources at hand. Such collaborative efforts will also facilitate
making decisions pertaining to types of collaboration in the blockchain trust less envi-
ronment, rules and protocols governing this collaboration, methods and ways to reach
consensus in the blockchain environment, managing contractual relationships and tech-
nology platform selection which can be seamlessly integrated with the existing digital
systems in the supply chain, which have been identified in our BCT decision framework.

e Thirdly, our BCT decision framework will help managers to assess the usefulness and
feasibility of the technology in risk management and various other contexts, which will
require continuous engagement with the stakeholders in the supply chain to understand
the capabilities and opportunities offered by the technology. Our results show that the
ease of using the technology will influence the adoption behaviour positively, therefore
the engagement with stakeholders will help to establish the technical feasibility of BCT
adoption both at inter and intra organisation levels. Understanding the technical feasi-
bility will require assessing the digital readiness and develop a blueprint of existing risk
management processes, capacity and capability of the trading partners (stakeholders), and
how BCT adoption will impact the existing control mechanisms (risk response strategies),
which has been outlined in our proposed BCT decision framework. These strategic initia-
tives are necessary to formulate realistic expectations from the BCT adoption, considering
that both the technology implementation and adoption remains in an early phase of the
software maturity lifecycle.

e Finally, BCT implementation will require a systematic approach to ensure the usefulness
and ease of using the technology for managing risks and other business activities is clearly
understood by other managers (stakeholder organisations) in the supply chain ecosystem
(Bai et al., 2020; Carson et al., 2018). For example, business goals must be clearly mapped
to the benefits offered by the technology and anticipated financial value, which could be
demonstrated through a proof-of-concept project (very small-scale implementation). This
will benefit the understanding and confidence of the stakeholders in the BCT usability
and capability, compared to the existing processes. Then a pilot project implementation
with a selection of stakeholders will help to provide a high-level assessment of the adop-
tion and its impact on business processes and the organisations. The pilot project (small
scale implementation) will help to understand how BCT adoption will transform business
operations and the individual needs of stakeholders for achieving sustainable business per-
formance across the organisations, and before end-end implementation (i.e., combining
all stakeholders in the ecosystem).
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10 Conclusion, limitations and future directions

The exponential interest to adopt BCT in OSCM and lack of empirical insights in the cur-
rent literature concerning BCT adoption to manage risks that will prevent disruptions in an
uncertain and complex business environment are the motivation behind this study. This paper
has provided an analysis of the value of VUCA and TAM for the adoption of blockchain in
risk management. Data gathered from 116 practitioners has been analysed using structural
equation modelling to investigate the relationships between the constructs in the proposed
conceptual model. Findings suggest that the external context (VUCA) influences the individ-
ual managers’ perception of usefulness and ease of using BCT for risk management. Results
have also demonstrated that perception of usefulness and ease of using BCT and level of
organisational resilience are significant drivers affecting the intention to use BCT for risk
management.

The article is the first to empirically investigate the adoption of blockchain for risk man-
agement activities and introducing VUCA to account for the context surrounding this activity.
Our work therefore provides an initial step for the researchers to understand how context and
purpose of BCT implementation can impact the behavioural intention to adopt BCT, which
will result in organisationally valued outcomes generating productivity and sustainable busi-
ness performance, as a result of enhanced collaboration, cooperation and coordination among
the stakeholders in the supply chain ecosystem. Evidence from other studies have indicated
that organisations interested in implementing blockchain must consider the effect of the exter-
nal context on the motivation of using the technology and invest in resources to facilitate the
successful implementation of the technology (Janssen et al., 2020). Particularly, managers
should be mindful of the importance of communicating the value of blockchain to support
and enhance the efficacy of risk management activities at the same time as they plan the
user-friendly and strategic implementation to avoid reluctance of using the new technology
from the stakeholders (inter and intra organisation levels).

There are several avenues for future work addressing the limitations of the current study
and further expand the BCT literature in OSCM, which are outlined below.

e Although we took precautions by employing suitable methods during the data sampling,
collection and analysis to minimize the impacts of common method bias (CMB) and
endogeneity (which are limitations of survey-based primary research) (Doty & Glick,
1998), we argue that future research can design longitudinal studies drawing samples
from more industries, countries, and informants with more diverse backgrounds to address
the CMB and endogeneity effects. Once a model is validated using quantitative data,
we suggest case-based research (Dobson, 2001) can be used to further test and validate
the theoretical outcomes, examining BCT adoption through ethnographic studies (Myers,
1999), to provide more comprehensive insights. As this study is carried out with managers
from the UK, the findings can be generalised to similar economies with the same degree
of technical development and blockchain implementation. Further studies can test the
applicability of the decision framework to countries with different characteristics and
examine the applicability through cross-country studies.

e Secondly, the sample of our research may limit the generalizability of our results. Our
model was tested in a developed economy, and we purposely chose to study the perspec-
tives of operations managers is OSCM related context. Although purposive sampling and
inclusion criteria employed in our study helped to enhance the internal validity of our
empirical investigation, they often limit external ecological validity. We acknowledge that
generalizability troubles all survey-based research (including ours), which can be addressed
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by conducting more empirical investigations across the world in different sectors, which
will aid in comparing the empirical insights (further contributing to the research in this
area) (Mann, 2003). However, while comparing and contrasting results emerging from
different contexts, findings should be applied with caution to ensure ecological validity
and reproducibility.

e We believe that including new constructs and corresponding variables to predict the
direct and mediating effects influencing BCT adoption for risk management not only
among managers but also at employees’ level and its impact on firm performance and
dynamic capability can further enrich our model and provide novel empirical insights
for the managers and employees alike. Such variables include constructs drawn from the
TAM model variants—performance expectancy, effort expectancy, technology affinity,
social influence, institution theory (Dubey et al., 2019)—market pressure, external influ-
encers, regulations and government guidelines, management theories (Erjavec & Trkman,
2020)—organisational culture, leadership, innovation, job satisfaction, and resource-based
view (Shibin et al., 2020)—digital readiness, technology resources, and training resources,
knowledge-based view (Kong et al., 2020)—tacit knowledge, explicit knowledge, knowl-
edge creation and co-creation, and knowledge application (through pilot studies), all of this
in the context of BCT adoption. This will further expand our model and allow researchers
to explore the direct and indirect effects between constructs to provide total effects, which
will open new avenues of research pertaining to risk and crisis management, therefore
making a significant contribution to this emerging area in OSCM literature.

e Fourthly, our proposed BCT decision framework can be empirically tested using survey-
based to understand the perspectives of managers, stakeholders within the supply chain
ecosystem and technology partners of the organisations, to further refine the model. Fur-
thermore, case-study research and longitudinal studies can help to provide interesting
insights pertaining to the performance of the framework in the BCT industry implemen-
tation, which will help to further extend the framework with new dimensions considering
advances and innovations in BCT implementation (i.e. large scale adoption and expansion,
beyond pilot projects).

e Finally, blockchain is not a standalone technology. Introducing its link with other emerging
technologies (such as artificial intelligence, big data analytics, cloud computing, digital
twins) and assessing their impact on risk management will be valuable to capture deeper
understanding of the potential benefits of implementing these emerging technologies (Araz
et al., 2020). Such studies will gather evidence and provide novel insights pertaining to the
impact of digitalisation and digital transformation (combining use of multiple technolo-
gies) for risk management in OSCM, where notion of autonomous supply chain and smart
factories have started to gain momentum, both in the developed and developing economies.

Appendix

See Table 11.
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Table 11 Survey Instrument

Construct

Latent Variables (Items)

References

VUCA Environment

Perceived Usefulness of
BCT

Perceived ease of using
BCT

Resilience

Blockchain technology would
help minimize volatility caused
by risk dynamics and velocity

Blockchain technology would
help minimize uncertainty (i.e.
lack of information and
contextual awareness)

Blockchain technology would
help minimize complexity due to
vast and variable information

Blockchain technology would
help minimize ambiguity (i.e.
confusion, subjective judgement
and strategic misalignment)

Using blockchain technology
would:

Facilitate tracing and tracking
information related to processes
for risk management

Allow us to perform secure
transactions for risk management

Allow us to effectively
communicate with customers and
suppliers to manage risks

Enhance information quality and
reliability for risk management

Facilitate swifter data-driven
decision-making for risk
management

I would find it easy to get
blockchain technology to do what
I need to do for risk management

I think the technology is easy and
understandable

It would be easy for me to
become skilful at using the
technology for risk management

I think integrating the technology
will be fairly easy compared to
conventional practices used for
risk management

We are able to cope with changes
brought by disruptions/
emergency situations

Baran and Woznyj (2020), Bennett
and Lemoine (2014)

Wamba and Queiroz (2020), Wong
et al. (2020a, 2020b), Lederer
et al. (2000), Szajna (1996)

Wamba and Queiroz (2020), Wong
et al. (2020a, 2020b), Lederer
et al. (2000), Szajna (1996)

Dubey et al. (2020), Cole et al.
(2019), Min (2019), Queiroz et al.
(2019)
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Table 11 (continued)

Construct Latent Variables (Items) References

We are able to adapt to the
disruption easily

We are able to provide a quick
response to disruptions

We are able to maintain high
situational awareness at all times

Intention to adopt ¢ I predict my organisation will Wang et al. (2020), Wong et al.
adopt blockchain technology for (2020a, 2020b), Lederer et al.
risk management in the future (2000), Szajna (1996)

I plan to integrate blockchain
technology for risk management
in the near future

I expect that my organisation will
integrate blockchain technology
to enhance risk management in
the future

My organisation plans to digitally
transform risk management
operations through integrating
blockchain technology
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