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Abstract

Cloud storage service can provide a lot convenience for users to collect, store and share data
within a group. However, there are some secure issues, one of which is that the cloud server
may cheat users for a good reputation when the data is lost. A classical solution to deal with
it is provable data possession (PDP) protocols. Most of PDP protocols are relied on either the
public key infrastructure or identity-based cryptography. However, certificate management and
key escrow issues place a significant burden on this. Furthermore, revoking the group’s illegal
users is a critical issue for PDP schemes. To address these problems, we put forward a cer-
tificateless PDP scheme for shared data with user revocation. Our proposed scheme not only
achieves efficient user revocation but also withstands collusion attack. We also give a formal
proof of security of our proposed scheme without random oracle model. Experimental results and
analysis show that our scheme is quite effective in data auditing, verification, and user revocation.

Keywords: Provable data possession, user revocation, cloud storage, shared data integrity, collusion
resistance, certificateless

1 Introduction

Cloud storage services have grown increasingly
popular in recent years. Users can manage their
data more efficiently with cloud storage, but it
has raised some security issues. One of them is
that the user data in the cloud is frequently out of

their physical control. Due to technological failure
or other human factors, the cloud server may lose
the user data, so users are unsure whether their
data is unchangeably stored in cloud. The cloud
service provider (CSP) may even argue that the
data is still preserved for goodwill and interests.
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As a result, it is required to determine whether
user data is completely saved on the cloud server.
To check the integrity of data, lots of meth-
ods such as digital signatures have been proposed.
It requires users to download their data from the
cloud and check it locally. But this consumes many
resources and the verification of data integrity
is very low. In 2007, provable data possession
(PDP) scheme [2] was proposed for the first time.
A third-party auditor (TPA) organization which
communicates on behalf of users is introduced to
conduct the verification in order to save users com-
puting resources. In PDP, each data block has a
unique authentication tag. The TPA determines
if the data is entirely saved in the cloud by eval-
uating the accuracy of these authentication tags.
On the other hand, TPA is not always an utterly
trustworthy organization, and it may try to obtain
sensitive information about users during the audit
process. Because users may keep personal data
such as business contracts and medical records on
the cloud, data privacy is another security issue
[23]. As a result, it is essential to ensure that data
privacy is not compromised in data auditing [14].
Many efficient PDP schemes have been put for-
ward since [2]. However, these schemes only pay
attention to the integrity verification for personal
data, without considering the shared data. Wang
et al. [18] first proposed a scheme for data integrity
in a group. In the group, each user can update the
data shared within the group and is able to gen-
erate authenticators for modified data. Through
these new authenticators, the verifier may ensure
the integrity of the updated data. Their scheme
adopts group signatures to conduct the data
integrity verification in the group, but it ignores
the issue of adding and removing users from the
group. Wang et al. [19] utilizes proxy re-signatures
to offer the function of user revocation and assigns
the task of generating the authenticators to the
server. This technique considerably reduces the
computational costs for users. However, it does not
resist collusion attack. The revoked user can get
the private key of legal users with colluding the
cloud server, which compromises the scheme.
Recently, some PDP schemes for group data
integrity verification were proposed [7, 13, 16, 27].
However, these schemes rely on the mechanism
of traditional public key infrastructure (PKI) or
identity-based cryptography (IBC). Although PKI
is extensively used, there are some problems,

such as a large burden of certificate management.
IBC eliminates these problems, but it requires
a fully trusted key generation center (KGC),
which generates all private keys of users. How-
ever, a malicious KGC is is an immediate threat
to IBC based PDP scheme. When the security
of KGC is compromised, the private keys of the
users are disclosed. Recently, certificateless pub-
lic key cryptography (CL-PKC) [1] is proposed to
solve the above issues. Several certificateless-based
PDP schemes with user revocation in group are
proposed [5, 9, 24, 28]. However, their schemes
are vulnerable to the collusion attack. There-
fore, it is a challenging open problem to design a
secure provable data possession scheme that pro-
vides group data integrity verification and user
revocation under CL-PKC.

1.1 Contributions

To our knowledge, for the first time, we define and
solve the problem of certificateless public integrity
auditing that supports data privacy, group data
sharing and group user revocation simultaneously
without random oracle model. Our major contri-
butions are as follows.

e For the first time, we explore the problem of
constructing the PDP protocol for shared data
based on certificateless public key cryptography.
Our new scheme can not only avoid complex
certificate management and key escrow issues,
but also achieve public auditing.

® Furthermore, our scheme can provide efficient
user revocation and collu-sion resistance. That
is to say, the revoked user is not able to get
the legal users’ privacy and data information by
colluding with the cloud server.

® We provide an analysis on security and effi-
ciency of our scheme. Our new scheme is proven
secure without random oracle model. From com-
parison with previous schemes, we show our
scheme perform well in security and computa-
tion.

1.2 Related work

In 2007, Ateniese et al. [2] proposed the first PDP
scheme, which employs a probabilistic algorithm
to validate data integrity. Even if users do not
download all the data and they may be confi-
dent that the data in cloud is not lost or modified
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with great probability. Their scheme, however,
does not allow users to alert their data dynam-
ically. Ateniese et al. [3] presented an improved
scheme to allow dynamic operation by employ-
ing symmetric encryption. Subsequently, Erway et
al. [4] presented an expanded PDP model which
employs the Rank-based Authenticated Skip List
(RASL) structure to provide a complete dynamic
data operation. Later, to facilitate dynamic data
operations, Index Hash Table (IHT) [29], Merkle
Hash Table (MHT) [23] and Dynamic Hash Table
(DHT) [15] are introduced.

Zhu et al. proposed a type of attack by a mali-
cious TPA, and the user data is disclosed during
the auditing processes [30]. [22] protects data from
being leaked by a random number, which is cho-
sen by CSP and unknown to TPA. Therefore, it
can achieve data privacy. In another way, Yu et
al. [26] adopted the idea of zero-knowledge proof
to achieve data privacy. [10] proposed an identity-
based protocol to prevent TPA from obtaining
data. Ji et al. introduced an improved version
of [10] by increasing the flexibility and optimiz-
ing the efficiency [8]. Recently, many researchers
proposed some PDP schemes to support data
privacy [11, 14, 17, 25].

Most of the above schemes focused on data
integrity detection only for individuals, not for
group. Wang et al.[18] presented a scheme to check
the data integrity in group by using group sig-
natures. The broadcast encryption and the ring
signatures are used to validate the data integrity
within a group [12, 21]. None of these solutions,
however, allows for user revocation. The authors
in [19] utilized proxy re-encryption to realize user
revocation, but it is vulnerable to collusion attack.
The revoked user can recover the private keys
of legal users by colluding with the cloud server.
[16] introduced dynamic hash table and lazy revo-
cation to provide user revocation and shared
data dynamic operations. According to the lazy
revocation model, the cryptographic information
remains untouched when a user is revoked. If the
related data is updated again by other legal users,
the authenticators need to be re-computed, which
is too slow in authenticators updating. Zhang et
al. [27] introduced key updates to support user
revocation, and they can resist collusion attack.
Luo et al. [13] utilized threshold sharing to prevent
revoked user from colluding with the cloud server.
However, all previous schemes above are based on

PKI or IBC, which require complicated certificate
administration or inherent key escrow problem.
To fill this security gap, Al-Riyami et al. [1]
presented certificateless public key cryptography.
For the first time, Literature [20] put forward
a certificateless PDP scheme, however, he et al.
[6] ponited out that the protocol in [20] could
not withstand the attack from Type I adversary.
The aforementioned schemes discussed the per-
sonal data auditing without considering shared
data in a group. In 2012, Wang et al. [18] pre-
sented a privacy-preserving scheme to ensure the
shared data integrity. After that they constructed
a new protocol with proxy re-signatures to support
user revocation [19]. Later, a series of schemes for
group data based on CL-PKC are presented such
as [5, 9, 24, 28]. However, these schemes can not
solve the specific problem of collusion attack.

1.3 Organizations

The rest of paper is organized as follow. The pre-
liminaries are introduced in Section 2. Section
3 describes the security model of our proposed
scheme. The concrete scheme and the security
proof are shown in Section 4 and 5. Section 6
describes the theoretical analysis and experiments.
We give a conclusion in Section 7.

2 Preliminaries

2.1 Bilinear

Let G; and G4 are both cyclic groups of the same
large prime order ¢, g be a generator of G1. Then a
bilinear map can be represented by e : G; X G; —
G2 with the following conditions:

¢ Computational: for Vg1, g2 € G1, e(g1, g2) can
be computed efficiently.

® Bilinear : for Vgi,92 € G1,Va,b € Z7, it has
e(g%,gg) = e(gl,gz)ab'

¢ Non-degenerate : 391,92 € Gq, e(g1,92) #
la,.

2.2 Complexity Assumption

In this section we discuss the mathematical
intractable problems. Assume G1, Gs are two mul-
tiplicative cyclic groups and ¢ is a generator of

Gs.
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Definition 1 (Computational Diffie-Hellman (CDH)
problem). Given a tuple T' = (g,g¢",¢") without the
knowledge of z,y €r Z,, where g,¢%,g¥ € G1. Then
compute g*¥ € Gj.

Definition
(BSDH)

(k,9.9", 9",
where gly,gm g° ,g e G.
e(g,9)*+ € G2~

2 (Bilinear strong Diffie-Hellman
problem) Given a tuple T =
2

7g ) and a known k, k,x €r Z;,

Then compute

Definition 3 (Extended bilinear strong Diffie-

Hellman (EBSDH) problem). Given a tuple T =
2

(k,g9,9%, g% |- 7g‘%q) with and a known k, k,x €g

Zy, where g, gm,gxz,--- ,g°" € Gq. Then compute

k
e(g, 9) ¥+ € Ga.

2.3 System model

Figure 1 shows the system model in our scheme,
which includes four entities: user group, TPA |
KGC and CSP. There are two kinds of users
in a group: group members who can store and
update the data within the group and the group
manager (GM) who can allow group member to
join the group and revoke a user when he leaves
from group. In system setup, group manager ini-
tializes the original group. TPA with sufficient
resources is in charge of auditing data integrity
on behalf of group members. CSP has abundant
storage and computational resources to provide
group members with data storage service and gen-
erates the proof of data integrity as response to
TPA. We assume that CSP and TPA are both
semi-trusted. Specially, TPA and CSP can per-
form the algorithm honestly, but they want to
obtain the information of data or forge the proof
of inaccurate data.

2.4 Framework of our scheme

Here, our scheme contains the following algo-
rithms:

e Setup: Given the security parameter M\,
KGC generates the system public parameters
params, the master private key msk and public
key.

KGC CSP

&

Ao apeand
fenred

<
Challenge
Joorg

group manager

a@ ......

group members
gronp 000 TPA
UL revoked users

Audmng Result

Auditing Request ‘

User Group

Fig. 1 System model

® Group Manager KeyGen: The group man-
ager generates his private key skg,, and public
key pkgm.

¢ PartialKeyGen: Given the identity ID; of
user, KGC generates the partial private key D;
and sends it to the user in a secure channel. The
user can verifies the validity of D;.

® GroupKeyGen: Inputting the number of
revoked users Num and group manager private
key, GM executes this algorithm to generate the
user group private key gsk;.

e PrivateKeyGen: User generates the secret
value firstly. After receiving the group private
key and partial private key, user executes the
algorithm to compute the complete private key
sk; of a user by the secret value.

¢ PublicKeyGen: Given the secret value, the
group private key and partial private key, the
user generates his public key pk;.

¢ AuthenticatorGen: Given the data block m;
and his complete private key sk;, the user
computes authenticator o; of the m;.

® Challenge: TPA picks some data blocks as
the challenged blocks with some random num-
bers, and then outputs the chal as the challenge
requests.

¢ ProofGen: After receiving the challenge chal,
CSP generates the proof P with the challenged
blocks and corresponding authenticators.

® ProofVerify: Given the challenge chal, the
proof P and the public key pk;, TPA executes
this algorithm to output the verifying results.
The algorithm outputs 0 or 1.

® Revoke: Given the updated Num, GM outputs
a new group key according to the new Num.
GM sends the new group private key to legal
users secretly.
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3 Security Model

In our proposed scheme, there are two types
of adversaries namely Type-I adversary A; and
Type-II adversary As. A; aims to forge the
authenticators of data blocks with the ability to
replace the public key of any user, but he can not
get the master private key. Ay can access the mas-
ter private key but is not able to replace the public
key of user. Next, we introduce two games between
a challenger C and the adversary A; or As. The
details of two games are as follows.

Game 1. The game runs between C and A;.

Setup: The algorithm Setup is executed by
C to get the system public parameters and the
master private key. The master private key is held
by C in secret.

Queries: Adversary A; can make a series
queries to C as follows.

¢ PartialKey-Query (ID;): A; picks the identity
ID; and queries C to get the partial private key

¢ GroupKey-Query (Num): A; picks the number
of revoked users Num and queries C to get the
group private key of ID;.

¢ PrivateKey-Query (ID;): A; picks the identity
ID; and queries C to get the private key of I D;.

e PublicKey-Query (ID;): A; picks the identity
ID; and queries C to get the public key of ID;.

¢ PublicKey-Replace (ID;, PK;): A; is able to
replace the public key of ID;.

e Authenticator-Query (ID;,m): A; picks the
tuple (ID;,m) and gives it to C to get the
authenticator o of the data block m by ID;.

Forge: At last, A; produces a forged authen-
ticator ¢’ for the data block m’ with the public
key PK;ps and the challenged identity ID’. If
all conditions in follows are fulfilled, A; wins the
game.

1. A; does not issue a private key query with I.D’.

2. A; does not issue a partial private key query
with ID’. Replacing I D"’s public key is prohib-
ited.

3. A; doesn’t issue an authenticator query with
(ID',m).

4. The forged authenticator ¢’ of m’ is valid for
1D’ and PKID’~

Game 2. The game runs between C and As.

Table 1 Notations

Notation Description
p A large prime
Gq Cyclic multiplicative group with order p
Go Cyclic multiplicative group with order p
91,92 Two generators of G1
Hl,H4 {0,1}* %G1
H»> {0,1}* X G1 x {0,1}* — Z;
Hs {0,1}* = Z}
e A bilinear pairing
ID; The identity of user u;
Num The number of revoked users
s The master private key msk;
Tgm The group manager private key skgm
D; The partial private key for u;
gsk; The group private key of u;
sk; The private key of u;
F The shared file identifier
chal The challenge information
m; The jth data block
T; The authenticator of m;
P The proof message

Setup: The algorithm Setup is executed by
C to get the master key and the system public
parameters. Then C sends both of them to As,.

Queries: An adversary A can make a series
queries to C as follows.

¢ PrivateKey-Query (ID;),
(Num), PublicKey-Query
Authenticator-Query(ID;, m):
defined in Game 1.

GroupKey-Query
(ID;) and
which are

Forge: Finally, A, produces a forged authenti-
cator o’ for the data block m’ with the challenged
identity I.D’. If the three conditions in follows are
satisfied, A, wins the game.

1. As does not issue a private key query with I.D’.

2. As doesn’t issue an authenticator query with
(ID',m).

3. The forged authenticator ¢’ of m’ is valid for
1D

Definition 4 If A; and Az can both win the Game 1
and Game 2 with a negligible probability in probabilis-
tic polynomial time respectively, the authenticators of
each block are unforgeable.

4 Our new scheme

In this section, we give a concrete description of
our proposed scheme. Suppose that there are z
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group members in a group. ID; is the identity of
one group member u; for 1 < i < z. We divide the
file F' into n blocks {m;}1<j<n, where m; € Z7.
To ensure that the value of auxiliary data is not
tampered with, we utilize a secure identity-based
digital signature SSig to check the integrity of
auxiliary data, where ssk and spk are the private
key and public key. The details of our scheme are
demonstrated as follows:

Setup: Given a security parameter A\, KGC
randomly picks a large prime p and two multi-
plicative cyclic groups G; and Gy with order p.
e:G; x Gy = Gy is a bilinear map and g1, go are
both the generator of G;. KGC selects a random
number s € Z; as the master private key msk
and mpk = gi. After that, KGC computes h =
e(g1,91)°. There are four secure hash functions
Hy: {0,1}* — G17 Hs : {071}* x Gy x {071}* —
Zy, Hz : {0,1}* — Zy and Hy : {0,1}* —
G1. KGC keeps the master private key secretly
and publishes public parameters as params =
{p,91,92,h,G1,Ga, e, Hy, Ha, H3, Hy, mpk}.

Group Manger KeyGen: The group man-
ager randomly chooses x4, € Z, and sets group
private key skg,;, as g4y and computes pkg, =
g1°™. Finally, the group manager initializes the
number of the revoked users Num = 0.

PartialKeyGen: On receiving params and
the identity ID; of w;, KGC computes h; =
Hl (IDJ and

s-hy
yi=g1
where r; is a random number from Zj. KGC sets
D; = (y;, Ri = ¢") as partial private key and
delivers it to u; by a secure channel. u; can check
D; by the following equation.

e(g1, mpk)™ = e(y;, 9" - Ri - mpk)

If the equation holds, u; accepts D; as his
partial private key; otherwise, he refuses it.

GroupKeyGen: On receiving the identity
ID; of u;, the group manager randomly picks
TNum € Z; and computes Ryym = g1V and
T; = TNum + :I:gmHg(IDi,RNum,Num) mod p.
The group manager sends gsk; = (Rywm,Zi)
to u;. After receiving gsk;, u; can verify it by
checking whether

T, H>(ID;,RNum,Num
gl —RNum'pkgni( Num ).

If it holds, u; accepts gsk; as his group private
key; otherwise, he refuses it.

PrivateKeyGen: The group member u; picks
a random number k; from Z; secretly. On receiv-
ing D; = (yi,Ri) and gsk; = (RNum,i), Ui
generates o; = k; - ©; and sets his private key sk;
as (R;, o).

PublicKeyGen: After receiving D; and gsk;,
u; computes the public key

1

phi = (Y1 = y7, Yo = h%, Y3 = y*).

AuthenticatorGen: Each group member
generates the corresponding authenticators of
data blocks with his private key. If u; intends to
generate the authenticator of data block my;, he
computes the authenticator

. ma H. wj)1a
o = (g} - Ry - mpk)™ - g7

where h; = Hy(ID;) and auxiliary information
wj = FnamejNum. Fname is the identity of F,
j is the block index and Num is the number of
revoked users. After that, u; generates the file tag
Tag = FnameNumpk; Sigssi(FnameNumpk;).
At last, u; sends F = (mq,--+ ,my), T = (01, -,
o,) and Tag to the cloud. Cloud server executes
the following operations to verify the validity of
Tag and T. The cloud server extracts Num in
Tag and checks whether it is the newest. Then
The cloud server proceeds to the next two steps if
they hold. Otherwise, he rejects it and the user is
deemed to be revoked.

® The cloud server verifies the integrity of Tag
using the public key spk of SSig. If yes, it
continues to next step; otherwise, rejects it.

® The cloud checks the correctness of T' by the
equality

e(0j, Yy) = e(ga, Y1) Folen) .y, TP

where 1 < j < n. If the equation holds, the
cloud accepts it; otherwise, he refuses it.

Challenge: TPA creates a random challange
chal = {(i,v;)},1 < i < ¢, where ¢ € [1,n] is
the number of challenged blocks, ¢ is the index
of each challenged block and v; € Z is random.
Afterwards TPA transmits chal to the cloud.
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ProofGen: In this algorithm, the cloud server
first randomly selects ¢ € Z7, and computes pu =
Rt m* =30 qvimi,m = 7w 4+t - Hy(p) and © =
[I; o/". Finally, the cloud server sends the proof
P ={u,m,0} and Tag to TPA.

ProofVerify: On receiving P and Tag, TPA
first verifies the validity of T'ag. If it is valid, TPA
parses Fname, Num and pk; from Tag. Then
TPA performs integrity verification by judging
whether:

e(0,Y3) .MH4(#)

= e(gg, YI)Z”z‘H3(FnamejNum) . YQHl(IDi)ﬂ

If yes, TPA accepts the proof; otherwise, he refuses
it.

Revoke: The algorithm will be executed by
GM and non-revoked group members. When
revoking a group member, GM updates the num-
ber of revoked users to Num = Num + 1 and
broadcasts it to legal users and the cloud server.
Later, he generates the new group private key
based on the new Num. Specially, GM picks a ran-
dom rNum € Zj, and calculates Ryym = gy
and z; = "Nym + TgmH2(ID, Rnym, Num) mod
q. GM transmits the new group private key gsk; =
(RNum, i) to u;. The non-revoked group member
u; can check the correctness by judging whether

= Rnum pkH2(IDz)RNu1n7Num)

. If yes, u; accepts gsk; as his group private key;
otherwise, he refuses it.

Note that the revoked group members are
unable to calculate a valid private key without the
new group private key. Therefore, the cloud server
rejects any requests when a revoked user wants to
store or update data in cloud. Furthermore, once
a valid user receives the new group private key,
he is required to compute his new public/private
key pairs. The subsequent authenticators are gen-
erated by new public/private key pairs. So, it is
efficient to verify the updated blocks

5 Security analysis

5.1 Correctness

Theorem 1 TPA can audit data blocks correctly if
the user, GM, CSP and TPA follow the proposed
procedure.

Proof: The equation in the ProofVerify
holds as follows.

e(©,Y3) - p

Haz e

H (h +rit+s)m; . gZHQ,(FnameiNum) y%i)'uia . ht
i
c

91791)

’Jq

(h +rits)mi

g;{d(FnamezNum) n )a: Ui ht

:c yoim; | ( Hs(FnameiNum)

g2 7y

Cee(g2,y0)
_ Y2)hi7r . G(QQ,Yl)Eg vi H3(FnameiNum) At

5.2 Detectability

Theorem 2 If CSP stores n data blocks, deletes or
modifies m bad blocks, and TPA picks ¢ challenged
blocks, the probability that at least one of m blocks is
detected is larger than 1 — (B=7)¢.

Proof: Denote Px as the probability that at
least one bad block is identified and X as the
number of damaged blocks which are audited.

Px=P{X>1}=1-P{X =0}
n—c+1—m
n—c+1

_ _ 1=
_q_nr—m n m

n n—1
So we get Px > 1 — (2=2)°, O

5.3 User revocation

Theorem 3 The revoked users can not comprise the
legal users with colluding with the cloud server.

Proof: A revoked user can comprise the legal
users without the cloud server if and only if both
of the following conditions hold.

® He has the newest Num.
e He can generate valid authenticators.

However, it is infeasible for a revoked user to meet
the two requirements mentioned above. For the

)3: on ht

>o¢ viHz(FnameiNum)

. ht
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first one, GM updates the Num and broadcasts
it to the cloud server and legal users when a user
is revoked. The revoked user can not know the
newest Num. Secondly, GM generates the new
group private key for each non-revoked user. The
revoked user can not generate the valid authen-
ticators with no knowledge of new group private
key. Even if a revoked user utilizes the prior pri-
vate key to generate authenticator and sends it
to the cloud, the authenticator can not pass the
verification executed by a cloud server using the
equation

€l ¥a) = elga, o) o (Fremesn i)y DO,

On the other hand, if a revoked user colludes
with the cloud server, he could know the newest
Num from the cloud server. However, the cloud
server does not know the new group private key
and the revoked user can not generate the valid
private key without new group private key. The
user private key is not leaked. Therefore, our
proposed scheme collusion-resistant. O

5.4 Data privacy

Theorem 4 In the proposed scheme, TPA can not
obtain the original user blocks.

Proof: Firstly, we show that TPA can not
obtain information from =. Note that 7 = 7* 4 ¢ -
H,(p), and the data blocks of user are included by
7*. However, cloud server blinds 7* by ¢ - Hy(u),
where ¢ is a random number from Z7 and p = ht.
Even if TPA knows p, solving t is equivalent to
solve CBDH problem. Hence, it is hard to obtain
the privacy of block 7* from 7 for TPA.

Secondly, we show that 7* can not be obtained
from O, where

c

c
vj i m; H3z(wj)qvjau
@:H"j =TIt - Ri - mphy™s - ga'* e
J

J

— H[(g{h - R; .mpk)mjvjai] _953(‘”.7‘)”]‘0‘72
J

We can analyze that (¢ - R; - mpk)™i%% is

blinded by g7 However, TPA only knows
gf 3@ without knowledge of private key «;.
Therefore, TPA can not get the value of g2H a(w)vy

Finally, we illustrate that TPA can not obtain
m; from the proof P = (p,7,©). We regard 7*
as a private key and Hy(u) as a challenge value.
We consider the data auditing between TPA and
CSP as a provably secure honest zero knowledge.
It implies that no information about 7* will be
leaked. Thus, data privacy of user is guaranteed.
This completes our proof. (Il

5.5 Unforgeability of authenticators

Theorem 5 The proposed scheme is unforgeable if Ay
and Az both win the game with a negligible probability.

The theorem is correct if the following two
lemmas are proved.

Lemma 1 For any adversary A1, if he wins the Game
1 in polynominal time ¢ with a nonnegligible proba-
bility € after making n,,; PrivateKeyGen queries, nag
AuthenticatorGen queries, ny, PublicKeyGen queries
and n. Create-User queries, then there is a challenger
C1 who has the ability to solve the g-EBSDH problem
with the probability ¢ in polynomial time ¢’ for

Ne + Npri + Nag 1

¢ >+ )(o)e
t' =t + O((nc(q + 3) + 3np + 4nag) Tr)

where T is exponentiation cost.

Proof: Given ¢ = (G,g,gz,gg’“’z, —o,g®"), the
adversary A; wins the Game 1 means that the
challenger C; can compute e(g,g)7+? for known
6 € Z; at non-negligible probability. The mul-
tiplicative group G, its generator g, gs, and the
maximum number of queries ¢ are included by the
following proof. Assume A; = g*,Vi € [1,q].

1. Setup: Ay sets two lists L4 =
(ID,Y1,Y2, Y3,z k,o,h,y, R) and Ly =
(ID,z,k,o,Y1,Ys,Ys) firstly after receiving ¢.
L1 and Lo are empty initially. Ay selects three
polynomials P(z),®(x) and Q(z) of degree
q—1as

qg—1 qg—1 qg—1
P(z) = Zaixi, O(x) = Zbixi, Qz) = Zcixi
=0 i=0 i=0

where (a;, b, ¢;) €r (2, )3. It computes
g9 = H?:_é (A)* = ¢P@ and mpk =
Hg:_(} (A;41)% = ¢7. Finally, it computes h =
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xT

e(gr,mpk) = e(g1,91)" and sends system
public parameter params = (Gi,Ga,q,e, g1,
g2, h,mpk, Hy, Ha, Hy, Hy) to A;, where H; :
{0,1}* —= Gy, Hy : {0,1}* xGy x{0,1}* — Z,
Hy : {0,1}* — Zy,Hy : {0,1}* — G1. To
solve q-EBSDH, A; executes an algorithm C;
as follows.

. Create-User-Query: A; chooses 7; =
®(ID;),r, = Q(D;) and computes
R, =¢", R, = g’"g. Since the identity of user is
public, we denote P(x) as

q—1

P(z) = [+ + hy).
j=0

where h; = Hi(ID;) and (u1, - ,fq) ER
(Z;)?. Denote P;(x) as the polynomial for ID;.

x - P(x)
Pl = o T
I Hg;é(m + 7+ hy)
n x+r; + hz + Ho
qg—1
=z [ @+rj+h)+po
J=0,j#i
q—1
- Z“J’x]
J=0
Cy sets y; = {71‘[;3;[}(,41»)% }hi = gifr(ﬂ: =

gHD
z-hy

gy ™" VID;. Then, it randomly chooses
r; € Z; and computes x; = rh o+
z1Ho(ID;, Num), pkgm = g**. Finally, it stores
(ID77 J_, J_, J_, J., T3, hi, Yi, Ri, Zq, Num) in ,Cl.
It is noted that partial private key and group
private key can checked by e(gi, mpk)t =
e(yi,g{”‘” -mpk) and ¢* = R ~pk;{,,2L(IDi’Num)
respectively.

. Group-Key-Query: A; picks I D; and performs
the query about it. If ID; is included by L,
Cy returns z; and Num. Otherwise, C; makes
Create-User query for ID; # I D* and responds
x; and Num.

. Partial-Key-Query: A; picks I D; and performs
the query about it. If ID; is included by L,
Ci returns D; = (y;, R;). Otherwise, C; makes
Create-User query for ID; # ID* and responds
D; = (yi, Ri).

5. Private-Key-Query: For ID; = ID*, C; aborts.

If not, it checks whether ID;(#£ ID*) is
included by L£;. If £y contains ID; (other
than 1), then C; returns (o, R;); otherwise,
it chooses k; €gr Z; and computes of = k;z;.
Now, if a; =1, then C; updates only «; as «; =
a; otherwise, he makes Create-User query and
sets oy =« in L.

. Public-Key-Query: A; picks ID; and performs

the query about it. If ID; is included by L,
then C; returns Y; = (Y1, Ya, Y3). Otherwise, C;
makes Create-User query for ID; # ID* and
the details are illustrated as follows.

® Check whether ID; is included by £; where
k; =L1.1f k; does not exist, C; picks k; €g 2.
Then, it calculates Y; = (Y;1, Yio, Yi3), where
Yii = yf', Yiz = h® and Vi3 = yi".

e It replaces the tuple (L,L,L,1,1) by
(Yi1,Yio,Yi,, oy, k;) to L. At last, Cy trans-
mits public key Y; = (Y;1, Yio, Yiz) to A;.

. Replace-Public-Key: Now, for invoked query

(DY = (Y),Y}5,Y5)), Co osets Y =
Vi, Yie = Yj5,Yis = Y5 and ky = kj,oq =
o). If the corresponding tuple is included by
L1, C1 updates these values. Finally, C; inserts
(ID;, ki, 0, Y51, Yi2) to L.

. Authenticator-Query: When the query ¢ =

(ID;,mj,w;) is received, C; first checks
whether ¢ is included by £;. If it does not exist,
C; generates an authenticator according to the
original scheme. Otherwise, C; takes list Lo into
account and simulates as follows.

® Retrieve the private key «; from list £;.
e Compute 0 = [(gil’ - R; - mpk)™ .953(%)]%

for h; = H1(ID;) and responds ¢; to Aj.

. Forge: A; stops making queries and forges

a ¢ for data block m' with Yipr =
(Y[D/l,YID/Q,Yjplg), where Y[D/ is the public
key for ID'. If ID" # ID*, C; aborts. Oth-
erwise, it calculates ¥(z) = Y027 mait! for
some coefficients (71,72, ,7q—1) € (Z3)?!
and reforms P(z) as

Px)=a" ) [(ri + hs) + 5] +d

where d € Z7. Then, it finds Yip/3 from

xh

L1 where Yipi3 = gl[ri+hi+m]ki . After that, C;
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computes T as

@ P(x)

= [gTithite .g—w(x)]%

= [Pt L @]

dx 1 T
— [gri+h,i+z]2 — gri+hi+z

C1 computes Z = e(g,T) = e(g,9) “i*’?i)”j If
a = 1;+h;, the value of Z is equal to e(g, g)amﬁ
So, C; can solve the g-EBSDH problem.

Probability analysis: A; successfully forges

a valid signature if and only if three events occur
concurrently as follows.

I'y: C; does not abort during the above

simulation.

T'y: o/ is a valid forged authenticator on m’

for ID*.

I'3: The forged authenticator o’ allows ID =

1D*.
Hence, we can write

PT[Fl/\Fg/\Fg] = P’I‘[Fl]'PT[FQ|F1]-PT‘[F3|F1/\F2].

Now, we describe a probabilistic analysis of
each event.

® The probability of I'y is equivalent to the
probability that the simulations of Partial-
Key-Query, Private-Key-Query, Authenticator-
Query succeed simultaneously. Let us denote
the number of iterations as n and the challenged
identity ID* is one of n identities.

— The probability of failure in Create-User-
Query is %. Therefore, the probability that
the simulation of Partial-Key-Query succeeds
after n. queries is (1 — %)"

— Similarly, the probability that simulation of
Private-Key-Query succeeds is (1 — 1)ner
since there are n,,; Private-Key queries.

— When ID # ID*, the probability that
Authenticator-Query successfully produces
an authenticator is (1 — ). Hence, after nq,q
queries the probability for succeessful simula-
tion of Authenticators-Query is (1 — )™,

e The probability of A; forges a valid authentica-
tor is e.

e Pr[['5|T'; A T's] means that the probability A,
generates a valid forged authenticator for ID =
ID* by conditioning on the events I'y and T's,
which is n% since there are n. queries for Creat-
User-Query.

Therefore
1 i+n
P’I“[Fl] — (1 _ 7)nc+np7‘z+ ag

n
(1 . Ne + Npri + Nag
€

n
1
PT[F3|F1 /\FQ] Z .

C

v

)

V

Prly|Ty]

Therefore, A; can break q-EBSDH problem with
the probability

€ = PT‘[Fl AT /\Fg}
= P’I”[Fl] . PT[F2|F1] . P’I"[F3|F1 AN FQ]
_ Me + Npri + Nag €

)7

> (1
n Ne

As € is a negligible value, C; can not break the
q-EBSDH problem. Hence, our scheme is resistant
to Type-I attack.

Estimated time: We focus on exponentia-
tion cost Tr because it has significantly higher
cost than other operations in our simulation than
the others. C; requires n.(q + 3)Tg,3n,Tg, and
dnTg during partial-private-key, public-key and
Authenticator queries, respectively. So, the time
cost is t* = (n.(¢+3) +3n, +4nq,)Ts. Therefore,
t' =t4+O((ne(g+3) +3ny, +4n,4)TE) is the total
time to break q-EBSDH problem by C;. O

Lemma 2 For any adversary Asg, if he wins the Game
2 in polynominal time ¢ with a nonnegligible proba-
bility € after making n,,; PrivateKeyGen queries, nag
AuthenticatorGen queries, n, PublicKeyGen queries
and n. Create-User queries, then there is a challenger
C2 who has ability to solve the -BSDH problem with
the probability € in polynomial time ¢’ for

Npri + Nag 1

)

n Ne

' =t+ O((ne(q + 3) + 3np + 4nag)TE)
where T is exponentiation cost.

¢ >(1+
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Proof: Given ¢ = (G,g,gﬁ,gﬁ, —,g""), the
adversary A, wins the Game 2 means that the
challenger Cy can calculate e(g, g)T}r@ for known
¢ € Z; at non-negligible probability. The mul-
tiplicative group G, its generator g,g., and the
maximum number of queries g are the same as in
Lemma 1. Let A; = ¢°',Vi € [1,q].

1. Setup: Ay sets two lists L4 =
(ID,Y1,Y2, Y3, x, ko, h,y, R) and Ly =
(ID,z,k,a,Y1,Ys,Ys) firstly after receiving ¢.
L1 and Lo are empty initially. A, selects three
polynomials P(z), ®(x) and Q(z) of degree
q—1as

q—1 q—1 q—1
Px) = aia', ®(x) =Y bia'!,Q(x) =) i’

i=0 i=0 i=0
where Vi € [0,q — 1] and (a;bi,¢;) €Er
(Z3)?. It calculates g, = [T, (A)» =
g"@ and mpk = gi. Finally, it computes
h = e(g1,91)° and sends system parame-

ter params = (G1,Ga,q,¢€,91, 92, h, mpk, Hy,
HQ,Hg,H4) to AQ, where H : {0,1}* — Gl,
Hs : {0, 1}* x Gy X{O, 1}* — Z:;, Hj : {0, 1}* —
Zy, Hy : {0,1}* — G1. Now, Ay executes an
algorithm Cy to break q-BSDH problem.

2. Create-User-Query(ID;): Firstly As picks r, =
Q(ID;) and computes R, = g"i. If ID; # ID*,
Aj selects r; = ®(ID;) and calculates R; = g"

sh;
and y; = (g1)%FF=. Otherwise, because the
identity of user is public, P(z) can be extended

as
qg—1

P(z) = [J(z+s+hy).
=0
where h; = Hi(ID;) and (u1, pi2, - , ftg—2) €r
(Z3)?72. Denote P;(x) as the polynomial for
ID;.

1
It sets y; = {Hg:—O?(Ai)m}s-hi _ {glz+s+hi }s.hi’
VID;. Then, Co randomly chooses z1 € Z,; and
computes x; = r; + x1Ho(ID;, Num), pkgm =
g*t.  Finally, it stores (ID;, L, L, 1,1
,Tiy hiyYiy Riy i, Num) in £y. Tt is noted that
partial private key and group private key can
checked by e(g1, mpk) = e(y;, gl - mpk)

kHr_;(IDi,Num)
gm

and g% =R, -p respectively.

. Group-key-Query: Ay performs the query

about ID; and if it is included by Li, Co
responds x; and Num. Otherwise, C; makes
Create-User query for ID; # ID* and outputs
x; and Num.

. Partial-Key-Query: Ay performs the query

about the selected ID;. If it is included by £,
Co responds D; = (y;, R;). Otherwise, Co makes
Create-User query for ID; # ID* and outputs
D; = (i, Ri).

. Private-Key-Query: For ID; = ID*, Cy aborts.

Otherwise, it checks whether ID;(# ID*) is
included by L. If it exists, Co responds («;, R;);
otherwise, it chooses k; €r Z, and computes
of = kz;. If a; =1, Cy updates o; = o; other-
wise, makes Create-User query and sets o; = o
in El .

. Public-Key-Query: A, performs the query

about its selected ID;. If ID; is included by
Ly, Co returns Y; = (Y1, Y2, Y3). Otherwise, Cy
makes Create-User query for ID; # ID* and
the details are illustrated as follows.

® Check that whether ID; is included by £;. If
k; does not exist, Co picks k; €r Z,. Then,
it calculates Y; = (Y;1, Yio, Yiz), where Y;; =
yi', Yio = h¥ and Yiz =y}

® Then, it vreplaces (L,L, 1,1, 1) by
(Yi1,Yio,Yig, i, ki) to Ly At last, Co
transmits public key Y; = (Yi1, Yo, Yis) to
As.

. Authenticator-Query: When the query ¢ =

(ID;,mj,w;) is received, Co first checks
whether ¢ is included by L. If it does not exist,
Cy generates an authenticator according to the
original scheme. Otherwise, Cy takes list Lo into
account and simulates as follows.

® Retrieve the private key «; from list £;.

e Compute o; = [(g}" - R; - mpk)™ '953(%)]%

for h; = H1(ID;) and respond o, to As.
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8. Forge: A, stops making queries and forges
a o for data block m' with Yip =
(YID’17Y}D'2;YID'3>7 where Y[DI is the pub-
lic key for ID'. If ID'" # ID*, C; aborts
simulation. Otherwise, Cy calculates ¥(y) =
Z?;gTiyiH for some (71,72,-++, T4—1) €
(Z;)q_1 and expands P(y) as

Py)=vy) - [(s+hi) +yl+d

where d € Zj. From £y, it finds Yip3 =

S’LID/ . 1
gl[”h”x] “Ip’ - After that, Co computes T as
1D’ a2
Y
T =[Yip3)* "o - H(Ai+1) Bk
i=1
_ [gsfh(,fj—z _g—w(w)]%

= [gw(x”W Lgv@a

—d .1 oz
— [gri+hi+z]z — gri+hi+z

Co computes Z = e(g,T) = e(g,9) ivh e If
a = 1;+h;, the value of Z is equal to e(g, g)a%
As a result, the -EBSDH problem is solved.

Probability analysis: The advantage of solv-
ing the ¢-BSDH problem is computed similarly to
Lemma 1 as follows. Now, we describe a detailed
analysis of each event. Let us denote the number
of iterations as n and the challenged identity I D*
is one of n identities.

® The probability of I'; is equality to the proba-
bility that the simulation of Private-Key-Query
and Authenticator-Query succeed simultane-
ously.

— During the simulation of Private-Key-Query,
Cy does not abort with success probability

(1= Ly,
— Authenticator-Query successfully produces
an authenticator to train Ay for ID # ID*
with probability (1 — %) Hence, the proba-
bility that the simulation does not terminate

after nqy times is at least (1 — 1)mas,

® The probability of A5 forges a valid authentica-
tor is e.

e Pr[['5|T'; A T's] means that the probability A
generates a valid forged authenticator for ID =
ID* by conditioning on the events I'; and

Table 2 Security comparisons

9] | [5] | [24] | Ours
Revocation v v v v
Data Privacy X X v v
Withour ROM X X X v
collusion resistance X X X v

T's. As the advantage of generating a forged

authenticator successfully is -
c

Therefore, there are

1
(1 _ 7)np1'i+nag

Prl4] = -
> (1 Teri e
Pr[[s|Ty] > ¢
Pr[[s|Ty ATy > ni

Therefore, Ay can break q-BSDH problem

Nprs + Nag €

)

n Ne

EIZPT[Fl/\Fg/\Fg] > (1—

Since € is negligible, Co can not break ¢-BSDH
problem. Therefore, our scheme can resist Type-II
attack.

Estimated time: As in Lemma 1, the time
cost to solve ¢-BSDH is ¢ = ¢t + O((n.(q + 3) +
37’lp + 4nag)TE)~

O

5.6 Security comparisons

As shown in Table 2, we compare our proposed
scheme with Li et al.’s scheme [9], Gudeme et al.’s
scheme [5] and Xu et al.’s scheme [24]. In Table 2,
7" indicates that the scheme is secure, while ” X”
indicates that the scheme is security weakness. We
find that Gudeme et al.’s scheme [5] and Li et al.’s
scheme [9] can not support data privacy. Although
all schemes can provide user revocation, only our
scheme can withstand collusion attack. Except for
our proposed scheme, all of the above schemes
have been proven secure using the random oracle
model. Compared with other schemes, our pro-
posed scheme can meet all secure requirements
listed in Table 2.
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Table 3 Comparison of computational cost

Authenticator generation

Authenticator verification

user revocation

[9] 2y + 20, +TH 3Tp + 2T,y + TG, 2Tesp + 1,

[5] 2y + 21, +TH 3T'p + 2Ty, + 215, + TG, 2T sy + T,
[24] 2Tea:p + TG1 + TH 3T’P + 2T€Ip + T(Gq + TG2 2T€ij + TGl
ours AT erp + 3T, +Th 2Tp + 3Ty + 215, Terp

6 Performance Analysis

In this section, we give the performance of our
scheme in terms of the communication and com-
putational cost. Assume n data blocks are stored
in the cloud and c¢ challenged blocks are picked.
Denote id as the size of a block index. The per-
formance evaluation and experimental results are
illustrated below.

6.1 Performance Evaluation

Computational Cost: For convenience, we set
Tp as the cost of one pairing operation, T¢,, as the
cost of one exponentiation operation on G, 1,
as the cost of one multiplication operation on Gy
and Tf, as the cost of one multiplication operation
on Gy. Ty represents the cost of a Hash-to-point
operation and T}, represents the cost of a general
hash function. In Table 3, the cost of Authentica-
torGen in our scheme is about 47,4, + 31, , which
is lightly higher than previous schemes [5, 9, 24].
The verifier executes the algorithm ProofVerify
and checks the correctness with the computational
cost 2Tp + 3T eyp + 215, . In Revoke, GM generates
the new group private key and its computational
overhead is Tiyp.

Communication Cost: In Challenge phase,
TPA transmits the challenge sequences chal to
CSP, whose size is ¢ (|id| + |q|) bits. The commu-
nication overhead of proof between CSP and TPA
is |G1| + |Gz| + |g|. The communication cost for
user revocation is about |q| + |G1].

6.2 Experimental Results

In recent years, several implementations of oper-
ations related to bilinear pairing have been
reported. MIRACL, which is a well-known
C/C++ library for multiprecision integer and
rational arithmetic, was used to accomplish all
bilinear pairing operations on Pentium IV with 3
GHz.

1400

—F Gudeme et al.[13]

—#— Xu et al.[14]

—>— our scheme
Lietal.[11]

1200 4

1000 4

Time(ms)

100 200 300 400 500 600 700 800 9200 1000
The number of blocks

Fig. 2 Time of authenticator generation

Figure 2 evaluates the authenticator genera-
tion overhead of our scheme and [5, 9, 24]. The
number of data blocks increases from 100 to 1000
in this experiment. The cost of authentication
generation grows linearly in the number of data
blocks. However, AuthenticatorGen executes once,
which impacts lightly on the performance of our
proposed scheme.

Figure 3 depicts the efficiency of integrity ver-
ification. In this experiment, the challenged block
ranges from 100 to 1000. The cost of verification
in all schemes is linearly proportional to the num-
ber of challenged blocks. However, the proposed
scheme has less overhead costs than other schemes
since they have one more bilinear operation. So
we conclude that our scheme can save a lot of
computational cost.

During the revocation, the cloud produces the
proxy key between legal users and revoked users
in [5, 9, 24], which is used to update the authen-
ticators of revoked users. This is an additional
computational overhead, however, our scheme has
no the issue. Figure 4 gives the comparison in
user revocation cost between our scheme and other
schemes. The cost in previous schemes becomes
larger as the number of blocks increases, while our
scheme is unrelated to the block number. Thus,
our scheme achieves high efficiency.
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— Gudeme et al.[13]
16 4 == Xxuetal[14]
—— our scheme
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Fig. 3 Time of verifying proof
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] == ourscheme
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Fig. 4 Time of user revocation

7 Conclusion

In this paper, we present a novel provable data
possession scheme based on certificateless pub-
lic key cryptography for group shared data. The
new scheme supports data privacy, user revoca-
tion and collusion resistance. Without considering
random oracle model, our scheme is proved to be
secure. The performance evaluation and experi-
ment results demonstrate that our protocol has
good efficiency.
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