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On divisibility of exponential sums of
polynomials of special type over fields of
characteristic 2 *
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Russian Academy of Sciences,
Bol’shoi Karetnyi per. 19, GSP-4,
Moscow, 127994, Russia, bass@iitp.ru, zinov@iitp.ru

Abstract. We study divisibility by eight of exponential sums of several
classes of functions over finite fields of characteristic two. For the bi-
nary classical Kloosterman sums K (a) over such fields we give a simple
recurrent algorithm for finding the largest k, such that 2F divides the
Kloosterman sum K (a). This gives a simple description of zeros of such
Kloosterman sums.

Keywords: exponential sum, Kloosterman sum, divisibility by power
of two, zero of Kloosterman sum

1. Introduction. Let F = Fym be the field of characteristic 2 of order 2™,
where m > 3 is an integer. By Fo denote the field, consisting of two elements.
Set

@) = (-7, zer,

where Tr(x) is the trace function from F into Fo. For an arbitrary polynomial
f(z) over F define its exponential sum S(f),

z€eF

m_1—g

Recall that under z~* we understand z?

into 0. The sum
K(a) = Ze(x + a/z), a€F*,
z€F

, avoiding by this way a division

is called the Kloosterman sum.

Given a polynomial f(z) over F it is a hard mathematical problem to write
out the value of its exponential sum S(f) or the module |S(f)|. This problem
is interesting from several points of view, for example, for the theory of error-
correcting codes, for sequences, for solving of equations over finite fields, for

* Supported by the Russian Fundamental Research Foundation, project No. 09 -01 -
00536.
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cryptography and etc. In some cases the value S(f) is known (see [1], [2], [8]
and references there). From this point of view, the divisibility of S(f) is an
interesting important open problem. Recently, the divisibility of K (a) has been
considered in several papers. In particular, the divisibility of K(a) modulo 24
has been solved in [4], and the divisibility by 16 has been solved in [9].

In the present paper we use an elementary combinatorial approach to study
divisibility by eight of exponential sums of polynomials of special type (such
as a(z? + 279), axd +br~!, a(x+271)? and etc.). This is considered in the
first three sections. In the last section we consider the divisibility of Kloosterman
sums K (a) into the maximal power of two, which results in a simple algorithm of
finding of zeros of Kloosterman sums. Kloosterman zeros play a significant role
in construction of highly nonlinear functions that are used in cryptography, in
particular, for construction of bent functions (see [5], [6]) and hyperbent functions
(see [5]).

2. Polynomials of type a(z? + x~%). We start by studying the divisibility
by 8 of exponential sums of polynomials f(x) of the type

flx) = a@® + 27%), a €T,

where d is any odd integer, 1 < d < 2™ — 3. All our proofs of divisibility by eight
are based on the following quite evident observation.

Proposition 1 . Let b = (by,..., bk, bgt1,...,bax) be a binary sequence of
even length 2k, and let bip, = (bak, - -, bgt1, bk, - .., b1) be the inverse sequence.
Then the Hamming distance

d (b, biy) = {0 (mod 4), if wt(b) even,

2 (mod 4), if wt(b) odd,

where wt(b) is the Hamming weight of b (i.e. the number of ones in the sequence

b).

Let 8 be a primitive element of F. For a given a € F* and an odd integer d,
1 <d < 2™ — 3, define a binary vector of length 2™:

T(az") = (Tr(0), Tr(a), Tr(a ), Tr(a f*), .., Tr(a p@"~D7).
In the similar way define the vector T (a %) of the same length. Denote
Ti(az?) = (Tr(aB), Tr(a ), ..., Tr(a B ~14))
and
Ty(az?) = (Tr(aﬁTn’ld)’ Tr(aﬁ(2m71+1)d), oy Tr(a B2 =2y,

Similarly define also the vectors Ty (ax~%) and T2(ax~%). Note that the vector
(T1(az™%), To(ax™?)) of length 2™ — 2 is an inversion of the vector

(T1(az?), Ta(az?)).
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Since
2m-2 d@2m-1) _ 1
ZTr(axd) = Tr( Z aﬁld> = Tr(a 51> =0,
zE€F i=0 s

the weight of the vector (T'1(a2?), To(az?)) is even, if Tr(a) = 0. The same
property is valid for the vector (T1(ax~%),T2(az~9)). But if Tr(a) = 1, then
the corresponding weights are odd. Therefore, according to Proposition 1 we
obtain that
d —ayy — J O (mod4), if Tr(a)=0,
d(T(az%), T(az™) = {2 (mod 4), if Tr(a)=1.
Since
S(a(z? 4+ 27%) = 2™ — 2d(T(az?),T(az"?)),

the following result holds.

Statement 1 . Let a € F*, and d be any odd integer, 1 < d < 2™ — 3. Then

_avy _ | O (mod38), if Tr(a)=0,
Sa(@ + 279 = {4 (mod 8), if Tr(a) = 1.

The proof given above is quite elementary. Remark, that this result was
known for d = 1 and, therefore, for any d which is relatively prime to 2™ — 1
(see [7], where two proofs of this result are given: the first one based on finding
of the number of solutions of some system of equations over F, and the second
one, suggested by P. Charpin, based on Melas codes).

It is easy to see that the sum S(a(z? + 27¢)) depends on the value of the
greatest common divisor h = (d, 2™ — 1) of numbers d and 2™ — 1. In particular,
h divides S(a(z? + 2~?)) — 1. Indeed, denoting 2™ — 1 = hu, we obtain

S(a(z? )=1 + Z a(@ + i)

om _o

=14+ ) eap®e(ap?
uzzloh 1

=1 + ZZ B(JJFSU (aﬁf(jJrsu)d)
j=0 s=0
u—1 h—1

=1+ el e(a) Yy e(ape(ap™ ")
7=0 s=0

I
-

u

=14+ h e(aB ) e(ap™?

e W,
Il
- o

=1+ A Y ela(@ + BIY).

<.
Il
o
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From the last expression and Statement 1 we have the following

Statement 2 . Let d be any odd integer, 1 < d < 2™-3, and h = (d,2™—1).
For any elements a1, as € F* the following congruence is valid:

d —dvy d —ayy — J O (mod 4h), if Tr(ar)# Tr(az),
S(ar (z* + 279))—=S(az (z* + z7%)) = {0 (mod 84), if Tr(ar) = Tr(as),.
From the proof of Statement 1 also follows clearly the following more general

Statement 3 . Let a1,...,a; € F* and dy,...,d; be any odd numbers, 1 <
d; <2m—=3, i=1,...,t. Then

N g ocan) _ f0 (mod8), if Tr(Y,a) =0,
S(;ai @+ d)> - {4 (mod 8), if Tr(z;iai):l.

3. Polynomials of type a(x + 2~ ')?. Now consider polynomials f(z) =
a(z + 219, where

is any odd number, 3 < d < 2™ — 3,
m>dyg>dp—1>...>dy=0

and ¢ > 1. Clearly

2 de

a ([L’ + x_l) i=0
)

= QH (l‘Zdj +$72dj>
j=0

> a(ab+ah),

k

f(z)

where summing is taken over all k of the type
ko= 2% 4ot 4 41

(i.e. the value k takes 2¢ different values). Since T7(}", a) = 0 (indeed, the sum
consists of even number of monoms), then according to Statement 3 (taking into
account, that a; = a for all i = 1,...,2%) we obtain the following result.

Statement 4 . Let a € F* and d be any odd number, 3 < d < 2™ — 3. Then
S(a(z + 2% =0 (mod 8).

From Statement 3 also follows more general result.
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Statement 5 . Let ay,...,a; € F*, dy,...,d: be any odd numbers, 3 < d; <
2™ — 3. Then

¢
S Zaj(:n + 27 H% | =0 (mod 8).
j=1

Remark 1 . Clearly Statement 5 is still satisfied, if we change x +x~ ' by x" +
x~", where r is any integer, 3 < r < 2™ — 3.

4. Polynomials of type ax? + bz~!. Consider now polynomials f(z)
az® +bax~" where a,b € F, a # 0, and d is any odd number, 1 < d < 2™ — 3.
First prove the following statement.

Proposition 2 . Let c € F*. Then
S(cz®+z71) + S(cx?) = S(c(z+z~1)7).
Proof. The following chain of equalities takes place:
S(cx®+ 271 + S(ca?)

= Z e(cx® + 271 + Z e(cx® + 1)

Tr(z—1)=0 Tr(z—1)=1
+ Z e(cz?) + Z e(cz?)
Tr(z—1)=0 Tr(z—1)=1
= Z e(cxd + 271 + Z e(cx?)
Tr(z—1)=0 Tr(z—1)=0
= 2X Z e(cz?).
z€F: Tr(z—1)=0
Since the equation
1
y + v - z, €l (1)

has two distinct zeros y;,y» in the field F, if and only if Tr(z=!) = 0 (see [8])
and the number of the elements z € F, such that Tr(z~!) = 0, is equal to 2"~ !,
then the solutions yi, y2 of the equation (1), for all such z, run over the all field
F. Therefore,

1
2 X Z e(ca?) = Ze(c(y—l—f)d) = S(c(z+zH?). A
z€F: Tr(x—1)=0 y€eR Yy
From Proposition 2 and Statement 4 the following statement follows.

Statement 6 . Let a,b € F* and d be any odd integer, 3 < d < 2™ — 3.
Then
S(az? + bz™') = 0 (mod 8),

if and only if
S(az?) =0 (mod 8).
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Proof. Since
S(az? + bax™') = S(ca? + z71).
where ¢ = ab?, and S (cx?) = S (az?), then, according to Proposition 2,
S(az? + bax™l) = S(c(z + z~H?) - S(az?).

Now to complete the proof it is enough to use Statement 4. a
Recall that if d and 2™ — 1 are relatively prime, then S (az?) = 0 for any
element a from F.

Corollary 1 . Let a,b € F* and d be any odd integer, such that 3 < d <
2m — 3. If d and 2™ — 1 are mutually prime, then

S(az? 4+ bz™') = 0 (mod 8).
Corollary 2 . Since S (az®) = 0 (mod 8) for even m > 6 (see [2]), then
S(az® + b= )= 0 (mod8), a,beF*,
for even m > 6.

This result was known (see [3]).

5. Kloosterman sums. Now consider Kloosterman sums K (a). Here we
study the divisibility of such sums by the maximal possible number of the type
2F (i.e. 2% divides K (a), but 25*1 does not divide K(a)).

We are going to formulate a simple recurrent algorithm for finding the largest
k, such that 2* divides the Kloosterman sum K (a). Before it, recall Lemma 7.4
in [10].

Lemma A [10]. Let polynomials g; = g;(z) over F be defined by the following
recurrent construction:

go = T,
g1 = = + by, where b} =a?,
i—1
i+1
9 = gi,+bhx H(gj)2, where b? = a2 fori>2. (2)
j=1

Then the all zeros of the polynomial gx—1 gives the x-th coordinates of the points
of order 2% of the elliptic curve E(a) over F, defined by the following equation:

2 4+ zy = 28 + a2 (3)

Now recall the following result due to Lisonek P. (see reference in [9]), which
we formulate only for p = 2.
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Theorem B [9)). Let a € F*, and let 0 < k < m. Then 2¥|K(a) if and only
if there exists a point of order 2¢ on E(a), where the curve E(a) is defined by

For a given element a € F*, define now the sequence 1, xs, . . ., z) of elements
of the field F by the following recurrent expression:

o (1)
i, + Tz +a =0, i=1,... k-1

The following one of the main results follows from Lemma A and Theorem
B.

Theorem 1 . Let a be any element of F* and let a sequence of elements
Z1,Za,..., T be constructed in accordance with recurrent relation (4). Let k be
the smallest natural number, such that Tr(zy) = 1. Then the Kloosterman sum
K (a) is divisible by 2F and is not divisible by 281,

It is interesting to find a direct proof of Theorem 1, which does not use a
transition to the number of rational points of the elliptic curve E(a).

Corollary 3 [7]. Since x2 = v/a, then K (a) is divisible by 4, but not divisible
by 8, if Tr(a) = 1.

Corollary 4 [7], [9]. Let Tr(a) = 0. Then a can be presented as a = z5+2C.
In this case x3 = 26+ 28, If Tr(z) # Tr(23), then K (a) is divisible by 8, but not
divisible by 16.

Corollary 5 [9]. Under conditions of the Corollary 4 above, if Tr(z) =
Tr(z3), then K(a) is divisible by 16.

Recall (see [5] and references there) that the function f, ,(x),
far(z) = Tr (awT(Qm/2_1)) , a€T™

for even m and natural r, such that r and 2™/2 4+ 1 are mutually prime, is bent,
if and only if K(a) = 0, and the function f,(x)

falz) = Tr(aa:Qm'*), a € F*,

is hyperbent, if and only if K(a) = 0.
Theorem 1 implies the following simple necessary and sufficient condition for

an element a to be a zero of the Kloosterman sum K (a), i.e. in order to have
K(a) =0.

Theorem 2 . Let a be any element of F* and let a sequence uy,usa, . .., Uy
of elements from F be defined in accordance with the following recurrent relation:

2

2 a
Ui+1 = Uy + R
u;
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where uy € F* is any element of F*, such that

Tr(u)) = 1 and Tr(u1—|—ui) = 0.
1

Then K(a) =0, if and only if u,, = 0, and the all m — 1 elements uq, ... Up—1
are nonzero. Furthermore, if the first zero element in the sequence uy,us, ..., Um
appears on the kth place, where k < m, then k is the largest integer, such that
2F divides K (a).
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