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Abstract Forensic watermarking is the application of digital watermarks for the purpose of tracing unau-
thorized redistribution of content. The most powerful type of attack on watermarks is the collusion attack,
in which multiple users compare their differently watermarked versions of the same content. Collusion-
resistant codes have been developed against these attacks. One of the most famous such codes is the
Tardos code. It has the asymptotically optimal property that it can resist ¢ attackers with a code of length
proportional to .

Determining error rates for the Tardos code and its various extensions and generalizations turns out to
be a nontrivial problem. In recent work we developed an approach called the Convolution and Series
Expansion (CSE) method to accurately compute false positive accusation probabilities. In this paper we
extend the CSE method in order to make it possible to compute false negative accusation probabilities as
well.

1 Introduction
1.1 Collusion attacks against forensic watermarking

Fingerprinting provides a means for tracing the origin and distribution of digital data. Before distribution
of digital content, the content is modified by applying an imperceptible fingerprint, which plays the role
of a personalized serial number. The fingerprint is usually embedded through a watermarking algorithm.
Once an unauthorized copy of the content is found, the identity can be determined of those users who
participated in the creation of the unauthorized copy. This can be done using a tracing algorithm, which
outputs a list of allegedly guilty users. This process is also known as ‘forensic watermarking’.

Reliable tracing of content requires security against attacks that aim to remove the embedded information
from a copy. Collusion attacks, where a group of pirates collude to compare their copies, are a particular
threat. As any differences between the copies have to arise from the watermarks and not the content,
such a comparison gives information which can be used to remove the watermark. To counter this threat,
coding theory has produced a number of collusion-resistant codes. In any practical implementation, they
must be combined with some kind of embedding scheme. The resulting system has two layers [10,21]: The
coding layer determines which message to embed and protects against collusion attacks. The underlying
watermarking layer hides symbols of the message in segments of the content. The symbols are either binary
or from a larger alphabet. The interface between the fingerprinting code and the watermarking system
is usually specified in terms of the marking assumption plus additional assumptions that are referred to
as a ‘model’. The marking assumption states that the colluders are able to perform modifications only in
those content segments where the colluders received differently marked content. These segments are called
detectable positions. The ‘model’ specifies the kind of symbol manipulations that the attackers are able to
perform in detectable positions. The commonly used Restricted Digit Model (RDM) only allows them to




choose pieces from their copies of the content, i.e. each segment of the unauthorized copy carries exactly
one symbol that the attackers have available.

1.2 Tardos codes

Many collusion resistant codes have been proposed in the literature. Most notable are the Boneh-Shaw
construction [4] and the by now famous Tardos code [26]. The former construction uses a concatenation of
an inner code with a random outer code, while the latter one is a fully randomized binary code. G. Tardos’
original work was followed by a large number of papers giving generalizations, construction improvements,
sharper analysis etc. (e.g. [2,6-8,13-15,18,19,27-30]). We briefly summarize some of the developments.
The number of users is n. The coalition size that should be resisted by the code is denoted as cg, and &
is the maximum allowed probability of accusing a fixed innocent user. In G. Tardos’ original paper [26] a

binary code was given achieving length m = 10003 [In %L along with a proof that m o« cg is asympotically

optimal1 for large coalitions, for all alphabet sizes. (The €1 is a function of n and the maximum tolerable
overall false accusation probability.) The original Tardos code construction contained two unfortunate
design choices which caused the high proportionality constant ‘100°. First, the false negative probability
€2 (not accusing any of the guilty users) was coupled to €1 according to e = 550/4. This gives €9 < €1
which is highly unusual in the context of content distribution; a deterring effect is achieved already at
€9 R %, while the false positive probability (& ne1) needs to be very small. In the subsequent literature
(e.g. [2,29]) the e2 was decoupled from e;, leading to a substantial improvement of the code length.
Second, the symbols 0 and 1 were not treated on an equal footing. Only segments where the attackers
produce a 1 were taken into account. This procedure ignores 50% of all the available information. A fully
symbol-symmetric version of the Tardos code was given in [27], leading to a further improvement of the
code length by a factor 4.

A further improvement was achieved in [19]. The Tardos code construction consists of two probabilistic
steps. In the first step, a bias parameter is generated for each segment. In Tardos’ original construction
the probability density function (pdf) for the bias is a continuous function, suitable for arbitrary coalition
size. In [19] a class of discrete distributions was given that performs better against finite coalition sizes
than the original pdf.

All the above mentioned work followed the so-called ‘simple decoder’ approach, i.e. an accusation score
is computed for each user independently, and if it exceeds a certain threshold, the user is considered
suspicious. In contrast, one can also use a ‘joint decoder’ which considers sets of users [5,16].

Amiri and Tardos [1] have given a capacity-achieving joint decoder construction for the binary code.
(Capacity refers to the information-theoretic treatment [3,11,17,25] of the colluder attack as a com-
munication channel.) However, the construction is rather impractical, requiring computations for many
candidate coalitions. Even if more practical joint decoders are found, the simple decoder will serve as a
stepping stone in their operation. Thus, there is considerable interest in the simple decoder.

In [27] the binary construction was generalized to alphabets of arbitrary size ¢, in the simple decoder
approach. It was shown that, in the restricted digit model, the transition to a larger alphabet size has
benefits beyond the mere fact that a g-ary symbol carries logs ¢ bits of information.

1.3 Exact computation of the error rates of Tardos codes

The so-called ‘Gaussian approximation’ or ‘Gaussian assumption’, introduced in [29], has been a useful
tool in the analysis of Tardos codes. The assumption is that the pdf of a user’s accusation score has
a normal distribution. When this is the case, the statistical analysis of the code’s performance can be
drastically simplified; the performance is almost completely determined by a single parameter, namely the
average score i of the coalition.

1 The proportionality m o c% was already known in the context of spread-spectrum watermarking. Kilian et

al. [12] showed that, if the watermarks have a component-wise normal distribution, then £2(y/m/In n) differently
marked copies are required to successfully erase any mark with non-negligible probability.



The Gaussian assumption is motivated by the Central Limit Theorem (CLT): A user accusation consists
of a sum of per-segment contributions, which are independent and identically distributed (i.i.d.). When
many of these get added together, the result is close to normal-distributed, i.e. the pdf is very close to a
Gaussian in a certain region around the average, and deviates in the tails. The longer the code becomes
(i.e. the larger the coalition size cg), the wider this central region. In [29] and [27] theoretical results
were provided arguing that the central region is sufficiently wide to allow for application of the Gaussian
approximation for realistic parameter choices. However, these arguments are not very precise.

In [22-24] an in-depth analytical and numerical investigation of the Gaussian approximation was given in
the RDM case. The approach is based on the convolution rule for characteristic functions, and on a way
to express the false accusation probability as a power series expansion in the small parameter 1/4/m. This
was dubbed ‘the CSE method’ (Convolution and Series Expansion). The advantage of the CSE method
over simulations and other methods is that it yields reliable results also when the error probability of the
code is very small. For instance, if the error rate is around 10710, then a number of simulations of order
at least 100 is required to measure this rate; in contrast, the computational effort in the CSE method
does not depend on the error rate. The work of [22,23] showed, for various parameter settings and attack
strategies, how the false positive probability has a transition from Gaussian behavior in the central region
to worse-than-Gaussian power-law behavior outside the center. In [24] an overview was given of FP error
rates for the main known attack strategies in the RDM, for a large part of the parameter space.

Until now the CSE method has not been applied to accusation probabilities of guilty users.

1.4 Contributions and outline

In this paper we adapt the CSE method so that it can be used to compute accusation probabilities of
guilty users in the g-ary Tardos fingerprinting scheme. We present a number of consistency checks which
demonstrate that the method (and our implementation) works, and we give ROC curves combining data
on guilty and innocent user accusation probabilities.

The outline is as follows. In Section 2 we introduce notation, briefly summarize the g-ary Tardos scheme,
and give a number of lemmas necessary for computing expectation values. In Section 3 we derive the
probability density function for the guilty user score function in a single content segment. We study the
tails and the first two moments of the distribution, and then compute the Fourier transform. Section 4 first
details the adaptations necessary to make the CSE method work for guilty user scores. Then numerical
results are presented.

2 Preliminaries
2.1 General notation

Vectors are denoted in boldface. Sets will be (mostly) written in calligraphic font. For a scalar « and a
vector p, the notation p” stands for [] , p5. For vectors p, x, the notation p® means [],, pa°.

Definition 1 (Generalized Beta function) Let v be a n-ary vector. The Beta function is defined as

B(v) := o= I'(va) (1)

F(ZZL:I vy)

For parameters vy, -+ ,vn > 0 the Beta function has the following Dirichlet integral representation:

B _ ! n n n — 14w
@ = [ 25 (1= Sy [y (2)



2.2 The g-ary Tardos scheme

We briefly summarize the most important aspects of the Tardos scheme. The number of symbols in a
codeword is m. The number of users is n. The alphabet is Q, with size ¢. X;; € Q stands for the i’th
symbol in the codeword of user j. The whole matrix of codewords is denoted as X.

Two-step code generation.

m bias vectors p'*) € [0,1]? are independently drawn according to a Dirichlet distribution F', with

_ 1 —1+kK
F(p) =0(1 -3 5c0Pp) mnaegl)a . (3)
Here 1,4 stands for the vector (1,---,1) of length g. All elements X; are drawn independently according
to Pr[X;; = a|p(i)} = pg).
Attack.

The coalition is a subset of the set of all users. We denote the coalition as C, with size c. The i’th segment
of the attacked content contains a symbol y; € Q. We define vectors o) ¢ {0,...,c}9 as

0'((;) = |{jeC: X =a}| (4)
satisfying > acO an ) = c. In words: agj ) counts how many colluders have received symbol « in segment i.

For fixed ¢ and ¢, we define the set of possible o values as Sge = {0’ €{0,...,c} D acola = c},

The attack strategy may be nondeterministic. As usual, it is assumed that this strategy is segment-
symmetric (the same in all segments), symbol-symmetric (invariant under permutation of the alphabet)
and attacker-symmetric (invariant under permutation of the attackers). The strategy is expressed as
probabilities 6 that apply independently for each segment. Omitting the column index,

ylo
Prlylo] = 0y|o" (5)
Some often studied strategies are listed below.
Strategy Abbrev. Description ‘ 9y| pu ‘
Minority Voting MinV Select symbol that occurs least often
Majority Voting MajVv Select symbol that occurs most often
Interleaving Int Select random attacker’s symbol oy/c
[-minimizing f-min | Select oy > 0 that minimizes i (see below)
Random Symbol RS Choose uniformly from received symbols %
Accusation.

The watermark detector sees the symbols y;. For each user j, a score .S; is computed,

Sj=y 8 where S = g, (), (6)
where the expression [Xj; == y;] evaluates to 1 if X;; = y; and to 0 otherwise, and the functions gy and

g1 are defined as

g1(p) =vA-p)/p ;5 golp)=—vp/(1—Dp). (7)

The total score of the coalition is S¢ = 3 ;c¢ ;. The choice (7) is the unique choice that, for innocent
users, yields zero average accusation and variance equal to 1 independent of p,

pg1(P) + (1 —p)go®) =0 ;5 plar(®)])* + (1 —p)go(»)]* = 1. (8)

This has been shown to have optimal properties for ¢ = 2 [6,29]. Its unique properties (8) also hold for
q > 3; that is the main motivation for using (7). A user j is ‘accused’ if his score S; exceeds a threshold Z,
ie. if S; > Z. The list of accused users is denoted as L. The False Positive and False negative error
probability are defined as Prp = Pr[£\ C # 0] and Ppy = Pr[£NC = 0].

The parameter i is defined as %E[S], where E stands for the expectation value over all random variables.
The [ depends on ¢, K, the collusion strategy, and weakly on c. In the limit of large ¢ it converges to a
finite value, and the code length scales as m 2 / /12.



2.3 Expectation values

We will need to compute expectation values over several of the random variables mentioned above. To
this end we list a number of lemmas, most of which are from the literature.
Expectation over p: Let r(p) be an arbitrary function. Then the expectation over p is defined as

1
Eplr(p)] := /O dp F(p)r(p). (9)

The following lemma is helpful when one component of p has a special status, for instance py, with y the
symbol chosen by the attackers. The rest of p is denoted as Pry-

Lemma 1 (Marginals of the Dirichlet distribution) Let r be any function of p. The expectation
value Ep can be split into two parts as

Eplr(p)] = Ep, [Ep, 1, F(®)]] (10)
with
_ 1 ! —1+xk —1+k[g—1]
B, = B J, o pr A=) T (11)
_ 1 ! g—1 _ —1+k
Epy i, ') = 55— /) 4 RO DL (12)
Proof: See Appendix A d

Expectation over o|p: Let r(o) be an arbitrary function. Then

Egpplr(e)] == Y (§>p”r(o)~ (13)

oE€S,e

Expectation over y|o: Let r(y) be an arbitrary function. Then

Ey\o‘[r(y)} s ZyeQ 9y|ar(y)' (14)

Expectation over y|p: We introduce the notation Ty‘p to denote the following sum,

Typ = Z (;)paeym (15)

oES4e

where the condition ) pa = 1 is not enforced. This will allow us to write several important expressions
compactly in terms of partial derivatives of T. The notation T, where we do enforce

y|p 18 defined as T,
the ‘on-shell’ condition ) pa = 1. It represents the conditional probability that y occurs given p.

Ey|p[T(y)] = Eyeg Ty|pr(y)' (16)

Lemma 2 (See Lemma 6 in [23]) For d > 0, v > 0, the following holds

oo u20{—1 1
/0 du A+ a2)dr = 5B(d,v). (17)

Lemma 3 (See Lemma 3 in [23]) The overall probability distribution for one component of o is

c) B(k+b,6[g—1]+c—1) for any fized o € Q. (18)

P1(b) := Prloa = 0] = <b B(k,klg —1])



Corollary 1 (See Corollary 1 in [23]) Let o\, denote the vector o without the component oa. The
probability distribution of 0\ conditioned on o is given by

c— b) B(klg—1+ =)

- Bxl, 1) for any fized o € Q. (19)

Py—1(z|b) := Pr[o\ o = z|oa =b] = <
Definition 2 Let a € Q, b € {0,...,c}, € {0,.. ,,c}q*1 and o € Syc such that 0o = b and o\, = .
We define

¥y(z) = 0,|o for the above given form of o. (20)

Due to the Marking Assumption we have that ¥.(0) = 1 and ¥y(z) = 0.

Definition 3 Let b € {1,...,c}. Consider a segment for which it is given that there exists at least one
symbol a € Q satisfying 0o = b, and pick one such symbol. We define K} as the probability that the
attackers output this particular symbol.

Ky = Egpp¥p(x) = 2o Pg—1(2[0) (). (21)
Lemma 4 (See Lemma 4 in [23]) The numbers K, satisfy
0> =1 KpP1(b) = 1. (22)
Lemma 5 (See Theorem 2 in [23]) The expected coalition score in a single segment is
(6]
_ (i), 1 b
i = E[s }—q;wmvv(b){zn+c<mq1>}, (23)

. _ L+r—35)T(c—btnrlg—1]-3)
with W(b) = ¢ F(b+f<a)2 I'(c=b+k[g— 1})2

3 Properties of the guilty-user score in a single segment

In this section we study the properties of the single-segment score SJ(-i) for a guilty user 5 € C. In Section 3.1

we derive the probability density function (pdf) ¢ for SJ(Z), and we investigate the first two moments, as well
as the tails of the distribution. In Section 3.2 we compute the Fourier transform (characteristic function)
of 1 and investigate its main properties, such as its power series expansion. The Fourier transform is then
used in Section 4 to implement the CSE method.

3.1 Distribution of the guilty-user score

Throughout this section we will use the shorthand notation u for S () We derive the distribution function
Y(u) as follows. First we fix p and compute the conditional pdf ¢)(u|p). Then the end result follows by
taking the expectation value over p: 1(u) = Ep[t)(u|p)]. Because of the different behavior of positive and
negative scores we introduce the notation ¢4 for v > 0 and 9_ for u < 0.

Theorem 1 Let Ty|p and T, ylp be functions as defined in Section 2.8. For a guilty user, the probability
distribution of the score conditioned on p is given by

u<0: —(ulp) = 25 u—gop;;)Z( )(1_?)p06y|0 (25)

yeQ

aT
= 35— go(my)) [w "’] , (26)

yeQ B 8py
u>0: Yy(ulp) = Zé u— g1 py)Z( )Ucypaema (27)
yeQ
oT,
== Z 0 (u— g1(py)) Py aylp. (28)
Py

yeQ



Proof: See Appendix B. a

Theorem 2 For a guilty user, the distribution function 1 of the score in one segment is given by

c—1 2\b+r—3
, _ 2q b\ (e} (W) 2
w0 -t =g klg —1]) bgl <1 C) <b> (1 4 u2)°Tra o 29
. B 2 < bvfe (u2)cfb+ﬁ[q71]7%
u>0: ¢Pi(u)= Blerlg—1) bgl p (b) (15 u2)°Fra K. (30)
Proof: See Appendix C. O

The expressions (29,30) are rather complicated. We have double-checked their correctness by verifying the
normalization and the first moment.

Cousistency check 1 The function ¥(u) given in Theorem 2 is correctly normalized, ffooo du Y(u) = 1.
Proof: See Appendix D. a

Consistency check 2 The function ¥ (u) has the correct first moment, ffooo duyp(u)u = fi/c.

Proof: See Appendix E. a
[ Left tail [ Right tail | ul0 [ ul0 ]
Ko— K - K[g—
’ |u|3+2»~c[11—1] ‘ uslj-lzn ‘ Ki(e— 1)‘U|1+2 u—1t2nla—1] ‘

Table 1 Dominant powers of ¥(u) in the tails and near w = 0. All the values above are multiplied by m.

The behavior in the tails and near v = 0 is summarized in Table 1. The right tail is dominated by the b = 1
term; it is proportional to (1/u)3t2%. The integral fooo du P4 (u)u® converges for a < 24 2k. The left tail is
dominated by the b = ¢ — 1 term, and is proportional to (1/|u\)3+2”[‘1_1]. The integral ffoo du ¥ (u)|u|®
converges for a < 2+ 2x[q — 1]. Hence, for x € (O, %), the usual choice, the second moment always
exists, but not the third absolute moment. We see that the right tail is heavier than the left tail, meaning
that extreme positive scores are more likely than extreme negative scores. Such a property is obviously
beneficial for accusing guilty users. In case the chosen strategy is MajV, the right tail is dominated by
the b = [¢/q] term, which behaves as (1/u)2[¢/91%25+1 which for ¢ > ¢ decreases faster than (1/u)>+2".
For MinV the left tail is dominated by b = |¢/2], which behaves as (1/|u])2[¢/21#25a=1+1 and decreases
faster than (1/|u\)3+2“[q71] for ¢ > 2. Since K is the coefficient associated with the dominant power in
the right tail, we find that MinV yields the most pronounced right tail. On the left side it is MajV, the
strategy that most emphasizes K._1. Fig. 1 illustrates these trends.

Definition 4 We denote the second moment of the pdf ¢ as Ma,

My = /OO du 1 (u)u?. (31)

—o00
Definition 5 We denote the variance of the pdf ¢ as V,
V= My — 3?/c. (32)

Lemma 6 The second moment Ma as defined in Def. 4 is given by

c
b b+r be—b+k[g—1]
Ms = KpP1(b) |(1— - - .
2 qbzl b 1()[< c)c—b+n[q—1}—1+c b+rk—1 (33)




| log10 ¥ (u)

Fig. 1 The pdf ¢ of the single-segment score, shown for several strategies. c=4, ¢ =3, kK~ 1/3.

Proof: See Appendix F. d

Remark: The scores of guilty users are not independent. As a consequence, the variance of the coalition

(@)

score S;
E[S](.I)Sj(,f)} — fi?/c?. Then we have

is not a simple multiple of V. Let the covariance between two guilty user scores be K;;; =

E(ST)? =Bl 3 $D5W) = (s + 37 @5 80] - 72/ + (1 %). (34)
J.j'ec J#’
which yields
52 = Var(Séi)) =cV+3 K (35)
In [27] the variance was bounded as 2 < gc — ji>. From this bound we learn that the sum iz Kijr

scales at most linearly in ¢, even though it contains two sums over the coalition. A study of the covariances
is left for future work.

Remark: In the case of the Interleaving attack, we have ¥ (x) = b/c and K} = b/c. The ), summations
in Theorem 2 can be evaluated exactly, and yield

Int 7 1 2(] (u2)m+1/2

V=) = 0 ) Bl el = 1) (1 -+ w27 (0
In 2 (u2)n[q—1]—1/2

= Bl ) o

The left tail has dominant power (1/|u])>*2#19= 1 and the right tail (1/u)>t2*, which corresponds to the
longest possible tails as listed in Table 1. This does not come as a surprise; the Interleaving attack has
the same tail behavior in the case of innocent users.

3.2 Fourier transform
Definition 6 Let x : R — C be a function. The Fourier transform of x is denoted as x and defined as
0 .
(k) = / dz e "y (z) with k € R. (38)
— 00
Lemma 7 Let x be a probability distribution function, and X a random variable with X ~ x. Then
d"x(k)
dkn

= (—)"E[X"]. (39)
k=0




Proof: dté&k) = [dz [%e_ikx] x(z) = (=i)" [dz 2"e”*Ty (z). Setting k = 0 gives the result. O
Lemma 8 (From [20], section 2.5.9) Let k € R, Re v > f%, and d > 0. Let the function A be defined
as the following convergent integral,

2d—1

)
U iku
A(d, vy k) := duy ————e"™. 40

This integral can be expressed as

(ik)’
5!

k2
A(d,v; k) = (—ik)?* T'(=2v) 1 Fa(v + d;v + Lo+ 1; Z) +3 Z
7=0

B(d—l—%,v— %) (41)

where 1Fy is a hypergeometric function.

Notice that in general A(d,v;k) is not an entire function of k& due to the appearance of the factor k%
in the first term, which for general v is not an entire function. The hypergeometric function 1 F» has the

sum representation 1Fa(a; 81, f2;2) = E;io %zj where (a); = a(a+1)---(a+ j — 1) is the
: J J
Pochhammer symbol. The radius of convergence is infinity.

Theorem 3 The Fourier transform of ¥ is given by
~ 2q e b b
k= —"—""—— Ky-[|1—=)Ad k) + —A(D ;—k 42
5 B(W[q_m;(b) oo | (1= 2) Al + LA Vi) (12)
with A as defined in Lemma 8, and

dy=b+rk ; vy =c— b+ k[g—1]
Dy=c—b+klg—1] ; Vy=b+k. (43)
Proof: We use the expression for i given in Theorem 2. The Fourier integral for the summands in ¥4

is immediately of the form (41) and yields A(Dy, V3; —k). The integral over the ¥ terms is of the form
f_ooodu f(u?)e” ™" which can be rewritten as fooodu f(u?)e?*™; this too has the form (41) and yields

/1(d(77 Vps /f) (]
Corollary 2 For q > 3 and ﬁ <K< %, the 1/; has the following power series expansion,
(k) = 1— z% — LMok? + A(—ik)*T2R £ O(K®), (44)
— 2q 9
where A := Blrrlq = 1])K1F( 2 —2k). (45)

Proof: Trivially E[u’] = 1. From Consistency check 2 and Lemma 6 we know that E[u] = % and E[u?] =
Ma. Hence by Lemma 7 we have 9(0) = 1, ¢/(0) = —i% and ¢"(0) = —Ma. The expansion in (44) is
consistent with these values. After k2 the powers can be non-integer. The next term in the series expansion
is k212, The exponent comes from the application of Lemma 8 in Theorem 3: in the first term of (41)
the kY factor can build irrational powers of k. The minimum value generated is for V1 = 1+ &, with V}, as
defined in (43). Note that the A term obtained from v¢ is not present because it is multiplied by 1 —b/c.
The next contribution is ve—1 = 1+ k[g — 1] which (for ¢ > 3) is larger than V;. Finally, the coefficient A
follows from the A(D1, V1, —k) term in (42), taking only the leading term (=1) in the sum representation
of the 1 F> function. O

In order to apply the CSE method we will have to work with a zero-mean pdf. For this reason we introduce
a ‘centered’ version of .
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Definition 7 We define the pdf x as a shifted version of 1,

x(r) = 4. (46)

We will use shorthand notation r = u — ji/c. From the definition it trivially follows that E[r] = 0 and
E[r?] = V.

Lemma 9 The Fourier transform of x is given by

K(k) = € (k). (47)

o=

Proof: x(k) = [*_dr e Ry (r) = 70 du e~ ik(u— )w(u) = e* (k). O

Corollary 3 Let ﬁ <K< % and let x be as given in Definition 7. Then X has the following power
series expansion,

X(k) =1 - LVEZ + A(=ik)* T2 + O(K®) (48)

with A as given in (45).

Proof: From (47) we can rewrite Y(k) as a product of the series expansions of e*% and ¥ (k). Since

. ~ ~2 ~
eFe =14 iLk— %’C‘—zk2 + O(K?), and the (k) expansion was given in (44), we have

- ; 72 ;
F gy = |1+ z%k - %%iﬁ + ouﬁ’)} {1 - z%k — LMok? + A(=ik) 72 4 O(K®) (49)
_ My iRz, og
=14 0k+( > 9zt CQ)k + A(—ik) + O(k°), (50)
and (48) follows after some simplification. O

Remark: The 1 — %Vk2 part of (48) can be also found using Lemma 7, since we know that E[r] = 0 and
E[r?] = V.

In the expression (48) there are no powers between k% and k2. This makes it possible for us to use the
CSE method.

4 Applying the CSE method to the guilty user score

We are now finally in a position to compute accusation probabilities for guilty users. The Fourier transform
X serves as the basis; raising it to the power m yields the Fourier-transformed pdf of the total accusation S;.
The computational steps are almost identical to the case of the innocent score distribution [23], with two
minor differences: (i) The variance of the single-segment pdf is V instead of 1; (ii) The pdf has non-zero
average.

In Section 4.1 we show how these differences affect the theory. In Section 4.2 we discuss how the one-pirate
probability Pr[S; > Z] is used to obtain an upper bound on Pgp. In Section 4.3 we present plots that
demonstrate the convergence of our numerical implementation. Furthermore, we present an ROC curve
combining innocent and guilty accusation probabilities.
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4.1 Adaptations

Below we list the (slight) modifications in the CSE method, as compared to [23], induced by the V # 1
variance and the nonzero mean. First, the tail of the Gaussian distribution changes.

Definition 8 We define the function {2 as the probability mass in the right tail of the normal distribution,
. _1 oo —2%/2

Lemma 10 Let V > 0 be the variance defined in (32). Then, for © € R it holds that

1 'S ikx
dk
k

oo

e T = L 0@V, (51)

2mi J_
Proof: From Eq. 9.254.1 in [9] we have that ﬁ ffooodk %e‘kzm = %7 £2(x). Changing the integration
variable in (51) to k' = kv/V immediately yields the result. O

The modified Gaussian tail leads to modifications in all the integrals involving the tail.

Lemma 11 Let V > 0 be the variance defined in (32). For x € R and v > 0 it holds that

> . .
J T e e R U S o | PR

Here H_,, is a Hermite function.

Proof: Corollary 2 in [23] states that for z € R and v > 0:

oo . .
/ %(z sgn k)a_1|k|”_le_k2/262km = lF(I/)ZV/2 Im {i_aH_,, (£>] . (53)
oo 2T ™ V2
A change of integration variable to kv/V in (52) directly leads to the end result. O
The nonzero expectation value E[S;] = mji/c gives rise to a ‘shifted’ version of the formula for the

accusation probability. We introduce a shifted accusation threshold A,
A:=Z—mjjc ; A:=A//m. (54)
The accusation probability can be expressed as a function of A~, as shown in the following two theorems.

Theorem 4 Let j be a guilty user. Let Ry denote the accusation probability Pr[S; > Z]. Then

s 1 i [ expikA E ™
Rm(A) ==+ — dk ——— [x | ——= . 55
nd) =5+ 50 [ 2[5 ()] (55)
Proof: Exactly the same as the proof of (Theorem 3 in [23]), but with A replacing Z. |
Theorem 5 Let j be a guilty user and ﬁ <K< % Then it is possible to write
-,k )
[R(—=)1" = exp(=§VE?) [1+ 52 we(m) (i sgn k)™ &[] (56)

Jm

where ay are real numbers; the coefficients we(m) are real; the powers vy satisfy vo = 242k and vi41 > vt.
The vt are not necessarily integer. All the coefficients wt(m) are decreasing functions of m. The probability
of accusing user j is given by

Rin(4) = Q(A/NV) + 252 wi(m) T () (2/V)"/? Im [fatH,ut (m”/\/ﬁ)] . (57)

Proof: See Appendix G. a
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4.2 Relation between Pr[S; > Z] and the False Negative probability

The quantity that we compute, Pr[S; > Z], is not equal to the quantity we are most interested in, Ppy-.
Below we explain how we obtain a bound on Ppy based on Pr[S; > Z].

Lemma 12 Let j € C. Let L be the set of accused users, and A= L NC the set of attackers that end up
in L. Then the False Negative probability can be expressed as

Ppn =1—cPrlje L]+ (c—1)Pr[A=C]. (58)
Proof: We start by writing

Prje L] =PrlA={j}]+ > PrlA={jk}l+ > PrA={jk}]+ --+PrlA=C], (59)
keC\{j} (k,0):k,eeC\{j}

where (k, /) is a pair with k # ¢, and the dots denote summation over all tuplets in C \ {j} up to and
including size ¢ — 2. Next we take the sum } ;- over the whole equation (59). This yields cPr[j € £] =
Zg;% Pr[|A| = s] + ¢Pr[A = C]. Finally we use 1 — Py = Y o_; Pr[|A4] = s]. O
The CSE method applied to one guilty user does not allow us to compute Pr[A = C]. In order to upper
bound the Ppyn we will therefore use the following corollary.

Corollary 4 Let j € C. It holds that Prny < 1 — Pr[S; > Z].

Proof: Use Pr[A =C] < Pr[j € A] = Pr[j € £] = Pr[S; > Z] in Lemma 12. O
Remark. The bound provided in Corollary 4 is not always tight. Note that Pr[£ = C] <« Pr[j € L] if Z
is ‘significantly’ larger than mfi/c, yielding Ppny ~ 1 — cPr[S; > Z]. This is a much smaller number than
what Corollary 4 gives us. However, we have not been able to prove a tight upper bound on Pgy.

4.3 Numerical results

We have implemented the CSE formulas of Section 4.1 in Wolfram Mathematica. In this section we present
graphs to demonstrate that our implementation works and that we can generate ROC curves with it; we
do not yet put the method to work to derive many “useful” results, e.g. exhaustive comparison of strategies
for a large region of parameter space. That is left for future work.

Convergence

The convergence of (57) turns out to be rather quick. Often it suffices to take powers only up to v ~ 10
in order to get good accuracy. An example is shown in Fig. 2. (The parameters were chosen such that we
are not in the Gaussian regime but in the right tail.)

Consistency check: power law in the tails

In Table 1 we see that the single-segment pdf has a power law (1/u)372% in the right tail (provided that
K1 # 0). Hence the integrated probability mass beyond Z scales as (1/Z)2+2”. For large Z we expect to
see the (1/2)*12" scaling also in the Ry, (A) curves. (Due to the Central Limit Theorem, the Ry, (A) goes
to a Gaussian shape, but only for small A; for large A the original single-segment tail is still there.) We
use this as a consistency check on our CSE implementation. Fig. 3 shows a log-log plot of the right tail
for various strategies. The tails in this plot indeed have the same slope as the curve for m = 1.

ROC curves

One of the most useful types of graph for decision-making problems is the Receiver Operating Charac-
teristic (ROC). We take a slightly different graph, with €1 and (our upper bound on) Pgyn on the axes.
This way, being closer to the origin means better performance. An example is shown in Fig. 4. Each curve
corresponds to tracing Z from very low (lots of users get accused: high FP and low FN) to very high
(almost nobody gets accused: low FP and high FN). The order of the curves is consistent with [24]. For
the given choice of parameters, the plotted Z lies outside the Gaussian regime; hence MinV is the strongest
attack and fi-min is a very poor attack.
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log1g Rm (4)
~4.26145

~4.26150

~4.26155 |

q=3, c=20, m=2000, x=0.301, A=5, strategy=Int

-4.26160 -
~4.26165
| . . . . | . . . . | . . . . 1 Vmax
15 20 25 30
Fig. 2 Convergence example. Estimated Rm(j) as a function of the cutoff power vmax-
! ! ! ! ! LA
| 2 5 10 20 50 100
—
Rlnt \ ¢ =10, ¢ = 30, m = 10000, % = 0.301
o
4L
6
I RS
[ Gaussian MajV Gaussian MinV Int
L - n
sl log g Rm(A4) [-min

Fig. 3 Log-log plot of Rm(A) for several strategies. The single-segment tail integral R (A) for the Int attack s
also shown. Two Gaussian tails are plotted: for the V wvalue corresponding to the MajV and Min'V strategies. The
MajV curve coincides with its Gaussian approximation.

5 Conclusions

We have adapted the CSE method so that we can compute guilty user accusation probabilities in the g-ary
Tardos scheme, in the Restricted Digit Model. The main steps are the derivation of ¢(u) (Theorem 2),
taking the Fourier transform (Theorem 3), and executing the changes due to E[u] # 0 and Var(u) # 1
(Section 4.1). The rest of the work is precisely as for the innocent score pdf. We have implemented the
thus adapted CSE method and done some tests. Convergence of the series expansion seems to be faster
than for the innocent pdf. The large-Z tails have the expected power law (1/A)2T2%,

Having the CSE method at our disposal for guilty as well as innocent user scores, it now becomes possible
to make full ROC curves such as Fig. 4. These can serve for choosing optimal parameter settings in the
Tardos scheme (even though our bound Prn < Pr[Sguilsy < Z] is not tight). An exhaustive study of ROC
curves is left for future work.



14

Pr[Sj < Z]
10 ™~
[
t ‘\
0.8+ ‘\ q=
r ' c=5
! m = 5000
r | k~1/3
0.6 - '
L \
|
04 |‘ — RS
\ MajV / fi-min
L \
02F \
| MinV
\ logyp €1
0.0 B — e -
-16 -14 -8 -6

Fig. 4 Ezample ‘ROC’ curve. Our upper bound Pr[S; < Z] on Ppn versus the probability €1 of accusing a fired
innocent user. The €1 data is taken from [24].
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Appendix
A Proof of Lemma 1

The proof is similar to the steps taken in Appendix D of [23]. First we split the g-dimensional integration
J dip F(p)r(p) as follows,

1 ! —1+r 1=Py g—1 —1+k
Ep[r(p)] = qu)/o dpy py /0 d?” " p\,0 (1 =Py — X geo\{y} PB) p,  "r(p)- (60)
Then we write p\,, = (1 — py)t. We get 6(1 —py — Zﬁeg\{y} pg) = (1 —py)~16(1 — ZBGQ\{y} tz). Furthermore,
d?71p,, = (1 —py)?~1d9" 't and p\—;+“ = (1 — py)@=D(=14m)¢=1+r  Combined with the fact that B(kl,) =
B(k, k[g — 1])B(k14—1), these steps yield the end result. O

B Proof of Theorem 1

The guilty user’s symbol is denoted as X. The one-segment score is either go(py) (when X # y) or g1(py) (when
X = y). Since no other values are possible, the probability distribution at given p will consist of delta-function
peaks. Each peak is multiplied by the probability that the corresponding event occurs

Y- (ulp) = 3°,c0 6 (u — go(py)) Prlu = go(py)|p] (61)
Y4 (ulp) = 3 0 0 (u— g1(py)) Prlu = g1(py) P (62)
Notice that
Prlu=go(py)lp) =Pr[X #yAY =ylp] ; Prlu=gi(py)lp]=Pr[X =yAY =y|p] (63)
and that
PrX £y AY =y|p] + Pr[X =y AY =y|p] = Pr[Y = y|p] = 7. (64)

Next step is to compute Pr[u = g1(py)|p] in (62). Let be ey a g-ary vector entirely set to 0 except for the y-th
element that is instead equal to 1.

c—1
Prfu = g1(py) [Pl = Pr{X;i = ylPrlY =y X, =y.pl =p, Y
oE€Sqe

)BT 0, (65)
o —ey

The last equation is obtained as follows: Pr[X;; = y] = py; Pr[Y = y|Xj; = v, p| is equal to the sum over all the
possible o vectors that have at least one occurrence of y (expressed with the condition oy > 0). Knowing that
Xj; =y, the multinomial factor is needed to count the remaining c — 1 pirate symbols in o, subtracting 1 from o,

(using the ey vector).

C

Priu=gi(p)lel = > 2L (0)p70,0- (66)

g
ASP
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c—1

_ O'y c ope
aiey) =2 (G) Then the condition oy > 0 becomes superfluous

In the last equation we used p” = pyp? ~€¥ and (
and (27) trivially follows. Notice that

py%zpy%az (C)ngy\a: Z (C)Hy‘(,py%: Z (;>9y|uayp” (67)

€Sqc 7 0€Sqe 7 0 ESqe
proving that (28)=(27) and (26)=(25). Finally, from (64) combined with (63) we have
Y_(ulp) =3, c o8 (u—go(py)) (Typ — PrX =y AY =y|p]). (68)

This, together with (66), completes the proof. |

C Proof of Theorem 2

The full ¥ (u), without conditioning, is obtained by taking the expectation over p of (25)+(27).
Y(u) = Ep[(ulp)] = O(=w)Ep[¢—(u[p)] + O(w)Ep [+ (ulp)]- (69)

We first prove (29) starting from Ep [ (u|p)] with ¢ _ (u|p) as given in (25).

i [Z slu—oen) 3 () (1=7) P bu (70)
yeQ o€Sqe
- Z Z (;) ( - %) 0y1oEp [0 (v — go(py)) P7]. (71)
y€EQ a€Sye

From Lemma 1 and piry\y =(1—py)° % [ocoriv} to® we have that

1
" B(kly)

/1d‘1_1t6(17 S oty [ tgetel (72)
0

Be\{y} acQ\{y}

1
Ep [8 (u — go(py)) P7] /O dpy 8 (u — go(py)) Py T (1 = py)e v Frlam1l-

The second integral in (72) evaluates to B(a\, +k1g—1), having the structure shown in Def. 1. In order to evaluate

the py-integral we have to rewrite the delta function into the form 6 (py — - --). We use the rule
Ey (p _ winv (u))
§(u—wp) = ————s (73)
|dw/dp|
for any monotonic function w(p). This gives
2| u?
0 (u— =06(— olp— . 74
(= 00() = 0 25 (- (74)

We substitute (74) into (72) and solve the integral

2 B(o Klg_ 1 u?
B 60— o) 27 = 2t (17 ) 2 S s (- )

yt+r—1 — —1]1=
P - py o tRla- 1

2lule 1 2 B(O’\y + Klq_l) u2 oytr—1 1 c—oy+rlg—1]—1
- (5m) “hag - (me) ()

_ 29(7u)B(U\y +rlg-1) (u?)7v e/ 5)
B B(klg) (1 + u?)etra

Substituting (75) into (71) we have

c o B(o\, + klg— u2)oy+tr—1/2
Epl—(ulp)) =2 > (a) (1 _ Ty) ( \];J(qu)q 1) ((1—)|—u2)c+“q Oylo- (76)

YyeEQ oSy
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Now we change the summations as follows: the >
0

o can be written as >, >°, with b = oy and = = oy, so

ylo = ¥s(x). Then the summand is a function of only b and @, which allows us to write

D AWEDH AN G! ™

b=0 =

Now we have

Bplo-pl =205 () (7, ) e (75)
where
e\ c— b\ B(x+klg_1) c c—b B(x+klg_1)
¥<b)< x ) BJ(rmt) (@) = (b)zw:( x )B(qu,l);(:,n[;—1})%(m) (79)

= (Z) B(k, n?q —1)) ;Pq*l(mlb)%(m) = (Z) B(x, gs —1)° (50)

In the last line we used Definition 3. Substituting (80) into (78) and removing 0 and ¢ from the b-range, we have (29).
We can use exactly the same steps to obtain (30) from (27). The only significant difference is the delta function
which in this case will be

2u 1
S ) = 000 28 (v s ) (31

d

D Proof of consistency check 1
Integration of (29) and (30) gives

oo 9 ° e b 0 (u2)b+f€*% b oo (u2)6*b+~[q*1]f%
[esto =ty s (1) [+ o

b=1
(82)
Let be A :=b+ k and w:= ¢ — b+ k[g — 1]. Applying Lemma 2 we have

c c

m > () {(1 - 2) %B(A,w) + Z%B(w,A)] - m S () EBOw).  (33)

b=1 b=1
The result follows applying Lemma 3 followed by Lemma 4. |
E Proof of consistency check 2
Taking (29) and (30), the integral {7 du ut)(u) can be written as
1 1
2 c b 0 2\btr—735 b [eS) 2\c—b+r[g—1]—5
S (O)K, (1_,)/ du%+,/ 4 2 0) . P
B, vlg — 1) 2= \b ) )M Wy T e, (1 + u2) e
Let \:=b+k — % and w:=c—b+k[g—1] — % Applying Lemma 2 and the property I'(x + 1) = zI'(z) we have
i I'NI(w)h b I'( AN (w)w
/ duurp(u) = Z() [( 1) ()()+—()()] (85)
oo B(n n[q —1]) &~ 2I'(c+ kq) ¢ 2I'(c+ kq)

To obtain f as in (24) we use Lemma 3 to substitute ( ) Blr, H[q ) with B()\+1JP/12<I2/+1/2> . After some simplifications,
the result follows. g



18

F Proof of Lemma 6
The integral [°°_du u?t(u) can be written as
(&

k=3 c—btrlg—1]-1
2q c b 0 u? (uz)b7L 2 b [ u? (uz) 2
S E K 1—- dy ——72 4+ Z d )
B(k, k[qg — 1)) (b) b ( c) / u (1 + u2)eTma + p A U (11 u2)etra (86)

b=1 e

Let A:=c—b+ k[g — 1] and w := b+ k. Applying Lemma 2 with (2) and the property I'(z + 1) = zI'(z), we get

2q zc: (C)Kb {(1 B g) I'OA—1)IrMw-Nww-1) bI'AN—1)I'(w—1)AA—-1)

B(k,klg—1]) f= \b 2I'(c+ Kq) + c 2I'(c+ Kq) ' (87)

Then using (18) we have

o0 - b w b A
duvw?(u) = KpPi(0) (1= =) —— +-—"— 88
[ amtvm =a S mne [(1-2) 755+ 100 (58)
and (33) follows after some rewriting. a
G Proof of Theorem 5
We start from Corollary 3 and write a general power series expansion,
X(k) =1 (V/2)k? + 3272 g me k[, (89)

where the ry > 2 4 2k are powers and the v € C are coefficients of the form iPts8nk times a real factor. In this
expression the desired relation x(—k) = [x(k)]* evidently holds, and the properties x(0) = 1, X’(0) = 0, X"/ (0) = -V
are clearly present. Then we write

LI

\/m)ri 5, (90)

[(k/V/m)]™ = explmIn X (k/v/m)] = e~ ¥ exp [m>52, (

where the powers r, > 2 + 2k and coefficients §; o iBtsenk are obtained (laboriously) by substituting (89) into the
Taylor series for the logarithm, In(1+¢) =& —e2/2+¢3/3 —e*/4 +---. It is worth noting that m disappears from
the k2 term, but not from the others. Eq. (56) is obtained from (90) by using the Taylor series for the exp function,

expe=1+e+e2/20+e3/31+ ... (91)

and (again laboriously) collecting terms with equal powers of k. Since we started out with powers r; > 2 + 2k,
we end up with powers v; > 2 + 2k. Finally, (57) follows by applying Lemma 10 and Lemma 11 to evaluate the
integrals that arise when (56) is substituted into Theorem 4. O



