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Abstract

Permutation polynomials over finite fields constitute an active research area and have applica-
tions in many areas of science and engineering. In this paper, four classes of monomial complete
permutation polynomials and one class of trinomial complete permutation polynomials are pre-
sented, one of which confirms a conjecture proposed by Wu et al. (Sci. China Math., 2015, 58, pp.
2081-2094). Furthermore, we give two classes of permutation trinomial, and make some progress
on a conjecture about the differential uniformity of power permutation polynomials proposed by
Blondeau et al. (Int. J. Inf. Coding Theory, 2010, 1, pp. 149-170).
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1 Introduction

Let F,» be a finite field with p" elements, where p is a prime and n is a positive integer. A polynomial
f(z) € Fpn[z] is called a permutation polynomial (PP) if the associated mapping f : ¢ — f(c) from
Fpn to itself is a bijection. PPs have been intensively studied in recent years due to their important
applications in cryptography, coding theory and combinatorial design theory (see [7, 8, 15} 19] 20] and
the references therein). For instance, Ding et al. [7] constructed a family of skew Hadamard difference
sets via the Dickson PP of order five, which disproved the longstanding conjecture on skew Hadamard
difference sets. Some recent progress on PPs can be found in [, [5] 6 O, [14], 111 12} 13} 16, 25] 26] 27].

A polynomial f(z) € Fyn[z] is called a complete permutation polynomial (CPP) if both f(x) and
f(z)+x are permutations of Fy». These polynomials were introduced by Niederreiter and Robinson in
[18]. The simplest polynomials are monomials, and for a positive integer d and « € Fjn, the monomial
az over F,n is a CPP if and only if ged(d, ¢ —1) =1 and az®+ x is a PP. We call such an integer d a
CPP exponent over F,». Recently, Charpin and Kyureghyan [4] proved that 2% 42 is a CPP exponent
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over Foor for odd k. In [22], a class of CPP exponents over Fon of Niho type was given. Two new
classes of CPP exponents and a multinomial CPPs were proposed in [24]. Further results about CPPs
can be found in [21] 23] 2§].

In this paper, we construct four classes of monomial CPPs, one class of trinomial CPPs and two
classes of permutation trinomials as follows:

rk

1. Letpbeanoddprime,r+1:pandd:’;k

a € F;Tk such that a?*~1 = —1.

_11 + 1. Then a2 is a CPP over F,rk, where

2. Let n = 6k, where k is a positive integer with ged(k,3) = 1. Then d = 2*%~1 4 221 is a
CPP exponent over Fon. To be specific, a2 is a CPP over Fon, where a € {wt(22k_1)|0 <t<
22k 24k 34},

3. Let n = 4k. Then d = (1 + 2%*~1)(1 + 2%¥) + 1 is a CPP exponent over Fan. To be specific, if a
is a non-cubic element of F7,,, then a"ta? is a CPP over Fan.

4. Let p be an odd prime and n = 4k. Then d = 7# + p?* is a CPP exponent over Fpn. To be

P2k

specific, a=1z¢ is a CPP over Fyn, where a € {wt(p%_lH D0 <t <p?k}

p2m+1 p2m 1

5. For any odd prime p, f(x) = —z+2" 2 +=x 77" is a CPP over IFpam.

6. Let m > 1 be an odd integer, and write &k = mTH Then for each u € Fi., f(zx) = = +
w2 T 12 1 4 2 25 i PP over Fom.

7. Let m > 1 be an odd integer such that m = 2k—1. Then f(z) = x4 uz? 1 +u2k$2m_2k+1+2, u €
F5., is a PP over Fom.

The first class is a conjecture made by Wu et al. [24], and our main technique is using the AGW
Criterion [I]. By using the additive characters over the underlying finite fields [2I], we give three
other new classes (Class 2-Class 4) of monomial CPPs over finite fields. Classes 5, 6 and 7 are explicit
constructions of PPs and CPPs through the study of the number of solutions of special equations
Bl ?].

Functions with a low differential uniformity are interesting from the viewpoint of cryptography
as they provide good resistance to differential attack. In [3], the authors considered the differential
properties of power functions and proposed the following conjecture.

Conjecture 1. [3] Let n = 2m with m odd. Let Fy : x — x¢ be the power PPs over Fan defined by
the following values of d:

(1) d=2m+2m+D/2 4 1,
(2) d=2m*! 43

Then, for these values of d, Fy is differentially 8-uniform and all values 0,2,4,6,8 appear in its
differential spectrum.



To determine the exact value of differential uniformity is a difficult problem. In this paper, we make
some progress towards Conjecture [Tl and prove that the differential uniformities of these polynomials
are at most 10.

This paper is organized as follows. In Section ] we introduce some basic notations and related
results. In Section [B] four classes of monomial CPPs are given. In Section[d], we give a class of trinomial
CPPs. Two classes of PPs are presented in Section Bl Section [0 investigates the differential properties
of monomial PPs. Section [7 concludes the paper.

2 Preliminaries

The following notations are fixed throughout this paper.
e Let p be a prime, n be an integer, and [Fj» be the finite field of order p".

o Let Tr; : F,n — F,r be the trace mapping defined by

n—r

Tr"(x):a;—kxpr—kxpzr—k---—i—xp ,

T

where r|n. For r = 1, we get the absolute trace function mapping onto the prime field F,, which
is denoted by Tr,.

o Let N : Fpn — F)r be the norm mapping defined by

n—r

N'(x) = P ,

where r|n. For r = 1, we get the absolute norm function mapping onto the prime field F,,, which
is denoted by N,,.

Trp (x)
P

e Let (, = exp(2my/—1/p) be a p-th root of unity, and x,(z) = be the canonical additive

character on Fpn.

We first recall a criterion for PPs which can be given by using additive characters over the under-
lying finite field.

Lemma 2.1. [T7] A mapping f : Fpn v Fpn is a PP if and only if for every a € Fyn,

> xnlaf(x) =0.

{EGFpn

Let n,r, k be integers such that n = rk. For any a € Fyn, let a; = apik, where 0 < i < r—1. Define

r—1
he(z) = @ H(ZB + a;).
i=0

Then we have the following lemma.



Lemma 2.2. [24] Let n = rk, and d = Z;T:__ll +1. Then 2%+ ax € Fyn[x] is a PP over Fyn if and only
if ha(w) € Fpi[z] is a PP over F .

The following lemmas will also be needed in the following sections.

Lemma 2.3. [[[(AGW Criterion) Let A, S and S be finite sets with #S = #S, and let f : A — A,
h:S—=8S X:A— S, and \: A— S be maps such that Ao f = ho \. If both X\ and \ are surjective,
then the following statements are equivalent:

1. f is bijective;
2. h is bijective from S to S and f is injective on A\~1(s) for each s € S.

Lemma 2.4. [I7] Let p be an odd prime, and let m,k be positive integers such that m is odd.

k . .
Then zP° + x is a permutation on Fym.

Lemma 2.5. [I7] An irreducible polynomial over F, of degree n remains irreducible over Fox if and
only if ged(k,n) = 1.

3 Four classes of monomial CPPs

3.1 The first class of monomial CPPs

In this subsection, we will prove the conjecture of Wu et al. [24]. Before proving it, we establish the
following useful lemma.

p—1

Lemma 3.1. Let p be an odd prime and k be a positive integer. Then f(x) = x(2? —¢) = is a PP
over F k., where c is a non-square element in ..
Proof. We first show that z = 0 is the only solution to f(z) = 0. If f(x) = 0, then x = 0 or
(22 — c)p%1 =0. If (2% - c)% =0, then ¢ = 2%, which leads to a contradiction since c is a non-square
element. Therefore f(x) = 0 if and only if = 0.

Next, we prove that f(x) = a has a unique nonzero solution for each nonzero a € Fr. Let
Az) = 22 — ¢, Mz) = 22 and h(z) = (z + c)zP~L. Then it is easy to see that the following diagram
comimutes:

* )‘ *
Fro 5 A(F)
1r 1h

* ) N (T
Fle = /\(IE‘pk).

By Lemma 23] it suffices to prove that h is bijective and f is injective on A~!(s) for each s € A(F;k).
Since for each s € )\(F;k), A(s) = {£(c+ s)%}, and f((c+ s)%) # f(—(c+ s)%), it implies that f is
injective on A~!(s) for each s € /\(IE‘;k).



In the following, we will verify that h is bijective. Since #)\(sz) = #X(F;k), we only need to show
that h is injective. For any b € X(F;k), b is a square element in F;k. We assume
a? +caPt =b (1)

has at least two distinct solutions. Setting y = %, the equation

_c Lt 2
yw—3y—3=0 (2)

has at least two distinct solutions. Assume y1, yo are two distinct solutions of Eq. (). Then y; — yo
is a root of y? — fy = 0, and so must be a root of yP~1 — ¢ = 0. It follows that § = yg_l for some
Yo € F,r, which is impossible since 7 is a non-square element in [F,x. Hence Eq. (Il) has at most one

solution in A(F;k). Therefore, h(x) is bijective. This completes the proof. O

Now we can prove the following result, which is a conjecture made by Wu et al. [24].

Theorem 3.2 ([24] Conjecture 4.20). Let p be an odd prime, r +1 = p and d = ’;T:__ll + 1. Then

a 'z is a CPP over Fyrk, where a € F;T.k such that a?" ~! = —1.

Proof. Since ged(p™® —1,d) = 1, the monomial ¢ is a PP over Fprk.
Note that a?*~! = —1. Then a?" = —a and (az)pk_1 = 1. By Lemma [2.2] to prove the conjecture

we only need to show that h,(7) = z(z? — a2)p%1 is a PP over F . for any k. Let ¢ = a® € F . Then
c is a non-square element in F x since a ¢ F,». Hence the result follows from Lemma .11 O

3.2 The second class of CPPs

In this subsection, let p = 2 and n = 6k for some integer k satisfying ged(k,3) = 1, and w be a fixed
primitive element of Fos. We will show that d = 2*%~1 4 22k=1 s 3 CPP exponent over Foe:. We
define the following set

S = {w'@* D)0 <t < 2% 4 2% 344}, (3)

Lemma 3.3. For each a € S, TrSk(a) # 1.

Proof. If a € S()Fa2, then TrSk(a) = a # 1. So we assume that a € S\Fy2r below.

Since 3|(2%% — 1), there exists b € Foex \Fp2r such that b*> = a. We observe that N5F(a) = 1 by the
definition of S, so  := NS¥(b) € F%. Here, 17 # 1, again by the definition of S.

Let B(x) = 2%+ Bi2? + Box + B3 € Fou[z] be the minimal polynomial of b over Fyzc. Then B(x)
is irreducible over Fyor, By = Trgﬁ(b) and B3 = 7. We can directly verify that

TeSk (a) = TeS¥ (%) = B} + BBy + Bs. (4)



If By =0, then Trg]]z (a) = B3 =n # 1, and the claim follows. We assume that By # 0 below. Assume

3 2
to the contrary that TrSF(a) = 1. Then Eq. (@) gives that By = BlBtn , and we have

B($) = $3 + 3133‘2 + Box + Bg

B3 2
:x3+le2+71+n T+ Bs
By
n

= (nz + B1)(*s® + Biz + B—l),

contradicting to the fact that B(x) is irreducible over Fy2x. This completes the proof. O

Lemma 3.4. Fiz an integer k with ged(k,3) = 1. Suppose n = 6k and d = 2*%~1 42281 [fy € S,
then
Z xek(z? 4+ vz) = 0.
z€F 6

Proof. Let a be a primitive element of Fg with a® + a + 1 = 0. Since ged(k,3) = 1, we have Foor =
Foor (a). For any = € Fyer, it can be expressed as

Tr=x9+T1a+ xgaz,

where xg, 21, 22 € Foax.

Since ged(k,3) = 1, we first consider the case k = 1 (mod 3), in which a?" = q* The first
step is to compute a direct representation of Tr,(z?) as a function of xg,2; and z3. Note that
TrS¥(a) = TrSk (a?) = 0 and TrSF(1) = 1. A routine computation shows that

Ter(:pd) = Trop(xo + 21 + 22 + 2122).

Next, putting

) —|—v1a+v2a2

with vg, v1, v2 € Fy2r, we find that
TI"Gk(’Ul‘) = Tl“gk(vol‘o + vz + U2331).

Consequently,

S xek@®+ovz) = Y Xl @+ 230 +vize +v0m1) Y xar(o + vozo).

z€F 61 z1,82€F 0k z0E€F 21

From Lemma B3] we get vy # 1. Therefore, erﬂ;ﬁk Xer (7 +vr) = 0.

For the remaining case k = 2 (mod 3), a similar discussion leads to erlesk xer(zd +vz) =0. O



Theorem 3.5. Let n = 6k, where k is a positive integer with ged(k,3) = 1. Then d = k=1 4 92k—1
is a CPP exponent over Fon. To be specific, if a € S with S defined as in @), then a~'z? is a CPP
over Fon.

Proof. Since ged(d, 25 — 1) = 1, we have x? is a PP over Fos.. In what follows we prove that z? + ax
is also a PP over Foer. We only need to prove that for each o € Flg,,

Z Xok(e(z? + ax)) =0,

IEGFZGk

where a € S. Since ged(d,26F — 1) = 1, each nonzero o € F,ex can be written as o = 5% for a unique
B € Flg, and we have

> xer(a(@? +ax)) = Y xe((Br)? + B aBx)

{EGFZGk -'EGFZGIC
d d—1
= Z Xek(z© + 7 az)
SL‘EF26k
d 241@*1 22k71_1
= Z Xek(z® + B - ax).
IEGFZGk

Since 52%71*'2%71_1@ € S, it follows from Lemma [3.4] that for each a € Fg,, we have

Z Xek(a(z? + ax)) = 0.

IEGFZGk

This completes the proof. O

3.3 The third class of monomial CPPs

In this subsection, let p = 2 and n = 4k. We will use an analysis similar to that of the previous
subsection to show that d = (1 + 22#71)(1 + 2%%) 4+ 1 is a CPP exponent over Fyuy.

Lemma 3.6. If v is a non-cubic element of F,,, then

ST (@D ) — 0,

SL‘EF24k

Proof. Using polar coordinate representation, every nonzero element x of Fyur can be uniquely repre-
sented as x = yz with y € U and z € F},,, where U = {) € F24k|/\22k+1 = 1}. Then

Z X4k(x(1+22k*1)(1+22’€)+1_H)x) — 14 Z X4k(x(1+22k*1)(1+22’€)+1_H)x)

.CBE]F24k "EGF;UC



_ 1+Z Z X4k((yz)(1+22k*1)(1+22k)+1+Uyz)
yelU ze]F;‘zk

=23 3 xan(yz + vy2)

yelU Z€F22k

=271 3" N xow(Trdf(yz* +vy2))
yEU ZE]Fzgk

2k 2k
=23 S el )+ (P e2)
yGUZE]FQQk

2k 2k+2
=243 3 vyttt )
yelU Z€F22k

= (N(v) —1)2%,
where N (v) denotes the number of y’s in U such that y+y22k +ytot +y22k+2fu4 = 0, which is equivalent
to

y+yt+ytt +y Rt =0,
that is,
(y+y H+o'y+y™ )] =0

Since v is a non-cubic element of F7,,, we get 1 + v (y +y 1) # 0. Hence y = 1 is the unique root.

Thus N(v) = 1, and this completes the proof. O

Theorem 3.7. Let n = 4k. Then d = (1 + 22*=1)(1 + 2%%) +- 1 is a CPP exponent over Fon. To be
specific, if a is a non-cubic element of F3,., then a~'z% is a CPP over Fon.

Proof. Tt can be verified that ged(d, 2*% — 1) = 1. Thus, it suffices to prove that ¢ + ax is a PP for a
non-cubic a € F2,,. Since each nonzero o € Fyur can be written as o = B% for a unique § € Flu, we
have

> xarla@® +az) = > xa((B2)? + B4 ap)

xE]F24k $€F24k

= Z X4k(azd+ﬂd_1ax)

$€F24k

_ Z X4k($d+ﬁ(1+22k*1)(1+2%)a$>‘

SL‘EF24k

Note that 6(1”%71)(1*2%)& is also a non-cubic element of F7,,. For each a € F7,,, we have

3 xanlala® +az)) =0,

$€F24k

by Lemma This completes the proof. O



3.4 The fourth class of monomial CPPs

In this subsection, we study the fourth class of monomial CPPs, where p is an odd prime, n = 4k and
4

d= % i—k p?*. Let w be a fixed primitive element of Fpn. Denote the conjugate of = over F,» by 7,

i.e. T=2aP" . We also define the set S as follows:

S = {0 < e < py (5)

We first recall two lemmas.

Lemma 3.8. [10] Let p be an odd prime and d|p™ — 1. Let s be the least positive integer such that
d|p® 4+ 1. For each 0 < j < d, define the set

di+j * . pn_l
Cj = {w ]GFP7L|0§Z< d

}.

1. In the case d is an even integer, and both (p® + 1)/d and d/2s are odd integers, we have

p 3 if(L:O,

3 xalaz?) = ()= d - 1p3; ifacCu,

{EGFpn ( 1)2£ % 1fa¢(jd

2

2. In all the other cases, we get

p 3 if(L:O,

3 wlazt) = { (1) - 1p?; ifac o,

e (~1)%p3; if a ¢ Co.

Lemma 3.9. [I0] Let d be an integer with ged(d, p™ — 1) = 1. Suppose that there exists an integer 4
such that 0 < i < n and (d—p)|(p™ —1). Choose an integer N such that (d —p')N =0 (mod p" —1).

Then N
Z Xn(z? + az) Z Z yN (aw + w¥PY).

2€Fn ]=0 yeF,n
As a preparation, we have the following lemmas.
Lemma 3.10. If a € S with S defined as in ([Bl), then “—H = w?s for some integer s.
Proof. Assume to the contrary that ZTJF} = w?™*! for some integer s. Since a@ = —1, we have

a+1 a—aa 1-a 1—a

= _:(1+a

- )p% o @stp?E
a—1 a+4+aa 1+7a

It follows that o
W D@D )P

which is a contradiction. So we have Z—ﬂ = w?® for some integer s. O



Lemma 3.11. Let p be an odd prime, n = 4k and d = 7# +p?. Ifa € S with S defined as in (),
then ZI‘EFM Xn(z? 4 az) = 0.

Proof. By Lemma [3.9] we have

2 Z Xn (2% 4 az) = Z Xn(y?(a +1)) + Z X (% (aw + w ™))

wE]Fpn yE]Fpn yGFpn
= Y a1+ Y xalE((a— 1)),
yEFn yEFn

From LemmaBI0, a — 1, a+1€ Cyora—1, a+1 € C;. Then a direct application of Lemma [B.§]
shows zwer Xn(z? + az) = 0. O

We now have the following theorem.

Theorem 3.12. Let p be an odd prime and n = 4k. Then d = 7# + p?* is a CPP exponent over
Fyn. To be specific, if a € S with S defined as in (Bl), then a"'z? is a CPP over Fpn.

Proof. Since ged(d,p" — 1) = 1, for each a € S, the monomial a~'z? is a PP over F,». To finish the
proof, it suffices to prove that z? 4+ ax permutes Fpn.

The fact ged(d, p™ —1) = 1 shows that each nonzero element « € Fj» can be represented as o = Ik
for a unique 8 € Fjn. Then

Y xala@ +az)) = Y xal(B)! + 84 apa)

Z‘EFpn Z‘EFpn
d_ pd—1
= Z xn(z® + B9 ax)
wE]Fpn

= Z X (2 +ﬁ(p2kz+1+1)(p2k—1)ax)'

wE]Fpn

2k
PN D), c g , it follows from Lemma B.IT] that for each a € ., we have

Z Xn(a(z? 4 az)) = 0.

{EGFpn

Since 5(

This completes the proof. O

4 A class of trinomial CPPs

In this section, we consider a class of trinomial polynomials and show that they are CPPs.

2m+1 pZm

Theorem 4.1. For any odd prime p, f(x)=—-z+x" 2 +=z 77" is a CPP over Fpam.

10



Proof. Note that
f@) 4o =a 42T = g
with g(z) = « + 2?". It follows that f(z) + z is a PP over F,sn if and only if g(x) is so, since
gcd(p%gﬂ,p?’m —1) = 1. By Lemma 2] g(z) is a PP over Fpsm, so f(x) + x is a PP.
In the following, we show that f(z) is a PP over Fsm. Write h(z) := z 4 2P — R U
that f(z) = h(:z:#) Since gcd(p%;rl,pgm —1) =1, f(z) is a PP over Fysm if and only if h(z) is a
PP over F,sm. Note that h(0) = 0 and for 2 # 0,

m

$1+p2m + $pm+p2m o x1+p

h(z) =

xp2m

We first prove that h(x) = 0 if and only if x = 0. Suppose to the contrary that h(x) = 0 for some
x # 0, that is,
PP PP ™
Raising the above equation to the p™-th power and the p?™-th power respectively, we obtain

2m

m
_ PP =0,

2m

m
1P 4 1

2m

m 2m m
PP L 1t 2P — .

Adding the above two equations together, we deduce that 227" = 0. So x = 0, contradicting to the
assumption that = € F,,,. Thus h(z) = 0 if and only if z = 0.
Next, we prove that h(x) = a has at most one nonzero solution for each a € F;ng, that is

2m m 2m m 2m
xl—i—p + 2P +p _xl-i-p = axP (6)

has at most one nonzero solution for each a € F;Sm. Raising both sides of Eq. (@) to the power of p™
and p*>™ respectively, we get

m 2m m 2m m
Ly _|_x1+p — PP — P x,

B I e A L
Adding the above two equations together, we obtain
221" = " 4 0P 2P (7)
Because = # 0, we have 227" = aP" + L Setting y = %, we get
g "y — 20" = 0. (8)

If Eq. (®) has at least two distinct nonzero solutions yi, y2 in Fysm we get y1 —y2 € Fpam is a
root of yP" + ap2m_pmy = 0, and so a root of y?" 1 + i - 0, contradicting to the fact that
P aP”"=P™ = () has no solution in F;3m. Therefore, Eq. (8) has at most one nonzero solution in
IF,3m. Hence h(z) = a has at most one nonzero solution for each nonzero a € Fsm.

To sum up, we have shown that h(x) is a PP, and thus f(z) is a PP. The proof is now complete. [J

11



5 Two classes of trinomial PPs

It looks difficult to give a simple characterization of trinomial PPs over finite fields. In [5], the authors
use different tricks including the multivariate method introduced by Dobbertin [?, 8] to construct
several classes of trinomial PPs. In this section, we construct two classes of trinomial PPs over Fom
by similar techniques.

Theorem 5.1. Let m > 1 be an odd integer, and write k = mTH Then for each u € F5,., f(x) =

2’“*1—1%2’“—1 + uzkflxzkﬂ

T+ u is a PP over Fom.

Proof. Since ged(2,2™ — 1) = 1, we need only to show that h(z) = (f(z))? = 22 + u2 222" 2 4
w2 22742 i a PP over Fom. Let @ = u? " and Yy = 22"
First, we prove that h(z) = 0 if and only if z = 0. Clearly, if z = 0, then h(x) = 0. Conversely, if

there exists some = € [}, such that

w?zt + ay? + waty? =0, (9)

raising both sides of Eq. (@) to the 2¥-th power gives us

? y + u’x —|—u2u2:1:4y4 0.

Since ged(2,2™ — 1) = 1, we have
ay? + ux? + wuxy® = 0. (10)

Adding Eq. @) and Eq. ({I0) together, we obtain
et 4 ux? + wulaty? + aury? =0, (11)

which can be factorized as uz?(1 + um2)1+2k = 0. It follows that 22 = %, Le., ©r = W;*l But
h(—2—) = 1 0, which is a contradiction. Hence h(z) = 0 if and only if z = 0.

om—1
uNext if h(x) is not a PP, then there exist x € F%,, and a € F3,. such that h(x) = h(z + az). Let
b=a2". It is clear that a,b # 0, 1. Since h(z) = h(z + az), we have
uw?at +ay? +uey?ast uP (et + D)2t +ab + 1)%y? + uu?(b+ 1)%y2(a + 1)

u2a? u?(a + 1)222

which simplifies to
Ayz?y® + Agy® + Azx® =0, (12)
with Ay = (a®b? + a® + b% + b)ut, Ay = (b> + b)°, and Az = (b + a®)u.
We claim that A1 AsAs # 0. If Ay = 0 we get (b+1)2a? = b(b+ 1). Thus a? = bL Raising both
sides to the 2F-th power, we get b = = +1 Then b = b, which leads to b = 0 or 1, a contradiction.

So Ay # 0. A similar discussion shows that As, Ag # 0.
Raising both sides of Eq. (IZ) to the 2¥-th power, we have

AZ et 4 AT AT =0 (13)

12



By Eq. (I2) and Eq. (3], cancelling 32, we get

le4 + Bg$2 + B3 =0, (14)

where By = AgA?" + A; A2 = (1B3(a+ )Haud # 0, By = AX 1 £0, By = A2+ £ 0.
Substituting 2% = g—fy into Eq. (4], we obtain

Y} 4+y+ D=0, (15)
2k 11
where D = B}B—? =D+ D%k and Dy = Ajé’?m = ﬁ;gz. We also have
Tr(Dy) = Tryp, | = (52)% T
D) =T (L

a?. (a® +b)(a+ b)?
A+ ) B e 1 1))
(a® +b)(a + b)? (> +b)(a+b)?*  (a®+b)(a+b)? >

a?(a+1)26(b+1) (a+1)2b(b+1) (a+1)202(b+1)

Il
=
3
Y

T a? 1 b2 at a?
T G A DD (@ r 1P @t 20+ @rDBerD) | @i 1E
b2 a* a?

@r 20+ D) (@i D220+ D) batD?  (atr 20+ 1)>
a? a? 1 a?

= Trm ((a—i— 1)2b(b+ 1) * b(a+1)2 - (a+1)2(b+ 1)> + 1rm <(a+ 1)2 * (a+ 1)2>
b2 at b2 a*

+ Trm <a2(a—|— DZh+1)  (ar PO+ (@ r20+1) | (ax 1220+ 1)>

=1.

Raising both sides of Eq. (T to the 2'-th power, 0 < i < d — 1, and then summing them up, we
get

N
—

Y =+ 3 (D1 + D) =4+ Dy +Trp(Dy) =7+ Dy + 1. (16)
i=0
It follows that .
v**1 =Dy + D. (17)
Combining Eqs. ([I2)), (I6) and (7)), we obtain
01’7 + Cy =0, (18)

where C] = A1A§k+2 #0and Cy = A3B; # 0. Thus 7 = g—f Then from Eq. ([IZ), we get

BlA% + A1 AsBy = A%Bg,
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which leads to

b (b? +a*) = a*(b* + a?).
Note that ged(2,2™ — 1) = 1 whence

a?b? + 02 +a’h+ad=0.
Raising both sides of the above equation to the 2F-th power, we get

at? + ot + a** + b = 0.
It follows that

b*(a* +b) = a®(a® + b?) = (a® + a®b)(a + b) = b*(1 + a*)(a + b).
Then
po @ttt
— - ,
and raising both sides of the above equation to the 25-th power, we deduce that
a®+a"+a+a®+at+a*+1=0.

Since 28+ 27 + 2% + 25 4+ 2* + 22 +1 is irreducible over Fy, by LemmaZH, 28+ 2"+ 26 + 25+ 24 + 22 +1
is irreducible over Fom. Hence a ¢ F3,., which is a contradiction. This completes the proof. O

Theorem 5.2. Let m > 1 be an odd integer such that m = 2k — 1. Then f(z) = = + uz? 1 4
W2 222y e F4m, is a PP over Fom.

Proof. We first prove that f(z) = 0 if and only if x = 0. Let © = u?" and y = 22" Clearly, if z =0
then f(x) = 0. Conversely, suppose there exists some x € [F3,, such that

22y +uy® +axt = 0. (19)
Raising both sides of the above equation to the 2¥-th power, we get
aty? +uy? -’ = 0. (20)
Multiplying both sides of Eq. (I9) by 22, we obtain
aty? + uz?y® +ua® = 0. (21)
Adding Eq. (20) and Eq. (2]]) together, we have
u:p2y3 + u2y4 =0.

ok—1 2k*1+1)

It follows that 22 = uy. So we have z = u? *!, which leads to a contradiction since f(u
w21 £ 0. Thus f(z) = 0 if and only if z = 0.
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Next, let @ = a?*. We will show that f(z) = a has a unique nonzero solution for each nonzero
a € Fom. That is, for the equation

22y? + uy® 4+ uxt + axy? =0, (22)

there exists a unique solution z € F%,. Raising both sides of Eq. (22) to the 2*-th power and
multiplying Eq. 22)) by 22, we get

oty + b + u?yt +arty =0, (23)

and
hy? + ux?yd + b + aay? = 0. (24)

Summing Eq. 23) and Eq. ([24)), and dividing by y, we have

u?y? + ux?y? + azt + axdy = 0. (25)
Computing Eq. 22))-u+Eq. (25]), and dividing by x, we obtain

(@ -+ um)2® + ax’y + auy® = 0. (26)

Raising both sides of Eq. (26) to the 2F-th power, and then adding @-Eq. (22), we have

(@ +Tu? + au)y + aax = 0. (27)
Solving Eqgs. (26]) and (27), we get
a’a? 93
xr = —
7 (28)
Here, b = a® +wu? +au and b = b2k, which can be directly verified to be nonzero. This completes the
proof. O

6 Differential properties of power functions

In this section, we consider the differential uniformity of monomial PPs. We first recall the basic
definitions.

Definition 6.1. Let F' be a function from Fon to Fom. For any a € Fon, the derivative of F with
respect to a is the function Dy (F') from Fon into Fom defined by

Dy(F(x)) = F(x +a)+ F(x), x € Fon.

The resistance to differential cryptanalysis is related to the following quantities.
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Definition 6.2. Let F' be a function from Fon into Fon. For any a and b in Fon, we denote
5(a,b) = t{x € Fon| Do(F(z)) = b}.
Then the differential uniformity of F' is
d(F) = maxq£0 per,. 6(a, b).

Remark 6.1. In the case F(x) = z% is a monomial, for any nonzero a € Fon, the equation (x+ a)d +
z? = b can be rewritten as a® ((£ 4+ 1)+ (£)) = b. This implies that 5(a,b) = §(1,b/a?). Therefore,
for a monomial function, the differential properties are determined by the values §(1,b),b € Fon. From
now on, we denote the quantity 6(1,b) by §(b) for monomial functions.

The following two lemmas can be found in [2], which will be used later.

Lemma 6.1. [2] For a positive integer m and a,b € Fom,a # 0, the quadratic equation x> +ax+b =0
has solutions in Fom if and only if Trm(a%) = 0.

Lemma 6.2. [2] For a positive integer m and a € F%,., the cubic equation >+ x+a=0 has
(1) a unique solution in Fom if and only if Trp(a™! +1) =1;

(2) three distinct solutions in Fom if and only if py,(a) = 0, where the polynomial p,,(z) is recursively
defined by the equations pi(z) = pa(x) = z, pr(x) = pr_i1(z) + 2> pra(a) for k > 3;

(8) no solution in Fom, otherwise.
As a preparation, we have the following lemma.

Lemma 6.3. Let n = 2m with m odd, b € Fon \ Fom and y € Fom \ Fy. Then the number of solutions
of the equation x* + y?>(x®> + x + 1) + o+ 1+ b =0 4s 0 or 4. Moreover, if xq is a solution, then the
other three solutions are given by xo+ 1, x1 and x1+ 1, where x1 satisfies x% 4+ = :Eg + o+ 1492

Proof. If x¢ is a solution of equation 2* +y?(2? +x+ 1)+ 2+ 14 b = 0, then x¢ + 1 is also a solution.
So we have

et @ v e+ ) b+ 1+b= @2+ ot ad+ )@t o+ ad+ao+1+12).

Since Try, (23 + o + 1+ y?) = 0, by Lemma [6.1] the equation 22 + x + 23 + o + 1 + y? = 0 also has 2
solutions and these two solutions are different from xy and xg + 1. Hence the number of solutions of
the equation z* + y*(2? + 2 + 1) + 2 +1+ b= 0is 0 or 4. The second part is obvious. O

We now state our result.

Theorem 6.4. Let n = 2m with m odd and d = 2™+ + 3. Then Fy : x — 2% is a permutation over
Fon with 0(Fy) < 10. Moreover, for b € Fam, we have §(b) € {0,4}.
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Proof. Tt can be verified that ged(d, 2™ —1) = 1, so F} is a permutation. For each x € Fon, let T := 22"

It is clear that x + T € Fom and 2T € Fom. We can then verify that
Di(Fy(z) =(z+ 1) +a2t =@ +2)@® +2+1)+1=@2)* + (T +2)2 +1)(z+1).

Then it suffices to show that for any b € Fan, the equation D;(Fy(x)) = b has at most 10 solutions.
Assume that
@2)> + (@ +2)* +1)(z +1) =b. (29)

Raising both sides of Eq. (29]) to the 2™-th power, we get
@z + (T +2)*+ 1)@ +1)=0b. (30)
Adding Eq. (29) and Eq. (30) together, we have
(T +z)?+1)(T+x)=b+0. (31)
Setting y := T + 2 € Fom and a := b+ b € Fam, we obtain
v+ y+a=0. (32)
Replacing T = y + x into Eq. (29]), we have
et + (@ +r+1)+x+1+b=0. (33)
Therefore, x is a solution of Eq. (29) if and only if it is a solution to following equations
st 2@t e+ ) a2+ 1+b=0,

P+y+a=0, (34)
T+r=y.
Hence 6(F;) < 12. Below, we consider the two cases where a = 0 and a # 0.
Case 1: a =0

It is easy to see that b € Fam and 0, 1 are solutions of Eq. ([B2). We consider these two cases
separately.

(1) If y = 0, then & € Fom. Thus Eq. (34) will become z* + z + 1 = b, which has either 0 solution
or 2 solutions. And it has 2 solutions if and only if Tr,(b) = 1.

(2) If y =1, then Eq. ([B4) becomes

422 +b =0,
(35)

T+x=1.

Since ged(2,2" — 1) = 1, equation z* + 22 + b = 0 is equivalent to 2 + x + p2" " = 0. Clearly
it has 2 solutions by Lemma Bl Since 1 =7 +z = > (22 + )% = Tr, (b2 ') we get that
Eq. (33) has 2 solutions if and only if Tr,,(b) = 1.
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Note that, for both cases, Eq. (34) has two solutions if and only if Tr,,(b) = 1. Therefore,
d(b) € {0,4}.

Case 2: a #0

In this case it is obvious that b & Fom and y & Fs.

By Lemma [6.2] Eq. (82]) has 0, 1 or 3 solutions. We consider these cases separately.

(1) If Eq. (32) has no solution, then §(b) = 0.

(2) If Eq. (32) has one solution, say yo, then by Lemma [6.3] Eq. (33]) has 0 or 4 solutions given
by x11,711 + 1,791 and z91 + 1. However, we need x;1 + T;1 = yo holds for ¢ = 1,2. Thus
o(b) € {0,2,4}.

(3) If Eq. (32)) has three solutions, denoted by y1,y2 and y3. Then we have y; + y2 + y3 = 0. For
each y;, 1 <1i < 3, by Lemma [6:3] there are 0 or 4 solutions for Eq. ([33]). So the total number
of solutions for x is 0, 4, 8 or 12.

(i) If the number of solutions for x is 0, 4 or 8, then the number of solutions to Eq. (34 is at
most 8. Thus §(b) € {0,2,4,6,8}.

(ii) If the number of solutions for x is 12, that is, for each y;, 1 <i < 3, there are 4 solutions of
Eq. (3). Let the 12 solutions be {z;;,x;; + 1|i = 1,2,3; j = 1,2}, with y; corresponding
to x;1,x1 + 1,250 and zi0 + 1. If 251,251 + 1,250 and x40 + 1 are exactly the solutions of
Egs. (34]), we can easily get

{ T+ T2 + (T + 2i2)? = 1+ 92, (36)

i1 + wi2 € Fom,

which means that the equation #2+t+1+%? = 0 has 2 solutions over Fom. By LemmalG.1], we
have Try, (1+y?) = 0 so that Tr,, (y;) = 1. Therefore, if §(b) = 12, then Ty, (y1) = Trp(y2) =
Trm(ys) = 1. However, 1 = Try(y1) + Trim(y2) + Trm(ys) = Trm(y1 + y2 + y3) = 0, which
is a contradiction. So 6(b) < 10.

Thus we obtain 6(F;) < 10. O

Remark 6.2. For d = 2™ + 20m+D/2 11 we can obtain 6(Fy) < 10 in a similar way. In fact, with
m=2r—1and a:=b+0b, Eq. 34) now take the following form
2 + (ay + Da? + ayz + (¥ + 1)b° +bb =0,
(y+1)a? + 22 +yr+y+1+b=0, (37)
v+ (a+ 1)y +a®y+a¥ =0,
T+r=y.

Hence 0(Fy) < 12. If b € Fam, we can easily get 6(b) € {0,4}. If 6(b) = 12 for some b € Fon\Fom,
we have Trp,(ay;) = 1, and 1 = Trp(ayr) + Tri(ay2) + Trp(ays) = Trp(ala + 1)) = 0, which is a
contradiction.
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Hence we have the following result.

Theorem 6.5. Let n = 2m with m odd and d = 2" +20"1)/2 4 1. Then Fy : & — z% is a permutation
over Fon with 0(Fy) < 10. Moreover, for b € Fam, we have 6(b) € {0,4}.

Remark 6.3. Here we give a concrete example to illustrate the idea of the proof. Let w be a primitive
element of Fon, n = 10, d = 67, b = w?” and a = b+ b. Then Eq. B2) and Eq. B3) become
VY ryt+a=0and s +y* (22 + 2+ 1)+ 2+ 1+ b =0 respectively.

Solutions of Solutions of Solutions of
Y¥+y+a=0| Try(y) | 2t +y2@2+2+1)+2+1+b=0 | Di(Fy(z)) =b
Y1 = w3 1 {72, 1017, B9 975} w226 ,633
Yo — w53 1 (w5 533, 7% 903} wS6 1903
p—— 0 (0™, %0, T 553 ) w29 340

In the above table, for a fized element b, we obtain 3 solutions of Eq. B2), denoted by y1, y2 and
y3. For each y;, by Eq. [B3l) we get 4 solutions. We need to determine whether they are satisfying
x+T = y;. Since Try,(y3) = 0, there are at least 2 solutions which are not satisfying x+7% = ys (in the
above example, w™ and w® are not). However, for each y;, i = 1,2, we can not determine whether
the 4 solutions are satisfying x + T = y; since Try,(y1) = Trp(y2) = 1 (in the above example, the four
solutions corresponding to yi are not, while the four solutions corresponding to yo are). Therefore, in
our proof we only can get §(b) < 10, but in fact 6(b) = 6 for this example. Thus, we need to find more
detailed conditions to characterize the solutions of the equation.

7 Conclusion

Permutation and CPPs have important applications in cryptography. This paper demonstrates some
new results on permutation and CPPs. First, by using the AGW Criterion, we proved a conjecture
proposed by Wu et al. [24]. Then we give three other new classes of monomial CPPs over finite fields
and the main tool is additive characters over the underlying finite fields. Moreover, a class of trinomial
CPPs and two classes of trinomial PPs are also presented in this paper. Finally, for d = 2™+ 43
or 2m + 2" + 1, Blondeau et al. [3] conjectured that z? is differentially 8-uniform over Fon, where
n = 2m. We make some progress towards this conjecture and prove that the differential uniformity
of x4 is at most 10. It seems not easy to exclude the possibility that §(b) = 10 for some b € Fan\Fom.
We look forward to seeing further progress on this conjecture.
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