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On optimal weak algebraic manipulation detection
codes and weighted external difference families

Minfeng Shao and Ying Miao

Abstract

This paper provides a combinatorial characterization of weak algebraic manipulation detection (AMD) codes via a kind of
generalized external difference families called bounded standard weighted external difference families (BSWEDFs). By means of
this characterization, we improve a known lower bound on the maximum probability of successful tampering for the adversary’s
all possible strategies in weak AMD codes. We clarify the relationship between weak AMD codes and BSWEDFs with various
properties. We also propose several explicit constructions for BSWEDFs, some of which can generate new optimal weak AMD
codes.
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I. INTRODUCTION

Algebraic manipulation detection (AMD) codes were first introduced by Cramer et al. [5] to convert linear secret sharing
schemes into robust secret sharing schemes and build nearly optimal robust fuzzy extractors. For those cryptographic appli-
cations, AMD codes received much attention and were further studied in [1]], [6], [7]. Generally speaking, for AMD codes,
we consider two different settings: the adversary has full knowledge of the source (the strong model) and the adversary has
no knowledge about the source (the weak model). In the viewpoint of combinatorics, AMD codes were proved to be closely
related with various kinds of external difference families for both strong and weak models by Paterson and Stinson [20]. In the
literature, optimal AMD codes in the strong model and their corresponding generalized external difference families received
the most attention (see [2[], [12], [15], [17], [20], [18]], [21], [22], and the references therein), while relatively little was known
about AMD codes under the weak model.

In this paper, we focus on weak AMD codes. In [20], Paterson and Stinson first derived a theoretic bound on the maximum
probability of successful tampering for weak AMD codes. Very recently, Huczynska and Paterson [[13] characterized the optimal
weak AMD codes with respect to the Paterson-Stinson bound by weighted external difference families. Natural questions
arise from the Paterson-Stinson bound and the corresponding characterization are: (i) Whether the Paterson-Stinson bound is
always tight; (ii) If not, what are the equivalent combinatorial structures for those optimal weak AMD codes not having been
characterized by the characterization in [[13].

To answer these questions, in this paper, we further study the relationship between weak AMD codes and weighted external
difference families. Firstly, we define a new type of weighted external difference families which are proved equivalent with
weak AMD codes. By means of this combinatorial characterization of weak AMD codes: (1) We improve the known lower
bound on the maximum probability of successful tampering for the adversary’s all possible strategies; (2) We derive a necessary
condition for the Paterson-Stinson bound to be achieved; (3) We determine the exact combinatorial structure for a weak AMD
code to be optimal, when the Paterson-Stinson bound is not achievable. In this way, some weak AMD codes which have not
been identified to be R-optimal previously now can be identified to be in fact R-optimal. Secondly, we show the relationships
between this new type of weighted external difference families and other types of external difference families. Finally, we
exhibit several explicit constructions of optimal weighted external difference families to generate optimal weak AMD codes.

This paper is organized as follows. In Section [, we introduces some preliminaries about AMD codes. In Section [II, we
investigate the relationship between AMD codes and external difference families. In Section we describe several explicit
constructions for bounded standard weighted external difference families, which are combinatorial equivalents of weak AMD
codes. Conclusion is drawn in Section

II. PRELIMINARIES
In this section we describe some notation and definitions about AMD codes.

e Let (G,+) be an Abelian group of order n with identity 0;
« For a positive integer n, let Z,, be the residue class ring of integers modulo n;
o For a multi-set B and a positive integer k, let kX B denote the multi-set, where each element of B repeated k times;
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« For a subset B C G, D(B) denotes the multi-set {a —b € G :a,b € B, a # b};

o For subsets By, By C G, D(B1, Bs) denotes the multi-set {a —b € G : a € By,b € Bs};

o For a multi-set B, let #(a, B) denote the number of times that a appears in B;

« For positive integers ki, ka, . .., km, let lem(kq, ka, . . ., ky,) denote the least common multiple of k1, ko, ..., kp,.

Let S be the source space, i.e., the set of plaintext messages with size m, and G be the encoded message space. An encoding
function £ maps s € S to some g € G. Let A, C G denote the set of valid encodings of s € S, where A, N Ay = ) is
required for any s # s’ so that any message g € A, can be correctly decoded as D(g) = s. Denote A = {A, : s € S}.

Definition 1 ([20]): For given (S, G, A, E), let

o The value A € G\{0} be chosen according to the adversary’s strategy o;

o The source message s € S be chosen uniformly at random by the encoder, i.e., we assume equiprobable sources;
The message s be encoded into g € A, using the encoding function E;

o The adversary wins (a successful tampering) if and only if g + A € Ay with s’ # s.

The probability of successful tampering is denoted by p, for strategy o of the adversary. The code (S, G, A, E) is called
an (n,m,a, p) algebraic manipulation detection code (or an (n,m,a, p)-AMD code for short) under the weak model, where
a =7 .cq|As| and p denotes the maximum probability of successful tampering for all possible strategies, i.e.,

p = Mmax Po.
o

Specially, if E encodes s to an element of A, uniformly, i.e., Pr(FE(s) =g) = ‘A—l‘ for any s € S and g € A, then we use
(S,G, A, E,) to distinguish this kind of AMD codes under the weak model, which were also termed as weak AMD codes in
[13].
For weak AMD codes, the following Paterson-Stinson bound was derived in [20]].
Lemma 1 ([20]): For any weak (n,m,a, p)-AMD code, the probability p satisfies
> a(m—1) '
m(n—1)
Definition 2 ([20]): A weak AMD code that meets the bound of Lemma [1l with equality is said to be R-optimal with
respect to the bound in Lemma[ll where R is used to indicate that random choosing A is an optimal strategy for the adversary.

III. ALGEBRAIC MANIPULATION DETECTION CODES AND EXTERNAL DIFFERENCE FAMILIES
In this section, we study the relationship between algebraic manipulation detection codes and external difference families.
Before doing this, we first introduce some notation and definitions about difference families and their generalizations.

Definition 3 ([4]): Let B = {B; : 1 < i < m} be a family of subsets of G. Then B is called a difference family (DF)
if each nonzero element of G appears exactly A times in the multi-set | J, ,,,,D(B;). Let K = (|B1],|Bz|,...,|Bm|). One
briefly says that B is an (n, K, \)-DF. o

When m = 1 the set By is also called an (n,k = |Bi|,\) difference set. If B forms a partition of G, then B is called a
partitioned difference family (PDF) [9] and denoted as an (n, K, A)-PDF.

Definition 4 ([20]): Let B = {B; : 1 <i < m} be a family of disjoint subsets of G. Then B forms an external difference
family (EDF) if each nonzero element of G appears exactly A times in the union of multi-sets D(B;, B;) for 1 <i # j <m,

i.e.,
U DB, B)) = AR (G\{0}).
1<i#j<m
We briefly denote B as an (n,m, K, \)-EDF, where K = (|By|,|Ba|,...,|Bm|). An EDF is regular if |B1| = |Bz| = --- =

|B,,| = k, denoted as an (n, m, k, \)-EDF, which is also named as a perfect difference system of sets (refer to [16], [[L1]], [LO]
for instances).

Definition 5 ([20]): Let B = {B; : 1 < i < m} be a family of disjoint subsets of G. Then B is a bounded external
difference family (BEDF) if each nonzero element of G appears at most A times in the union of multi-sets D(B;, B;) for
1<i#j<m,ie.,

U DB B)) CAR(G\{0}).
1<i#j<m
We briefly denote B as an (n, m, K, \)-BEDF, where K = (|B1],|Bz], .-, |Bml|)-

To construct AMD codes, in [20], the following generalizations of EDF were also introduced.



Definition 6 ([20]): Let B={B; : 1 <i < m} be a family of disjoint subsets of G. B is called an (n,m; ki, ko, - , km;

A1, Agy oo, A )-generalized strong external difference family (GSEDF) if for any given 1 <4 < m, each nonzero element of
G appears exactly \; times in the union of multi-sets D(B;, B;) for 1 < j # i <m, ie.,
U D(B;, Bj) = A ) (G\{0}), (1)

(1< <m, j#i}
where k; = |B;| for 1 <i < m.
Definition 7 ([20]): Let B = {B; : 1 <i < m} be a family of disjoint subsets of G. Then B forms an (n, m; k1, ko, -+ , km;

A1, A2, 0+, A )-bounded generalized strong external difference family (BGSEDF) if for any given 1 < i < m, each nonzero
element of G appears at most \; times in the union of multi-sets D(B;, Bj) for 1 <j=#i<m,ie.,
U DB, By S NR(G\{0}), @)

{5:1<5<m, j#i}
where k; = |B;| for 1 <i < m.

Definition 8 ([20]): Let B = {B; : 1 < i < m} be a family of disjoint subsets of G. Then B is an (n, m;c1, ¢z, -+, ¢; w1,
Wa, -+ Wi A1, Ag, - -+, A )-partitioned external difference family (PEDF) if for any given 1 <t <1,

U U D(B;, B;) = A W (G\{0}), 3)

{i:|Bi|=w:} {5:1<j<m, j#i}

where ¢; = |[{i : |B;| = w,
To characterize weak AMD codes, we further generalize external difference families to weighted external differences families.

Definition 9: Let B = {B; : 1 <4 < m} be a family of disjoint subsets of G. Let K = (k1, ka2, ..., ky) with k; = |B;]
for 1 <i<mand k =lem(ky, kg, , k). Define B = {B; : B; € B} as the standard weighted multi-sets of B, where

~ k k
B2 —XB,=—XB,.
| Bi| ki
Then B is called an (n,m, K, a, \)-bounded standard weighted external difference family (BSWEDF) if A is the smallest
positive integer such that

U D(Bi.B)) C AR (G\{0}),

1<i#j<m
where a = ), ., k;. Furthermore, if B satisfies
U DB B)) = AR (G\{0}),
1<i#j<m
then it is named as a standard weighted external difference family, also denoted as an (n, m, K, a, A\)-SWEDF for short.

For BSWEDFs and SWEDFs, we have the following facts on their parameters.
Lemma 2: Let B be an (n, m, K, a, \)-BSWEDF. Then we have

A {lm(m—l)—‘ . @
n—1
Specially, if B is an (n,m, K, a, \)-SWEDF, then (n — 1) | (ka(m — 1)) and

ka(m —1)
n—1

)\:

Proof. Let B={B; : 1 <i < m}. The fact
U b®.B)= |J | D{b}.B))
1<i#j<m 1<i#j<m beB;
means that

U DB.By= > > Y IpypyB)l= > > > k=kam-1). (5)

1<i#j<m 1<i<m 1<72m beB; 1<i<m 1<i<m bEB;
T

Thus, we have A > [Ea(m*l)].




Similarly, for the case of SWEDFs, by Definition 0] and (&), we have A(n — 1) = %a(m —1),ie, A= %, which also

means (n — 1) | (ka(m — 1)). [

Definition 10: An (n,m, K, a, \)-BSWEDF is said to be optimal if X takes the smallest possible value for given n, m,
and K.

_Specially, an (n,m, K, a, \)-BSWEDF is optimal if A achieves the lower bound given by @) with equality, i.e., A\ =
I—ka(m 1)

For A € G\{O} let pa denote the probability that the adversary wins by modifying g € Ay into g + A € Ay for some
s’ # s. Thus, we have p = max{pa : A € G\{0}}.

Theorem 1: There exists a weak (n,m,a,p)-AMD code (S,G, A, E,) if and only if there exists an (n,m, K,a, \)-

BSWEDE, where |G| =71, a = Y0 ;e [As, | K = (|4, ], |4, |, 1|46, 1), 80 €S, and p = ﬁ
Proof. If (S,G, A, E,) is a weak (n,m,a, p)-AMD code, then for any A € G\{0}, we have
pa S p= ;7
km

that is,

Ni A=S"Prs) Y PrBus)=g) | Y Prig+AeAy)

sesS gEA, s'#£s,8'€S
SIS SR [ SNSRI ®
seS gEA s'#s,s'€S

—Z |A| > > Prig+AcA)],

s'#s8,8'€S gEA,

where the second equality holds by the fact that F,, encodes s to elements of A, with uniform probability. Note that for given
A, s, g€ A; and s’ # s,
17 AGD(AS’v{g})a

Pr(g—i—AeAs’)_{O’ AQ/D(As’u{g})

Thus, Inequality (€) implies that

A~ 1 k
—>kpa=) — Y Prig+AcAy)
m ses ™ |As| ’;és s'eS geA,
1k
= E|As| f(A,D(Ay, Ay))
ses /755565

ﬂ (A, D(Ay, Ay)) (7)

where #(A, B) denotes the number of times that A appears in the multi-set B. This means that any A € G\{0} appears at
most A times in the multi-set | J.,.res, D(Ag, As), 1.€
s/s
U DAy, A) S AR(G\{0}).

s,s'€S,
s'#s

Note that p = max{pa : A € G\{0}} means there exists at least one A € G\{0} such that the equality in (@) holds. Then
{4 : s € S} forms an (n,m, (|As, |, |As,|, -+, |4s,,|), a, \)-BSWEDF by Definition [0



Conversely, suppose that there exists an (n,m, K,a,\)-BSWEDF B={B; : 1 <i<m}over G.Let S ={s; : 1<i<
m} and As, = B; for 1 <4 < m. Then we can define a weak AMD code, where F,(s;) = g € B; with equiprobability. For
any A € G\{0}, similarly as (@), we have

PA :Z%|js| Z ZPT(Q-FAEAy)

seS s'#£s,8'€S geA,

-y %Iéﬂ S #(A,D(By, B,))

1<i<m 15];771
FE]
1 _

1 _
=— | > #(A,D(B;,B))

ko \  <jzicm

A
<=,

km

where the last inequality holds by the fact that B is an (n,m, K, a, \)-BSWEDF. According to Definition 0] the equality is
achieved for at least one A € G\{0} in the preceding inequality. Thus, the weak (n,m, a, p)-AMD code defined based on the

BSWEDF B satisfies \
p=max{pa : A € G\{0}} = =—,
km

which completes the proof. |

When we consider the optimality of BSWEDF, the size-distribution K = (kq, k2, . . . , ky, ) is given. However, the R-optimality
of weak AMD codes only relates with @ = )", .., k; as defined in [20] but disregards the exact size-distribution K of A.
There may exist several BSWEDFs with different i which correspond to weak AMD codes with exactly the same parameter
a. Thus, although the BSWEDF gives a characterization of the weak AMD code, in general, the optimal BSWEDF for a given
K does not necessarily correspond to an R-optimal weak AMD code for a given a.

Definition 11: For given n, m and a, an (n, m, K, a, \)-BSWEDEF is said to be strongly optimal if ﬁ = P(n,m,a)» Where

/

i ) / . r_
Plnm,a) = WiN o 3(n,m, K’ a,\")-BSWEDF s.t. 192971 ki=a,. ®)

By Theorem [I]l and Lemma 2l we have
Corollary 1: For any weak (n, m,a, p)-AMD code (S, G, A, E,), we have

. %a(m—l) 1
P> Plnma) = MinQ | ———= | — : ki=ay,
(nm,) = { hm >

n—1 -
1<i<m
where |A;| = k; for any A; € A.
Proof. Let (S,G, A, E,) be a weak (n,m,a, p)-AMD code. By Theorem [l there exists an (n,m, K, a, \)-BSWEDF with
A = kmp. Then by Lemma 2] and (),

A

ka(m—1)] 1
P == 2 Pnm,a) = Min ka(m — 1) = Z ki=a
km ' K n—1 km 15i%m

|
Definition 12: A weak AMD code with p = p(y, 1m.q) is said to be R-optimal with respect to the bound in Corollary m

When (n — 1) | (ka(m — 1)), the bound in Corollary [Ilis exactly the same as the one given in Lemma [l However, when
(n—1) { (ka(m — 1)), our bound in Corollary [I] can improve the known one in Lemma (Il The following is an easy example.



Corollary 2: For any weak (n,m,a, p)-AMD code (S, G, A, E,), if n — 1 is a prime and a < n — 1, then we have
ka(m — a(m —1)
> mi _ k; = > —.
p=T { n—1 —‘ Z “ m(n —1)
1<i<m
Proof. The lemma follows from the facts that ki<a<n-—1forl<i<m,m<a<n-—1,and n—1 is a prime. In this
case, (n — 1)t (ka(m — 1)). [
A more concrete example is listed below.

Example 1: Let n = 10, m = 3, and a = 5. Let B = {{5},{2}, {0 4, 6}} be a famlly of disjoint subsets of Z1o, which
corresponding to a weak (10, 3,5, p)-AMD code, where p = l 1 -1 + 3-7-0 + s 5-1= 4 . According to Lemma [ and
definition ] this is not an R-optimal weak AMD code. However R- optlmahty should mean that random choosing A is an
optimal strategy for the adversary. Clearly, according to Corollary [l the parameter p cannot be smaller then

) k(3 -1)
g {ﬁw PR

1<:i<3

= i S [lem(1,1,3)-5-2 1 lem(1,2,2) -5 -2 1
B 9 3lem(1,1,3)’ 9 3lem(1,2,2)

=min 111 _4
9’2 9

Therefore, this example should be an R-optimal weak (10, 3,5, p)-AMD code. This trouble is due to the fact that the known
bound in Lemma [I is not always tight.

Relationships between optimal weak AMD codes and optimal BSWEDFs are described below.
Corollary 3: Let n and m be positive integers.

(I) For given K = (k1,k2,...,km), let p, m k) denote the the smallest possible p for weak (n,m,> ;.. ki, p)-AMD
codes. Then a weak (n,m,a,p)-AMD code (S,G, A, E“l has the smallest p, i.e., p = p(n,m, k) if and only if its
corresponding BSWEDF with parameters (n, m, K,a, A\ = kmp) is optimal, where S = {s; : 1 <i <m}, A= {A;, :
1 S 7 S m}, ki = |Asl| for 1 S 7 S m, K = (kl,kg,...,km), and a = Zl<i<mki'

(I) For given a, there exists an R-optimal weak (n,m, a, p)-AMD code (S, G, A, E,,) with respect to the bound in Corollary
if and only if there exists a strongly optimal (n,m, K,a, \)-BSWEDF, where |G| =n, a = . |Asl, p = p(n,m,a)»
and \ = kmp(nym_’a).

(1) There exists an R-optimal weak (n, m,a, p)-AMD code (S, G, A, E,,) with respect to the bound in Lemma [l if and only

if there exists an (n, m, K, a, \)-SWEDEF, where p = “(z" B, and \ = ka;ml 1

Proof. By Theorem [l| for given n, m, K (or a, resp.), a weak AMD code with the smallest p is equivalent to a BSWEDF

with the smallest J, i.e., an optimal (or strongly optimal, resp.) BSWEDF. The third part of the result follows directly from
Theorem [Tl and Lemma |

Example 2: Let n = 10, m = 3, and a = 5. Let B) = {BY) = {5}, B{") = {4,6}, B{") = {2,8}} and B® = {B{» =
{5}, B(2 = {2}, B(2 = {0,4,6}} be two families of disjoint subsets of Zq. It is easy to verify that

U p(BY.BY) c3mZi\{0})

and

U p(B®BP) c4m (Zuo\{0)).

1<i<3

According to Lemma 2 B® is an optimal (10,3, (1,2,2),5,3)-BSWEDF and B is an optimal (10,3, (1,1,3),5,4)-
BSWEDE. By Corollary

, k5(3—1) 4
£(10,3,5) = m}%n ’Vﬁ—‘ 1<Z<3/€ =5, = 9

Thus, by Definition [Tl B(® is in fact not only an optimal, but a strongly optimal BSWEDF. By Corollary B (II), we can
obtain a corresponding R-optimal weak AMD code with respect to the bound in Corollary [ from B(?)

Although the weak (n,m,a, p(n,m, k) = E )-AMD code (S, G, A, E,) based on an optimal (n,m, K, a, A\)-BSWEDF may
sometimes not correspond to an R-optimal weak AMD code with parameters (n,m, a, p(mm)a)), the difference p(n m, k) —
P(n,m,a) 18 NOt big.
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Fig. 1: The relationships between AMD codes and BSWEDFs

Lemma 3: Leta =3, 4 |Al =2 <<, ki- Let (S,G, A, E,) be the weak (n,m,a,p = 2_)-AMD code based on an

>’ km
optimal (n, m, K, a, \)-BSWEDF with A = [£20%=1)] "and let (S, G, A, E,,) be the R-optimal weak (12, 112, @, (. m.a))-AMD
code with respect to the bound in Corollary [l Then we have

1
0< P(n,m,K) — P(n,m,a) < =
km

Proof. The lemma follows directly from the fact that
ka(m — 1)—‘ 1 Fﬂia(m—l)—‘ 1 a(m—1) < 1

- — <
n—1 km P(nma) = n—1

0< P(n,m,K) — P(n,m,a) = ’7 f]gm m(n — 1) km

In [13]), Huczynska and Paterson characterized R-optimal AMD codes (S,G, A, E,) by reciprocally-weighted external
difference families, which can be defined as follows.

Definition 13 ([13]): Let B = {B; : 1 <4 < m} be a family of subsets of G. Let K = (k1, ko, - - - , ky,) with k; = | B;| for
1<i<mandk =lem(ky, ko, , k). Then B is said to be an (n,m, (k1,ka, -+, km),d) reciprocally-weighted external
difference family (RWEDF) if

N;(6)
d= ———= for each § € G\{0},
1§S:m > \{0}

where

NZ((S) £ (bz,bj) 1 b; € B;, bj S U By, and bj —b; =6
1<t#i<m
Theorem 2 ([13]): A weak (n,m,a, p)-AMD code (S, G, A, E,) is R-optimal with respect to the bound in Lemma [I] if
and only if there exists an (n,m, K, a,d)-RWEDF, where p = alm=1) "and d = 2m=1)

m(n—1)° n—1

Clearly, N;(6) =4 (5, U1<i<m D(Bj, BZ)) for 1 < ¢ < m, and by Theorem 2] and Corollary 3] or Definitions [0] and we
J#i

know that an (n,m, K, a,d)-RWEDF is essentially the same as an (n, m, K, a, \)-SWEDEF, where d = % Therefore, Theorem

[[ and Corollary Bl provide more combinatorial characterizations for various weak AMD codes (S, G, A, F,). These results can

be viewed as a generalization of Theorem 2l As a byproduct, we have the following property for an (n,m, K, a, d)-RWEDF
directly from Lemma [2] and Corollary Bl (III).

Corollary 4: A necessary condition for the existence of an (n,m, K, a,d)-RWEDF, or equivalently an R-optimal weak
(n,m,a, p)-AMD code (S,G, A, E,) with respect to Lemma [l is (n — 1) | (ka(m — 1)), where K = (k1 = |A,|, k2 =
|[As, |, s km = |As,,|) and k =lem(ky, ka, -+, k).

In Figure[Il we summarize the relationships between weak AMD codes and BSWEDFs, where SO-BSWEDF, O-BSWEDF,
and OW-AMD-code denote strongly optimal BSWEDF, optimal BSWEDF, and R-optimal weak AMD-code, respectively.



A. Among EDFs, SEDFs, PEDFs, SWEDFs, and BSWEDFs

In general, an EDF is not necessarily an SWEDF. However, in the following cases, an EDF is always an SWEDF. First of
all, we consider the regular case.

Lemma 4: A regular (n,m, k, \)-EDF forms an (n,m, K = (k,k,...,k),a = mk, \)-SWEDF.

The lemma follows directly from the definitions of EDF and SWEDF.
For the case of GSEDFs we have the following result.

Lemma 5: If {B; : 1 <4 < m}is an (n,m;ki, k2, ,kmi A1, A2, -+, A )-GSEDE, then {B; : 1 <i < m} is an
(n,m, (k1 ko, km),a,\)-SWEDF, where A\ = %", ;3.
Proof. Let {B; : 1 <i<m} bean (n,m;ky,ka, -, km; A1, N2, -+, A\m)-GSEDF, by (@),

U DB, B)j) = AR (G\{0}),

1<j<m, j#i

which means

U DB, B = 2 @\ (o}).

==
1<j<m, j#i ‘

Thus, we have

U U bpB.B)=| Y Akﬁ % (G\{0}) = AR (G\{0}),

1<i<m 1<j<m, j#i 1<i<m
ie. {B;:1<i<m}isan (n,m, (ks kn, - km),a, \)-SWEDF with A=, ., . m
Similarly, the relationship between PEDFs and SWEDFs can be given by the following lemma.
Lemma 6: If {B; : 1 <i<m}isan (n,m;c1,c2, -, w1, wa, -+ ,wi; A1, A2, - -+, A)-PEDEF, then {B; : 1 <i <mj}
is an (n,m, K = (|Bil,|Bal,-+ ,|Bm|),a, \)-SWEDF, where k = lem(wy, ws, -+ ,w;) and A = Y7, o, 22E.

Proof. Since {B; : 1 <i<m} isan (n,m;cy,co, -+ ,c;w1,Wwa, - ,wi; A1, A2, -, A\ )-PEDF, by (@),
U U  DBi.B) = NR(G\{0})
{i:|B;|=w} 1<5<m, j#i

for 1 <t <. By Definition B |B;| € {w; : 1 < j <} for 1 < i < m. Thus, for K = (|B1|,|B2|,--- ,|Bm|), we have
k =lem(|By|,|Bz|, - ,|Bm|) = lem(wy, we, - - - ,w;). Thus, we have

U U U 8BB) = 3 ae | B@\0) =226}

1<t<l {i: |Bi|=w; } 1<5<m, j#i 1<t<l

ie, {B; : 1 <i<m}isan (n,m,K = (|Bi|,|Bal, - ,[Bml),a,\)-SWEDF, where A =3",_,, ’\U% |
In what follows, we recall an example of SWEDF which is not an EDF, or an GSEDF, or a PEDF.
Example 3 ([20]): Let G = (Zyo, +) and B = {B; = {0}, B> = {5}, Bs = {2,3}, B4 = {6,4}}. Then B, = {0,0}, B, =
{5,5}, B3 = {2,3}, By = {6,4}. It is easy to check

1<i<41<;5<4, j#i

U U D®Bi.B)#AR(G\{0}),

1<i<41<5<4, j#i
U D(Blv BJ) = {57 Sa 774a 6} 7£ AR (G\{O})v
2<j<4

and

U U D®Bi.B)#AR(G\{0}),

3<i<41<j<4, j#£i
for any positive integer A. Thus, B is an SWEDF which does not form an EDF, or a GSEDF, or a PEDF.

Similarly, a BEDF is not necessarily a BSWEDF in general and we have the following relationship between BEDFs and
BSWEDFs.



Lemma 7: The regular (n, k, \)-BEDF forms an (n,m, K = (k. k,...,k),a = mk, \;)-BSWEDF, where A\; < \.
Lemma 8: If B = {Bl 01 < ) < m} is an (n,m; kl, k2,~' < ,km; Al, )\27 s ,)\m)-BGSEDF, then B is an (n,m, (kl, kQ, ey
km), @ =31 <icpm ki A)-BSWEDF, where A < 37, ... 4.
Proof. Since B={B; : 1 <i<m} is an (n,m;ki, k2, - ,km; 1,2, -, A\ )-BGSEDF, by @),
U D(B;, Bj) € \i K (G\{0}),

1<j<m, j#i

which means

~ k
U DB B € i B(G\{0}). ©
1<j<m, j#i ‘

Let )\ be the smallest positive integer such that

U U DB, B) ARG\,

1<i<m 1< <m, j#i

Thus, by (@), we have X < Zlgigm ’\If, ie., Bisan (n,m, (ki, ko, -+ km),a = Zlgigm k;, \)-BSWEDF. |

IV. CONSTRUCTIONS OF OPTIMAL BSWEDFS AND SWEDFs

In this section, we are going to construct BSWEDFs and SWEDFs, which are generally not EDFs, or GSEDFs, or PEDFs.
We recall a well-known construction of difference families. Let ¢ = 4k 4 1 be a prime power. Let o be a primitive element

of Fg,
D? ={a""¥ . 0<j <2k —1}, fori=0,1 (10)

and
D} ={a" . 0<j<k—1}, for0<i<3. (11)

It is well-known that {DZ, D$} is a (g, 2k, 2k — 1)-DF over the additive group of F,.
Construction A: Let S = {51, S2, S3} be the family of disjoint subsets Zo x F, defined as
S1 ={(0,0),(1,0)}, Sz = {0} x Dj U {1} x D3, and Sz = {0} x D} U {0} x Dj.

Theorem 3: Let S = {51, 52, 53} be the family defined in Construction A. If k is odd, then § is an optimal (n = 2¢,m =
3,(2,2k, 2k),a = 4k + 2, \ = 2k + 1)-BSWEDF.
Before the proof we list a well-known result about D3 and D?.
Lemma 9: If k is odd, then the family { D2, D3} satisfies

D (Dg, D}) u D (D?, D) = 2k ® (F,\{0})
and
D (Dg, DY) U D (Dg, D3) UD (Dt,Dg)UD (D3, Dg) = kK (F,\{0}).
Proof. By (I0) and (), we have D3 = D3 U D3 = D§ U (—D§) and D? = D} U D} = D} U(—D3), where o?f = —1. The
fact {D3, D?} is a (g, 2k, 2k — 1)-PDF means that
D (Dg, D}) U D (D}, D) = 2k B (Fg\{0}).
The preceding equality can be rewritten as
2k ® (F4\{0}) =D (D5, DY) U D (D, D)
—D (D} U (D). DY U D) UD (D} U DL, DU (DY)
=2K (D (Dg, D}) U D (Dg,D3) UD (D}, D) UD (D3,Dg))
where for the last equality we use the facts D(—Dg, D{UD3) = D(—(D{uD3), D§) = D(D3UD{, D§) and D (D} U D3, —D§) =
D (D§,—(D} U D3)) = D (Dg, D3 U D}). This completes the proof. [ |
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Proof of Theorem Bt By Definition @] in this case, k = lem(2k, 2) = 2k, Sy = kK {(0,0), (1,0)}, So = S, and S3 = Ss.
Thus, D(S2, S3) = D(S2,S3) and D(S3,S2) = D(S3,592). Recall that So = {0} x D3 U {1} x (—D§), which implies
D(S5, S3) U D(Ss3, Sa)
=D({0} x Dy U {1} x (=Dy), {0} x Dj U {0} x D3)
U D({0} x D} U{0} x D3,{0} x Dy U {1} x (=Dy))

(12)
_ U () % (D (D4 D4) U D (D4 2) U D (DY, D) U D (D4, D)
i=0,1
=k X (Z2 x (F\{0})),
where we use the fact D} = —D3 and the last equality holds by Lemma[l By the fact |J,<;<5 Di = F,\{0}, we have
D(S1,55) UD(Sy,81) ={0} x DU {1} x D¢ U {1} x DU {0} x D}
Uk X ({0} x D3 U {1} x Dy U{1} x D3 U {0} x Dg)
=(k+1) ¥ (Zy x DY)
and
D(S1,83) U D(S3,81) ={0} x D U {1} x D} UkK ({0} x D? U {1} x D})
—(k+1)R (Zy x D?) ,
where we use the facts D? = D} U DY}, , and D} = =D}, for i = 0, 1. The above two equalities imply that
U (P(81,8) UD(Si, 81)) = (k+1) B (Z2 x (F\{0}). (13)
i=2,3
Therefore, by (I12) and (13),
U DS, 8)) = 2k + 1) R (Zz x (F\O}) € (2k + 1) R ((Zz x F)\{(0,0)}).
1<i#j<3
ie., S ={51,952,53} is an (n = 2q,m = 3, (2, 2k, 2k),a = 4k + 2, A\ = 2k + 1)-BSWEDF. By Lemma 2] we have
\ o [Falm =) _[2k(k+2)2] _ [2k(8k+1) £6k] _,
n—1 2g — 1 8k +1
Thus, S is an optimal (n = 2¢q, m = 3,(2, 2k, 2k),a = 4k + 2, A = 2k + 1)-BSWEDFE.
|

It is easily seen from the proof of Theorem [3] that the above BSWEDFs are not EDFs, or GSEDFs, or PEDFs.
Example 4: Let n = 2¢g = 26. By Construction A, the family of sets S = {51, S2, S3} over Zyg can be listed as

Sy = {0,13}, So = {14,16,22,17,25,23}, and S5 = {2,6,18,8, 24, 20}.

It is easy to check that
U D(Si,S)) = TR (Z\{0,13}),
1<i#j<3
which means that S is an optimal (26, 3, (2,6,6), 14, 7)-BSWEDF.
Let n; = 2k + 1 and {{0}, E1, E2} be an (n1,k,k — 1)-PDF over an Abelian group G of order n;. Such kinds of PDFs

exist, for example, when n; is a prime power, and By = D3, E> = D?. Based on {{0}, E1, E2} we can construct a BSWEDF
as follows.

Construction B: Let W = {WW;, W5, W3} be the family of disjoint subsets of Zy x G, defined as W7 = {(1,0)},
W2 = {0} X El, and W3 = {0} X Eg.

Theorem 4: The family W = {W;, W5, W5} generated by Construction B is an optimal (n = 2n4,3, (1,k,k),2k+ 1,k +
1)-BSWEDE.

Proof. The fact that {{0}, E1, E2} is an (n; = 2k + 1,k,k — 1)-PDF means that D(E, E2) U D(Es, Eq) = kX (G\{0}).
Thus, we have . .
D(W2,W3) U D(W3, W2) = D(W2, W3) U D(W3, W) = kX ({0} x (G\{0})),



11

where we apply the fact k = lem(1, k, k) = k = |Wa| = |[W;|. Note that

D(W]_,WQ) U D(Wl,W3) U D(Wg,wl) U D(WQ,Wl)
={1} x (=E1) U{1} x (=E2) UD({0} x E1,k X {(1,0)}) U D({0} x Ez, kX {(1,0)})
=(k+1) B ({1} x (G\{0})).
Based on the above two equalities,
U D, W) € (k+1) B ((Zz x G\{(0,0)}),
1<i#£5<3

ie, Wisan (n=2n,m=3,(1,k k),a=2k+1,\=k+1)-BSWEDF.
By Lemma 2] we have

Aﬁmw:[wwz[w

=k+1
n—1 2n; —1 4k +1 —‘ +

Thus, W is an optimal (2ny = 4k + 2,3, (1,k,k),2k + 1,k + 1)-BSWEDF.

It is easily seen from the proof of Theorem M that the above BSWEDFs are not EDFs, or GSEDFs, or PEDFs.
Example 5: Let n = 2n; = 22. By Construction B, the family of sets W = {W;, Wy, W3} over Zao can be listed as

Wy = {11}, W, = {12,4,16,20, 14}, and W5 = {2,8,10, 18, 6}.

It is easy to check that

U D(Wi,wj) C 6 (Z22\{0}),
1<i#5<3

which means that W is an optimal (22,3, (1,5,5),11,6)-BSWEDFE.

Construction C: Let ¢ = 4k + 1 be a prime power and let & = {Uy,Us, Us, Uy} be the family of disjoint subsets of
Zs x Fy, defined as Uy = {(1,0)}, Us = {(2,0)}, Us = {0} x DZ, and Uy = {0} x D3.

Theorem 5: The family & = {U;, Uz, Us, Uy} in Construction C is an optimal (3¢ = 12k+3,4, (1,1, 2k, 2k),4k+2, 2k +
1)-BSWEDE.

Proof. Note that k = lem(1,1,2k,2k) = 2k, which implies Us = Us and U, = U,. Lemma [ shows that D(D32, D?) U
D(D?,D3) = 2k X (F,\{0}). Thus, we have
D(Us,Us) U D(Uy, Us) = D(Us, Uy) U D(Us, Uy) = 2k ® ({0} x (F,\{0})).
Recall that
D(Uy,Us) U D(Uy,Uy) U D(Us, Uy) U D(Uy, Uy)
=({1} x D§) U ({1} x DY) U D({0} x D§, 2k ® {(1,0)}) U D({0} x D}, 2k K {(1,0)})
=({1} x (Fg\{0})) U2k B ({2} x (F,\{0}))
and
D(Us, Us) U D(Us, Uy) U D(Us, Us) U D(Uy, Us)
={2} x D§ U {2} x D} UD({0} x D{,2k K {(2,0)}) UD({0} x D},2k X {(2,0)})
=({2} x (Fg\{0})) U2k K ({1} x (F4\{0})).
For the differences between U; and Us, we have
D(Uy,Uz) UD(Us, Uy) = 2k K {(1,0), (2,0)}.
Therefore, the above four equalities mean that

U D(Uivﬁj)

1<i#j<4
=(2k X {(1,0),(2,0)}) U (2k K {0} x (F,\{0})) U ((2k + 1) B {1,2} x (F,\{0}))
C(2k + 1) X ((Zs x Fy)\{(0,0)}),

ie., Uisan (n=3qm=4,(1,1,2k 2k),a = 4k + 2, \ = 2k + 1)-BSWEDF.



12

. n—k+1
TABLE I: Some known PDFs with parameters (n, W = (k=% —, (k—1)!),k—1)
| Parameters | Constraints | Ref. |
T ) v=py Py pr T, 2<p1 <p2 < < pr,
(2”’ (35 ,2),2), and 3|(ps — 1) forl <t <r 130
— — _my _mg T,
T V=py Py Pr ,2<p1 <p2<---<pr,
(sv, (s +1) 571,50, s) and 2(s + 1)|(pt — 1) for1 <t <r,s=4,5 130
CHE ) v=py Py pr T, 2<p1<pz << pr,
(61}7 (77,6, 6 and 28|(py — 1)for1 <t <r 3]
T o ) v=pypy e pr T, 2<p1 <p2 < < pr,
(7”’ @ &7, 7 and 8|(py — 1) forl < ¢ < r,v & {17,89} 130
a= =4
(q_L(% 17(%_1)1)7(17) d\q, ng(%_L(q_l)/(%_l)):l ]

Herein p;’s are primes; ¢, s, 7 and m are positive integers; ¢ is a prime power.

By Lemma 2l we have

-‘22/{4-1.

n—1 3g—1 12k + 2

NS F&a(m - 1)} B Pk(axk + 2)3} B {21{(12/{ +2) + 8k
Thus, U is an optimal (3¢, 4, (1,1, 2k, 2k), 4k + 2,2k + 1)-BSWEDF.

It is easily seen from the proof of Theorem [5] that the above BSWEDFs are not EDFs, or GSEDFs, or PEDFs.
Example 6: Let n = 3¢ = 39. By Construction A, the family of sets U = {Uy, Us, Us, Uy} over Zsg can be listed as

Uy = {13}, Uy = {26}, Us = {27,30,3,12,9,36}, and U = {15,21,6,24, 18, 33}.

It is easy to check that B
U DU € 7R (Zss\{0}),

1<izj<4

which means that I/ is an optimal (39,4, (1,1,6,6), 14, 7)-BSWEDF.

A. A construction of cyclic SWEDFs

In this subsection, we are going to construct cyclic SWEDFs, which are not regular EDFs, or GSEDFs, or PEDFs. A cyclic
SWEDF means an SWEDF over a cyclic additive group.

A well-studied kind of PDFs R = { Ry, Ra,--- , R;} are those with parameters (n = (k—1)(tk+1), (k,--- ,k,k—1),k—1)
over Zy, = Zp—1 X ZLii+1 where ged(k —1,tk+1) =1, R = Zy—1 x {0} and I = ¢t(k — 1) + 1. In Table[ll we list such PDFs
which can be applied in the following construction.

Construction D: Let V = {V1, V3, -+, Vi(4—1)+x—2} be the family of disjoint subsets of Z,,, defined as
Vi=R; forl<i<tk-1),
V;(kfl)+j = {(], 0)} for 1 < _] < k—2.
Theorem 6: Let V be the family in Construction D. Then V is a cyclic (n,t(k—1)+k—2, K = (k,--- ,k,1,1,--- ,1),n—
1, (t + 1)k? — (t + 3)k)-SWEDF, where the element 1 appears k — 2 times and the element k appears ¢(k — 1) times in K.

Proof. Since R is an (n = (k — 1)(tk +1),(k,--- ,k,k— 1),k — 1) PDF, we can conclude that
U DRiR;) = (n—k+1)R(Zr-1 X Zer1)\{(0,0)}).
1<i#j<l
Recall that Ry = Zj_1 x {0}, which means
U (D(Ri,R) UD(R:, Ry)) = (2k — 2) ® (Zjy—1 X (Zu1\{0}))-
1<i<i—1
Thus, by Construction D, we have
U D(Vlvvj): U D(Vlvvj): U D(Riij)
1<iAj<I—1 1<iAj<I—1 1<iAj<I—1

(14)

U D@ir) |\| U (D(Ri,R)UD(R,R))
1<i#£5<l 1<i<i—1

=((n =k + 1)K ((Zp-1\{0}) x {0})) U ((n = 3k + 3) W (Zy—1 x (Zir11\{0}))),
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where we use the fact k = k.
Note that for any 1 < 5 <k — 2,

U (DiViersy) UD(Vieiyy, Vi)

1<i<i—1
= U DR, ER{(G0})UD{0)},R)) = (k+ 1) B (Zy—1 % (Zir41\{0}))-
1<i<i—1
Thus, we have
U U P01 UDVicrrs, 1) = (6 + 1)k = 2) B (Zi-1 x Zars1\{0}). (15)

1<j<k—21<i<l—1

For the last part of external differences, we have

U DWewnViw)= | DUGONER{G.0)})

1<iFj<k—2 1<izj<k—2

2| U DUGOLIGON (16)

1<i#j<k—2
=k(k — 3) X ((Z-1\{0}) x {0}).
Combining (14), (13) and (16),

U Dbwiv

1<i#j<l+k-3

= U pw.v)|u U U (D(Vi,Vieay;) UD(Viery, Va)) | U U DV Vi)
1<i#j<l-1 1<j<k—-21<i<i-1 1<i#j<k-2

=((n—k+1+k(k—3)) X (Ze-1\{0}) x {0}) U ((n =3k + 3+ (k+1)(k — 2)) ¥ (Zg—1 x (Zx4+1\{0})))

=((t + Dk =tk = 3k) K ((Zi—1 % Zar+1)\{(0,0)}),

where n = (k — 1)(tk + 1).
Therefore, V is a cyclic (n,t(k — 1) +k — 2, (k,k,--- ,k,1,1,--- . 1),n — 1,(t + 1)k? — (¢t + 3)k)-SWEDF, where the
element 1 occurs k — 2 times in K and the element k appears ¢(k — 1) times in K. This completes the proof.
[

It is easily seen from the proof of Theorem |6 that the above SWEDFs are not regular EDFs, or GSEDFs, or PEDFs.
In [13], Huczynska and Paterson introduced some constructions of SWEDFs (or equivalently, RWSEDs) with the so-called
bimodal property.

Definition 14 ([[13]]): Let G be a finite Abelian group and B be a collection By, Bs, ..., B, of disjoint subsets of G with
sizes k1, ka, ..., km, respectively. We say that B has the bimodal property if for each § € G\{0} we have N;(d) € {0, k;} for
1 <4 < m, where N;(0) is defined in Definition

The SWEDF generated by Construction D does not have the bimodal property. Let V be the SWEDF generated by
Construction D. For any v € V; with |V;| = k, we have 0 € D(V;,{v}) and |D(V;,{v})| = |Vi|] = k. However, by
Construction D, 0 is not an element of V; for 1 < j <1+ k — 3. Thus, the number of solutions for a — b = v for a € V; and
beV;forl<j<Il+k—3andj+#iisatmostk—1,since Ulg‘j§l+k—3 V; = Z,\{0}, i.e., N;(v) < k — 1. Next, we show
that there exists V; with |V;| = k satisfying N;(v) #0.Ifa—b#vforallae Vyandbe V; for 1 < j <Il+k—3and j # i,
then a € V; means that (a« 4+ (v))\{0} C V;. This is to say that V; is the union of some cosets of (v) besides the element 0
and k = 7|(v)| — 1 for some integer 7 > 1. This is impossible since there are elements v with [(v)| > k+1 in Z,\{0}. Thus,
the SWEDF generated by Construction D is not bimodal. For more details about SWEDFs (or equivalently, RWEDFs) with
bimodal property the reader may refer to [13[], [14].

Compared with the constructions in [[13], Construction [D| can generate RWEDFs with flexible parameters without bimodal
property. To the best of our knowledge, this is the first class of RWEDFs without the bimodal property, which are not regular
EDFs, or GSEDFs, or PEDFs.

Corollary 5: Let V be the family in Construction D. Then V is an (n,t(k— 1)+ k-2, K = (k,--- ,k,1,1,--- ,1),n—
1,(t+ 1)k — t — 3)-RWEDF without the bimodal property, where the element 1 appears k — 2 times and the element & appears
t(k —1) times in K.
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Example 7: Let G = (Z15,+) and R = {R; = {6,9,2,8}, Ry = {11,14,7,13}, R3 = {1,4,12,3}, R4 = {0,5,10} }. It
is easy to check that R is a PDF with parameters (15, (4,4, 4, 3), 3). By Construction D, we generate a family of subsets of
Zis as ¥V ={V; ={6,9,2,8}, Vo = {11,14,7,13}, V3 = {1,4,12,3},V, = {5}, V5 = {10} }. It is easy to check that

U DVi. Vi) =168 (Z15\{0}),
1<i#5<5

ie,Visa (15,5,(4,4,4,1,1),14,16)-SWEDF (or (15,5, (4,4,4,1,1),14,4)-RWEDF). Note that N3(6) = 3 ¢ {0,4}, which
means the SWEDF does not have the bimodal property by Definition 14l

V. CONCLUDING REMARKS

In this paper, we first characterized weak algebraic manipulation detection codes via bounded standard weighted external
difference families (BSWEDFs). As a byproduct, we improved the known lower bound for weak algebraic manipulation
detection codes. To generate optimal weak AMD codes, constructions for BSWEDFs, especially, a construction of SWEDFs
without the bimodal property, were introduced.

Combinatorial structures, e.g., BSWEDFs, SWEDFs, strong external difference families (SEDFs), partitioned external dif-
ference families (PEDFs), play a key role in the constructions of weak algebraic manipulation detection (AMD) codes. There
are some known results for the existence of SEDFs. However, the existence of BSWEDFs, SWEDFs, and PEDFs are generally
open. Finding more explicit constructions for such combinatorial structures are not only an interesting subject for AMD codes
but also an interesting problem in their own right, which is left for future research.
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