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Abstract

Nowadays, internet technology plays a vital role in all the fields of our daily lives
ranging from the world economy, professional careers, higher education, and almost
all the spheres that are deeply impacted. In the current situation, due to COVID19,
the dependence on the Internet for almost everything, including learning, getting
daily needs, etc., is heavily dependent on the Internet. Online learning is made pos-
sible by the Internet, and today most students, educators, researchers are leverag-
ing online learning platforms to enhance their knowledge at their own pace. Gener-
ally, the quality of the E-learning courses is evaluated with the help of the courses’
review and rating mechanisms. In the present context, review systems are central-
ized, storing highly valuable information at one location and are liable to manipula-
tion, hacking, and tampering. In this paper, the Blockchain-based Online Education
Content Ranking system is proposed for an online review and ranking system that
offers a decentralized trustworthy system, ensuring the integrity of the rating and
the independence and integrity of content reviews by Subject Matter Experts (SME).

Keywords E-learning - Blockchain Technology - SME - Instructional Design -
Content Ranking

1 Introduction

Education is a key component for the sustainable growth of any civilization
or country. The development and integration of various technologies have sig-
nificantly impacted and contributed to making learning easy and meaningful
for learners in the educational sector. The World Wide Web (WWW) outreach
and the Internet have helped develop E-learning platforms to enhance the teach-
ing and learning process effectively in the last decade. Even before COVID 19
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pandemic outbreak, global edtech investments reached US$ 187.877 billion in
2019. COVID-19 pandemic outbreak has enforced a remarkable shift from tradi-
tional teaching to online teaching at schools and colleges worldwide. The online
education global edtech investment is expected to reach US$350 billion by 2025.
While the industry is snowballing and online education is getting more popular
than traditional classroom education, there are many shortcomings in the current
model (Al Harthy et al., 2019; Alammary et al., 2019; Chen et al., 2018a; Failed,
2019; Jansen et al., 2017; Kosba et al., 2016; Lizcano et al., 2019; Shaker et al.,
2021; Sun et al., 2021; Williams, 2019; Yuan & Wang, 2018).

In the present context, review systems are centralized, storing highly valuable
information at one location and are liable to manipulation, hacking, and tamper-
ing. In this paper, the blockchain-based online education content ranking sys-
tem is proposed which provides a decentralized online review system to validate
the trustworthiness of the rating and enables the consortium-based onboarding
of Subject Matter Experts (SME’s) endorsed by the stakeholders to infuse inde-
pendence and trust. Today’s online rating system does not offer a Parity score.
The course rating is not compared with other competitors in the E-learning plat-
form to assist the user in understanding the benefits and shortcomings of similar
courses available with different online course providers. In the proposed system,
the parity score is recorded on the blockchain, ensuring the fudge-free rating.
Also, blockchain-based meta-data ensures the integrity of the data items contrib-
uted to assessing the course’s ranking.

Blockchain technology is being touted as the Internet of Trust that combats most
of the issues of centralized data storage systems, including ranking manipulation
and fudging of data. Blockchain implementation with a federated SME ranking sys-
tem ensures the trustworthiness of a vendor’s content, and it can trace the originality
of the reviews and ratings. The Blockchain property of immutability and transpar-
ency ensures that the blockchain reviews are not being manipulated or deleted by
any entity. The proposed online content rating system’s unique feature is developed
based on the Hyperledger fabric, a permissioned blockchain system. In brief, the
proposed system’s working can be explained as a blockchain-based novel rating sys-
tem in which the rating information provided by independent SME’s is stored and
shared through the efficient and secure Hyperledger fabric network establishing par-
ity. This system offers a user-friendly web interface for providing ratings and reviews
of the course content. Further, the Hyperledger composer REST API is used to con-
nect the web applications to the blockchain network. In this proposed system, the
endorser performs the validation and authentication of the rating as defined in the
smart contract’s logic. The other advantage and unique feature of the proposed sys-
tem is the federated rating. The federated rating is obtained by averaging the ratings
provided by independent impaneled SMEs and stored in a blockchain-based ledger
to infuse trust amongst owners of different online learning platforms. Accountability
is a property of security notions to obtain guarantees. The proposed online content
rating system is developed based on a permissioned blockchain system, where the
misbehaving parties can be identified and held accountable. The Blockchain-based
ledger will provide trust against any manipulations of rating, fudging of data, and
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bring transparency to the overall rating system. The main contribution of this paper
is summarized as follows,

— The mechanism to onboard the content from various online content providers
and rate the online education content from multiple online vendors through an
independent SME consortium and creating Parity Score, using a decentralized
Blockchain-based system.

— Define a rating system based on parameters agreed by content providers, rated by
an independent SME panel, with a Federated score, leading to a new approach of
ranking various courses in the same domain.

The remaining part of this paper is organized as follows in four further sections.
Section II provides background information about blockchain and smart contracts.
Section III details the related works. Section IV presents the proposed blockchain-
based online education rating system. Section V summarizes the parameters used to
analyze the performance of the proposed system. In the end, section VI provides the
conclusion and future scope of the paper.

2 Background

This section elaborates on the essential background details such as blockchain,
Hyperledger Fabric, and the role of Subject Matter Experts (SME) in the proposed
online education content ranking.

Blockchain

Blockchain is regarded as the next-generation technology, also labeled as the
Internet of Trust. It has presented the possibility of perceiving the Internet as a value
rather than a medium of communication. While the first application of Bitcoin and
the world of cryptocurrency continue to rule the world, the other applications of
Blockchain technology will rule the next decade or so (Nakamoto and Bitcoin: A,
2008) (Nakamoto & Bitcoin: A, 2008). The technology is growing at a rate of 80%
CAGR and is expected to hold 10% of the world’s GDP by 2025(https://www.marke
tsandmarkets.com, Market-Reports & blockchain-technology-market-90, 100890.
html. xxxx).

At its core, Blockchain is a distributed ledger that is not owned by a single
party and is cryptographically secured using various crypto algorithms (Nakamoto
& Bitcoin: A, 2008). The Blocks store the transactions and information and they
are chained to gather using cryptographic hashes. The technologies used in Block-
chain contain some of the existing technologies like distributed ledger, asymmetric
data encryption using PKI framework, consensus algorithms as Practical Byzan-
tine Fault Tolerance, and message transfer protocols such as Whisper, etc. (Amin,
2020; Androulaki et al., 2018; Astarita et al., 2020; Azzi & Chamoun, 2019; Chen
et al., 2018b; Fernandez-Caramés & Fraga-Lamas, 2019; Hyperledger. Hyperledger
Blockchain., 2020; Jiang et al., 2020; Sukhwani et al., 2018; Viriyasitavat & Hoon-
sopon, 2019; Xu et al., 2018).
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While public Blockchains continue to rule the Blockchain market, the private or
business Blockchains are emerging and seeing the practical usages now. Live appli-
cations can be seen in distributed supply chains, the healthcare industry, Govern-
ment operations, and many other fields. The education sector is also coming up with
many use cases, especially after the emergence of online players coming into the
scene (Dentacoin, 2018; Revain, 2018; Beck et al., 2016; Cachin, 2016; Caliper,
2019; Hyperledger. Hyperledger Caliper., 2019; Lina.Review: Blockchain Based
Review Platform & LinaNetwork, 2018; Skiba, 2017; Swan, 2015; Zapit, 2018;
Vukolié, 2015). Blockchain-based consortiums of educational institutes help for bet-
ter collaboration and build up the grounds for more research-oriented higher educa-
tion with collaboration from multiple institutes. Similarly, online content providers
find synergies in collaborating via the Blockchain network and work effectively on
common problems like effective content and federated ratings of the content.

The primary application of Blockchain technology in the business world consists
of use cases where multiple business entities need to collaborate on specific, well-
defined parameters and come to a standard agreement to devise the business out-
comes (). Generally, in such situations, the intermediary is required to run the opera-
tions. Concerning the given context, multiple online education vendors can appoint
an intermediary or an organization that can review the content, provide the rating for
the content, and suggest improvements to make it more competitive and relevant for
the market and industry. The key problem with having a middle man in such a situa-
tion is that they might incline towards giving favors and getting favorable ratings in
return due to the various organizations’ vested interests. This might deteriorate the
situation instead of improving it from the current system of user ratings. The key
question is that we can find a technology-inclined solution to get an honest rating
that cannot be tampered with and can be stored in a secure database. The answer is
Blockchain. In the present context, private / permissioned Blockchain is more suit-
able as the online education institutes’ content is an intellectual property and cannot
be shared on a public platform. To mitigate the risk of bias in the ranking system,
the federated ranking system is suggested. It will decentralize the ranking process
and avoid unbiased ranking.

Hyperledger fabric

Hyperledger (Caliper 2019) is an open-source blockchain platform developed
by the Linux Foundation to endorse blockchain technology advancement. The
Hyperledger platform identifies and addresses the significant features of a cross-sec-
toral open standard for the distributed ledger. Hyperledger fabric or simply fabric,
is one of the projects of Hyperledger which IBM developed. Fabric architecture is
designed to achieve a high degree of scalability, resilience, privacy flexibility, and
confidentiality of the systems. The Hyperledger fabric platform is specifically suit-
able for an enterprise application. It allows implementing the chain code (smart con-
tract) in any programming language (golang, Java, or Node.js) and running it in a
Docker container. Fabric is a permissioned network that allows only valid/ regis-
tered users to participate in the transaction.

Fabric architecture is organized based on the service provided for the applica-
tions. Generally, it offers different services such as blockchain services, membership
services, and chain code services. In the current proposal, since we have multiple

@ Springer



Education and Information Technologies (2022) 27:4793-4815 4797

participants with varied interests and participation principles, Hyperledger Fabric
is the best-suited Blockchain implementation to support this use-case. Hyperledger
fabric comes with a full permission system. It controls the level of access which is
not possible in public blockchain. The proposed online rating system is based on
Hyperledger fabric which provides distributed ledger and chain code functionalities
as a service. The Hyperledger fabric ensures the security, integrity and prevents fake
reviews and ranking of the online courses.

Role of subject matter expert (SME’s)

Subject Matter Expert plays an important role in maintaining online courses’
quality and ensuring the appropriate subject content used in the modules. The SME
needs to be independent so that the ratings are not influenced also, the credentials
of SME about his expertise need to be impeccable. SME inputs can help vendors
enhance the subject content and guide the instructional designer of the course to
design impactful and successful course content. The subject creator is a person who
creates an e-content for the course. The content is reviewed by the independent SME
and also ensures the appropriate ratings are given to the course content. Once the
content is reviewed, the SME will suggest adding or removing the information from
the course material and making interactive courses by providing the guidelines on
when and where to include internal assessment throughout the course. SMEs review
the content within a stipulated timeline and against specific parameters such as qual-
ity, duration, industry relevance, classification based on a beginner, Intermediator,
expert, communication, ease of understanding, and practical orientation.

3 Related works

There is a lot of research work carried out to analyze the quality of online courses.
The Babson Survey Research Group found that the number of students enrolling in
online courses grew up to 5.8 million nationally in 2016 and one in four students
took online courses in their higher education career. In higher education, the adop-
tion of E-learning has expanded consistently over the past 13 years. As the number
of online courses increases, the quality of the course is the main concern. In 2016,
the federal government issued a set of suggestions to develop quality parameters for
online learning. In this reviewing process, a learner’s success rate of online course
completion is also considered as an indicator. In most of the research work, the qual-
ity of the online course (well-designed online course) is analyzed with the help of
these parameters such as effective communication, student active involvement in
the content, timely feedback, course time period, motivation, and hands-on train-
ing (Schwab, 2017; Sharples & Domingue, 2016; Tschorsch & Scheuermann, 2016;
Underwood, 2016).

Much research has been carried out on centralized review systems for various
applications with different levels of trustworthiness and reliability. At present, there
are many limitations in a current rating system as follows; due to the centralized sys-
tem, the rating might be forged, with no audits from the third party and parity score.
The centralized system is subjected to manipulating the reviews, which includes
fake reviews for the promotion of the course, neglects the negative reviews, and the
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course ratings are not compared with other competitors in the E-learning platform.
A centralized system can bias the choice of Subject Matter Experts (SME’s) to influ-
ence the course’s rating. These limitations can be addressed with the help of Block-
chain Technology. Blockchain technology is an emerging technology; most systems
are in the development stage and have not published any review systems for online
courses.

Lina reviews (Lina 2018) is a platform for reviews that use blockchain technology
to store- the reviews submitted by the users. It ensures the security and integrity of
the reviews and rewarding the users for the review. In this platform, any company
can build its system free of cost for participation. However, the system maintenance
fee is charged by the platform. Lina platform uses a hybrid architecture (Public and
Private) and a token is called Lina core which is used to store the detailed transac-
tions. The main advantage of this platform is to reduce the high transaction fees
imposed by the Ethereum Platform.

The first blockchain platform developed for the dental service review system is
called Dentacoins (Dentacoin 2018). In this platform, the dentist can register their
hospital in the system, which is reviewed by the public. The patients can provide
reviews about the dentists based on their personal experience. Additionally, the
trustworthiness of the system is ensured with the help of a trusted review system.
The trusted review concept is introduced in this platform which is different from the
traditional review system. In this system, the dentist mails the review link to the ver-
ified patients; only the verified patients can post the dental service review, whereas
anyone can post the reviews in the traditional review system. All these steps are car-
ried out using Ethereum blockchain through smart contracts using Dentacoin; both
patients and dentists are rewarded with a token. The patients and dentist need to reg-
ister, and the platform verifies the legitimacy of these participants. In the future, the
Dentacoin platform aims to offer dental insurance and maintain the highly secure
decentralized healthcare database of patients.

Zapit (2018) is a blockchain-based review platform mainly developed for Ama-
zon’s review system. It provides trust among Amazon sellers, consumers, and
reviewers. Revain 2018 is IBM’s Artificial intelligence-based review system. It
mainly removes the fake reviews and the good quality reviews are stored on the
Ethereum blockchain, where the reviews no longer tamper.

In the future, blockchain technology can be applied in innovative ways in the edu-
cation industry. Blockchain technology greatly impacts designing the learning activ-
ities, formative evaluation, implementation, and keeping track of the whole online
learning process. Kosba et al. (2016) discussed smart contracts’ essentials on the
Ethereum blockchain and its privacy preservation. Yuan and Wang (2018) presented
a systematic analysis of blockchain and cryptocurrencies and discussed the techni-
cal advantages of bitcoin concerning the blockchain framework’s six-layer reference
model.

Androulaki et al. (2018) discussed the Hyperledger fabric architecture, the
logic behind the design decision, and its implementation aspects of the distrib-
uted application programming model. Sukhwani et al. (2018) developed the sto-
chastic model for Hyperledger Fabric and analyzed the full system’s transaction
details. The hierarchical model for Hyperledger fabric v1.4 was developed and
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its two timeout constraints are considered to measure the throughput of the plat-
forms, estimated rejection probability of the transaction, and mean response delay
of the transaction (Jiang et al. 2020).

A lot of research work is carried out on blockchain technology to extend its
application to non-financial fields such as healthcare, education (Skiba 2017;
Sharples and Domingue 2016), transportation (Astarita et al., 2020), Internet of
Things (Xu et al., 2018), agriculture, supply chain (Azzi and Chamoun 2019),
economy (Swan 2015) finance, etc., The healthcare industries have shown more
impact on the blockchain assisted applications. Blockchain technology plays a
vital role in the future development of healthcare industries (Amin, 2020). Chen
et al. 2018a, b) introduced the benefits and challenges of blockchain applications
for education. Swan (2015) divided the application development of blockchain
into three stages such as Blockchain 1.0, 2.0, 3.0. Blockchain version 1.0 dis-
cussed the deployment of cryptocurrencies. Blockchain 2.0 discussed non-finan-
cial applications such as stocks, loans, property, and smart contracts. Blockchain
3.0 (Tschorsch & Scheuermann, 2016; Underwood, 2016) is an extensive applica-
tion such as health, culture, government, science, etc.

At present, the review data is stored in a centralized database and the course
rating is not compared with any other competitors in the E-learning platform. The
proposed system onboard the content from various online content providers and
rate the content through an independent SME’ which led to a new approach of
ranking various courses in the same domain using a decentralized Blockchain
based system. The Online content provider (OCP) validates the SME credentials
based upon publications of SME in last twelve months in form of blogs, research
papers, projects handles, and social media posts. There are several criteria for
SMS selection:

1) Blogs and Ranking: Most of the experts publish Blogs and Articles in the sub-
ject area of their expertise. A systematic approach of ascertaining a Blog ranking
can be done by various open software such as ahrefs.com etc. If the Blogger is
consistently rating above average for a period of 1 year, he / she can be selected
as an independent SME.

2) Social Media posts: Most of the professional social media networks such as
LinkedIn provide a social media profile strength assessment based on followers,
relevance of posts and credentials earned in a particular stream or technology.
These reports can be requested on demand from LinkedIn and it can act as highly
credible resource for identifying the independent SME.

3) Research Papers: Subject Matter experts publish papers and patents on new ideas
and market needs. These research companies provide ratings for individuals based
on their work and consistent publications. This data can be used as an authentic
source of information of identifying independent SME.

Design and architecture of blockchain-based education content ranking system

This section elaborates on the proposed system design and architecture for an
online education ranking system and its implementation details using Hyperledger
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fabric chain code and Federated SME-based ranking. In this proposed system, the
parity Score is used to evaluate the courses on the same topic offered by multi-
ple vendors using a decentralized blockchain mechanism. Parity score is inde-
pendent of user rating, thereby allowing new content/course to be ranked at par
with existing courses. The course rating system depends on the independent SME
panel, federated score, and the help of specific parameters agreed by the content
providers.

3.1 Application scenario

The application set-up of the proposed E-learning rating system is shown in
Fig. 1. The actors of the model are as follows,
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Fig. 1 Application Scenario of Proposed System
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3.1.1 User

The proposed online content rating system’s unique feature is developed based on
the Hyperledger fabric, a permissioned blockchain system. Each user can perform
transactions with a blockchain network through API. A user who wants to pursue
the online course needs to register with the Membership Service Provider (MSP)/
Fabric Certificate Authority. This feature allows only the registered user to partici-
pate in the system. The MSP validates the user and provides information about the
user credentials and certificate for enrollment. The layer wise description of the
Fig. 1 is as follows -

1) Application Layer—This layer hosts the mobile / web application that provides
an interface for SME / Online content providers /users to initiate transactions on
the Blockchain layer. These transactions are listed in detail in Sect. 4.2 of the
document.

2) Service Components—These are some of the essential components of the
Hyperledger Fabric Blockchain ecosystem. It includes Certification authority
to issue valid credentials to users, Ordering services for distributing blocks and
transactions and various API services to connect the layers below.

3) Existing System of records—This layer consists of an existing database of the
online content providers that will be used by the Blockchain layer for providing
the federated ratings.

4) Protocol Layer—This layer consists of various consensus algorithms used in
Hyperledger fabric to ensure the consistency of data across various nodes and
agreement of transactions by endorsing peers. This also includes system chain-
codes used by endorsing peers, ordering services etc.

5) Data Layer—This layer consists of a distributed database used in the Blockchain
system to keep the immutable trail of transactions so that any transaction can be
verified and audited at any point of time. Generally this is a couch DB based world
state ledger with the capabilities of a modern relational database.

3.1.2 Subject matter experts

Industrial experts (SME’s) need to register on the same network as independent
reviewers and validate the course content’s quality. SME’s review the content within
the stipulated time period against specific parameters such as quality, duration of the
course, ease of understanding, communication, practical orientation, industry rel-
evance, and user level (Beginner, Intermediator, Advanced), etc. The registration of
SME:s is vetted and endorsed by online content providers to ensure that all partners
accept them in the consortium.

3.1.3 Online content provider
Online education provider companies such as Edureka, Coursera, Udmey, Edx, etc.

can register on a Blockchain platform and push the information about all the courses
(Al Harthy et al., 2019; Failed, 2019; Yuan & Wang, 2018). The only registered user
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and SME can access the course content provided by the companies. Users can check
the content, reviews, and ratings offered by legitimate learners who have completed
the course. An online content provider can manage and update the entire course con-
tent based on the review comments.

3.2 Design architecture and implementation details

At present, the number of E-learning platforms is increasing day by day and inces-
santly creating many courses on the same topic. Many different online platforms
offer similar courses; it is difficult for the course taker to choose the better one.
In the present time, there is no mechanism for the user and independent SMEs to
rank the courses independently based on their content, and the rating information
is centrally managed with a monopoly. Many course takers have lost their interest
in pursuing the course due to the fake reviews and poor course content. To ensure
the security, integrity and prevent fake reviews and ranking of the online courses,
there is a necessity of the immutable ledger, decentralized, transparent, and secure
rating mechanism and the use of the most recent technologies to track the course
at every level. From the points mentioned above, the secure online review system
is very important to prevent the above limitations. Furthermore, the latest technol-
ogy in computing that can handle privacy issues and provide an immutable ledger
is Blockchain. Blockchain is a groundbreaking technology based on the consensus
mechanism (Viriyasitavat & Hoonsopon, 2019; Kraft, 2016)) introduced by Satoshi
Nakamoto. It is mainly designed to maintain the transaction log for a renowned
cryptocurrency named Bitcoin (Beck et al., 2016; Chung & Kim, 2016; Collins,
2016).

In this paper, Hyperledger fabric is introduced for reviewing the online rating
management system. The blockchain network’s primary goal is to maintain the
data in the distributed ledger in the form of a block where each block has multi-
ple transactions. The transactions in the block are secured with the help of encryp-
tion and hash functions. The proposed online rating system is a service-orientated
architecture for the online course content provider, which provides distributed ledger
and chain code functionalities as a service. The design of the proposed system is as
shown in Fig. 2. It shows the workflow of the proposed system:

In Steps 1 and 2, the user/SMESs need to get credentials to login into the fabric
network. The login credentials are provided by a Membership Service Provider
(MSP) in the fabric network. MSP is a component in a fabric network that defines
rules to validate and authenticates the identities of users/SMEs and allows to
access a network. MSP makes use of Fabric Certificate authority (CA) that veri-
fies and revokes user certificates. In step 3, SMEs use a fabric SDK in order to
communicate the review with the network. SMEs are issued with certificates from
the CA in order to ensure the valid transaction is initiated over the network. When
an SME communicates with the fabric network using Fabric client. In step 3, the
fabric client makes a transaction proposal and signs the proposal with an SME
certificate, and sends it to endorsing peers. In step 4, the endorsing peers verify
the authorization of the proposal, if it passes, the peer generates the transaction
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Fig.2 Design Architecture of the Proposed System

response using a certificate and shares the same with the Fabric client. The Fabric
client collects and checks the response received from peers. In step 5, the fabric
client shares the transaction proposal with the orderer. In step 6, Orderer orders
the received transactions from the fabric client and generates a new block of
ordered transactions, and signs the generated block with its certificate, and sends
it to all peers.

The end-user (course taker/learner, independent SMEs, and online content pro-
vider) carried out the transaction through the front-end web application (Application
program Interface), where the user and SME’s can provide the reviews and rating of
the course. Another unique feature of the proposed system is to ensure the integrity
of the rating; independent SME’s review the course content, prevent fake reviews,
and provide the federated rating to the end-users. The federated rating is evaluated
by averaging the ratings provided by independent impaneled SMEs and stored in a
blockchain-based ledger to infuse trust amongst owners of different online learn-
ing platforms. Hyperledger fabric network has the following key components such
as Fabric Certificate Authority (CA), Client application, peer, and ordering ser-
vice. An application interacts with a blockchain network using the Fabric SDK. The
Hyperledger Fabric SDK allows applications to interact with a Fabric blockchain
network. It provides a simple API to submit transactions/Query to a ledger. The Fab-
ric CA provides an identity for the users to perform transactions on the Hyperledger
Fabric network. It also ensures the authenticity of the user and provides certificates
to the users and SME’s. The certificates are generated by a traditional certificate
authority. The fabric client application has SDK to interact with Hyperledger fab-
ric. The peer in the network maintains the ledger, smart contract, and events. The
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ordering service provides an ordered set of transactions and approves the inclusion
of transactions into the blocks.

3.2.1 Onboarding process

There are two categories of onboarding required in the system. First, the onboarding
of online education content providers, and second is the reviewer who is willing to
provide ratings to the content.

There are two stages of onboarding for both the players. First, it obtains a valid
digital certificate or a private key to participate in the network. The Blockchain com-
ponents involved in this are Certification authority (CA) and Membership service
provider (MSP). CA ensures that the valid certificate is given to the applicant, MSP
ensures that the participant can enter with the valid credentials and suitable level
of access based on his credentials. The service will use the existing LDAP, SAML,
etc., mechanisms to authenticate and onboard the SMEs. The second component
is the group of endorsers, validating if the content providers are pushing the cor-
rect category of content and the right set of reviewers are engaged in reviewing the
respective content.

3.2.2 Smart contract

The smart contract is prominent in the blockchain network (Roszkowska, 2013).
Smart contract or Chain code/business logic is a line of code (predefined set of
rules) that enforces the agreement between the two parties without any third party
involvement. When the specific condition is met, it automatically triggers the smart
contract. The smart contracts are secured from the deletion and tampering because
it is hoarded and managed in the blockchain platform (Lizcano et al., 2019). In
Hyperledger Fabric-based solution, Smart contract is called Chain-code and is exe-
cuted at the transaction endorsement stage. The typical cycle includes transactions to
be initiated from the UI or Client application, and designated nodes called Endorsers
run the smart contract to check the validity of the transactions, and if they are found
to be valid, the transactions along with the endorsement policies are sent to ordering
services for distribution across the network. There are system chain-codes at order-
ers and committers that ensure that transactions are ordered correctly and ledgers at
all nodes are updated with the same state of data (Lizcano et al., 2019).

With context to the proposed method, the smart contract (chain code) process is
categorized into two-step which is detailed as follows,

SME On-board Smart Contract The online boarding process of SME is shown in
Fig. 3. The on-boarding of SMEs process is mentioned in the sequence 1,2,3,4. In
step 1, SME’s register themselves in a blockchain network. SME’s of the specific
areas can nominate themselves to become part of the Blockchain network and pre-
sent their primary credentials and social media credentials. In steps 2 and 3, the
endorser node receives this transaction of SME onboarding, it allows various organi-
zations consisting of online content providers to review and vote for an SME to be
onboarded. In step 4, based on the majority vote decision, the SME is accepted or
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OCP validates the SME and

' vote to accept or reject

Request Online Content
OCPto provider (OCP),
validate the
o
Endorser . Online Content
8 node — providerz
O )
SME register itself
@ in Blockchain @ Based on Online
network the Content
majority
vote, either
acceptor
reject the
SME’S

Fig. 3 SME onboarding process

rejected in the system. This ensures that there is no bias towards a particular person
or entity, and hence the decision-making will be unbiased.

Rating Submissions by SME Once the new content is pushed for a particular area
(e.g., Java, Machine Learning, etc.), SME’s get the notification to review the content
and provide the rating. A smart contract is executed to allow the federated rating
collection and aggregation mechanism presented in Sect. 4.2.2. The smart contract
takes care of valid SMEs reviewing the respective content and ratings based on the
prescribed format only with correct aggregation being done.

3.2.3 Transaction flow

The Hyperledger fabric framework is primarily used for providing a distributed
Blockchain-based rating system in which all the transactions are secure, transpar-
ent, immutable, and audit compliant. The proposed Hyperledger fabric network is
deployed in a Docker container. The fabric network provides for Certificate Author-
ity (CA), Orderer, and peers and datastores, namely World state and Blockchain.
The client application will have an SME interface, a Content Provider interface,
and an admin interface. The interface provides a mechanism to log in to the appli-
cation and input the desired functionality. The SME interface provides a connec-
tion with an application to record the feedback about the course by the SME, stored
securely in a blockchain-based ledger. Similarly, the content provider interface
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allows the online learning content providers to upload their contents and secure
access for SME review.

The CA provides authentication and validation of user identities and their des-
ignated roles and access permissions on the blockchain network. The orderer helps
to sequence the incoming transactions from different SMEs and processes logi-
cally lined up for execution. The system utilizes a NoOps based solo consensus
mechanism.

After being authenticated by the consortium members, the SMEs are onboarded
and given access to the course to be rated. The individual ratings of SME are stored
in a Blockchain-based ledger to ensure that they are not tampered with; once the
consortium approved SMEs have recorded their individual ratings, the Federated
rating mechanism kicks into generating federated ratings taking into account all
SME ratings.

The transaction flow of the Hyperledger framework is as shown in Fig. 4. In step
0, SME’s receives notification from the Online Content provider to review the rel-
evant content. The SME reviews the content based on the parameters like Quality of
content, Understandability, Existing User Rating (if any), Duration of course, Avail-
ability of Hands-on labs, Industry relevance of the course content (Beginner, Inter-
mediate and Expert) and Availability of Evaluation methods in course. In step 1.1 &
2.1, the SME submits the ranking to the Endorser Peer in the form of a transaction.
In step 1.3 and 2.3, the Endorser has an encoded business process, termed as Smart
Contract (Chain code) for validating the ranking and calculating the Federated rat-
ing (FR) based on the submitted ranking. The Smart contract for calculating the FR
uses weighted formula approach for calculating the FR. The idea of using feder-
ated rating helps in aggregating the rankings received from different SMEs for the
same course, hence normalizing and bringing parity to the ranking of any course.
The weighted formula offers more weightage to parameters namely Availability of
evaluation methods, Industry relevance of the courses, Availability of hands on labs

?—]

Execute Smart Contract to

calculate federatedrati

i Validate:
Endorsem

s against
entPolicv
6

l tification to
SME's to
review content
Online
Content
Provider

Committing Peer

updated on Word state

Validated ratingsare
Ledger

Committing Peer

Invalid ratings are
retained on the ledger
but not update on Word
state and Ledeer

Committing Peer

Execute Smart Contract to
calculate federated rating

Endorser peer

Smart
Contract

Fig.4 Transaction flow of the proposed system
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compared to the remaining ones. In step 3, the proposed response of Endorser is
shared with the client application. The client receives sufficient endorsements and it
verifies the endorsement policies and submits the transaction to the ordering service
in step 4. In step 5, the ordering service ordered the set of transactions and delivered
to the committing peers in the network. In step 6, the committing peer validates the
transaction against the endorsement policies and the validated ratings are updated on
world state and ledger in step 7.

3.2.4 Federated rating mechanism and algorithm using blockchain

The paper proposes a rating mechanism to enhance unbiased, trustworthy, and fair
ratings to the courses available across different courses offered by different online
learning platforms. The rating offered by independent impaneled SMEs will be fed-
erated by agreeing to an established model and code of ethics. The federated rating
(FR) will be drawn by using a weighted approach based on importance assigned to
parameters making the rating relevant (Dimpal et al et al.,). The ranking by the SME
is based on the parameters like Quality of content, Understandability, Existing User
Rating(if any), Duration of course, Availability of Hands-on labs, Industry relevance
of the course content(Beginner, Intermediate and Expert), and Availability of Evalu-
ation methods in the course. The idea of using federated rating helps in aggregating
the rankings received from different SMEs for the same course, hence normalizing
and bringing parity to the ranking of any course. The Federated Ratings are based
on the weighted aggregation of the ranking provided by independent empanelled
SME:s and are stored in a blockchain-based ledger to infuse trust amongst owners of
different online learning platforms. The Blockchain-based ledger will provide trust
against any manipulations of rating, fudging of data, and bring transparency to the
overall rating system. The federated rating approach will also help newly created
content with independent ratings irrespective of the number of subscribers, which
is the current benchmark for course ratings. Fig. 5. Shows the federated rating algo-
rithm. The input for the Federated rating algorithms is SME’s address or Identity,
and rating of the course provided by SME’s. The endorser executes the smart con-
tract and computes the average federated rating values of SME’s. The proposed
response of Endorser is shared with the client application. The client receives suffi-
cient endorsements and it verifies the endorsement policies and submits the transac-
tion to the ordering service as mentioned in Fig. 4.

4 Result and security analysis

In this section, the proposed online reviewing system’s work communicating with
the Blockchain platform is discussed. The prototype of the proposed system is
developed on the Hyperledger Fabric platform. The client user interface is given to
all the system participants to initiate the transaction once their identity is validated.
The participants can communicate and store the transaction in the blockchain net-
work through the REST server composer. One of the major features of the network
is to design the smart contract for the rating of the course easily and efficiently. The
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Fig.5 Federated rating Algo-

. Algorithm 1: Federated Rating
rithm

Input: SME’s Address or Identity, Rating of the Course
OUTPUT: Average Federated rating value of SME’s

FR1= Read rating from SME’s
FR=0
fori=1tondo

If SME; is empanelled

FR= FR+FR1

End

Else
6. SME’s is not empanelled
End

GhwN

7. FR=FR/n
End

8.  Check if FR version number is valid
Store and Update for on Blockchain

End
Else

9. Discard
End

smart contract in a Hyperledger based network consists of four major components;
defining the participants, script for reviewing the course, access control rule security
and permission, and queries and accessing the database. Figure 6. shows the partici-
pant’s definition in the hyperledger fabric. The participants of the proposed systems
are SME, content Provider, and course name. The assets of the proposed system are
ratings offered by SMEs and federated rating.

The main important things to define while designing a blockchain network using
Hyperledger fabrics are the participant’s definition, smart contract functions, access
control policies, etc. Hyperleder Fabric use chaincode (smart contract) functions or
scripts to register and update any transaction that happens in the system and upon
successful execution stores it in the immutable Blockchain ledger. The script func-
tion in Fig 7 is an example of one such function where the content ranking of the
course is updated post the review from SME (Caliper 2019). The content evalua-
tion criteria is already mentioned in Fig. 5 and script functions aim to codify the

Fig. 6 Participants definition in type ContentRating struct {

the Hyperledger fabric SMEID string “json:"ID""
courseName string “json:"name""
contentProvider string “json:"provider"”
Rating string “json:"rating""
Federatedrating int “json:"fedrating""

}

// QueryResult structure used for handling result of query
type QueryResult struct {

Key string "json:"Key""

Record *ContentRating

}
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Fig.7 Script file function to // UpdateAsset updates an existing asset in the world state wif
updatetransacuon func (s *SmartContract) UpdateContentRanking(ctx contractapi.T
error {

exists, e := s.ContentRankingExists(ctx, id)

HifNenny

return err

}

if texists f{

return fmt.Errorf("The ranking %s does not exist", i

i

ranking := Ranking{

SMEID: smeid,

courseName: course name,

courseprovider: course provider,

Rating: rating sme,

FederatedRating: fedrating,

}

rankingJSON, err := json.Marshal(ranking)

if err !'= nil {

return err

}

business logic into the code that can update and commit the transaction in the sys-
tem. Some other script functions could be — Register SME, Register New Course,
Evaluate Course, Revise Federated Ranking etc. This transaction function is mainly
for updating the rating in the world state. This script file contains the function
related to updating, and deleting the rating in the blockchain-based network. The cli-
ent application is shown in Fig. 8 for an online review system where Online Content
Providers can update and delete the course content and SME can provide the review
in the blockchain network.

Content Updating

Online Content Provider

Federated Rating of Course

Fig. 8 Client Application for Online review system
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The online content providers can give notification to the suitable SME’ to
review the course content and store the federated ranking in the Blockchain The
SME’s can use this web portal to view and review the course content to be shown
in Fig. 9. The SME’s review management portal allows the SME’s to view the
course content, update the SME’s profile, and rate the course content with the
user interface’s help. The online content providers update the course information
on the existing course content based on the SME’s reviews and send the review
request through the user interface to the Blockchain network.

The proposed system’s novelty is to provide decentralized online review sys-
tems to validate the rating’s trustworthiness and enables the consortium-based
onboarding of Subject Matter Experts (SME’s) endorsed by the stakeholders.
This system ensures a secure and transparent review system where one can pro-
vide fake reviews, it prevents fake reviews. A smart contract designed to calcu-
late the course content’s federated rating provided SME’s and updates the results
in the Blockchain network. Once the federated rating is finalized, the results are
notified to the SME’s and online content providers.

The very fundamental and nature of a Blockchain network is good enough to
establish the fact that the submitted reviews cannot be manipulated. Some of rea-
sons are—

1) Allreviews and transactions are hashed, signed, and added to the chain that forms
immutable group of Blocks protected by hashes.

SME's Review Page

View the course content Rating the Content

Update the SME's profile

Fig.9 SME’s web portal
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2) Because of the decentralized nature of data multiple nodes will hold the copy of
ledger and any attempt to modify / corrupt information will lead to instant cor-
rection unless > 50% nodes are compromised which is highly unlikely.

3) The solution uses Hyperledger Fabric as a solution, and it has endorsement pro-
cess that is coupled with chain-code (smart contract). This ensures that review
process transaction is verified by all concerned parties before this becomes part
of the system.

4) Above three points are good enough to proof that any kind of review rating
manipulation is impossible with Blockchain based system.

4.1 Security against manipulation of SME’s Assignment

At present, the ratings are stored in the centralized system in which the selection
or nomination of SMEs can be biased. It will affect the fairness of the ratings by
assigning his/her own choice of SME’s to get preferred results. The proposed system
ensures the security, integrity and prevents fake reviews and ranking of the online
courses.

Proof Sketch The proposed system provides a consortium-based onboarding of
SME’s endorsed by all the online content providers. Once the onboarding transac-
tion request submitted by the SME’s goes through consensus, various online content
providers validate and vote for SME’s. The endorsement policies ensure that there is
no bias towards an SME’s onboarding process.

Security against manipulation of submitted reviews

Any ranking agency that is centralized or monopolized will not trust all the con-
tent vendors since the rankings can be manipulated and data can be fudged. Hence
the Blockchain implementation with Federated SME ranking process can resolve
this issue.

Proof Sketch In this proposed system, the rating computed by the SME’s of the
course is stored in Blockchain through a decentralized consensus algorithm and
cryptography. It is impossible to manipulate the data due to a large amount of com-
puting power that will be needed. Blockchain technology ensures the security and
privacy of the data. In the present system, the ratings are stored in centralized serv-
ers that are the target of attackers.

5 Conclusion

Blockchain platforms are the cornerstone for designing decentralized systems that
can serve a different range of applications. It changed the traditional way of stor-
ing the data to a new decentralized, robust, secure, and transparent. The novelty of
the proposed system is to provide decentralized online review systems to validate
the rating’s trustworthiness and enables the consortium based onboarding of Subject
Matter Experts (SME’s) endorsed by the stakeholders. This system ensures a secure
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and transparent review system where no one can provide fake reviews. Our proposed
system provides a clear view to the learners to identify the course’s quality offered
by different online content providers using the federated rating. The course’s feder-
ated rating helps to decrease the disparity in the course contents made available by
different vendors on the same topic. Simultaneously, online education companies get
a clear view of the improvement needed to uplift the ranks and make it popular. In
future work, the machine learning-based recommendation engine will be integrated
with the proposed system to decide the course’s category based on the level of learn-
ers (Basic/Intermediate/Advanced), and the parity score for the course will be gener-
ated based on the weighted formula.
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