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Abstract

In recent years, online learning has received more attention than ever before. One of
the most challenging aspects of online education is the students’ assessment since
academic integrity could be violated due to various cheating behaviors in online
examinations. Although a considerable number of literature reviews exist about
online learning, there is no such review study to provide comprehensive insight into
cheating motivations, cheating types, cheating detection, and cheating prevention
in the online setting. The current study is a review of 58 publications about online
cheating, published from January 2010 to February 2021. We present the categoriza-
tion of the research and show topic trends in the field of online exam cheating. The
study can be a valuable reference for educators and researchers working in the field
of online learning to obtain a comprehensive view of cheating mitigation, detection,
and prevention.
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1 Introduction

Today, distance education has been transformed into online settings, and the
COVID-19 pandemic has raised online learning significantly across the world. The
COVID-19 enforced the closing of traditional learning all over the world, resulting
in 1.5 billion students and 63 million educators shifting from face-to-face learning
to online learning. This situation has revealed the strengths and weaknesses of the
digital transformation of education (Valverde-Berrocoso et al., 2020).

In (Martin et al., 2020), it has been shown that the online learning publications
are continuously being increased from 2009 to 2018, and one of the leading research
themes is course assessment. Course assessment is very challenging in online learn-
ing due to the lack of direct control over students and educators.

For an educational institution, assessment integrity is essential because it affects
institutional reputation. It is necessary to employ traditional cheating detection
besides prevention methods and new digital monitoring and validation techniques to
support assessment integrity in online exams (Fluck, 2019).

The study (Watson & Sottile, 2010) has reported that students are remarkably
more likely to get answers from others during online exams or quizzes compared to
live (face-to-face) ones. Therefore, preserving the integrity of online exams is more
challenging. There are some strategies to mitigate online exam cheating, such as get-
ting offline (face-to-face) proctored exam, developing cheat-resistant questions (e.g.,
using subjective measures instead of objective measures), and lessening the exam
score percentage contributing to the overall course grade.

Traditional cheating methods include, hiding notes in a pencil case, behind ruler,
or clothes, writing on arms/hands, leaving the room, etc. (Curran et al., 2011). Tech-
nological advances and online learning have enhanced education, however, they
also have facilitated cheating in courses (Turner & Uludag, 2013). For instance, an
examinee could use a mobile phone to text someone to get the answer. Although this
would be difficult in the exam hall, some examinees could text without looking at
the mobile phone. Applying scientific calculators, Mp3 players calculator, and wire-
less equipment such as an earphone and a microphone are other tools that facilitate
cheating in offline exams (Curran et al., 2011).

Although cheating motivations in online and offline exams are not significantly
different (Turner & Uludag, 2013), detecting and mitigating online cheating could
be more intricate. This is because, in addition to traditional cheating methods that
also could be exploited in online exam cheating, there exist various technologies and
tools that could be applied for cheating in online exams more easily. For example,
using remote desktop and share screen, searching for solutions on Internet, using
social networks, etc.

Cheating in an online setting is more convenient than a traditional offline exam.
Accordingly, detecting and preventing online cheating is critical for online assess-
ment. Therefore, this issue is one of the biggest challenges that MOOC (Massive
Open Online Courses) summative assessment faces.

Recent researches imply that a critical issue in online education is academic dis-
honesty and cheating. Today, paid services exist that impersonate students in online
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courses to ensure their identity. In recent years, proctoring technologies such as iden-
tity authentication, keystroke recognition, and webcam proctoring will be extended
to secure online exams (Xiong & Suen, 2018). Apart from direct proctoring, there
are some techniques such as controlling the browser, limiting exam time, randomiz-
ing questions and choices, etc. However, it seems cheating in online courses is pretty
common (Dendir & Maxwell, 2020).

Although one of the most critical challenges in online learning is to mitigate and
handle cheating, there is no comprehensive literature review and classification in this
field. Hence, in this paper, we present a systematic mapping review of researches in
online examination cheating. The research questions are as follows:

RQ1: What are the publication trends in online cheating?
RQ2: What are the main reasons for online cheating?
RQ3: What are the cheating types in online exams?
RQ4: How can online cheating be detected?

RQ5: How can online exam cheating be prevented?

The paper is structured as follows. In Section 2, the research method is described,
including study selection criteria, databases and search strategy, and study selection.
Section 3 presents review results and provides the answers to research questions.
Sections 4 and 5 discuss the results and conclude the paper, respectively.

2 Method

The current study is a literature review about cheating in online exams. A literature
review identifies, selects, and synthesizes primary research studies in order to pro-
vide a picture of the topic under investigation. According to (Page et al., 2021), a
record is the title or abstract (or both) of a report indexed in a database or website,
and a report is a document (in paper or electronic format) supplying information
about a particular study. It could be a journal article, preprint, conference abstract,
study register entry, clinical study report, dissertation, unpublished manuscript, gov-
ernment report, or any other document providing relevant information. The current
literature search has been performed based on the well-established PRISMA princi-
ples (Page et al., 2021).

2.1 Inclusion and exclusion criteria

The main criteria for the articles considered in the current review are as follows.
Inclusion criteria:

e Researches should be written in English.
e Records should be retrieved utilizing the designed search query.
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Studies should be published between January 2010 and February 2021.

In cases where several papers reported the same study, only the most recent ones
were included (i.e., theses and papers extracted from theses, extended version of
papers published in journals).

Exclusion criteria:

e Papers merely related to methods applicable to traditional cheating types,
detection, and prevention are eliminated.
Studies not related to research questions are ignored.
Articles only related to cyber-attacks to online exam systems are excluded.

e Low-quality researches are discarded (i.e., studies published by non-reputable
publishers without peer review, too short review time, and so on, studies with
poor theoretical background, experimental evaluation, or structure).

2.2 Databases and search strategy

We applied a wide range of databases as our primary source, including Google
Scholar, Web of Science, and Scopus. We also added the publications which had
cited the extracted records. Records were searched using the following search
terms for the title, keywords, and abstract sections.

(Cheat OR e-Cheating OR Fraud OR Dishonesty OR Anti-cheating OR Cheat-
resistant OR Abnormal behavior OR Misconduct OR Integrity OR Plagiarism)
AND

(Electronic OR Online OR Digital OR Virtual OR Cyber OR Academic) AND

(Exam OR e-Exam OR Course OR e-Course OR Assessment OR e-Assessment
OR Test OR e-Test OR Environment OR e-Environment) AND

(Prevent OR Detect OR Mitigate OR Reduce OR Minimize OR Monitor OR
Proctor OR Reason OR Motivation OR Type OR Deter OR Control).

2.3 Study selection

The search result included 289 records, 26 of which were duplicated, and so they
were deleted. From 263 screened records, 54 records were excluded by examining
either the title or the abstract. In the next step, 12 reports were eliminated because
they were not retrieved because were not accessible. Furthermore, after full-text eli-
gibility checking, 144 reports have been excluded according to the inclusion and
exclusion criteria as mentioned earlier.

This resulted in 53 reports that along with 5 other reports (obtained from cita-
tion searching and assessed for eligibility), were finally selected for literature review
about online cheating. The flow of information through different phases of the
review is presented in the PRISMA flow diagram depicted in Fig. 1.
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After selecting 58 studies, three domain experts were asked to assign a Credi-
bility Score (CS) to each study. After evaluation of each study, experts agreed on
a credibility score ranging from O to 5 based on the following criteria: publisher
credibility, number of citations per year, theoretical and experimental quality, and
organization and structure. CS statistics are as follows: mean= 3.81, SD=0.79, min=
2.5, max=5.

A summary of online cheating research papers and their study themes is pre-
sented in Table 1. (Appendix 1.)

3 Results

Several findings emerged as a result of the research synthesis of the selected fifty-
eight records on online cheating. The selected studies were categorized into four
main topics, namely Cheating reasons, Cheating types, Cheating detection, and
Cheating prevention, as shown in Fig. 2. All subsequent classifications reported in
this paper have been provided by the authors. The studies under every four main
topics are investigated by three experts, and a list of items is extracted for each cat-
egory. Notably, some studies were corresponded to multiple main topics. Next, sev-
eral brainstorming sessions have been conducted to classify each main topic further.
To extract the classifications, the XMind tool has been employed, which is a profes-
sional and popular mind mapping software.

In the following sub-sections, the detailed analysis of the review results is
described according to the five research questions we defined to drive the research.

3.1 Publication trends

In Fig. 3, the number of publications per year is displayed (in this study, the final
publication date is applied). In 2017, the greatest number of studies correspond-
ing to the conducted review have been published. As shown in Fig. 4, the dominant
publication type is journal papers with 53% of the total publications. In terms of
the average citations of the selected studies regarding their classes, the maximum
average citations belong to the journal papers with an average citation of 19.65 (see
Fig. 5).

There are 747 works cite the selected studies related to the review. As displayed
in Fig. 6, the greatest and lowest shares of the total citations pertain to the journal
articles and the theses, respectively. The number of publications per research theme
is shown in Fig. 7. The cheating prevention and detection themes are the most preva-
lent research themes in online cheating. In the following four subsections, the stud-
ies under each of the four research themes are described and classified thoroughly.

3.2 Cheating reasons

The primary reason for cheating is that examinees feel the rewards outweigh the
risks (Lancaster & Clarke, 2017). There exists a wide variety of reasons why
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Fig.5 Average citation per publication type

candidates decide to commit cheating, still, they could be categorized into four
general reasons, namely Teacher-related, Institutional, Internal, and Environmental
reasons. The complete classification of the cheating reasons is displayed in Fig. 8,
which is described in the following sections.
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3.2.1 Teacher-related reasons

All the reasons related to the teacher or the course instructor are put into this cat-
egory. Maeda (2019), has observed that the student’s relationship with the teacher
has crucial influences on academic integrity. Teachers’ unethical behaviors, such
as favoring those who have bribed over those who have not, or favoring the stu-
dents who participated in private tutoring sessions, motivate the oppressed stu-
dents to cheat. The author also found that teachers’ low interest in students’ depth
of learning, which also results in a poor pedagogical style, could be an important
reason that motivates students to participate in any kind of unethical behavior
(Maeda, 2019).

Course difficulty could motivate the examinees to cheat. Some students blamed
their teachers for complicated and complex course materials. In some specific
cases, this reason could be a consequence of students’ lack of perseverance. They
find cheating as a way to relieve these difficulties (Amigud & Lancaster, 2019).

As aresult of distributed learning with online courses and examinations, Moten
et al. (2013), have expressed that students feel isolated in an online environment.
They often become frustrated when they do not get the help they immediately
need, for instance, the night before an exam. This situation is closely dependent
on the presence time of the teacher in online communication environments.

Some teachers restrain from punishing the cheaters appropriately due to ethi-
cal issues. This could be due to the sympathy of some teachers with cheaters.
After listening to the cheater’s excuses and justifications, the teacher might give
them a second chance. Sometimes, teachers are worried about the consequences
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[ Unfair favoring of bribers over non-bribers

|- Low interest in students' learning and behavior

|- Teachers’ poor pedagogical styles

| course difficulty
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| Lack of support when students immediately need

L Restraint of professors to punish cheaters

|-Poorly designed exams and easy availability of solutions

L Lack of connection between course materials and exam

Rules and policies on cheating is not sctrict
Being easy to cheat
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| .
Institutional 1 | ess respect for online teachers due to lack of face-to-face

meeting

- Poor quality of online learning equipments of the institution

L Academic aptitude

Lack of learning skills and skills to find resources

FUnwilli to follow good practice

Student's academic performance.

Inability to seek appropriate help

Cheating Reasons

and poor time

Lack of sufficient interest in the course materials

Low intrinsic interest in course

Internal

Low value of acquiring knowledge and learning for students.

~Student’s positive moral attitudes toward cheating
- Laziness
- Lack of confidence

Personal characteristics

|- Desire to help others

L Thrill of taking risks

[-Competing objectives

|- Peer collaboration and pressure for cheating

L Desire not to setback from cheaters in grades

Parents' attitudes toward cheating
Parents' attitudes

Parents demanding good grades

~Mental or physical health problems

L Financial and time setbacks associated with failure

[~ Poor economic conditions

[-Social expectation from students

Societal factors

[-Social behavior toward cheating

L Technology evolution in society

Fig.8 Cheating reasons

of punishments and the corresponding pressures that cheaters experience, hence
they don’t punish the cheater or the punishment is too mellow.

This increases the students’ courage to cheat during online exams due to
decreased risk of being punished after being caught and implies that cheating
penalties are insignificant over the long run (Topirceanu, 2017).

Exam design is one of the most important contributing factors that motivates
examinees to cheat in the exam. Weakly designed exams such as similar multiple-
questions for every examinee or easy accessibility of solutions over the web, can
make it easy to cheat. On the other hand, questions being too complex and irrel-
evant to course materials, forces students to commit cheating during online exams
(Srikanth & Asmatulu, 2014).

@ Springer



Education and Information Technologies (2022) 27:8413-8460 8425

3.2.2 Institutional reasons

In (Maeda, 2019), it is observed that the rules and policies of the institution are
directly related to the number of unethical behaviors occurrences. It is found that
institutions with stricter regulations and better commitment to strengthening aca-
demic integrity, face much less cheating behavior between their students. Institu-
tional policies not only create an anti-cheating atmosphere, but also makes dishonest
academic behaviors challenging to take place. Also, Backman (2019) emphasizes
that if it becomes easy for students to cheat, they will cheat.

Impulsiveness is a crucial reason why students try to cheat during online exami-
nations. They feel isolated and disconnected, so they may imagine they won’t get
caught or the instructor does not care if they commit academic dishonesty. Unethical
behaviors have a direct relationship with the student’s impulsiveness (Moten et al.,
2013).

Moreover, in an isolated environment, due to the lack of face-to-face communica-
tions with teachers, students have much less respect for their teachers that leads to
increasing misbehaviors. That is why teachers should personalize the online envi-
ronment for students by calling their names or listening to their voices, so that online
classes become more engaging and interactive for students (Moten et al., 2013).

Dobrovska (2017), expressed that the poor quality of the institution’s online
learning system discourages students from learning the course materials, and makes
it difficult for them to learn, hence, they are more motivated to cheat.

Academic aptitude is one of the most important and underrated reasons leading
students to commit misbehaviors. It means educational institutions don’t discrimi-
nate between students and ignore their unique abilities, skills, and different levels
of preparedness for a specific task. This makes unprepared students feel frustrated
about that particular task or course, which leads them to seek help from more tal-
ented and prepared students in that specific context (Amigud & Lancaster, 2019).

3.2.3 Internal reasons

Another category of cheating reasons is internal motivators. The motivators over
which the candidate has complete control, including intrinsic factors, personal-
ity and psychological characteristics, lie in this category. The internal reasons are
divided into three subcategories as follows.

Student’s academic performance One significant internal factor is the student’s
academic performance. There are several reasons that could result in poor aca-
demic performance as follows: lack of learning and skills to find resources, students
unwillingness to follow recommended practices, inability to seek appropriate help,
procrastination, poor time management (Dobrovska, 2017), and lack of confidence
in their ability to learn course materials (Norris, 2019).

Low intrinsic interest in the course materials Low intrinsic interest in the course is
another reason mentioned in (Dobrovska, 2017), which could be caused by a lack of
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sufficient interest in course materials and subjects or the mindset that these materials
and knowledge are unnecessary and unimportant for future life (Norris, 2019).

Personal characteristics There is a strong relationship between students’ moral
attitudes toward cheating and their level of participation in academic misbehaviors
(Maeda, 2019). Therefore, conscientious belief is considered as an internal reason
stopping students from unethical behaviors. However, it has been shown that reli-
gious beliefs do not necessarily lower cheating behaviors (Srikanth & Asmatulu,
2014).

Other reasons included in studies are student’s laziness for sufficient home prepa-
ration before the exam (Dobrovska, 2017), competition with others and the desire
to get ahead (Amigud & Lancaster, 2019), desire to help other peers (Moten et al.,
2013) and the student’s thrill of taking risk (Hylton et al., 2016).

3.2.4 Environmental reasons

The reasons mentioned in this section highly depend on the atmosphere and type of
environment a student is in, either during the online exam or beforehand in social
media or communication with people. We put these reasons in four major catego-
ries: Peers’ behavior, Parents’ attitudes, Personal issues and, Social factors.

Peers’ behavior Peers could influence individuals in a manner that their cheat-
ing motivations are increased. In an academic environment, however, it is primar-
ily because of the competing objectives, such as the desire to get ahead in scores.
This depends on the amount of competition in the academic environment (Amigud
& Lancaster, 2019).

Experimental research among Cambodian students, has figured out that being
among a group of cheaters, psychologically drives the students to repeat their peers’
actions and commit cheating. In addition, there is high pressure on those who do not
collaborate with peers, or reject participating in their group work. It is found that
they are blamed for being odd and unkind (Maeda, 2019).

According to (Srikanth & Asmatulu, 2014), being in an environment where peers’
cheating remains undetected, gives this kind of feeling to non-cheaters that they are
setting back in scores and are unfairly disadvantaged compared to those cheaters.

Parents’ attitude Parents’ acceptance of cheating behaviors, massively affects the
student’s mindset toward these behaviors. As expressed in (Maeda, 2019), parents’
behaviors toward their child’s cheating, vary from complete unacceptance to active
involvement and support. Another reason related to parents’ attitudes is putting their
children under pressure to achieve good or higher than average grades (Backman,
2019).
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Personal issues Personal issues could be mental and physical health problems
(Amigud & Lancaster, 2019), problems within the family (e.g., parents arguing, sep-
aration and divorce, etc.), and fear of failure in exams and its further consequences
like financial and time setbacks (Hylton et al., 2016).

Societal factors Poor economic conditions and the development level of a country
are examples of societal factors affecting students’ motivation to cheat and achieve
academic success (Maeda, 2019).

Countries with various cultures, social expectancies, and people’s attitudes have
different behaviors regarding academic performance. In some countries, academic
performance and grades are known to be crucial for success in life, whereas, in
other countries, academic performance is relatively low valued. This range of differ-
ent expectations from students leads to various social beliefs and behaviors toward
cheating (Maeda, 2019). In research presented in (Holden et al., 2020), it is shown
that a primary reason could be the existence of a cheating culture. Some students
may cheat because they desire to portray a better image of themselves to their soci-
ety (Norris, 2019). Another societal factor influencing cheating behaviors is the
technology evolution that strengthens cheating motivation (Maeda, 2019). This is
because technology brings about increased access to cheating resources. The evolu-
tion of technology, specifically search engines and social media, makes it easier for
students to cheat.

3.3 Cheating types and facilitators

To mitigate cheating behaviors effectively and efficiently, cheating methodologies,
types, and facilitators should be known. Cheating is performed either individually or
by the cooperation of others (called group cheating). Figure 9 displays the complete
classification of cheating types.

3.3.1 Individual cheating

Individual cheating is carried out without any assistance from any person. This type
of cheating could be categorized as using forbidden materials and other types are
described as follows.

Using forbidden materials Individual cheating can occur by using forbidden materi-
als during the exam, such as looking at a textbook or a cheat sheet (Fontaine et al.,
2020), (Holden et al., 2020), searching the web, using offline electronic resources
such as images, voices, etc. (Korman, 2010), (Holden et al., 2020), or even using
objects in the exam room to hide notes.

Other types Other types of individual cheating include accessing the questions
and solutions before the exam, which Korman (2010) refers to as “unauthorized
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Looking at a textbook or a cheat sheet

Using forbidden materials

Searching on the web or using offline digital materials

Using objects in the room to hide notes

Individual

Accessing the questions before exam

Social engineering

r Voice conversion

Cheating Types [~ Face presentation attack
(- Fake identity matching to a stored biometric

- Remote Desktop and share screen
I Attack on keystroke dynamics

L Credential sharing

- Sign language communication
i~ Listening to whispers of a third party behind camera
- Unauthorized communication
- Call, voice and video chat

- Remote Desktop and share screen

- Small hidden micro cameras

L Organized cheating
 Fraudulent error reporting

I Toilet and bathroom request

—[ Interrupting to get more time }-— Submitting corrupted answer files

- Communication break

L Circumventing the exam process to future
— Computer and laptop

- Smart phone and tablet

Cheating Facili - Smartwatch
-[ Employing multiple devices ]—

- Smart glass

I Earpiece
L Programmable and graphical calculators

- Redirecting the webcam or disabling webcam or mic

-[ Other facilitators ]—— Using virtual machines on the same computer

& Corrupting exam integrity

Fig. 9 Cheating types

intelligence”. Another dishonest behavior is social engineering, which is grade
negotiation with the teacher through fake facts and exploiting personal sympathy.

3.3.2 Group cheating

Cheating methods through cooperation with others could be categorized as Imper-
sonation, and Collaboration types.

Impersonation Impersonation means employing someone to take the exam for
the examinee, either the whole exam or some parts of it (Korman, 2010), (Holden
et al., 2020). It can occur in forms of voice conversion, face presentation attack
and face impersonation, fake identity matching to a stored biometric, and attack on
the keystroke dynamics (Chirumamilla & Sindre, 2019). These are attacks on the
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biometric system to bypass the authentication mechanisms. The other impersonation
techniques include remote desktop control by a third party (Kasliwal, 2015), (Gru-
enigen et al., 2018), sharing the screen with a third party (Gruenigen et al., 2018),
(Bawarith, 2017), and credential sharing, which is impersonation via shared user-
name and password of an academic account or LMS (Learning Management Sys-
tem) (Dobrovska, 2017).

Collaboration Collaboration is defined as getting any kind of help from others to
answer the exam questions. It could be in the form of sign language communications
that come in numerous forms, such as foot-tapping, pencil or any object dropping
during the proctored exam, abnormal coughing, or suspicious actions (Srikanth &
Asmatulu, 2014).

Listening to a third party’s whispers behind the camera (Chirumamilla & Sindre,
2019), any type of communication which is unauthorized such as sending or receiv-
ing messages, or voice and video calls (Korman, 2010), are also considered as col-
laborative cheating.

Other cheating methods in this category are remote desktop control (Kasliwal,
2015) and sharing the screen with others to collaborate with others about questions
(Gruenigen et al., 2018), applying small hidden micro cameras to capture images
and record videos for sharing with other peers (Bawarith, 2017), and finally, organi-
zational cheating which is a result of institution’s personnel corruption (Korman,
2010).

The last one, as Korman (2010) showed, can take place when personnel help can-
didates to cheat. Changing the exam grade or exam answers after the exam (exam
integrity corruption), giving the solutions to the candidate during the exam, or just
bribing the proctor not to report the cheating or not to punish after being caught
(Kigwana & Venter, 2016) are instances of organized cheating.

Contract work is a type of collaboration that means doing work with the help
of someone else under the obligations of a contract. Contract workers may provide
some or all of the exam answers. In this case, sometimes impersonating the student
through the whole academic course is reported (Chirumamilla & Sindre, 2019).

3.3.3 Cheating facilitators

Methods discussed here act as cheating facilitators to support the process of cheat-
ing. In other words, these facilitators can be applied to perform any kind of cheating.
A study presented in (Peytcheva-Forsyth et al., 2018), indicates that technology in
general, is the leading facilitator of cheating practices. Cheating facilitators are clas-
sified as shown in Fig. 10.

Three different methodologies are used by students to facilitate cheating, either
individually or in a group, described as follows.
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Interrupting to get more time Sometimes examinees try to buy more time to work
more on the exam answers. For instance, the examinee may report an error about
the exam system or exam proctoring software to convince the teacher to restart the
exam session. This enables the candidate to get more time for cheating and finding
the solutions during this interval when the session is closed (Motenet al., 2013).
Another interruption method is to submit corrupted answer files by the candidate. In
this case, the teacher reports that the files were corrupted and asks the candidate to
resubmit the answer files. Most of the time, during the first submission and the sec-
ond one, there exists at least one day, which implies the candidate gets at least one
more day to answer the exam questions (Moten et al., 2013).

Other more classical methods to interrupt are toilet requests during the exam
(Chirumamilla & Sindre, 2019), communication break and delay in answering
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oral exam right after a question is asked (Chirumamilla & Sindre, 2019), circum-
venting the exam process at a specific time with different excuses, and postponing
taking the exam (Fontaine et al., 2020), (Korman, 2010). By deferring taking the
exam, students can buy more time to become more prepared, either by studying
more, or getting access to the exam questions and solutions.

Employing multiple devices In proctored exams, either by a camera or software,
students try to use multiple devices and answer the questions with the primary
one while cheating via the secondary device. Several types of devices could be
employed as the second device, such as computers and laptops (Moten et al., 2013),
smartwatches (Wong et al., 2017), smart glasses such as Google glasses (Srikanth
& Asmatulu, 2014), smartphones and tablets (Korman, 2010), programmable and
graphical calculators to store notes and formulas (Kigwana & Venter, 2016), and
tiny earpieces for remote voice support during the exam (Bawarith, 2017).

Other facilitators Redirecting the webcam to hide something from its field of view
(Sabbah, 2017), (Srikanth & Asmatulu, 2014), or disabling the webcam or micro-
phone completely (Srikanth & Asmatulu, 2014) are other tricks used to facilitate
cheating.

By using virtual machines on a computer, the user can run a virtual operating sys-
tem on the primary one. This technique would hide the activities done on the second
operating system from the software or the human proctoring the primary operating
system. (Kasliwal, 2015).

Corrupting the exam system’s integrity to change the exam results after being
held (e.g., changing the scores or answers after the examination) is another notable
case (Korman, 2010). Lastly, in (Parks et al., 2018), the authors have investigated
that social media and channels operating on them could act as cheating facilitation
environments.

3.4 Cheating detection

Cheating detection methods can be categorized into during the exam and after the
exam detection methods. Further classification of the cheating detection methods is
presented in Fig. 11.

3.4.1 Cheating detection during the exam

To ensure academic integrity in online examinations, it is essential to detect cheat-
ing during the exam. Cheating detection can be partitioned into two main categories,
namely, continuous authentication and online proctoring. Continuous authentication
methods verify the identity of test-takers, and online proctoring monitors the exami-
nees to detect any misbehavior during the exam. In the following, we will mention
different techniques in each category.
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Continuous authentication One of the main types of cheating is impersonating.
Therefore, it is essential to authenticate students before exam registration and pre-
vent unauthorized candidates from taking the examination. In addition, it is nec-
essary to validate the identity of the test-taker during the exam continuously. The
continuous authentication systems are mainly based on biometric or behaviometric
modalities and can be categorized into unimodal and multimodal schemes.

Unimodal authentication is the automatic recognition and identification of
candidates using a unique characteristic. This characteristic could be either static
(physiological) such as the face, fingerprint, hand geometry, and iris, or could be
dynamic (behavioral) such as voice, handwriting, keystroke, and mouse dynamics
(Chirumamilla & Sindre, 2019).
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As a unimodal authentication system, Arnautovski (2019) designed a face
recognition system, which captures the image of the test-taker at random time
intervals. The facial recognition module continuously verifies the examinee’s
identity by comparing captured images to the image from the exam registration
process. In (Aisyah et al., 2018), an Android-based online exam application is
implemented that takes photos of the examinee with random intervals and a web-
based application lets the admin or supervisor of examination validate pictures of
participants. In addition, Idemudia et al. (2016) proposed a system that tracks and
detects faces continuously to verify the candidates. If the authentication failure
remains for more than a few seconds, the system will stop the examination.

In (Sabbah, 2017), a scheme called ISEEU is proposed, in which each exami-
nee’s session is streamed using a webcam. A proctor monitors the video screens
and can generate alerts when any suspicious action is detected. He et al. (2018)
proposed an anti-ghostwriter system using face recognition methods. The ghost-
writer merges the student’s photo and their photo to make a fake one, or they
change their appearance to mislead the examiners. The experimental results in
(He et al., 2018), indicate that the proposed framework can detect ghostwriters
with an acceptable level of accuracy.

Since some candidates may refuse to use a camera due to privacy concerns,
Bilen et al. (2020) suggested that instructors offer their students two options. An
examinee can agree to use a camera during the exam. In this situation, the record
will be used as evidence if they are accused of cheating. However, if the exami-
nee doesn’t accept using a camera, the instructor can claim cheating without pro-
viding evidence to the student.

In (Bawarith, 2017), the system authenticates the examinees continuously
through an eye tracker. The data obtained from the eye tracker are translated
into a set of pixel coordinates so that the presence or absence of eyes in different
screen areas can be investigated.

Multimodal biometric authentication systems utilize different biometric or
behaviometric traits simultaneously, which makes impersonating more difficult.
In this regard, Bawarith et al. (2017) proposed a system that utilizes fingerprint
and eye-tracking for authentication. The eye tribe tracker is used to continuously
ensure that test-takers are the ones they are claiming to be. Whenever the system
detects the examinee is no longer present in front of the screen, the system is
locked, and the test-taker must be authenticated again via fingerprint.

In (Sabbah, 2017), a multimodal scheme called SABBAH is proposed, which
adds continuous fingerprint and keystroke dynamics to the ISEEU scheme (Sab-
bah, 2017). In contrast to ISEEU, SABBAH uses an automatic system to detect
fingerprint, keystroke, or video violations. Traore et al. (2017) proposed a system
that continuously authenticates examinees using three complementary biometric
technologies, i.e., face, keystroke, and mouse dynamics. In this system, test-tak-
ers are continuously authenticated in the background during the exam, and alarms
are created and sent to the instructor through the proctoring panel.

Online proctoring Online proctoring is essential to promote academic integ-
rity. Alessio et al. (2017) reported significant grade disparities in proctored versus
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un-proctored online exams. Online proctoring can be categorized into human and
automated proctoring. In human proctoring, a human proctor monitors the students
remotely to detect suspicious behavior. In contrast, in automated proctoring, the
cheating behaviors are flagged or detected automatically by the proctoring system.

Recently, several technologies have been developed to facilitate proctoring
online exams remotely. For example, Kryterion™ Live Video Monitoring and Proc-
torU allow users to be monitored by a human proctor via a webcam during exami-
nation (Hylton et al., 2016). In (Reisenwitz, 2020), substantial support for online
proctoring is provided. The results show a significant difference between the scores
of exams that were not proctored and those proctored using ProctorU software.

Some systems can capture screenshots of the candidates’ PCs at random times
during the examination (Migut et al., 2018). Consequently, if examinees use any
forbidden resource on their computer, it will be shown to the proctor. Alessio
(2018) applied video proctoring via a webcam at Miami University. The results
demonstrate that students are less likely to cheat when monitored with a webcam
during online testing.

In another study, kiosk-based remote online proctored examinations are compared
with tests administered under a traditional proctoring environment. In kiosk-based
proctoring, the test is taken on special computer kiosks located at accessible places
such as libraries. The kiosks are equipped with enhanced webcams and are super-
vised online by a live remote proctor. The results indicated that examinees’ scores
obtained under online kiosk-based proctoring are comparable to examinations taken
in test centers with onsite proctors (Weiner & Hurtz, 2017).

A different approach for cheating detection is a class mole that means the instruc-
tor enrolls in students’ groups under another name as a mole to detect and combat
collusion. In this way, they can discover dishonest students when they discuss cheat-
ing amongst themselves (Moten et al., 2013).

Human proctoring is costly and labor-intensive. Therefore, different automated
proctoring systems are proposed to monitor the students during the examination and
detect unauthorized behavior. In the following, we discuss several automated methods.

Chuang et al. proposed a semi-automatic proctoring system that employs two
factors, namely, time delay in answering the questions and head-pose variation, to
detect suspicious behavior. Afterward, a human proctor could use more evidence to
decide whether a student has cheated (Chuang et al., 2017).

Garg et al. (2020) proposed a system to detect the candidate’s face using Haar
Cascade Classifier and deep learning. If the examinee’s face moves out of the exami-
nation frame or multiple faces are detected in the frame, the test will automatically
be terminated, and the administrator will receive a notification. In (Fayyoumi &
Zarrad, 2014), a two-second candidate video is taken during the examination period.
The images in the video are analyzed to verify whether the examinee is looking
somewhere other than their screen. If the test-taker doesn’t focus on their screen, it
may indicate cheating behaviors such as looking at an adjacent PC or reading from
an external source.

In (Hu et al., 2018), the proposed system uses a webcam to monitor candidates’
head posture and mouth state to detect abnormal behavior. Through the rule-based
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reasoning method, the system can detect suspicious behavior such as turning heads
and speaking during the online examination.

Prathish et al. (2016), developed a multimodal system for online proctoring. The
system captures audios and videos of the candidates as well as their active windows.
If yaw angle variations, audio presence, or window changes are detected in any time
frame, it can be considered an indicator of cheating. Consequently, the captured video,
audio, and system usage are fed into a rule-based inference system to detect the pos-
sibilities of misbehaviors. ProctorTrack is another automated online exam proctoring
product that employs facial and audio recognition, body movements, and computer
activity monitoring to detect any suspicious action during examination (Norris, 2019).

Atoum et al., (2017) developed a system that can detect a wide variety of cheating
behaviors during an online exam using a webcam, wearcam, and microphone. Using wear-
cam makes it possible to monitor what the student observes. It helps to detect any phone
or text in the testing room that is prohibited. In addition, by using the wearcam, the system
can detect another form of cheating that is reading from books, notes, etc. Furthermore, the
system can estimate the head gaze of the test-taker by combining the information from the
webcam and wearcam. Another form of cheating is getting verbal assistance from another
person in the same room, or remotely via a phone call. The system can detect this kind of
cheating using the microphone and speech detection. Considering the mentioned aspects,
the proposed multimedia system can perform automatic online exam proctoring.

Saba et al. (2021), developed an automatic exam activity recognition system,
which monitors the body movements of the students through surveillance cameras
and classifies activities into six categories using a deep learning approach. The
action categories are normal performing, looking back, watching towards the front,
passing gestures to other fellows, watching towards left or right, and other suspi-
cious actions. Movement recognition based on video images is highly dependent on
the quality of images. Therefore, Fan et al. (2016), employed a Microsoft Kinect
device to capture the examinee’s gesture. The duration and frequency of the detected
action events are then used to distinguish the misbehavior from the normal behavior.

The system presented in (Mengash, 2019) includes a thermal detector attached with
a surveillance camera and an eye movement tracker. When examinees intend to cheat,
their body will emit a specific range of heat, and the emitted heat will trigger the cam-
era to focus and detect the candidate’s face. Then the eye tracker detects eye move-
ments, and the system detects the cheating intentions of the test-taker. There are other
biometric-based methods for cheating detection. For example, keystroke and linguistic
dynamics can detect stress, which indicates suspicious behavior (Korman, 2010).

Diedenhofen and Musch (2017), developed a JavaScript application called Page-
Focus, which can be added to the test page and run in the background. Whenever
the examinee switches to a page other than the test page, a defocusing event is reg-
istered. The script captures when and how frequently defocusing and refocusing
events occur on the test page. Another method is to permit students to get to just
a couple of sites that are whitelist. If the examinee tries to open a site that is not
allowed (one from blacklist), the instructor will be informed through an Android
application or Internet (Kasliwal, 2015).

Tiong and Lee (2021), proposed an e-cheating intelligent agent composed of two
modules, namely the internet protocol (IP) detector and the behavior detector. The
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first module could monitor the examinees’ IP addresses and enable the system to
alert if a student changes their device or location. The second module detects abnor-
mal behavior based on the speed of answering questions. Another method for cheat-
ing detection is comparing the IP addresses of the examinees to check whether two
participants are in the same place (Bawarith, 2017).

3.4.2 Cheating detection after the exam

Even though different methods are employed to prevent students from cheating,
some will still cheat during the examination. Consequently, a bunch of techniques
is proposed to detect cheating students after the exam. This way, the reliability of
online assessments will be improved. In the following, we will discuss different
methods of cheating detection after the exam.

Video monitoring The University of Amsterdam has developed a system that
records the student’s video screen and the environment during the exam. Later a
human proctor views the recording and flags and reports any suspicious behavior
(Norris, 2019). Proctoring software proposed in (Alessio et al., 2017), records eve-
rything students do during the examination. After the exam, the recordings can be
reviewed by the professor, teaching assistants, or employees of the proctoring ven-
dor to identify cheating behaviors.

Human proctoring is a tedious and time-consuming process. To reduce the time
and cost of proctoring, an automatic system can be employed to detect and flag sus-
picious events using machine learning methods. In this regard, Cote et al. (2016)
proposed a system for the automatic creation of video summaries of online exams.
The proposed method employs head pose estimations to model a normal and abnor-
mal examinee’s behavior. Afterward, a video summary is created from sequences
of detected abnormal behavior. The video summaries can assist remote proctors in
detecting cheating after the exam.

Jalali and Noorbehbahani (2017), implemented an automatic method for cheat-
ing detection using a webcam. During the exam, images are recorded every 30 sec-
onds by a webcam for each candidate. After the exam, the recorded images are com-
pared with reference images of that student. If the difference exceeds a threshold, the
image will be labeled as a cheating state.

Li et al. (2015), proposed a Massive Open Online Proctoring framework that con-
sists of three components. First, the Automatic Cheating Detector (ACD) module
uses webcam video to monitor students, and automatically flag suspected cheat-
ing behavior. Then, ambiguous cases are sent to the Peer Cheating Detector (PCD)
module, which asks students to review videos of their peers. Finally, the list of sus-
picious cheating behaviors is forwarded to the Final Review Committee (FRC) to
make the final decision.

Other methods There are various ways of cheating, and therefore, different meth-
ods are used to detect cheating after the exam. For example, one of the cheating
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behaviors is to collude and work on tests together. However, most learning manage-
ment systems allow the instructor to view IP addresses. Therefore, if different stu-
dents submit their assessments by the same IP address in a short time frame, it could
be detected and considered as a sign of collusion (Moten et al., 2013).

In addition, statistical methods can be used to analyze student responses to assess-
ments and detect common errors and the similarities of answers (Korman, 2010).
Mott (2010) stated that the distribution of identical incorrect responses between
examinee pairs is a Polya distribution. The degree of cheating for each examination
will follow the skewness or third central moment of the distribution.

Predictive analytics systems implicitly collect data while the students interact
with the virtual learning environment. The collected data, which include student’s
location, access patterns, learning progress, device characteristics, and performance,
is used to predict trends and patterns of student behavior. Consequently, any unusual
pattern may indicate suspicious behavior (Norris, 2019). Answering an examination
takes a reasonable amount of time. Therefore, another indicator of dishonest behav-
ior is an extremely short interval between the access time and the completion of the
assessments, which can be detected by log time analysis (Moten et al., 2013).

In (Bawarith et al., 2017), an E-exam management system is proposed that clas-
sifies participants as cheating or non-cheating based on two parameters, namely the
total time and the number of times the examinee is out of the screen. The focus of
the test-taker is recorded using an eye tracker during the exam.

Kasliwal (Kasliwal, 2015), designed an online examination tool that captures the net-
work traffic during the exam using a kismet server. The captured package can then be
analyzed to determine the frequency of URLs accessed by students. If one of the URLs
is getting accessed more frequently or very rarely, it could be considered suspicious.

To detect plagiarism in papers or essay-type questions, platforms such as Dupli-
Checker.com' or Turnitin.com? can be used. These websites compute a similarity
index and show all potential plagiarisms. Based on the similarity index, the instruc-
tor decides about further actions (Moten et al., 2013).

A weakness of similarity detection software is that it computes the resemblance
of a submitted assessment with others’ works and cannot detect an original text writ-
ten by others for the student in question. Stylometry discovers this issue by check-
ing the consistency of the delivered contents with other texts written by the same
student. If the style of a text does not match with the previous works of that stu-
dent, it may indicate complicity (Chirumamilla & Sindre, 2019). Opgen-Rhein et al.
(2018) presented an application that employs machine learning methods to learn the
programming styles of students. This work is based on the assumption that the pro-
gramming style of each student is unique, and therefore, the model can be used to
verify the author of assignments.

Another way of cheating detection is using a cheating trap, which means creating
websites that could be found when the students search for answers. The solutions in

! http://www.duplichecker.com
2 http://www.turnitin.com
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Fig. 12 Cheating prevention

trap websites are incorrect, and consequently, dishonest students could be detected
(Korman, 2010). However, this method contradicts professional ethics.

In addition, the teacher can search the internet by hand periodically and try to
find all possible web pages that provide solutions matching the exam questions. This
approach could be applied to create a pool of potential solutions from the internet
that will be used for plagiarism detection purposes after the exam (Norris, 2019).

3.5 Cheating prevention

After discussing and analyzing the examinees’ motivations for cheating and
the reasons which directly or indirectly drive them to commit unethical actions
during online examinations, a great deal of concern is gathered around how to
decrease cheating in online exams and lower the probability of these actions tak-
ing place.

We categorized cheating prevention into two major types, namely, before-exam
prevention and during-exam prevention. Figure 12 displays the classification of
the cheating prevention methods.
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3.5.1 Before-exam prevention

To prevent examinees from cheating, there exist several methods that should be
implemented before the exam is held. Each will be discussed in detail as follows.

Exam design In any situation that prevention is concerned, a proven and low-cost
approach is a “cheat-resistant” design -A design that inherently prevents some specific
cheating types from happening. This is why exam design is so critical. A cheat-resistant
exam design, by its nature, prevents a range of possible forms of cheatings from occurring.

One way of achieving a good design is developing personalized exams for each
candidate separately. There are several ways to do so, such as parameterization
(Manoharan, 2019), which is a set of fixed questions with variable assumption val-
ues, using data banks with a large pool of questions to select questions randomly
(Manoharan, 2019), (Norris, 2019) or implementing an Al-based method to produce
unique exams (Chua & Lumapas, 2019).

Li et al. (2020) has put effort into designing a method for randomizing the ques-
tion orders for each candidate. Their general idea is to show the questions one by
one, and besides that, each student gets a different question at a time. This research
mathematically proves that examinees cannot get much cheating gain.

In (Manoharan, 2019), the author has investigated an approach to personalizing
multiple-choice examinations using the macro. Macro is a computer program frag-
ment that stores data. It has a set of particular inputs for generating random exams
based on a question bank. This method could bring freedom and flexibility to the
exam design, but it needs basic programming skills.

Another aspect of exam design concentrates specifically on question design.
Some of the most valuable methods are listed below.

e Using novel questions: This type of question design is so unique in design and
phrasing that it becomes very challenging to be plagiarized even with searching
the web (Nguyen et al., 2020).

e Using knowledge-based questions instead of information-based questions: These
questions challenge the level of knowledge. The answers are not on the web or in
reference books, and they need critical thinking and reasoning (Nguyen et al., 2020).

e Using essay questions rather than multiple-choice questions: During an online
exam, multiple-choice questions are highly susceptible to cheating. Hence, long
essay questions are preferred (Varble, 2014).

e Using questions with specific assumptions and facts: Although giving extra and
not useful facts may mislead any candidate, even those taking the exam honestly,
it will reduce the possibility of web-based plagiarism considerably by making it
less straightforward to search online (Nguyen et al., 2020).

e Having an open-book exam: Open-book exam questions should test students’
understanding, critical reasoning, and analytical skills. Since the answers to these
questions are not found in any sources directly, open-book exams may reduce the
cheating opportunity (Varble, 2014), (Backman, 2019).
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Finally, other methods not placed into the above categories are mentioned below.

Showing questions one by one without the option of going backward is effective
in cheating prevention. If it is employed besides strict time limitations and random
question series, collaborative cheating will become quite challenging (Chirumamilla
& Sindre, 2019), (Backman, 2019). By setting strict time limitations, the students
do not have enough time to handle cheating, therefore, exam cheating efforts are
reduced (Backman, 2019).

Cluskey et al. (2011), emphasize low-cost approaches for addressing online exam
cheating. They introduce online exam control procedures (OECP) to achieve this
target. Taking the exam only at a defined time and avoiding postponing it for any
reason, or changing at least one-third of the questions in the next exam, are some
instances of these procedures.

Authentication Authentication is mainly for impersonation prevention before exam-
inations. It could be done classically by checking the school ID badges or govern-
ment-issued ID by the webcam (Moten et al., 2013) or by a more modern approach
like biometrics through fingerprint, palm vein scan (Korman, 2010), eye vein scan
(Kigwana & Venter, 2016), voice, and keystroke biometrics (Norris, 2019).

An interesting method to prevent cheating has been presented in (Moten et al.,
2013). Students should call the instructor at a predetermined time to get the pass-
word. After the students’ voices are recognized by the instructor, they are authen-
ticated and receive a random password for exam entrance. The password is valid
until the end of the exam time limit, thus this method makes cheating more difficult
(Moten et al., 2013).

The last method of authentication is the one discussed in (Norris, 2019) which
uses challenge questions. These are the questions only the student will know, for
instance, student ID or personal information. In (Ullah, 2016), an approach is pro-
posed that creates and consolidates a student’s profile during the learning process.
This information is collected in the form of questions and answers. The questions
are pre-defined or extracted from a student’s learning activities. A subset of ques-
tions is used for authentication, and the students should answer these questions cor-
rectly to get access to the online examination. This approach ensures that the person
taking the exam is the same one who has completed the course.

Clustering Clustering means partitioning students into several groups based on a
predefined similarity measure. In (Topirceanu, 2017), random and strategic cluster-
ing methods are proposed to break friendships during the exam, as cheating preven-
tion techniques. The advantages of random clustering are time and cost efficiencies;
however, it is imprecise, and some clusters may include unbroken friendships.

Breaking friendships through clustering relies on two hypotheses (Topirceanu, 2017):
e Students tend to communicate and cheat with the people they know and feel

close to.
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e An individuals’ relationship with others on social networks is closely related to
their real-life relationships with people.

Regarding the second hypothesis, social network analysis could find students’
close friends and people they know. After clustering students, a unique set of
exam questions are prepared for each cluster. Consequently, the collaboration of
friends to cheat during the online exam becomes challenging.

Lowering cheating motivation Approaches expressed in this section are based on
mental and psychological aspects driving students toward academic misbehaviors,
and the work being done to reduce these behaviors through controlling mental
drivers.

There are several tactics to develop students’ moral beliefs encouraging them
to avoid unethical behaviors. For instance, implementing honor systems helps
build a healthy and ethical environment (Korman, 2010). Another tactic is clari-
fying academic integrity and morality ideals through establishing educational
integrity programs (Korman, 2010).

As Korman (2010) further investigated, changing the students’ perception about
the goal of studying, could decrease cheating. This could be done by reminding them
why learning matters and how it affects their future success. In (Varble, 2014), it is
stated that emphasizing the actual value of education will lead to the same result.

Varble (2014), indicates that by improving students’ skills such as time manage-
ment skills, their academic performance will be highly enhanced; accordingly, their
academic misbehaviors will be declined. The risks of being caught and the signifi-
cance of punishments, are inversely related to students’ motivation for cheating.

Varble (2014) also mentions that applying formative assessment rather than
summative assessment effectively reduces examinees’ desire for cheating due to
improving their learning outcomes. Formative assessments aim to enhance the
candidates’ learning performance rather than testing them. On the other hand,
summative assessments mostly care about measuring candidates’ knowledge and
are used to check if they are eligible to pass the course or not.

As an additional description about getting a formative assessment to work,
Nguyen et al., (2020) mention that increasing the exam frequency forces students
to study course materials repeatedly, resulting in longer retention of information
and knowledge in students’ minds. This brings about alleviating candidates’ moti-
vation for cheating (Nguyen et al., 2020). Varble (2014), also suggests that reduc-
ing the value of each test lowers the reward gained by the cheaters over each test;
consequently, the motivation for cheating is declined.

A cost-efficient and effective method to lower cheating motivation is to declare
the cheating policy for examinees before the exam starts (Moten et al., 2013).
Warning students of the consequences of being caught makes them nervous and
can significantly decrease cheating. It is necessary to have a confirmation button,
so that no excuses can be made by cheaters after the exam. It is such effective
that in two experiments, it decreased the number of cheatings by 50% (Corrigan-
Gibbs et al., 2015). It is worth mentioning that in the online environment, having
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an honor system is much less effective than warning about the consequences of
cheating if being caught (Fontaine et al., 2020).

3.5.2 During-exam prevention

Most cheating prevention methods were discussed in the before-exam section;
still, there exist some during-exam prevention tactics, which are presented in this
sub-section.

Think-aloud request A rarely mentioned method called Think-aloud request was
discussed in (Chirumamilla & Sindre, 2019). In this method, a request is sent to the
student to think aloud about a specific subject (or current question) at random times
during the exam. The student has to respond to the request orally, and the voice is
recorded for further investigation and cheating detection (e.g., slow response and
voice impersonation detection). This mechanism forces students to continuously be
ready for responding, which reduces the chance of student cheating. The authors
have also mentioned that this system and its questions could be implemented by an
Al agent.

Cheat-resistant systems Using cheat-resistant systems will inherently prevent some
kinds of cheatings, although they are costly to be implemented (Korman, 2010).
Using a browser tab locker (Chua & Lumapas, 2019) is one of them that prevents
unauthorized movements and also identifies them by sniffing their network pack-
ets. Another method is using wireless jammers (Chirumamilla & Sindre, 2019) to
disrupt any radio signals (Internet) in an area which usually is the examination hall,
during semi-online exams.

Other methods In (Chirumamilla & Sindre, 2019), some valuable suggestions are
given for oral exams. One is conducting the oral exam as a flow of short questions
and answers, instead of a long initial question and an extended answer afterward.
This is because a flowing dialogue significantly reduces the chance of the exami-
nee following someone else’s cues of the solution. They have also suggested that
asking the examinee to respond quickly, will facilitate achieving this goal. Besides
that, if candidates delay, they may be known suspicious. If a candidate was detected
suspicious by the instructor, it is good to interrupt the current question with a new
question. This will neutralize the effort made by a third party to help the candidate
answer the question.

Another suggestion presented in (Chirumamilla & Sindre, 2019), is to prepare a
big pool of questions for oral exams to prevent questions repetition. As a result, the
candidates cannot adjust themselves to the questions asked from previous candidates.

Bribery is a kind of organizational cheating. In (Kigwana & Venter, 2016) it
is indicated that by assigning a random human proctor for the exam right before
it started, bribery and beforehand contractions between examinee and proctor
would be impossible.
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4 Discussion

There is no doubt that online education has changed significantly in recent years. One
of the main challenges in online education is the validity of the assessment. Specifically,
during the COVID19 pandemic, the integrity of online examinations has become a sig-
nificant concern. Cheating detection and prevention are hot topics in online assessments.
In addition, it is needed to conduct more research on cheating motivation and cheating

types. In this research, we review and classify online exam cheating comprehensively.

In this review, only publications written in English were investigated. This
could result in review bias, however, it is too difficult and infeasible to review
studies in all languages. Many systematic mapping researches consider only pub-
lications in English, such as (Nikou & Economides, 2018) (Martin et al., 2020)
(Noorbehbahani et al., 2019) (Wei et al., 2021).

Figure 3 indicates that the publications trend is decreasing, contrary to the
hypothesis that online learning is rising, especially with the emergence of the
COVID-19. Notably, in this study, online cheating researches have been reviewed.
So, Fig. 3 specifically corresponds to online cheating publications not online
learning studies in general. However, more investigations of online cheating stud-
ies from February 2021 onwards are required to further analyzing the trends.

Several reviewed studies have made no distinction between cheating detection
and prevention (Bawarith, 2017; Bawarith et al., 2017; Korman, 2010; Tiong & Lee,
2021). They employed detection methods to identify dishonest behaviors. Then pre-
ventive actions such as making an alarm to the student, or closing the browser tab
are performed to deter student cheating. Regarding this definition of prevention, sev-
eral studies have applied these terms interchangeably, confusing the reader. In this
study, we define cheating prevention as strategies and methods that try to prevent
the occurrence of cheating in online exams. Considering the latter definition, we

attempted to provide a better review and clearer classification to the readers.

One limitation in this domain is the lack of statistics on the popularity of the
types, methods, and tools. In (Sabbah, 2017), the most common cheating behav-
iors and their average risks have been discussed; however, the results are limited
to 10 cheating types. Hence, more investigation is required to determine the prev-
alence of each cheating type and cheating motivation.

An important cheating reason that is overlooked by researchers is learning
styles. Students and educators have different preferred learning styles (auditory,
visual, kinesthetic and read/write). If teachers and educational institutes don’t
consider this issue, the course will not be apprehensible for some students, and
consequently, they will be motivated to cheat.

Another issue that should be addressed is to evaluate the feasibility of cheating
detection and prevention methods. If the equipment for securing online exams is
expensive, the students cannot afford it. Therefore, this factor should be consid-
ered when developing detection and prevention methods. Cluskey et al. (2011),
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believe that some solutions (e.g., proctors) that detect cheating during online
exams are too costly, and their costs outweigh their benefits in some cases. There-
fore, cost-effective systems and methods should be implemented.

Privacy and convenience are also vital for examinees. If employed security
mechanism for online exams violates privacy and disturbs student convenience,
the evaluation will not be practical due to induced stress. Accordingly, these
aspects should be considered in cheating detection and prevention systems.

5 Conclusion

In this study, cheating in online exams is reviewed and classified comprehen-
sively. It provides the reader with valuable and practical insights to address
online exam cheating. To mitigate students cheating, first, it is necessary to know
cheating motivations and cheating types and technologies. Furthermore, cheat-
ing detection and prevention methods are needed to combat forbidden actions.
Detection methods without applying prevention methods could not be effective.
As cheating detection and prevention methods are evolved, new cheating types
and technologies emerge as well. Consequently, no system can mitigate all kinds
of cheating in online exams, and more advanced methods should be employed.
It seems the most efficient strategy for cheating handling is to lower cheating
motivation.

It should be mentioned that we have not covered studies related to technical
attacks and intrusions to online exam systems and teacher devices. This topic
could be considered for conducting another review study.

The impact of COVID-19 on online learning and cheating in online exams
could be analyzed in future work.

Another future work is to explore how ignoring students’ learning styles in
teaching and assessment could affect cheating motivation.

Privacy issues, user convenience, and enforced costs of cheating detection and
prevention technologies need to be examined in other studies.

In this study, publications from 2010 to 2021 have been reviewed. More inves-

tigations are required to review accepted but unpublished studies and publications
in 2022.
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