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Abstract

Cybersecurity professionals need hands-on training to prepare for man-
aging the current advanced cyber threats. To practice cybersecurity
skills, training participants use numerous software tools in computer-
supported interactive learning environments to perform offensive or
defensive actions. The interaction involves typing commands, communi-
cating over the network, and engaging with the training environment.
The training artifacts (data resulting from this interaction) can be highly
beneficial in educational research. For example, in cybersecurity edu-
cation, they provide insights into the trainees’ learning processes and
support effective learning interventions. However, this research area is
not yet well-understood. Therefore, this paper surveys publications that
enhance cybersecurity education by leveraging trainee-generated data
from interactive learning environments. We identified and examined
3021 papers, ultimately selecting 35 articles for a detailed review. First,
we investigated which data are employed in which areas of cybersecu-
rity training, how, and why. Second, we examined the applications and
impact of research in this area, and third, we explored the community of
researchers. OQur contribution is a systematic literature review of relevant
papers and their categorization according to the collected data, analysis
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methods, and application contexts. These results provide researchers,
developers, and educators with an original perspective on this emerging
topic. To motivate further research, we identify trends and gaps, propose
ideas for future work, and present practical recommendations. Overall,
this paper provides in-depth insight into the recently growing research on
collecting and analyzing data from hands-on training in security contexts.

Keywords: cybersecurity education, hands-on training, data science,
literature survey, systematic literature review

1 Introduction

Cybersecurity education occurs at universities, extracurricular events, in the
industry, and beyond. In all these cases, cybersecurity training is fundamen-
tally practical. It involves exercising one’s skills in applied computing topics,
such as administration of operating systems, network attacks and defense,
and secure programming. At the same time, cybersecurity is a complex, ever-
evolving domain. Instructors and students need to keep up with the latest
cyber threat landscape development through hands-on experience.

Because of its hands-on nature, cybersecurity training relies on interac-
tive learning environments and testbeds: technologies that enable students to
practice their skills in realistic computer systems. This opens opportunities
for collecting objective evidence about learning processes, such as the used
commands, system logs, and captured network traffic.

These pieces of evidence collected from cybersecurity training, also called
the training artifacts, allow researchers to authentically reconstruct the actions
that students performed while solving the training tasks. This provides the
basis for achieving important educational goals, such as to:

e understand students’ learning processes and approaches to solving the

training assignments;

® assess students and measure their learning; and

® provide personalized, targeted instruction and feedback.

These goals align with the objectives of educational data mining
(EDM) (Romero, Ventura, Pechenizkiy, & Baker, 2010) and learning analytics
(LA) (Lang, Siemens, Wise, & Gasevi¢, 2017), two growing disciplines that
leverage data from educational contexts. They aim to better understand and
improve teaching and learning (Hundhausen, Olivares, & Carter, 2017) by
employing computing methods, such as:

® mathematical modeling,
automated data analysis,
mining of patterns and processes,
natural language processing, and
machine learning.
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EDM/LA research findings support more effective training of security profes-
sionals, who are direly needed to handle the current cyber threats.

Since educational research is rooted in social sciences (Malmi et al., 2010),
EDM/LA researchers traditionally collected and analyzed data from question-
naires and interviews (Lang et al., 2017; Romero et al., 2010). However, these
data may not always constitute objective evidence. Students can, intention-
ally or unintentionally, report behavior or attitudes that differ from the truth.
Therefore, it is difficult to ensure the validity and reliability of conclusions
drawn from these data (Romero et al., 2010, Chapter 8.2.1). That is why we
focus on training artifacts measured in interactive learning environments and
their application in cybersecurity education research.

1.1 Goal of This Paper

Our goal is to understand the current landscape of EDM/LA in hands-on
cybersecurity education. We seek to provide an original overview of this emerg-
ing research area that integrates technology and learning. To achieve this goal,
we examine the published research on leveraging data from computer systems
for cybersecurity training.

Specifically, we perform a systematic literature review (SLR) of research
papers that analyze artifacts generated as a product of cybersecurity training.
These topics have been recently gaining interest, but they were studied mostly
in isolation. We contextualize and organize the research efforts and propose
practical implications for further research.

Our findings are relevant in the cybersecurity domain, as well as related
areas such as operating systems and networking. They may inspire other
researchers who use training environments and collect data from them. Based
on our SLR, researchers can learn what data sources to analyze and which
approaches were covered in previous work.

1.2 Research Topics

We aim to examine three research topics in the surveyed papers.

1. Domain and Data. Since high-quality data are the key to conducting
EDM/LA research, we focus on how the researchers addressed the issues
of data collection and analysis. First, we explore the cybersecurity areas
in which EDM/LA was applied. Then, we investigate how the data were
collected, from which computer systems, and categorize the data into
distinct types. We also look at the sample size, the time span of the data,
how privacy was addressed, and methods for data analysis.

2. Research Impact. Next, we look at whether the methods or findings of the
published research were applied in teaching practice, what were the main
contributions, and what was the citation impact of the research.

3. Research Community. Finally, we examine the background of researchers
in the field, summarize their chosen publication venues, and show how
the selected papers are interrelated. Only highlights from this topic are
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addressed, since this SLR does not primarily focus on bibliometric aspects
(such as in (Zurita et al., 2020)).
Section 3.1 defines specific research questions within each of these topics.
Answers to these questions provide an overview of this novel area for both new
and well-established researchers.

1.3 Paper Structure

Section 2 explains the terminology and describes related primary and sec-
ondary studies. Section 3 details the methods for conducting the SLR and
the review protocol. Section 4 presents and discusses the findings. Section 5
proposes ideas for future research and provides guidelines for EDM/LA
researchers. Finally, Section 6 concludes and summarizes our contributions.

2 Background and Related Work

This section provides a brief background to cybersecurity training and
EDM/LA. It presents related publications and compares them to this paper
to explain how we differ from state of the art. Section 2.1 explains the popular
formats of cybersecurity training to familiarize readers with the terminology.
The overview of the related literature surveys focuses on two domains: cyberse-
curity training (Section 2.2) and educational data analysis (Section 2.3), since
this paper is situated in their intersection.

2.1 Glossary of Hands-on Cybersecurity Training

In this paper, we consider all hands-on learning sessions during which the
students practice their cybersecurity skills. The nomenclature for these sessions
varies widely in the literature: they can be called labs, exercises, assignments,
or practicals, and they can involve individual or team learning. Below, we
particularly introduce two specific types of cybersecurity training: Capture the
Flag (CTF) (Taylor, Arias, Klopchic, Matarazzo, & Dube, 2017) and Cyber
Defense Ezercises (CDXs) (Vykopal, Vizvary, Oslejsek, Celeda, & Tovarnak,
2017).

Gamification is popular in many application contexts, including educa-
tion (Graham et al., 2020; Kasurinen & Knutas, 2018), and CTF is a flagship
example of gamifying cybersecurity training. In a CTF game, the trainees
solve cybersecurity assignments that yield flags: textual strings that are worth
points. There are two main variations of the CTF format: jeopardy and
attack-defense (Svabensky, Celeda, Vykopal, & Brisékova, 2020).

In a jeopardy CTF, trainees choose the tasks from categories such as cryp-
tography, reverse engineering, or forensics. They solve the tasks locally at their
computers or interact with a remote server or network. This popular format
is hosted even by tech giants like Google in their Google CTF (Google, 2021).

In an attack-defense CTF, teams of trainees each maintain an identical
instance of a vulnerable computer system. Each team must protect its system
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while exploiting vulnerabilities in the systems of other teams. Examples of
these events include DEF CON CTF (DEF CON, 2021) and iCTF (Vigna et
al., 2014).

CDXs such as Locked Shields (The NATO Cooperative Cyber Defence
Centre of Excellence, 2021b), Crossed Swords (The NATO Cooperative Cyber
Defence Centre of Excellence, 2021a), and Cyber Storm (Cybersecurity &
Infrastructure Security Agency, 2018) aim at professionals, often from military
or government agencies or dedicated cybersecurity teams. The trainees form
teams whose roles are denoted by colors. Blue teams are responsible for main-
taining and defending a complex network infrastructure against the attacks of
a red team. Blue teams must preserve the availability of the network services
for end-users. Both CTF and CDXs employ interactive learning environments
that allow collecting vast arrays of valuable data, which we explore in this

paper.

2.2 Literature Surveys in Cybersecurity Education

The closest paper to ours is a survey by Maennel (Maennel, 2020), who
reviewed various data sources that can serve as evidence of learning in cyberse-
curity exercises. These data sources include timing information, command-line
data, counts of events, and input logs. We chose a different methodology (see
Section 3) and posed additional research questions to examine the current
literature. Therefore, we provide a complementary and extended perspective.

Svabensky et al. (gvébensky, Vykopal, & Celeda, 2020) performed a SLR
of 71 cybersecurity education papers published at ACM SIGCSE and ACM
ITiCSE conferences since 2010. They investigated which cybersecurity topics
were published at these conferences, the teaching context, research methods,
citations, and authors within the conferences’ community. They found that
the examined research primarily employed data from questionnaires and tests
to evaluate student perceptions or learning gains. The difference is that this
SLR focuses on the applications of EDM /LA and not on any specific venue or
time period.

While the review (gvabensky, Vykopal, & Celeda, 2020) focused mostly
on university education, a review by Khando et al. (Khando, Gao, Islam, &
Salman, 2021) focused on security awareness in organizations. They discovered
that various methods, such as gamification and theoretical models, are used to
enhance the security awareness of employees. Yet, the paper did not examine
the data sources that can be mined in these security awareness programs.

Yamin et al. (Yamin, Katt, & Gkioulos, 2020) surveyed cyber ranges and
security testbeds, platforms that provide technical infrastructure for cyber-
security training. They found that most of these platforms use various data
collection mechanisms, including event logging and network layer monitoring.
Kucek and Leitner (Kucek & Leitner, 2020), on the other hand, compared the
functionality of open-source environments for conducting CTF sessions. Again,
from the data collection perspective, most environments log statistics such as
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the number of solved challenges and scoring data. However, none of the related
papers in this section addressed the research questions we pose in Section 3.1.

2.3 Literature Surveys in EDM /LA and Computing
Education

Several literature reviews about EDM/LA were published in the past few
years (Linan & Pérez, 2015). The covered topics include evaluation of LA
interventions (Knobbout & Van Der Stappen, 2020), LA-driven learning
design (Mangaroska & Giannakos, 2019), and LA dashboards (Matcha, Uzir,
Gasevi¢, & Pardo, 2020). A survey of 240 EDM works (Penia-Ayala, 2014) iden-
tified the most prominent approaches used in EDM research, which include
Bayes theorem, decision trees, instances-based learning, and hidden Markov
models. There is also a SLR of methods, benefits, and challenges of LA (Nunn,
Avella, Kanai, & Kebritchi, 2016).

A paper related to ours is a thorough literature review of EDM /LA in pro-
gramming (Thantola et al., 2015). It evaluated the content and quality of 76
papers, examining the information that “can be gained through the analysis
of programming data”, and “which of that data can be collected and analyzed
automatically”. These data include keystrokes, line edits, program compila-
tion, program execution, and more. Our paper also focuses on data collection
and analysis, however, in cybersecurity training. Moreover, we evaluate the
impact and applications of the published research and examine the research
community.

Another thorough survey is by Luxton-Reilly et al. (Luxton-Reilly et al.,
2018), who reviewed and classified 1666 publications on introductory pro-
gramming education. The survey highlighted that programming data are used
to examine students’ compilation behavior, code correctness, and code style.
These aspects are studied to identify student competencies and difficulties,
predict their performance, and recognize demotivation, among other use cases.

Margulieux et al. (Margulieux, Ketenci, & Decker, 2019) reviewed 197
texts to identify variables measured in computing education papers. These
include student performance and information about the timing, progress, and
collaboration, for example.

Lastly, Papamitsiou et al. (Papamitsiou, Giannakos, Simon, & Luxton-
Reilly, 2020) analyzed keywords in 1274 computing education papers to
discover clusters of recurring topics. Among the most frequent are assessment,
introductory programming, games, and computational thinking.

All these papers indicate a vast potential for EDM /LA in computing edu-
cation, yet little is known about its application in the field of cybersecurity
training. Our article aims to close this gap by examining this emerging topic.
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3 Method of Conducting the Systematic
Literature Review

To perform this study, we followed the well-established guidelines for conduct-
ing a SLR (Kitchenham & Charters, 2007; Moher, Liberati, Tetzlaff, Altman,
& Group, 2009). We also consulted recommendations for a systematic mapping
study (Petersen, Feldt, Mujtaba, & Mattsson, 2008; Petersen, Vakkalanka, &
Kuzniarz, 2015) and a literature review section for a Ph.D. dissertation (Ran-
dolph, 2009). This section presents the SLR protocol, which specifies the
research questions, search process, and criteria for including the discovered
papers.

3.1 Research Questions

We seek to answer the following research questions to understand the state of
the art at the intersection of EDM/LA and cybersecurity training.

Research Topic 1: Domain and Data

RQL.1 In which areas of cybersecurity training was EDM/LA applied?

RQ1.2 What was the intent of the data collection?

RQ1.3 From which computer systems or environments were the data col-
lected?

RQ1.4 What types of data were collected from these systems?

RQ1.5 From how many students were the data collected?

RQ1.6 What was the time span of the data? In other words, how long did the
educational activity last while the data were collected?

RQL.7 Since EDM/LA involves collecting data about people, did the research
address data anonymization and privacy preservation?

RQ1.8 Which analysis methods were applied to the collected data?

Research Topic 2: Research Impact

RQ2.1 In which educational context was the research practically applied?
RQ2.2 What were the contributions of the research?

RQ2.3 What were the supplementary materials of the research?

RQ2.4 How much was the research cited?

Research Topic 3: Research Community

RQ3.1 Who were the authors of the research, and what were their affiliations?

RQ3.2 What are the characteristics of the conferences and journals they
choose for publishing?

RQ3.3 How much did the members of the community cite each other?
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3.2 Identifying Sources for the Automated Search for
Papers

We decided not to search for papers in the databases of individual publishers,
such as the ACM Digital Library or IEEE Xplore, to avoid inaccuracies and
conflicts when merging the results. Instead, we considered three aggregate
databases: Web of Science, Scopus, and Google Scholar.

We ultimately used Scopus (Elsevier, 2021), since it indexes a represen-
tative portion of the databases of individual publishers. We did not choose
Web of Science because it does not index several years of relevant educational
conferences, such as ACM SIGCSE. We also omitted Google Scholar since it
indexes many lower-quality publications, such as non-peer-reviewed papers.

3.3 Selecting the Keywords for the Automated Search

When defining the search terms, we aimed to cover the intersection of cyber-
security education and data analysis. We collected the keywords from multiple
sources: previously known relevant papers, our expertise, and the knowledge of
three cybersecurity experts independent from the paper authors. After multiple
iterations and test searches, we established the search query in Figure 1.

(
(
(cybersecurity OR "cyber security" OR "computer security"
OR "information security" OR "network security")
AND
(educat* OR teach* OR instruct* OR student* OR learner OR exercisx)
)
OR
("capture the flag" OR "cyber defense exercise" OR "cyber defence
exercise" OR "security training" OR "security exercise" OR "cyber range")
)
AND

(analy* OR evaluat* OR examinx)

Fig. 1 The query for the automated search for papers in the Scopus database. Asterisks
represent wildcards, and the search is case-insensitive.

After several pilot searches, we excluded the keywords learn* and trainx,
as they matched hundreds of general machine learning papers about deep learn-
ing or training classifiers. It is important to note that this exclusion did not
eliminate educational papers. Publications about teaching or learning included
at least one of the other educational keywords we used, such as educat,
teach*, or student*. Moreover, we added keywords specific to cybersecurity
education, such as security training or security exercise.

We also excluded the keyword security, since it yielded too many irrel-
evant papers (for example, about fire safety or physical security). Finally, we
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removed keywords related only to operating systems or networking, since dur-
ing test searches, the candidate set of results was huge. Nevertheless, the query
remained broad enough to avoid the risk of missing a relevant paper.

3.4 Performing the Automated Search for Candidate
Papers

Figure 2 shows an overview of the SLR process. We started by submitting the
query in Figure 1 to the online database Scopus (Elsevier, 2021). We restricted
the search to titles, abstracts, and keywords of papers in conference proceedings
or journals, in the area of computer science or engineering, and in the English
language. Then, we exported the results as bibliographic records (in the bib
format) to the Mendeley reference manager (Mendeley, 2021).

Submitting the Applying inclusion Discussing and resolving Reading and

] search query criteria disagreements | data extraction H

. = = 4 E :IEE;/:

Citation database 3021 candidate papers 86 candidate papers 35 selected papers Spreadsheet with extracted
(Scopus) (1st round) (2nd round) data about the papers

Fig. 2 Overview of the steps of the systematic literature review, along with the numbers
of papers at each stage.

We performed the first search on March 29, 2019. Immediately afterward,
we subscribed to Scopus e-mail notifications that informed us about newly
indexed papers, which we gradually added to the candidate set. We stopped
adding new candidates on September 24, 2021.

This process yielded 3021 candidate papers. To evaluate the search, we
checked that the candidate set included relevant papers that we knew from
our previous research in cybersecurity education.

3.5 Defining the Inclusion and Exclusion Criteria

After multiple iterations and pilot tests, we defined five selection criteria. We
explain the rationale behind each criterion and provide examples of exclusion
when necessary.
1. The paper must have full text available and be at least four pages long.
Shorter papers lacked space to provide detailed information needed to
answer our research questions.

2. The paper must report on collected data that originate from human inter-
action with a computer system for cybersecurity training. By a computer
system, we mean a hardware, or virtualized, or cloud infrastructure,
in which the student interacts with software applications. This com-
prises either individual or team learning that occurs during labs, training
sessions, simulations, competitions, exercises, and the like.

We excluded papers that dealt with video and board games. Although
these games have educational potential, they do not emulate realistic
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cybersecurity operations that involve cybersecurity tools and their moni-
toring. We also excluded purely system design papers that only proposed
a data collection/analysis toolchain but did not apply it in practice, not
even in author testing. The reasoning from our experience was that the
system might theoretically look good as a proposal on paper, but its true
capabilities can only be proven in practice. So, our research questions
focus on practical demonstration and application.

. The collected data must result either from interactions with an operating

system and applications running in it (for example, recorded keystrokes,
mouse clicks, memory dump, filesystem changes, or network traffic) or
with some additional training system (such as timings of actions in a
separate training interface).

This means we excluded papers that reported only grades of stu-
dents or only administered questionnaires (for example, (Chothia &
Novakovic, 2015)). As we argued in Section 1, we consider these data
often not representative of students’ actions. For similar reasons, we also
excluded papers focusing solely on the affective domain, such as emotion
recognition (Imani & Montazer, 2019).

The data must be collected and analyzed automatically or at least semi-
automatically. We excluded papers that involved only fully manual data
processing, such as human graders observing the students and noting
their actions (for example, (Rege et al., 2017)). This approach is time-
consuming to replicate, does not scale, and is prone to errors. Therefore,
our review targets computer technologies for automated data processing.

. The data analysis must support an educational goal, for example, to

assess students or help instructors understand the students’ learning pro-
cesses or behavior. This means we excluded papers that presented only
performance testing of the learning environment.

3.6 Preliminary Reading and Applying the Inclusion

Criteria

Two authors, independently of each other, preliminarily screened each of the
3021 candidate papers and applied the inclusion criteria. We followed the
process in Figure 3.

3.7 Resolving Disagreements and Selecting Papers for

Review

When the two readers finished, they compared their decisions. There were
three possibilities:

e If both readers voted to include the paper, it was selected.
® [f both readers voted to exclude the paper, it was rejected.
e [f there was a disagreement, it was resolved by discussion. Afterward, the

paper was either selected or rejected.
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for each paper in the candidate set:
read the title and abstract
decide for inclusion or exclusion
if decision cannot be made:
read the introduction and conclusion
decide for inclusion or exclusion
if decision cannot be made:
skim-read the rest of the paper
decide for inclusion or exclusion

Fig. 3 The algorithm for selecting papers for the literature review from the candidate
papers.

The readers initially agreed on 97.8% of papers (23 immediate selections
and 2935 immediate rejections). We initially disagreed and further discussed
the remaining 2.2% (63 papers). Our inter-rater agreement (Krippendorff,
2004) measured by Scott’s m and Krippendorfl’s a (for nominal data) was 0.41,
which is moderate. The coefficients were calculated using the Python NLTK
module (Natural Language Toolkit (NLTK) Project, 2022).

3.8 Extracting Data from Selected Papers

We selected 35 papers for the detailed review. We read their full texts,
extracted the information determined by our research questions, and recorded
them in a spreadsheet. Section 4 presents the results.

4 Results and Discussion

Although the oldest candidate paper is from the year 1976, the oldest selected
paper is from 2012. Moreover, more than two-thirds of the selected papers
were published in 2017 or later. This implies that EDM/LA in cybersecurity
is an arising topic that has recently started gaining traction, and it will likely
continue in this growing trend.

We now answer the research questions from Section 3.1. Throughout this
section, we refer to Table 1 and Table 2, which summarize the results.



Table 1 Overview of the goals of the 35 reviewed papers grouped by topics. The papers are identified by an arbitrary number based on the year of

publication. For two papers Px and Py, if z < y, then Pz was published before Py or in the same year.

Paper ID

Cybersecurity Topics (RQ1.1)

Goal of the Paper

P3 Chapman, Burket, and Brumley (2014)

P5 Burket, Chapman, Becker, Ganas, and Brumley (2015)
P7 Weiss, Locasto, and Mache (2016)

P9 Vykopal and Bartak (2016)

P11 Tseng et al. (2017)

P12 Caliskan, Tatar, Bahsi, Ottis, and Vaarandi (2017)
P14 Andreatos (2017)

P16 Kont, Pihelgas, Maennel, Blumbergs, and Lepik (2017)
P18 Chothia, Holdcroft, Radu, and Thomas (2017)

P19 Tian et al. (2018)

P21 Svabensky and Vykopal (2018a)

P22 Svabensky and Vykopal (2018b)

P25 Andreolini, Colacino, Colajanni, and Marchetti (2019)
P26 Falah, Pan, and Chen (2019)

P28 Maennel, Mises, Siitterlin, Ernits, and Maennel (2019)
P31 Tobarra et al. (2020)

P34 Kaneko et al. (2020)

P35 Yett et al. (2020)

P2 Reed, Nauer, and Silva (2013)

P6 Abbott et al. (2015)

P1 Rupp et al. (2012)

P23 Zeng, Deng, Hsiao, Huang, and Chung (2018)

P24 Deng, Lu, Chung, Huang, and Zeng (2018)

P27 Palmer (2019)

P30 Sheng (2020)

P33 Tobarra et al. (2020)

P8 Granasen and Andersson (2016)

P10 Henshel et al. (2016)

P15 Labuschagne and Grobler (2017)

P17 Maennel, Ottis, and Maennel (2017)

P20 Kokkonen and Puuska (2018)

P13 Weiss, Turbak, Mache, and Locasto (2017)

P4 Nadeem, Allen, and Williams (2015)

P29 Espinha Gasiba, Lechner, and Pinto-Albuquerque (2020)
P32 Almansoori et al. (2020)

offense, forensics
offense

offense

offense

offense

offense

offense

offense

offense

offense

offense

offense

offense

offense

offense, network security
offense, forensics, network security
offense, forensics
offense, secure programming
forensics

forensics

network security
network security
network security
network security
network security
network security
incident response
incident response
incident response
incident response
incident response
system administration
secure programming
secure programming

secure programming

analyze the preferences, activity, and number of learners in a CTF
detect cheating in a CTF by analyzing sharing of solutions

assess learners by visualizing their command history as a directed graph
determine what information can be predicted from logs of 260 trainees
analyze learners’ behavior in a CTF to reveal their misconceptions
determine metrics from exercise logs that will predict students’ grade
analyze students’ network activity in a lab to review their actions
provide and evaluate feedback for the attacking teams in a CDX
determine if storyline in a cybersecurity training improves learning
provide trainees with situational awareness of the training

determine if trainees fulfill prerequisites of security training

analyze how trainees interact with security training tasks and tools
assess trainees by comparing their actions to a reference solution
estimate the difficulty of attacks and measure skills of trainees

assess students who apply to a cybersecurity master degree program
compare assessment of students who did / did not participate in a CTF
evaluate an intensive cybersecurity course based on student performance
analyze how students collaborate in group programming tasks

analyze score distribution, submission delay, and frustration in a CTF
quantitatively analyze student actions and performance in security training
identify skill profiles of students based on logs and submitted commands
compare student grades with the time they spent working on lab tasks
adapt instruction to trainees’ learning style, predict their performance
automatically assess the quality of students’ network configuration
evaluate a custom machine learning model for assessing students
evaluate how often and how long students interact with a training platform
assess performance, behavior, and progress of teams in a CDX
determine proficiency metrics to assess performance of teams in a CDX
assess trainees by comparing their command history with an ideal solution
propose and apply a methodology for measuring learning in a CDX
analyze communication patterns of defending teams in a CDX

assess learners by visualizing their command history as a directed graph
recommend reading to developers based on vulnerabilities in their code
compare two methods for measuring time to solve a challenge

analyze how students and instructors use unsafe C/C+ 4 functions
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Table 2 Overview of the intent of data collection, collected data, analysis methods, and contributions of the 35 selected papers.

Paper ID Intent (RQ1.2) Collected Data (RQ1.4) Analysis (RQ1.8) Contribution (RQ2.2)
P1 Rupp et al. (2012) assess C, T DS, ML study of learning in a training platform
P2 Reed et al. (2013) assess, inform E, T DS, NM measure of situational awareness
P3 Chapman et al. (2014) assess, inform E, T DS open-source platform and challenges
P4 Nadeem et al. (2015) support C DS, NM architecture of a learning system
P5 Burket et al. (2015) assess E, T DS, QA open-source platform and challenges
P6 Abbott et al. (2015) assess H, A,N, E DS architecture of data collection infrastructure
P7 Weiss et al. (2016) assess, support c QA study of the utility of command history
P8 Granasen and Andersson (2016) assess A, N, 1,V DS, NM assessment model for defense exercises
P9 Vykopal and Bartak (2016) assess, inform E, T DS study of the utility of game logs
P10 Henshel et al. (2016) assess N, I, T DS, ML assessment model
P11 Tseng et al. (2017) assess H QA study of students’ behavior
P12 Caliskan et al. (2017) assess H, N DS, ML study of grading students
P13 Weiss et al. (2017) assess, support C QA study of the utility of command history
P14 Andreatos (2017) assess N DS study of monitoring student network activity
P15 Labuschagne and Grobler (2017) assess c, T DS, NM method for scoring
P16 Kont et al. (2017) support H, N DS framework for attackers’ situational awareness
P17 Maennel et al. (2017) assess N, T QA method for measuring learning
P18 Chothia et al. (2017) assess C DS study of story improving engagement
P19 Tian et al. (2018) assess, support H, N, D, C QA study of the utility of command history
P20 Kokkonen and Puuska (2018) assess I, T QA tool for CDX organizers’ situational awareness
P21 Svabensky and Vykopal (2018a) assess E, T DS, ML, QA study of predicting prerequisites
P22 Svabensky and Vykopal (2018b) assess, inform E, T DS, QA study of students’ behavior
P23 Zeng et al. (2018) assess T DS study of factors that contribute to learning
P24 Deng et al. (2018) assess, support c, T DS, ML method for personalizing instruction
P25 Andreolini et al. (2019) assess H,A,N,C, T DS, NM, QA method for modeling and scoring training
P26 Falah et al. (2019) assess E, T DS, PM method for scoring / assessing performance
P27 Palmer (2019) assess D DS tool for assessing performance
P28 Maennel et al. (2019) assess E, T QA lessons learned from assessing students
P29 Espinha Gasiba et al. (2020) assess, support, inform E, T DS, NM, PM, QA methods for computing challenge solve time
P30 Sheng (2020) assess N NM, ML experimental comparison of two metrics
P31 Tobarra et al. (2020) assess E, T DS study of effect of CTF on grades
P32 Almansoori et al. (2020) support C DS, NM study of issues in C/C++ code at universities
P33 Tobarra et al. (2020) inform E, T DS, IS study of students’ interactions with a platform
P34 Kaneko et al. (2020) assess H, A, V, T QA study of an exercise-based cybersecurity course
P35 Yett et al. (2020) assess E, T DS, IS, PM, QA study of students’ approaches to collaborative tasks
Collected data: C = shell commands and program code, N = network logs and traces, H = host-based logs, A = application logs, D = disk and memory content, E = training events, I
interaction and communication, V = video, T = timestamps.
Analysis methods: DS = descriptive statistics, IS = inferential statistics, NM = numerical methods, ML = machine learning, PM = probabilistic modeling, QA = qualitative analysis.
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4.1 Research Topic 1: Domain and Data

We start by looking at the first eight research questions about the data
collection and analysis.

4.1.1 RQ1.1: Cybersecurity Topics

We categorize the papers into custom technical topics and also identify the
topics from the CSEC2017 cybersecurity curriculum (Joint Task Force on
Cybersecurity Education, 2017). The categorization intentionally omits soft
skills such as critical thinking and teamwork, which are outside the scope of
this SLR.

As Table 1 shows, 18 papers focus on teaching offensive security skills,
including penetration testing, exploitation, network attacks, cryptographic
attacks, and reverse engineering. 22 papers focused on defensive skills, which
we divided into the following:

e Network security (P1, P23, P24, P27, P28, P30, P31, P33), which includes
technical defensive skills, such as configuring networks, firewalls, and
intrusion detection.

e Incident response (P8, P10, P15, P17, P20), which involves the network
security skills applied while resolving a simulated cybersecurity incident.

e [orensic analysis and examining digital evidence (P2, P3, P6, P31, P34).

e Secure programming and preventing vulnerabilities (P4, P29, P32, P35).

e System administration (P13), which involves configuring a Linux system.

Next, we mapped the topics onto the Knowledge Areas of the CSEC2017
curriculum (Joint Task Force on Cybersecurity Education, 2017). The map-
ping revealed that Connection security and System security are dominantly
represented (in 26 and 23 papers, respectively). Also present were Data secu-
rity (7 papers), Software security (4 papers), and Component security (3
papers). Human, Organizational, and Societal security were not present due to
our inclusion criteria. Interestingly, although programming topics are preva-
lent in computing education research, there were only four papers on secure
programming in our dataset.

However, the topic mapping was sometimes difficult. Only a minority of
papers stated the learning objectives or described the cybersecurity skills they
aim to practice. For example, in P2, we were unsure about the content of the
exercises. We assigned the paper in the Forensics category because it stated
that “The challenges contained forensics data”. Moreover, very few papers ref-
erenced a standardized cybersecurity curriculum, such as (CC2020 Task Force,
2020; Joint Task Force on Computing Curricula, Association for Computing
Machinery (ACM) and IEEE Computer Society, 2013), when defining their
learning objectives. Nevertheless, we managed to work with the information
that was apparent from the paper text.

4.1.2 RQ1.2: Intent of Data Collection

We synthesized three main purposes of data collection:
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® Assess students, that is, measure their performance, reveal their miscon-
ceptions, analyze their task solution patterns, or otherwise evaluate their
actions. This was the goal of 31 papers, the vast majority.

® Support learning of students or provide feedback to them. This was the

goal of 8 papers. Some publications had multiple goals, so 5 of these
papers overlapped with the assessment papers.

® nform the training content creators to provide them feedback about how

the students approached the tasks. This was the goal of 6 papers.

Table 2 categorizes the selected papers based on the intent. Although
several papers have the same overarching goal, they achieve it with differ-
ent applications of EDM/LA. We gradually analyze various aspects of these
applications in the following sections.

4.1.3 RQ1.3: Environments for Data Collection

A learning environment that allows automated data collection is a crucial
prerequisite for any EDM /LA applications. Therefore, it was one of the aspects
on which we focused in our review. Specifically, we observed four types of
environments from which the data were collected:
® The training infrastructure, which is a physical or virtual environment
that consists of one or more hosts with a standard operating system. The
hosts are usually networked. This category includes cyber ranges (Yamin
et al., 2020) and lab platforms, and 24 papers collected data from them.
® A software application that simulates a network environment. This was
applicable only for P1 and P27.
® Learning management system (LMS), which is a web-based technology
that facilitates the training, such as a CTF platform (Kucek & Leitner,
2020). LMS allows collecting the solutions to tasks submitted by students.
This applied to 8 papers.
® Faxternal sources of data. This was applicable only for P4 and P32 that
collected source code from repositories.

4.1.4 RQ1.4: Collected Data

The data collected from learning contexts were largely heterogeneous, demon-
strating the diverse possibilities that EDM/LA offers. We synthesized nine
categories denoted by capital letters used in Table 2 and Figure 4.

The following data were collected from the training infrastructure or simu-
lation software as a result of the students’ direct interaction with the training
environment:

e Shell commands and program code (C), including that from external
sources (10 papers).

e Network logs and traces (N), including packet captures and intrusion
detection system logs (10 papers).

e Host-based logs (H), which include Syslog, audit logs, event logs, CPU
and memory usage, and process activity (7 papers).
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Fig. 4 The distribution of how often the identified data types were present in the 35 papers.

e Application logs (A), such as the status of network services, interaction

with a graphical user interface, mouse clicks, and keystrokes (4 papers).

o Content of disk and memory (D), such as stored configuration files (2

papers).

The data generated during the training collected from LMS and other
sources comprise these categories:

o Training events (E), that is, interactions with a LMS or actions such as

submitted answers or flags in a CTF (13 papers)!.

e Interaction and communication (I) between students, which includes chat

content or e-mail headers (3 papers).

® Video capture (V) of learners’ screens (2 papers).

The final category of data collected in 21 papers was timestamps (T) of
actions such as command submissions or event triggers. This category also
included the corresponding derived data, such as the duration of these actions.

In the reviewed papers, we considered only data that were collected in
practice and later analyzed. For example, P15 states that their cyber range
allows collecting host-based and network logs. However, the paper does not
demonstrate this capability in practice. The analysis is performed only on shell
commands and time-related information, so the corresponding entry for P15
in Table 2 lists only the categories C and T.

Apart from the data relevant to our research questions, some papers
employed other data sources, for example, learner surveys (P8, P10, P21, P22,
P24, P28, P31, P33), student grades (P12, P18, P23), observer reports (P8),
sample solutions to tasks (P15, P25), and Common Weakness Enumeration
(CWE) articles (P4, P29). For more additional data types, we refer the reader
to the above-mentioned survey by Maennel (Maennel, 2020).

'For an in-depth overview of learning events and architecture for collecting them, see (Estévez-
Ayres, Arias Fisteus, & Delgado-Kloos, 2017).
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4.1.5 RQ1.5: Sample Size

The size of the collected dataset influences which EDM /LA methods are appli-
cable. For example, many machine learning techniques require thousands or
tens of thousands of data points. However, due to the diversity of data types
we identified, it is impossible to compare the papers directly. For example, a
dataset of 1 GB of network traffic and 1 hour of video footage of learners’
screens are incomparable.

Therefore, as a proxy, we looked at the number of participants from which
data were collected. The sample size ranged widely, from one (P19) to 9738 (P3,
P5) participants. The median was 43. For comparison, in general cybersecurity
education papers, the median number of participants is about 40 (gvébensky,
Vykopal, & Celeda, 2020).

Although most papers reported the number of participants, there were
occasional issues with clarity. For example, P17 states that 900 people partici-
pated in the exercise; however, it was unclear whether all of them contributed

to the dataset. In P7, 24 teams participated, but the team size is unknown?.

4.1.6 RQ1.6: Time Span of Data

We also looked at the time span during which the data were collected since this
is another proxy indicator of the dataset’s depth. Most commonly, 14 papers
collected the data during the period from 1 to 14 days. This was usually the
case of CTF and CDX. Next, ten papers collected the data over a period from
1 to 13 hours. They mostly examined one or more lab sessions. Three papers
spanned a month or more. Finally, eight papers did not report the time-related
information.

4.1.7 RQ1.7: Privacy and Ethical Issues

Although almost all papers collected data about human participants, only eight
publications explicitly addressed privacy and ethical issues. P3 explains that
no information about individual students was recorded. Similarly, P22 and
P28 explain that the collected data were not linked to personally identifiable
information during the research. In P21, the data were anonymized, and P17
argues that only aggregate data are presented to preserve anonymity. Finally,
P6 and P29 describe that participants explicitly consented to data collection,
and in P8, the participants could opt out of the data collection.

Ethical measures, such as data anonymization, may be overlooked when
reporting EDM /LA research. However, they constitute an important part of
the research process, so EDM /LA researchers should not neglect them in future
work.

2When computing the median of participants, we performed a small simplification for P7: by
assuming two or three people per team, we estimated 60 participants in the 24 teams.
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4.1.8 RQ1.8: Analysis Methods

EDM/LA offer a multitude of techniques and methods for the analysis of
collected data to achieve an educational goal. We observed these six types of
analysis, which are summarized in Table 2 and Figure 5.

T
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Fig. 5 The distribution of how often the identified analysis methods were present in the
35 papers.

e Descriptive statistics (DS) of collected data, including their correlations.
Almost all papers (26 out of 35) reported some descriptive statistics.

e Inferential statistics (IS), which was present only in P33 and P35.
Although P8, for example, applied statistical testing to questionnaire
data, these data were out of the scope of this SLR. Nevertheless, since
the median sample across all selected papers was 43 participants, many
statistical tests might not have been appropriate in other papers.

e Numerical metrics (NM) computed by aggregating the collected data,
usually for assessment. Eight papers employed standard metrics, such as
cosine similarity, or developed custom scoring metrics.

® Machine learning (ML) methods, more specifically:

— regression (P10, P21);

— classification using Naive Bayes (P12), decision trees (P12, P24), or
support vector machines (P24);

— principal components analysis (P1); and

— custom models (P30).

e Probabilistic modeling (PM) in P26, P29, and P35.

® Qualitative analysis (QA) of the collected data, either of the submitted
commands (P7, P13, P19) or other student actions (P11, P17, P20, P28,
P34). Moreover, six other papers (P5, P21, P22, P25, P29, P35) used
qualitative analysis in addition to other methods.
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Most data analyses were performed after the training ended, which seems
to be the most straightforward use case. The exceptions included live scoring
during a CDX (for example, P8 and P16).

4.2 Research Topic 2: Research Impact

Next, we reviewed the papers’ application domain, contribution, supplemen-
tary materials, and citation impact.

4.2.1 RQ2.1: Application in Practice

The published research had diverse application contexts, which again demon-
strates that EDM /LA is suitable for various use cases. 13 papers were applied
within university courses. Next, five papers were from a CDX and five more
from a jeopardy CTF. Ten were applied in other types of cybersecurity
training. Finally, two papers had no application besides the author testing.

4.2.2 RQ2.2: Contribution

Table 2 shows an overview of the contribution of the individual papers. In this
section, we discuss the specific contribution of each paper in more detail. The
papers are grouped by the application context.

The majority of papers used student interaction data within a univer-
sity course. P7 and P13 generated graphical progress models of students’
approaches to solving cybersecurity exercises using a command line. P12 and
P14 used mainly network logs to assess students in cybersecurity courses.
P18 analyzed whether introducing an optional story element into cybersecu-
rity assignments improves student performance. P23 and P24 assessed student
learning mainly based on timing information, such as time spent on the tasks.
Similarly, P26, P28, P31, and P33 measured skills of students using time-
base statistics and event logs, in addition. P27 evaluated students’ network
configuration and P32 students’ usage of unsafe programming functions.

A compact cluster of papers concentrated on CDX. P8 collected network
and system logs to study the performance of participating teams. Similar data
sources were used in P10 to assess and predict team performance. P17 pro-
posed a more systematic approach: a methodology to employ CDX data for
team assessment. P16 focused on using CDX data to provide feedback for Red
teams. Finally, P20 developed a tool to analyze Blue team communication and
reporting data.

Jeopardy CTF was another important application area. P2 collected learner
interaction data from a CTF platform to measure score distribution, time
delays, and frustration of participants. P6 followed up on this work to derive
meaningful blocks of learner activity, such as the used applications, from CTF
logs. P3 analyzed challenge completion in a large-scale online Jeopardy CTF.
P5 used the same dataset as P3 to report on observed cheating attempts and
proposed a method called automatic problem generation as a solution. Finally,
P11 used host-based logs to describe learner activity.
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Most of the remaining works focused on other types of cybersecurity train-
ing. P1 proposed an evidence model for analyzing data from Packet Tracer,
software for learning networking, to discover skill levels of learners. P9, P21,
and P22 evaluated data capturing learner interactions with a cyber range
to understand how students approach solving cybersecurity exercises. P15
employed metrics such as timing, commands entered, and similarity to the
reference solution to assess technical skills of trainees in a cyber range. P25 gen-
erated visual models of trainees’ approaches and investigated their difference
from the reference solution, again using this information for skill assessment.
P29 and P30 created sophisticated numerical and machine learning models to
analyze log data from cybersecurity training. P34 used operation logs to evalu-
ate a cybersecurity course, and P35 focused on student collaboration in group
programming tasks.

Finally, two papers presented only a prototype. P4 proposed a method for
analyzing program code to discover vulnerabilities and recommend relevant
sources to software developers. Lastly, P19 proposed a method for real-time
analysis of log data from cyber ranges to improve situational awareness.

In a few cases, however, the contribution was difficult to determine. For
example, the abstract of P11 states that the data analysis will be used to
reveal student misconceptions. However, no reported results indicated the
misconceptions were found.

4.2.3 RQ2.3: Supplementary Materials

Only eight publications provided supplementary materials along with the
paper. Papers about the PicoCTF platform (P3, P5) released the open-source
code of the platform on GitHub. The Frankenstack framework (P16) can also
be found on GitHub, although the repository is not linked from the paper.
Similarly, P21 links a repository with an open-source visualization tool, and
P29 refers to open-source components of the training platform. P18 provides
virtual machines and cybersecurity exercises for other instructors. P28 also
links exercises, but the link is no longer functional. Finally, P33 provides a
video about the training platform and solving exercise tasks in it.

4.2.4 RQ2.4: Citation Analysis

The citation analysis was conducted on October 8, 2021 using Scopus.
Although the citation counts are relatively small (min = 0, max = 64, median
= 5), this is probably because 71% of the papers were published in 2017 or
later. As a result, there was not enough time for the citation impact to appear.
However, the sample is too small for conclusive results.

Interestingly, although the most cited journal paper (P19) has 64 cita-
tions, the number drops to 32 after removing self-citations. On the other hand,
the most cited conference paper (P3) has 63 total citations and 62 non-self-
citations. This paper deals with PicoCTF, a popular event held annually since
2013, along with an associated open-source platform.
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4.3 Research Topic 3: Research Community

We now present the results regarding the authors, their affiliations, and
publication venues.

4.3.1 RQ3.1: Authors and Their Affiliations

A total of 125 unique authors wrote the surveyed papers. Out of these authors,
101 co-authored only one paper, 21 co-authored two papers, and 2 authors
three papers. This suggests that the community of EDM/LA researchers in
cybersecurity is neither stable nor particularly big.

Considering the authors’ affiliations, 92 of them were associated with a
university or a college, 18 with a military or government institution, 13 with
a private company, and 4 with a non-governmental research and development
organization®. The prevalence of academic institutions is motivated by the
fact that the authors often work as teachers of cybersecurity courses, and
the research supports their teaching. Another contributing factor is that their
institutions may require them to publish as a part of their job duties.

Of the 35 selected papers, 22 were written solely by university researchers
and 3 by military/government institutions. We observed little cross-
institutional collaboration. Universities and military collaborated in 3 cases,
universities and private companies in 3 cases, and research institutes and pri-
vate companies in 4 papers. Such collaboration can be beneficial, because
the research addresses the needs of various stakeholders, and the educational
intervention is evaluated at multiple institutions.

4.3.2 RQ3.2: Publication Venues

The selected papers were published in various conferences and journals; there
were no prominent flagship venues for EDM/LA research in cybersecurity.
However, some trends appeared: conferences are preferred to journals (27 vs.
8), probably due to the speed of publication and targeting a specific audience.
Also, bibliometrics is not an important criterion for most authors. Half of
the journal papers were not indexed in Web of Science (Clarivate, 2022), and
most conferences were not CORE-ranked (Computing Research and Education
Association of Australasia, 2021). However, other metrics and standards for
rating the quality of publication venues also exist, so these provide only a
partial point of view.

4.3.3 RQ3.3: Citation Map

We examined whether there are citation interconnections between papers that
might indicate relationships between researchers. However, as Figure 6 shows,
the papers rarely cite each other. The most cited paper is P10 with three
non-self citations from P11, P16, and P17, indicating that P10 may represent
important prior work. Next, P3 has two citations by P18 and P22, both of

3The counts sum to 127 because two authors had two affiliations.
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which deal with offensive cybersecurity topics similar to P3. P5 is cited by
P31, again overlapping in topics. Lastly, P2 and P8 have a single citation each,
both from P17, focusing on defensive topics. Overall, these links are relatively

weak, showing that the community is fragmented, with the only prominent
group forming in the CDX application domain.

Training University education

®® @)
& ¢ /

Jeopardy CTF

|

" . _,—" Prototype only

Fig. 6 The 35 papers grouped by the application context (RQ2.1). Red nodes deal with
offensive topics and blue nodes with defensive (RQ1.1). A solid arrow indicates overlapping
authors and time progression (A — B means that B was published after A and shared one
or more authors). A dashed arrow indicates non-self citations (B --» A means that B cites
a previously published paper A and both have different authors).

4.4 Summary of the Observed Trends

We now summarize the key results of the literature review. The papers
cover offensive and defensive topics almost equally, which can also be seen in
Figure 6. The authors are usually from universities or military institutions,
and their typical goal is to assess students. To do so, the researchers collect
data from the training infrastructure, which is often virtualized.

When sorted by the most common data type, the data include timestamped
actions in a learning infrastructure, training events, commands and code, net-
work traces, and host-based logs. They are collected from a median of 43
students over a period of a few hours to several days. To analyze the data, the
authors usually present descriptive statistics or qualitative insights.

The research often provides valuable contributions, such as innovative scor-
ing methods, insights into students’ behavior, or case studies carried out in
an authentic context. As Figure 6 shows, the application context is relatively
evenly distributed among university education, CDX, CTF, and other types
of cybersecurity training.

The papers’ main disadvantage is that they rarely provide supplementary
materials, preventing other researchers and educators from building on the
results. This is also true in other cybersecurity education papers (Svébensky,
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Vykopal, & Celeda, 2020). Moreover, few of them address the privacy of the
students and data anonymization issues.

4.5 Limitations of the Results

All literature reviews are limited by the selection of paper databases and search
terms. Although we focused only on papers indexed by Scopus, it is a major
database, and our search query was broad and reviewed by independent cyber-
security experts. Therefore, we believe we minimized the number of missed
candidate papers.

Another limitation of all surveys is a potential researcher bias when man-
ually reviewing the papers and extracting data from them (Petersen et al.,
2015). Nevertheless, we minimized this bias by following the guidelines for lit-
erature reviews (Kitchenham & Charters, 2007; Petersen et al., 2008, 2015;
Randolph, 2009). Most notably, these include: defining the SLR protocol in
advance, having two authors review the candidate papers independently, and
discussing and resolving disagreements.

Even though our search criteria were broad, we selected only 35 papers.
This number suggests that the analysis of cybersecurity training artifacts is a
narrow domain, and its community is not (yet) widely established. To support
the development of this arising research area, we provide recommendations
for further research in Section 5. Nevertheless, the relatively small number of
selected papers is typical for SLRs, which tend to have a narrow focus. In a
comparison of ten literature reviews (Petersen et al., 2008, p. 7), five of them
inspected less than 30 papers.

5 Implications of this Literature Survey

Cybersecurity education research combined with EDM/LA has a substantial
practical impact. It brings new insights into learning technologies and enables
effective learning interventions. However, our SLR revealed that few studies
fully exploit the potential of EDM /LA applied to student-generated data. One
of the reasons could be that creating the training content itself is challenging,
and few resources are left for other activities such as follow-up research.

To motivate further research, we formulate a research agenda in Section 5.1.
Section 5.2 also provides recommendations for writing papers in the domain of
EDM/LA to aid fellow cybersecurity education researchers. As a result, this
SLR not only reviews the facts derived from existing literature but adds to the
understanding of the area.

5.1 Identified Research Gaps and Future Work Proposals

We list several open problems not covered in the surveyed papers. To be
specific, we phrase the problems as research questions and invite interested
researchers to address them.
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1. The vast majority of the examined papers focused on offensive security
and network security. An uncovered research question is: How can student
data be leveraged to support other areas of cybersecurity education, such
as secure programming, data security, or even human security?

2. Most reviewed papers performed a post-hoc analysis of student data. How-
ever, a real-time analysis would provide situational awareness and support
classroom orchestration. Moreover, it would enable providing immedi-
ate automated feedback to students to improve their learning experience.
Therefore, an interesting question is: Which information can be inferred
from student data during the training to inform instructors and students
about their progress?

3. A follow-up question to the previous one is: How to automatically adapt
instruction based on the student data? Similarly to intelligent tutoring
systems, cybersecurity training environments can employ student data to
personalize instruction according to the skill level of individual students.
These technologies can reduce the barrier to participation of beginners.

4. Since the median sample size was only 43 students, many statistical and
machine learning methods are not applicable. However, the time span of
data collection ranged from several hours to several days, during which
each student generates in-depth data. So, it would be interesting to exam-
ine: Which automated methods for data analysis are suitable for a small
number of students who interact with the training environment for a long
time?

5. For researchers interested in writing literature survey papers, a relevant
question is: How can cybersecurity be taught? The review can exam-
ine the possible teaching methods, their effectiveness, advantages and
disadvantages, and necessary infrastructure.

Moreover, open problems in computing education research (Denny, Becker,
Craig, Wilson, & Banaszkiewicz, 2019) or general cybersecurity educa-
tion (sz’%bensky7 Vykopal, & éeleda, 2020) can also be applied to hands-on
security training combined with EDM/LA.

Last but not least, cybersecurity education research requires an infrastruc-
ture for data collection. To support the research, developers of learning tech-
nologies can examine how to simplify the deployment of training environments
that would enable seamless data collection and analysis.

Overall, there are many opportunities for fruitful future work. Research
aimed at technologies that support learning has a great potential to improve
the student experience. It can enable remote access to education at scale,
provide rapid assessment and feedback, and reduce the burden placed on
instructors.

5.2 Recommendations for Publishing EDM /LA Research

Handbooks of EDM (Romero et al., 2010) and LA (Lang et al., 2017) provide
an excellent overview of general methods and research approaches, along with
examples of studies. We wish to add more specific recommendations that we
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formulated while reviewing the 35 papers. Therefore, we provide a list of six
criteria that an EDM/LA paper in cybersecurity should address.

1. Clearly describe the learning objectives of the cybersecurity edu-
cational intervention. Refer to a standardized curriculum, such as
CSEC2017 (Joint Task Force on Cybersecurity Education, 2017) or
ACM/IEEE curricular guidelines (CC2020 Task Force, 2020; Joint Task
Force on Computing Curricula, Association for Computing Machinery
(ACM) and IEEE Computer Society, 2013).

2. Follow a thorough methodology for data collection.

® Explain the purpose of the data collection. Usually, this is bound
to the studied research question. Are the data needed to assess stu-
dents, help them learn, provide feedback to the training designers, or
something else?

® Characterize the technical environment from which the data are col-
lected. Is it a physical or virtual infrastructure? What would other
researchers or instructors need to build it? Does it employ open-source
components?

e List what data are collected, from which systems, and how they
address the defined purpose.

e State the precise number of students (participants) from which the
data were collected.

® Report the time span during which the data were collected.

e Explain the ethical measures. Which steps were taken to anonymize
the data and preserve the privacy of participants? This usually
involves informed consent or approval of the study by an institutional
review board.

3. Select appropriate analysis methods suitable for the collected data and
relevant for the defined purpose.

4. Explicitly describe the contributions and practical applications of the
research.

5. When applying the research to practice, evaluate that the EDM/LA
interventions helped improve some aspect of teaching or learning.

6. If possible, publish the dataset, source code, configuration files, other rel-
evant supplementary materials, and documentation on using or deploying
them. This enables other researchers and instructors to replicate the setup
and build upon the results.

To increase the quality of cybersecurity education research papers, we
also recommend the authors to study the methodology of computing edu-
cation research (Fincher & Robins, 2019; Lishinski, Good, Sands, & Yadav,
2016). For the authors who want to apply inferential statistics to their data,
we recommend the review of usage of statistics in computing education
research (Sanders et al., 2019). Finally, all authors who present analysis results
visually can benefit from suggestions in (Simon et al., 2019).

Regarding the publication of datasets, open-data initiatives such as Zen-
odo (CERN Data Centre & Invenio, 2022) allow researchers to easily and
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permanently share their research data. When looking at specific communities
of practice, activities such as The Graphics Replicability Stamp Initiative (The
Graphics Replicability Stamp Initiative, 2017) encourage researchers in the
field of computer graphics and visualizations to publish their research artifacts.
A similar initiative would benefit the cybersecurity education community as
well. It is challenging to deploy infrastructure for the training itself, not to men-
tion enhancing it with data collection capabilities. Researchers who overcome
this issue can publish their dataset and enable others to analyze it.

6 Conclusions

We surveyed publications that leverage student-generated data to support
hands-on cybersecurity training. This interdisciplinary research area is still
in its developing stages, so it is not yet well-understood. Our work helps to
contextualize it and provides inspiration for researchers, practitioners, and
educators.

We followed the best practices for systematic literature reviews, revealing
diverse applications of EDM/LA methods on training artifacts. These range
from understanding students’ misconceptions, to developing tools for providing
automated feedback, to evaluating assessment models for skill level predic-
tion. As a result, EDM/LA research yields insights beneficial for students,
instructors, and developers of interactive learning environments.

The emerging research in this area will also have a practical impact. Cyber-
security is a domain that needs educated experts — millions of skilled workers
now lack worldwide ((ISC)?, 2021). Examining new ways of employing student
interaction data will enable a better understanding of teaching and learning
processes and, ultimately, improve them. As a result, instructors will be bet-
ter equipped to train cybersecurity specialists more efficiently. What is more,
the surveyed methods are applicable in other domains of computing education,
such as operating systems, networking, or programming.

Although our survey showed that student data from hands-on training have
vast potential, researchers do not (yet) fully exploit it. We hope to support
future research efforts in this area by providing the following contributions:

® An organized inventory of papers along with the synthesis and clas-
sification of their approaches, results, and applications. This inventory
evaluates the current trends and adds to the understanding of the area.
It will aid both new researchers and those already in the field and inspire
developers of cybersecurity learning technologies, instructors, and creators
of training content.

® Identification of research trends as well as gaps, along with potential
directions for future work to motivate further research.

® Practical recommendations for conducting cybersecurity education
research.

As supplementary material (Svébensky, Vykopal, Celeda, & Kraus, 2022)
for the paper, we publish the raw dataset: BibTeX references exported from
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Mendeley reference manager (Mendeley, 2021) that include citations of all
candidate and selected papers. We also provide the processed dataset: a
spreadsheet with the complete information about the 35 selected papers.
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