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Reeived: date / Aepted: dateAbstrat We propose a mehanism for providing the inentives for reporting truthfulfeedbak in a peer-to-peer system for exhanging servies (or ontent). This mehanismis to omplement reputation mehanisms that employ ratings' feedbak on the vari-ous transations in order to provide inentives to peers for o�ering better servies toothers. Under our approah, eah of the transating peers (rather than just the lient)submits a rating on the performane of their mutual transation. If these are in dis-agreement, then both transating peers are punished, sine suh an oasion is a signthat one of them is lying. The severity of eah peer's punishment is determined by hisorresponding non-redibility metri; this is maintained by the mehanism and evolvesaording to the peer's reord. When under punishment, a peer does not transat withothers. We model the punishment e�et of the mehanism in a peer-to-peer system asa Markov hain that is experimentally proved to be very aurate. Aording to thismodel, the redibility mehanism leads the peer-to-peer system to a desirable steadystate isolating liars. Then, we de�ne a proedure for the optimization of the punish-ment parameters of the mehanism for peer-to-peer systems of various harateristis.We experimentally prove that this optimization proedure is e�etive and neessary forthe suessful employment of the mehanism in real peer-to-peer systems. Then, theoptimized redibility mehanism is ombined with reputation-based poliies to providea omplete solution for high performane and truthful rating in peer-to-peer systems.The ombined mehanism was experimentally proved to deal very e�etively with largefrations of ollaborated liar peers that follow stati or dynami rational lying strate-gies in peer-to-peer systems with dynamially renewed population, while the eÆienyloss indued to sinere peers by the presene of liars is diminished. Finally, we desribethe potential implementation of the mehanism in real peer-to-peer systems.Thanasis G. Papaioannou � George D. StamoulisDepartment of Computer Siene,Athens University of Eonomis and Business,Patision 76, 10434 Athens, GreeeTel.: +30-210-8203549, Fax: +30-210-8203686E-mail: fpathan, gstamoulg�aueb.gr



21 IntrodutionPeer-to-peer systems have beome very popular as environments for exhanging ser-vies, i.e. �les, storage apaity, video streams, et. Commerial exploitation of peer-to-peer systems is also under way due to their unpreeded salability. For example,ommerial peer-to-peer systems, suh as BBC iPlayer1 and Kontiki2, are employedfor ontent delivery. Another example is that, in many peer-to-peer video streamingsystems suh as P2PLive3 and Sopast4, the initial enoder and uploader of a free videolip or hannel often embeds advertisements in the video stream obtaining some valuefor his e�ort to enode and upload the original video stream. If there is no aountingof information about who is o�ering what to whom in suh systems, then peers havethe opportunity for free-riding, and for providing maliious servies or servies of un-aeptably low quality. Due to this information asymmetry among transating peers,the risk for a peer of plaing some individual e�ort and reeiving muh less in returnis high. Reputation on the basis of ratings an be a proper means for ahieving a-ountability, sine it reveals hidden information regarding the inherent quality and thebehavior (i.e. performane) of peers [1℄, [2℄. However, as we showed in [2℄, a reputationmetri should be exploited by reputation-based poliies that determine the pairs ofpeers eligible to transat. When suh poliies are employed, the total value generatedwithin the system is shared to peers aording to their performane, thus, providing theright inentives to peers for exerting e�ort and o�ering servies of high quality. How-ever, reputation mehanisms are vulnerable to false or strategi rating. For example,a partiular peer may bene�t by submitting unjusti�ed positive ratings for his friendsand/or negative ratings for his ompetitors. This problem is further augmented in aseof pseudo-spoo�ng, i.e. use of multiple false identities, whih may appear in a peer-to-peer system. In this paper, we deal with the issue of redibility, i.e. truthfulness ofthe submitted ratings' feedbak. Many reputation systems deal with this issue togetherwith that of promoting high performane [3℄, [4℄, [5℄. Suh an approah provides peerswith the inentive for employing various maliious strategies; e.g. an adversary peermay obtain a high reputation by o�ering servies of high performane and subsequentlyexploit it as a rater to demote his ompetitors or to promote his olleagues. Moreover,poor performane and lying are not neessarily related; e.g. poor performane may beinherent for a peer due to his limited resoures. In the present work, we deal withredibility separately from performane. In partiular, we propose a proper mehanismfor promoting truthful reporting of feedbak information that was �rst presented in[6,7℄. This mehanism detets and penalizes peers that lie. A non-redibility value aswell as a punishment state is maintained for eah peer. The e�et of our redibilitymehanism in a peer-to-peer system is modeled as a Markov hain. We experimentallyprove that this model is very aurate. Employing this model, we prove our meha-nism leads the peer-to-peer system with very large frations of ollaborated liar peersto a desirable steady state, where almost all liars are almost always under punishment,while sinere peers are almost never under punishment. Using this Markov model, wealso de�ne a �xed-point proedure for optimization of the punishment parameters ofthe redibility mehanism for peer-to-peer systems of di�erent harateristis based1 www.bb.o.uk/iplayer2 www.kontiki.om3 www.pplive.om4 www.sopast.om



3on ergodi arguments. We experimentally prove that this proedure is Pareto optimalfor sinere peers and neessary for maximizing the e�etiveness of the mehanism inpeer-to-peer systems of di�erent harateristis. Moreover, we show that the redibil-ity mehanism an be ombined very e�etively with reputation-based poliies thatpromote high performane, thus providing a omplete and pratially implementablesolution for aountability in peer-to-peer environments. We experimentally justifythat the optimized redibility mehanism deals suessfully with very large frations ofliars in peer-to-peer systems with dynamially renewed population. Even if liar peersfollow various stati and dynami lying strategies and are ollaborated in order togain unfair advantage, our experiments reveal that the eÆieny attained for sinerepeers by the optimized redibility mehanism ombined with reputation-based poliiesis omparable to that of the ase where no liar peers are present in the system. Themehanism provides peers with the right inentives for truthful reporting of feedbakinformation, as sinere peers always reeive more bene�t from the peer-to-peer systemthan liar peers, whose bene�t is minimal. Thus, the redibility mehanism is strate-gyproof. Finally, we desribe how our redibility mehanism an be implemented in areal peer-to-peer system without entral trusted authorities. We also prove with simu-lation experiments the e�etiveness of the proposed arhiteture for dealing with largefrations of liars.The remainder of this paper is organized as follows: In Setion 2, we overview theliterature related to truthful ratings. In Setion 3, we de�ne the proposed redibilitymehanism. In Setion 4, we model the e�et of the mehanism regarding the pun-ishment states of the peers as a Markov hain and, in Setion 5, we introdue theproedure for optimizing the parameters of the mehanism. In Setion 6, we overviewour approah for the assessment of the mehanism, of the Markovian model and of theoptimization proedure, while, in Setion 7, we desribe the simulation model that weemploy in the experiments of this paper. Then, in Setion 8, we prove the auray ofthe Markovian model, the e�etiveness of the optimized mehanism, and the appliabil-ity and the neessity of the optimization proedure for maximizing the e�etiveness ofthe mehanism for any peer-to-peer system of di�erent harateristis. Also, in Setion9, we ombine the redibility mehanism with reputation-based poliies and experi-mentally prove that the right inentives regarding both reporting and performane areprovided to peers. Furthermore, in Setion 10, we desribe the potential implementa-tion of the redibility mehanism in a peer-to-peer system in the absene of trustedentities and experimentally prove the e�etiveness of the proposed approah. Finally,in Setion 11, we onlude our work.2 Related WorkBelow, we overview a variety of artiles dealing either expliitly or impliitly with theonsequenes of lying in eletroni environments, and, in ertain ases, with how toalleviate them. We emphasize on the di�erenes of these works with our assumptionsas well as with our redibility mehanism and its e�etiveness, in order to larify ourontribution.Dellaroas [8℄ addresses the problem of unfair high or low ratings to sellers (\ballotstuÆng" or \bad-mouthing") and positive or negative disriminatory behavior againstlients in on-line trading ommunities where ollaborated liars onstitute at most 10%of the entire population of buyers. Only ballot stuÆng and positive disrimination are



4dealt in [8℄, by employing ollaborative �ltering tehniques to weight ratings in trustestimation proportionally to the similarity of preferenes between the estimator andthe raters. Moreover, this approah is not diretly amenable to peer-to-peer environ-ments where onsumers are also produers of servies, and bad-mouthing and negativedisrimination an also arise due to peers' personal interest. Also, �nding buyers withommon taste requires a global view of the transation history and raises privay issues.An approah for improving the e�etiveness of ollaborative �ltering for smaller sets of\similar" raters (i.e. neighbors) seleted for prediting ratings has been proposed in [9℄,where rating predition errors on di�erent items are found to be orrelated to the sim-ilarity of these items and to the shared neighbors of the items. However, the approahin [9℄ does not onsider untruthful reommendations. Chen et al. [10℄ deal with theredibility of raters based on the quality and the quantity of the ratings they provide.However, the method assigns high on�dene to ratings that agree with a majorityopinion. Therefore, lying adversaries an still improve their redibility by submittinga large amount of feedbak and thus forming the majority opinion.Shillo et al. [11℄ deal separately with strategi performane and redibility usingthe so-alled dislosed prisoners' dilemma game with partner seletion. Credibility andperformane (due to strategi behavior) of other agents are updated by an agent'sown observations. Testimonies of witness agents are used for partner seletion. It isassumed in [11℄ that witnesses may hide positive feedbak but not tell lies in ordernot to be disovered. The approah approximates hidden feedbak of witnesses andalulates a transitive redibility metri over a path to an agent using Bayes' rule.However, an adversary may still strategially gain high redibility by being truthfulin his laims about his high o�ered performane and then manipulate as a witnessthe partner seletion of other agents. Furthermore, ollaboration among lying agentsis not onsidered in [11℄. The need for disovering witnesses for an agent is also adrawbak of applying this approah in large eletroni ommunities where the sameagents meet very rarely. Damiani et al, in [12℄, extend Gnutella protool to alulateperformane and redibility of other peers based on a peer's own experiene and votesfrom witnesses. Credibility is alulated in a similar way in [13℄, where trustworthinessof a peer is based on �ve fators, namely the feedbak it reeives on its performanefrom other peers, the number of transations, the redibility of the feedbak soure, thetransation ontext fator (i.e. size and kind of transation) and the ommunity ontextfator (e.g. ommon inentives or beliefs). [12,13℄ approahes for alulating redibilityare similar in many aspets to that of [11℄ and hene they have the same limitations.The same idea with [11℄, yet for evaluating diret and indiret reommendations, alsotaking into aount ontext similarity of raters is proposed in [14℄.Credibility and performane (due to strategi behavior) are also addressed by Yuand Singh [3℄. However, this approah has no expliit mehanism for assessing theredibility of the witnesses; this issue is dealt together with a trust metri regardingbehavior, whih is determined by diret observations or by asking witnesses. Therefore,it is possible for an adversary peer to maintain a good reputation by performing highquality servies and send false feedbak for its ompetitors or his olleagues. A similarapproah that has the same limitations with [3℄ is followed by Malaga in [15℄, where eahrating is weighted by a funtion of the reputation of the rater. Credibility is addressedjointly with performane by Kamvar et al. in [5℄. Therein, a global reputation metriregarding performane of eah peer is alulated in distributed way and eah peer'sloal beliefs (based on observations) on the performane of other peers are weightedby the others' beliefs on his own performane. [16℄ improves the onvergene speed of



5global reputation of peers as related to [5℄. It employs a gossiping protool aording towhih loal reputation is preferentially sent to power peers (i.e. peers that attrat mostof the requests). [16℄ takes as redibility of the raters their global reputation values.This approah is argued to ounter dissemination of false loal reputation values bymaliious peers. However, as simulation experiments in [16℄ reveal, it has low aurayeven if only 10% perentage of ollusive peers lustered in small groups are present inthe system.Aberer et al. [4℄ present an approah to evaluate trustworthiness (i.e. the ombina-tion of redibility and performane) of peers based on the omplaints posed for themby other peers following transations. The approah also aims to provide inentives fortruthful submission of omplaints. The main idea is that a peer is onsidered less trust-worthy the more omplaints he reeives or �les. An agent trusts another if the latter isat least as trustworthy as the former. The experiments onduted showed that the ap-proah does not sueed in identifying a signi�ant part of liar peers if they onstitute25% of the population. Note that the e�etiveness of the approah in the ase of ol-laborated liars was not examined and the approah is not robust against various typesof peers' misbehavior. Feldman et al. [17℄ address the problems of free-riding (i.e. poorperformane) and misreporting of feedbak on ontributions (i.e. low redibility) by anindiret reiproity sheme. Their objetive is for eah peer to o�er to any other peerroughly equal bene�t as indiretly o�ered by the latter to the former. However, theirapproah provides opportunity for peers to lie about the ontribution of other peers inorder the latter to be unfairly exploited or for another liar ollaborated with the formerto prevail in ompetition. Ngan et al. [18℄ have proposed another indiret reiproativeapproah for avoiding free-riding and false laims in a peer-to-peer system for sharingstorage apaity. This approah requires peers to publish auditable reords of theirapaity and their loally and remotely stored �les. However, ollaborated adversariesan exploit this mehanism by laiming to have stored huge �les of one to another. Itis important to note that, to the best of our knowledge, our redibility mehanism isable to e�etively deal with the highest frations of ollaborated liar peers that followvarious stati or dynami strategies in the literature, as explained in Setion 9.A side payment approah for eliiting honest feedbak in eletroni markets hasbeen proposed by Miller et al. in [19℄. In partiular, a payment harged to a buyer ispaid to a seond buyer aording to a soring rule for his predition of the rating of alater buyer for their ommon seller. In the environment onsidered, honest reportingproved to be Nash equilibrium. However, strategi voting was onsidered to generateno value for buyers, whih is not the ase in general, partiularly in ases of strate-gi ollaborations. This approah does not deal with ollaborated liars, while it is notappropriate for peer-to-peer systems, as it involves the employment of a entral bankthat distributes payments to peers. Jura and Faltings [20℄ have proposed a similarapproah that also has similar limitations. Another budget-balaned rewarding meha-nism is proposed in [21℄ for providing inentives to partiipants to truthful report theirsubjetive distributions on their beliefs over a hidden variable, so that it is olletivelyrevealed. The approah seems promising for a limited set of privately observed variablesby a large set of agents. However, it is deemed as an adequate approah for revealingthe hidden performane of peers due to the large amount of information that has tobe exhanged among all raters for eah peer and the neessary exhange of rewards.An approah for providing inentives for truthful reporting of feedbak in e-marketshas been proposed by Jura and Faltings in [22℄. This approah, similarly to ours,employs disagreement in feedbak messages for disovering potential lying. However,



6upon disagreement di�erent �xed side-payments are �ned to the transating agentswith the one �ned to the seller being higher. This approah is not diretly amenable topeer-to-peer systems sine side payments require the existene of a bank for mediatingthe transations, while sellers and buyers are not supposed to exhange roles. Also, in[22℄, strategi voting and ollaborated lying agents are not onsidered.In [23℄, Sybil attaks are enountered based on a PKI approah. Peers employ self-reated erti�ates to sign their identities, whih are split to groups and resigned bygroup erti�ates. Upon identity reation, the peers are assigned to groups based onuser redentials that prove that the identity orresponds to a real person. However,lying on reommendations is still possible in [23℄. This approah ould be used om-plementary to our redibility mehanism to deal with Sybil attaks. Finally, in perfetpseudonymity settings, Resnik and Sami propose in [24℄ an approah for limiting thetotal trust that an be exploited by Sybil attaks; the total trust is kept bounded by itsinitial value after any transations. We agree with [24℄ that, in this ontext, some soialloss due to Sybil attaks is unavoidable. Although, our redibility mehanism dimin-ishes soial loss even for very large frations of adversary identities, as experimentallyshown in Setion 9.3 The Credibility MehanismConsider a peer-to-peer system for exhanging servies that employs a distributed repu-tation system for performane. The lient peer, after a transation, sends feedbak thatrates his o�ered performane. For example, he may rate the transation as \suess-ful" (i.e. high o�ered performane) or as \unsuessful" (i.e. low o�ered performane).Simple binary feedbak mehanisms are not only suÆient to appropriately reveal thehidden performane and quality, but, as proved in [25℄, the most eÆient ooperationequilibrium is the one where partiipants group arbitrary ratings into two disjoint sets:positive and negative. We assume that votes are aggregated into reputation values us-ing the Beta aggregation rule [26℄. That is, eah peer's reputation equals the frationof the \weighted number" of his suessful servie provisions over the \total weightednumber" of his servie provisions, with the weight of eah servie provision being a neg-ative exponential funtion of the elapsed time. The feedbak messages are useful only iftheir ontent is true. Unfortunately, peers atually have the inentive of strategi ratingof others' performane, sine they an thus hide their poor performane, improve theirreputation, and possibly take advantage of others. Thus, a proper mehanism shouldmake lying ostly or at least unpro�table. \Punishing liars" has already been proposedin [27℄ and [17℄. Nevertheless, two questions arise: How an lying peers be disovered?How an they be punished in a peer-to-peer system, where there is no entral on-trol? Under our approah peers submit ratings' feedbak aording to the followingrules: i) after a transation, both peers involved have to send one feedbak messageeah, and ii) besides voting the transation as suessful or not, eah feedbak messagealso ontains a quanti�able performane metri, e.g. the number of transferred bytesof useful ontent. We assume that the observed performane is with high probabilitythe same with that atually o�ered. (The opposite may only our due to unexpetedevents during a transation like network ongestion et.) Thus, if feedbak messagesfor a transation are in disagreement (either in their performane metri or in theirvote), then, with high probability, at least one of the transated peers is lying and hasto be somehow \punished", in order for the right inentives to be provided. However,



7the system annot tell whih of the peers does lie, and onsequently whom to believeand whom to punish. Thus, aording to our approah, both peers are punished inthis ase. This idea was initially introdued in [27℄. However, by simply applying it, asinere peer is often punished unfairly.Therefore, we need a omplete mehanism speifying how to punish peers in asystem without entral ontrol and how to limit potential unfairness. To this end, weintrodue for eah peer: i) the non-redibility metri nr 2 [0;+1), whih orrespondsto reputation for non-redibility, and ii) a binary punishment state variable, delaringwhether the peer is \under punishment" (if the variable is \true") or not (if the vari-able is \false"). For eah peer, both nr and punishment state are publi information,i.e. they are appropriately stored so that they are available to other peers (see Setion10 for pratial implementation details). Upon entering the peer-to-peer system, eahpeer is assigned a moderately high initial non-redibility value nr0, while he is notunder punishment. (Note that the lower nr the better for the peer.) This hoie ofnr0 o�ers to peers limited gain from whitewashing their non-redible reord and re-enter the system under new pseudonyms. The owhart of the redibility mehanismis depited in Figure 1. In partiular, after a transation between two not punishedpeers i, j their feedbak messages fi, fj are sent as input to the mehanism: Upondisagreement (i.e. if fi 6= fj), the non-redibility values of the transated peers areboth inreased by 1 while both peers get punished. The duration of a peer's punish-ment equals bnr, i.e. is exponential in his non-redibility nr, with a base b > 1. Uponagreement (i.e. if fi = fj), the non-redibility values of the transated peers are de-reased (i.e. improved) by d, where 0 < d < 1, without ever allowing them to dropbelow 0. The ommon feedbak is forwarded to the system omputing reputation forperformane. If the reputation mehanism employed more than two feedbak levels orthe ratings involved subjetivity, then the mathing rules for determining agreementor disagreement should be properly adjusted. For example, feedbak agreement ouldbe observed by examining if the atual distane between the two ratings was within aertain threshold that depends on the subjetivity level in the system and the semantiproximity of the di�erent feedbak levels. Derease of non-redibility in ases of agree-ment serves as a rehabilitation mehanism. This is ruial for the eÆient operationof the redibility mehanism, beause, as already mentioned, upon disagreement in re-ports, most probably one peer is unfairly punished. The ratio 1:d determines the speedof restoring a non-redible reporting behavior. We employ additive inrease/dereaseof the non-redibility values for simpliity. Other approahes suh as multipliativeinrease/additive derease are also plausible.Punishing peers is not an easy task to ahieve in the absene of any ontrol meh-anism, partiularly if peers have full ontrol over their part of the peer-to-peer mid-dleware. In our mehanism, a punishment amounts to losing the value o�ered by otherpeers for the period of punishment. That is, a peer under punishment should not trans-at with others during his punishment period, while, if this happens, his ratings forsuh transations are not taken into aount. The latter measure provides inentivesfor peers to abide with the former one! Indeed, �rst, note that sinere peers underpunishment are not expeted to be willing to o�er servies as they would be subjetto strategi voting without being able to disagree. On the other hand, liar punishedpeers ollaborated with other liar peers that strategially vote them (i.e. always pos-itively) an raise their reputation without high servie performane. Thus, they haveno inentives to perform well during their punishment. Based on the above, no peerhas any inentives to ask for servies from a punished peer exept for the purpose of
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Fig. 1 The redibility mehanism.strategi voting. Moreover, no peer has any inentive to perform well when o�eringservies to a punished peer, beause the orresponding feedbak is not taken into a-ount. To strengthen these inentives prohibiting transations with punished peers weintrodue a rule: If a peer transats with a punished one, then both of the transatingpeers are punished as if they were involved in a new disagreement. Note that, if nofeedbak is submitted for suh a transation, then this transation is not traed by themehanism. However, in suh a ase, the transation would have taken plae for thesole purpose of altruisti or ollusive servie exhange and it would not a�et the a-uray of reputation information of the servie performane inentives. Therefore, thenon-redibility value of a peer remains unhanged during his punishment period unlesshe is disovered to transat with other peers; in suh a ase it is further inreased.4 The Markovian ModelIn this setion, we analytially study the e�etiveness of the proposed mehanism inequilibrium for providing inentives to peers for truthful reporting. For this purpose,we de�ne a disrete-time Markov-hain model of a peer-to-peer system where the red-ibility mehanism is employed. Then, we derive the steady-state distribution of thepunishment state of sinere and liar peers of the modeled peer-to-peer system. Mod-eling of time is slightly di�erent than that introdued in Setion 3 for onveniene. Inpartiular, for the purpose of speifying and analyzing this Markov hain, we de�neas time step of our disrete-time model the interval between two suessive servierequests by any peer, heneforth referred to as transation unit. We assume that inthis interval at most one transation takes plae. Thus, transition from one state toanother an only happen after a transation between any two peers. This time mod-eling signi�antly failitates the analysis of the Markov-hain model and the study ofthe performane of the original system de�ned in Setion 3. Performane measures anbe easily translated from the new \transation units" to atual time slots; see Setion5. Note that at the beginning of eah time step, a peer is randomly seleted to be thelient of the only transation that takes plae in this step.We assume that there are two types of peers, namely sinere and liar ones. Sinerepeers always report their feedbak truthfully, while liar peers always disagree in theirtransations, unless they transat with other liar peers ollaborated with them. The



9total populations of sinere and liar peers in the peer-to-peer system modeled as aMarkov hain are S0 and L0 respetively. The population of the peer-to-peer systeman be dynamially renewed as long as S0 and L0 remain �xed. Consider that a stateis a snapshot of the system where state variables are the number s of sinere peersnot under punishment, the number l of liar peers not under punishment, and thenumber k of peers under punishment. Clearly, this Markov hain has (S0 + 1)(L0 + 1)di�erent states. Observe also that the state variable k an be omputed by the formulak = S0 � s+L0 � l, but k is still used for readability reasons. Let q be the probabilitythat a requested servie is found at a ertain peer and r to be the probability that apeer asks for a servie. Reall that redibility values and punishment state are publiinformation, and that not punished peers are not allowed to transat with punishedpeers. The probability y that a seleted lient peer �nds a requested servie is givenby: y = r(1� (1� q)s+l�1) (1)A lient sinere peer is punished if he �nds his servie at a liar peer. The probabilityPS of this event is given by: PS = ls+ l� 1y (2)A lient liar peer is punished if he interats with a sinere peer or with another liarpeer that is not ollaborated with. Thus, the probability of punishment for a lient liarpeer is given by the formula below:PL = ss+ l� 1y + l� 1s+ l � 1y(1� �) (3)� is the fration of liars that are ollaborated to eah other or alternatively the prob-ability that two liar peers are ollaborated. In the analysis that follows, we study thease where all liar peers are ollaborated with eah other, whih is the hardest one forthe mehanism to deal with.Reall that at the beginning of eah time step, a peer is randomly seleted to bethe lient of the only transation to take plae. The probability PT that the two peersof a transation are punished, i.e. they disagree in their feedbak messages is given by:PT = y� ss+ l PS + ls+ l PL� (4)For modeling purposes, we assume that during a time step, a sinere (resp. liar) peerthat is under punishment an be \rehabilitated", i.e. stop being under punishmentin the next step, with probability PRHS (resp. PRHL). Thus, when there are k =S0 � s + L0 � l peers under punishment in the urrent state, the average number ofrehabilitated peers in the next state is (S0 � s)PRHS +(L0 � l)PRHL. Next, we relatethe Markovian model with the original mehanism of Setion 3.Suppose that the peer-to-peer system is urrently in state (s; l; k), i.e. there are snot punished sinere and l not punished liar peers, while k peers are under punishment.Then, in the next time step (i.e. after a transation), the system may move to variousstates with the transition probabilities given in the Table 1. Term A orresponds to thetransition arising when the transating peer are punished, while term B orrespondsto the transition arising when they are not punished. Both terms also involve theprobability of rehabilitation of the number of liar and sinere peers neessary for thetransation to happen.



10Table 1 The transition probability from urrent state (s; l; k) to another.Transition ProbabilityProbability[(s; l; k)! (s� 1 + i; l� 1 + j; k + 2� i� j) = A+B, whereA = 8>>>><>>>>:PT �S0 � si �PRHSi(1� PRHS)S0�s�i �L0 � lj �PRHLj �(1� PRHL)L0�l�j , for 0 � i � S0 � s and 0 � j � L0 � l0, otherwiseB = 8>>>><>>>>: (1� PT )�S0 � si� 1 �PRHSi�1(1� PRHS)S0�s�i+1�L0 � lj � 1 �PRHLj�1�(1� PRHL)L0�l�j+1, for 1 � i � S0 � s+ 1 and 1 � j � L0 � l+ 10, otherwiseUnder the Markovian model, the distribution of the punishment period is geomet-ri; i.e. the duration of the punishment period is independent of the peer's past history.Clearly, this is only an approximation of our redibility mehanism that was desribedin Setion 3, whih is very ompliated to model aurately and has a huge state-spae.Indeed, reall that a peer upon disagreement is punished for a time period that is expo-nential to his non-redibility value, whih should be maintained as part of the state forall peers! However, as the results of Setion 6 reveal, this approximation is indiativeof the performane of the atual mehanism provided that rehabilitation probabilitiesare suessfully seleted. Indeed, let us denote as  the period of onvition for a peerwith a ertain punishment reord. Then, for a geometri-distribution approximationof this period, the probability of rehabilitation of this peer in the next state shouldbe estimated as 1=. The probabilities PRHS and PRHL that lead to the same ex-peted punishment time per type of peer (throughout a peer's lifetime) depend on theparameters b, nr0, and d of the redibility mehanism. All these parameters an beinter-related by means of the optimization proedure presented in Setion 5. Thus, forgiven b, nr0, and d, appropriate values of PRHS and PRHL an be derived that renderthe Markov-hain model a good approximation of the evolution of the atual system.The steady state distribution of the model is depited in Figure 2 for a ertain peer-to-peer system with S0 = 30, L0 = 20, r = 0:5, q = 0:1 and rehabilitation probabilitiesPRHS = 0:1 and PRHL = 0:0024. As already disussed, these values of PRHS andPRHL result from the proper seletion of the punishment parameters of the redibilitymehanism aording to the proedure desribed in Setion 5. The z axis in Figure 2is the equilibrium probability �(s; l; k) that the system onsists of s sinere and l liarpeers not under punishment, while k = S0 + L0 � s � l peers are under punishment.Clearly, in the peer-to-peer system of Figure 2, sinere peers are almost never underpunishment during their lifetime, while liar peers are under punishment almost all oftheir lifetime. Thus, the redibility mehanism is very e�etive in expelling liar peersfrom the peer-to-peer system if its punishment parameters are properly seleted.Note that ollaborated liar peers should be fewer than sinere ones in the system inorder to dealt with e�etively by the redibility mehanism. Otherwise, sinere peers
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Fig. 2 Equilibrium probabilities �(s; l; k) for the punishment states of peers in a system withS0 = 30 sinere and L0 = 20 liar peers when the redibility mehanism is employed.would be involved into more disagreements than liar ones and onsequently they wouldbe under punishment most of their time; see equations (2) and (3). This is an inherentlimitation of the redibility mehanism. However, if liar peers are not ollaborated,then a fration of liar peers higher than that of sinere ones an be tolerated.5 The Proedure for Optimizing the MehanismAs shown in Figure 2, the redibility mehanism is apable of providing the right inen-tives to peers for truthful reporting of feedbak. However, this result applies for ertainrehabilitation probabilities (essentially for ertain expeted punishment periods) thatare determined by the punishment parameters of the mehanism (i.e. the initial non-redibility nr0, the base b of the exponential punishment, and the restoration fatord). These parameters have to be properly seleted on the basis of the peer-to-peer sys-tem's, i.e. peers' lifetime, servie availability, servie request probability et. in orderlying to be e�etively punished without induing an unaeptable overhead for sin-ere peers. In this setion, we propose a methodology for the alulation of the properparameters of the mehanism for any peer-to-peer environment. We speify two idealobjetives on the ahievable e�etiveness when employing the redibility mehanism ina peer-to-peer system:{ Objetive 1: Sinere peers must not be punished more than one during their life-time.{ Objetive 2: Liar peers must always be punished when they transat with otherpeers.Spei�ally, onsider the Markov-hain model of peer-to-peer system desribed inthe previous setion. Reall that we have de�ned as the time step of our disrete timeMarkov hain the time between any two suessive transations, i.e. the transationunit. Furthermore, reall that, for the peer-to-peer system originally de�ned in Setion3, we assume that time is slotted, while the population of the peer-to-peer system isdynamially renewed, and S0, L0 are kept onstant. Moreover, eah time slot equalsthe minimum time interval between two suessive servie requests by the same peer.Next, we explain how we an inter-relate the two aforementioned systems. We denoteas tlife the mean lifetime of a peer in time slots. We also denote as ts (resp. tl) themean number of time slots that a sinere (resp. liar) peer is not under punishment



12during his lifetime, when our redibility mehanism is employed in the peer-to-peersystem. Thus, S0(ts=tlife ) [resp. L0(tl=tlife)℄ is the mean number of sinere (resp. liar)peers not under punishment at a ertain time slot. Realling that y given by equation(1) is the probability to �nd a requested servie, then the mean total number Ntransof transations per time slot is given by the following equation:Ntrans = y tsS0 + tlL0tlife (5)Furthermore, we denote as ns and nl the mean numbers of transation periodsthat a sinere and a liar peer respetively are not under punishment during theirlifetime that is denoted as nlife in transation periods. Spei�ally, ns = Ntrans � ts,nl = Ntrans � tl and nlife = tlife � Ntrans . Reall now that aording to the Markovmodel, the distribution of eah punishment period is geometri with expeted valueequal to 1=PRHS for sinere peers and 1=PRHL for liar peers. Using ergodi arguments,Objetives 1 and 2 lead to the following equations5:1PRHS = nlife � ns (6)1PRHL = nlife � nlytl (7)Indeed, Objetive 1 amounts to equation (6), whih implies that the expetedpunishment time for sinere peers equals the mean duration (in transation periods)of the one and only punishment during their lifetime. Objetive 2 amounts to equation(7), whih implies that the expeted punishment time for liar peers equals the meanpunishment time of a liar peer in transation periods divided by the mean number oftime slots where: (i) he is not under punishment, and (ii) he transats with another peer.Spei�ally in the denominator of equation (7), the term ytl expresses the number oftransations of a liar peer. Note that equations (6) and (7) express the most onservativebounds arising from Objetives 1 and 2 for the mean punishment periods of a sinereand a liar peer respetively. Equation (6) [resp. equation (7)℄ involves ns (resp. nl),whih determines the mean fration of a sinere (resp. liar) peer's lifetime that he isnot under punishment, namely ns=nlife (resp. nl=nlife). In equations (6) and (7), thevalues of these frations are treated as inputs. However, these values atually ariseas a result of the operation of the redibility mehanism. Thus, the input values inequations (6) and (7) have to be onsistent with those resulting due to the mehanism.Therefore, in order to determine the values of ns, nl that render the objetives feasiblea �xed-point approah is followed:1. Initially, we take that ts = maxftlife�1; 1g, tl = maxf0:1�tlife , 1g and alulate theorresponding ns, nl values. Note that, ideally, ts = tlife � 1 and tl = 0 should beused aording to the Objetives 1 and 2; however, the hosen initial values for ts,tl have been experimentally veri�ed to speed up the onvergene of the �xed-pointoptimization approah.5 Equation (6) is tighter than the orresponding one in [7℄, as it is now expressed in trans-ation units instead of time slots. Also, equation (7) follows the Objetive 2 loser than theorresponding one in [7℄, whih was unneessarily taking into aount the fration of sinerepeers in the system for feasibility reasons. However, feasibility is satis�ed by our �xed-pointoptimization approah that determines the values of ns, nl.



132. We alulate the mean fration of a peer's lifetime that he is not under punishment,whih equals ns=nlife for sinere and nl=nlife for liar peers.3. From equations (6) and (7) we alulate PRHL and PRHS . These are employed inthe Markov-hain model and the steady-state distribution of the punishment stateis alulated.4. Then, the mean fration of a peer's lifetime that he is not under punishment isre-alulated for sinere and liar peers based on the steady state probabilities, i.e.n0s=nlife for sinere and n0l=nlife for liar peers.5. If the onvergene riteria are met, e.g. jn0s � nsj < � and jn0l � nlj < �, with� � 0:03, then a �xed point has been reahed, and the proper values of ns, nl havebeen found for this peer-to-peer system. Otherwise, we set ns = (1�Æ)ns+Æn0s andnl = (1� Æ)nl + Æn0l, with Æ 2 (0:5; 1) as a relaxation parameter, and the ontrol istransferred bak to step 2.Having determined the values of ns and nl that give rise to Objetives 1 and2, the proper parameters of the redibility mehanism have also to be derived. Theexpeted value of total punishment period in time slots for a liar peer that is punishedin all of his transations is at most E[bnr0(1 + b + b2 + :: + bv)℄, where v is thenumber of transations. This is approximated as bnr0(1 + b + b2 + :: + by�tl), sineE[v℄ = y � tl, whih is heneforth treated as integer for simpliity. The total punishmentperiod for a liar peer should be equal to the mean total punishment time for that peertlife�tl, see equation (8) below. (Note that this is a bound beause the last punishmentperiod may not be ful�lled until the end of the lifetime of the peer. However, again wetake the equality, as it is the most onservative relation.) Similarly, the total expetedpunishment time of a sinere peer is taken as bnr0�d�rh, see equation (9). rh, given byequation (10), is the expeted number of time slots where transations are ondutedby a sinere peer until his one and only punishment and d is the restoration fator;thus rh � d is the expeted derease in the sinere peer's non-redibility value untilhis punishment. Spei�ally, in equation (10) the term 1PT � 1 expresses the expetednumber of transations of a sinere peer until punishment whih are translated to timeslots dividing by Ntrans . Note that the relations for b and nr0 involve d as a parameteras well. Instead of setting one more objetive and devise one more equation in order todetermine d, we take d = 0:5 for illustrative purposes. This is a meaningful hoie forthe restoration of a disagreement to require two agreements. Therefore, b, nr0 (andrh) an be determined by the equations below:tlife � tl = bnr0 bytl+1 � 1b� 1 (8)bnr0�d�rh = tlife � ts (9)rh = y( 1PT � 1)Ntrans (10)6 Methodology for the Evaluation of the Optimized MehanismIn this setion, we present the methodology for the assessment of the redibility meh-anism that is followed in the subsequent setions: Initially, we desribe the simulationmodel of the redibility mehanism in a peer-to-peer environment. Both in this model



14and in the Markovian model of Setion 4, the pairing of peers that transat is ran-dom. Employing the simulation model, we prove the auray of the Markovian modelon the predition of the resulting punishment periods for sinere and liar peers in asystem where the redibility mehanism is employed. Moreover, we perform sensitivityanalysis of the redibility mehanism to the punishment parameters and prove that thethe e�etiveness of the redibility mehanism is Pareto optimal for sinere peers forthe optimized punishment parameters. We also prove the appliability of the redibil-ity mehanism with optimized punishment parameters for real peer-to-peer systems ofdi�erent harateristis. Then, we ombine the redibility mehanism with reputation-based poliies, i.e. the pairing of peers that transat is done by means of reputation-based poliies and we experimentally assess the e�etiveness of the optimized redibilitymehanism in isolating liar peers that submit ratings' feedbak aording to various�xed strategies or a rational dynami strategy.7 The Simulation ModelWe onsider a peer-to-peer system where servies of a ertain kind are exhanged amongpeers. Similarly, with other artiles [2℄, [11℄, [17℄, we assume that there are two typesof peers with di�erent performane in this system: altruisti and egotisti. Eah peerexhibits (either inherently or intentionally) a mixed strategy regarding his performanein his servie provisions; this strategy depends on the peer's type. In partiular, eahaltruisti (resp. egotisti) peer provides a servie suessfully with a high probability� = 0:9 (resp. with a low probability  = 0:1). Di�erent servie provisions by thesame peer are taken as independent. At the same time, eah peer exhibits a reportingstrategy regarding the sinerity of his feedbak: he is either (always) sinere or liar.The lying strategies onsidered are de�ned in Subsetion 9.1. In eah experiment, allliars follow the same suh strategy. The performane and the reporting types of eahpeer are private information, i.e. only the peer himself knows them.Furthermore, the population of peers is assumed to be renewed aording to aPoisson proess with mean rate � = 10 peers/time slot, while the total size N of thepopulation is kept onstant, with N = 1500. That is, eah peer is assumed to live in thepeer-to-peer system for a period determined aording to the exponential distributionwith mean N=�. When a peer leaves the system, a new entrant of the same type takeshis plae. To make matters worse, the vast majority of peers (90%) are taken to beegotisti. The perentage of liar peers in eah experiment varies. In fat, for eah lyingstrategy, we present the results for the maximum suh perentage that an be dealtwith e�etively by our mehanism.Time is assumed to be slotted. The duration of the time slot is of the same orderof magnitude as the average interval between two suessive servie requests by thesame peer. At eah slot, every peer requests a servie with a ertain probability r =0:5. The relative large value of this parameter is not important for the e�etivenessof the mehanism and it just aelerates its onvergene. Servie availability is Zipf-distributed, i.e. assuming that servies are ranked with respet to their popularity, aservie with rank z is found at a ertain peer with probability z�1. For eah servieinstane, popularity is randomly seleted in the range [1; 300℄. A peer an serve onlyone peer per slot due to his limited resoures.The redibility mehanism of Setion 3 with optimized punishment parameters b,nr0 is employed in this system. Therefore, eah peer is assigned an optimized initial



15non-redibility value nr0. The non-redibility values are inreased upon disagreementwith his transated peer in their feedbak by 1 and dereased upon agreement byd = 0:5. Upon disagreement, both peers i, j are exponentially punished for bnri ,bnrj , where nri, nrj are their non-redibility values prior to disagreement.8 Assessment of the Optimization Proedure8.1 Auray of the Markovian Model and E�etiveness of the Credibility Mehanismwith Optimized Punishment ParametersFirst, we assess the auray of the optimization proedure of Setion 5 regarding theexpeted punishment periods resulting by the redibility mehanism with optimizedpunishment parameters b and nr0 for sinere and liar peers. Due to the ergodiityarguments employed in the optimization proedure, it is expeted that if the Marko-vian model is an aurate proxy of the employment of the mehanism in a peer-to-peersystem, then the mean punishment periods for sinere and liar peers resulting by sim-ulation experiments for a long period are expeted to approximate the ones alulatedby equilibrium analysis of the Markovian model. Reall that the mean punishmentperiods for sinere and liar peers depend on the b and nr0 parameters aording tothe optimization proedure of Setion 5.To this end, we denote as PMS , PML the mean lifetime frations where sinere andliar peers respetively are not under punishment, whih are alulated by the Markovianmodel, and PSS , PSL the orresponding mean lifetime frations for sinere and liarpeers respetively that result after long simulation experiments. As depited in Table2, the absolute di�erenes jPSS �PMS j and jPSL�PMLj are very small (i.e. � 0:02and � 0:06 respetively) for all di�erent peer-to-peer systems onsidered. Thus, theMarkovian model indeed approximates very aurately the punishment e�et of theredibility mehanism for both sinere and liar peers in a multitude of peer-to-peersystems of di�erent harateristis.Another result depited in Table 2 is that the redibility mehanism with the pun-ishment parameters b and nr optimized for di�erent peer-to-peer systems is very e�e-tive, as it always results to severe punishments for liar peers at equilibrium. Therefore,a liar peer is almost always under punishment during his lifetime as PSL, PML arelose to 0, while sinere peers are almost never punished as PMS , PSS are lose to1. Therefore, the optimization proedure of Setion 5 is very e�etive. In Subsetion8.3, we perform sensitivity analysis of the e�etiveness of the mehanism to the sele-tion of the punishment parameters and prove that the optimization proedure is alsoneessary.We now disuss how the optimized punishment parameters depend on the variousparameters of the peer-to-peer system. We found that b inreases and nr0 dereasesthe larger the system with the same other harateristis. This e�et is the same withinreasing the probability of requesting a servie per time slot and with inreasing theprobability of �nding a requested servie at a peer, as they all result into an inreasednumber of transations per time slot. When the number of transations per time slotinrease, a larger number of punishments is expeted and then the mehanism onvergesfaster. Therefore, for ahieving the objetives of Setion 5, nr0 should be smaller, sothat the redibility mehanism results to a smaller unfairness for sinere peers; on theontrary, b should be larger, so that the resulting punishment for liar peers remains long



16Table 2 The auray of the Marovian model and the e�etiveness of the redibility meh-anism employed with punishment parameters b and nr0 optimized for various peer-to-peersystems.lifetime q r S0 L0 b nr0 PMS PSS PML PSL150 0.1 0.5 22 18 1.57 6.19 0.966 0.947 0 0.038150 0.1 0.5 40 10 1.44 8.07 0.97 0.982 0 0.03150 0.1 0.5 35 15 1.44 8.02 0.95 0.963 0 0.03150 0.06 0.5 37 30 1.82 4.15 0.968 0.954 0 0.036150 0.1 0.5 30 10 1.87 3.85 0.997 0.982 0 0.03150 0.1 0.3 30 10 1.25 14.41 0.99 0.966 0 0.044150 0.025 0.5 30 10 1.24 15.05 0.995 0.965 0 0.056400 0.1 0.5 30 10 1.36 5.16 0.995 0.981 0 0.028800 0.1 0.5 30 10 1.22 15.47 0.995 0.991 0 0.016enough. Also, as depited in Table 5, the same trend (although with small utuations)is observed for punishment parameters when inreasing the perentage of liar peers ina system while keeping the other harateristis onstant. Again, this is beause theexpeted number of punishments per time slot is larger in a system with more liars.Finally, keeping the other system harateristis onstant and inreasing the averagelifetime of peers, the reverse trend for optimized punishment parameters is observed,i.e. the base of punishment dereases and the initial exponent of punishment inreases.This is beause the larger the lifetime of a peer, the larger should be the exponent ofpunishment in order for liars to get punished for almost all their lifetime, while havingsinere being punished the minimum possible.8.2 Appliability of the Optimized MehanismIn this subsetion, we study the appliability of the optimization proedure for �ndingpunishment parameters b and nr0 for arbitrary peer-to-peer systems and espeiallyfor those of large populations. This is very important as the Markovian model does notsale well with the number of peers due to its large transition matrix, i.e. (S0+1)(L0+1)�(S0+1)(L0+1). We onsider a peer-to-peer system with �xed rate of servie requestr = 0:5 and �xed mean lifetime period of 150 time slots. The perentage of liars in thesystems is taken to be 45%. We alulate the optimized b and nr0 parameters for a�xed population mix as population sales up. The probability q of �nding a servie ateah peer is taken to be 0.1 for a system of 40 peers. However, q is properly adjustedfor larger population sizes, so as the probability of �nding the requested servie in thesystem remains onstant as the system sales up and equal to 0.983. As depited inTable 3, the periods ts, tl for sinere and liar peers respetively of not being underpunishment at equilibrium onverge to very lose values, whih even beome onstantas the system sales up. This is very important, beause knowing ts, tl, one an estimatethe expeted number of sinere and liar peers at equibrium. Therefore, one an alulatethe probability y, given by equation (1), for a peer to ondut a transation at a timeslot and the probability PT , given by equation (4), to be punished at equilibrium for apeer-to-peer system with arbitrary population and the same other harateristis. Tothis end, for alulating the optimal parameters for a peer-to-peer system with large



17population, one should run the optimization proedure for a very small system of thesame other harateristis, namely population mix, average lifetime, and probability of�nding a requested servie in the system, and obtain ts and tl. Then, alulate y and PTfor the larger system and alulate the optimal punishment parameters b, nr0 usingequations (8), (9), (10). Using this methodology, we alulate the optimal punishmentparameters for larger peer-to-peer systems of 45% liars, with r=0.5, life=150 andonstant probability of �nding a servie in the system equal to 0.983 (see Table 4). Asshown in Table 4, the e�etiveness of the optimized redibility mehanism is very highand remains almost onstant for larger systems, i.e. sinere and liars are not underpunishment �95.5% and �4.5% of their lifetime.Table 3 Optimized punishment parameters b and nr0 for peer-to-peer systems with r = 0:5,lifetime of 150 time slots and q = 0:1, L0=(S0 +L0) = 0:45 but with di�erent total populationsizes. S0 L0 b nr0 ts tl22 18 1.57 6.19 145.81 3.3627 22 1.65 5.38 145.91 3.3632 26 1.74 4.67 146.01 3.3637 30 1.82 4.15 146.11 3.3640 34 1.89 3.74 146.2 3.3649 40 1.94 3.54 145.9 3.3655 45 1.99 3.3 145.9 3.3660 49 2.04 3.11 145.9 3.3670 57 2.13 2.8 145.9 3.36
Table 4 E�etiveness of the optimized punishment parameters b and nr0 as the peer-to-peersystem sales up. S0 + L0 b nr0 PSS PSL500 2.6 1.73 0.956 0.0441000 2.73 1.53 0.954 0.0442000 2.80 1.43 0.955 0.0443000 2.82 1.4 0.955 0.0434000 2.83 1.39 0.954 0.0435000 2.84 1.38 0.954 0.043Another important issue for the appliability of the optimized redibility meha-nism is the sensitivity of its e�etiveness to the inauray of the harateristis of thepeer-to-peer system for whih the punishment parameters are optimized. Indeed, inreality some di�erenes between the estimated system harateristis and the real onesare expeted. One ould rightfully argue that the population mix, i.e. estimating theperentage of liars, might be hard to predit. Fortunately, as we observe in Table 5, tsand tl do not signi�antly hange for di�erent population mixes. Therefore, one anselet ts and tl for a value lose to the estimated fration of liars in the optimization



18proedure without introduing signi�ant inauray to the optimization proedure.Running the optimization algorithm for various di�erent systems, we observed thatts, tl at equilibrium mostly depend on the average lifetime of the peers in the sys-tem and to a muh smaller extend to probability r of requesting a servie at a timeslot and the probability q of �nding servies at a peer. We experimentally studied thesensitivity of the e�etiveness of the redibility mehanism to the inauray of theestimated mean lifetime and the mean servie request ratio of the real peer-to-peersystem. We found that the e�etiveness of the redibility mehanism remains roughlythe same for optimized punishment parameters alulated for a system with �10%di�erent mean lifetime, mean servie request rate and probability q. Therefore, the op-timized punishment parameters are very eÆient despite small errors in the estimationof the parameters of the peer-to-peer system for whih the redibility mehanism isoptimized. Also, note that these parameters of the peer-to-peer system are easier to beaurately estimated, than the population mix.Table 5 Optimized punishment parameters b and nr0 for peer-to-peer systems with r = 0:5,lifetime of 150 time slots and q = 0:1, S0 +L0 = 50 but with di�erent frations of sinere andliar peers. S0=L0 b nr0 ts tl45/5 1.35 10.27 149.2 3.3640/10 1.44 8.07 146.4 3.3635/15 1.39 9.17 144 3.3630/20 1.66 5.26 146.5 3.3627/23 1.64 5.44 145.6 3.36
8.3 Sensitivity Analysis of the Optimized MehanismWe now investigate the sensitivity of the e�etiveness of the redibility mehanism tothe punishment parameters seleted by the optimization proedure of Setion 5. To thisend, we onsider a peer-to-peer system with N = 1500 partiipants of whih 45% areliars, with servie request rate per peer r = 0:5, with mean lifetime 150 time slots andwith probability of �nding a requested servie in the system equal to 0.983. Employingthe Markovian model and the optimization proedure of Setion 5, we �nd that theoptimized punishment parameters for this system are b = 2:77 and nr0 = 1:46. Usingthe simulation model of Setion 7, we run experiments for a long time and observethe mean frations of time PSS and PSL that sinere and liar peers are not underpunishment. We modify b and nr0 parameters by �50% and [-50%, 350%℄ respetivelyfrom their optimized values and we run experiments again to observe resulting PSSand PSL. The resulting perentage di�erenes in the e�etiveness of the redibilitymehanism for sinere and liar peers are depited in Figures 3(a) and 3(b) respetively.Note that the sensitivity of the e�etiveness of the redibility mehanism to the pun-ishment parameters b and nr0 may be di�erent for peer-to-peer systems of di�erentharateristis. As observed by Figure 3(a), the e�etiveness of the optimized redibil-ity mehanism is Pareto optimal for sinere peers, while it an be signi�antly redued



19(i.e. up to 20% in this experiment) for di�erent punishment parameters. The e�etive-ness of the redibility mehanism for liars is not Pareto optimal, but the mehanismwith optimized parameters ahieves that liars are under punishment �95% of theirlifetime. However, this result may signi�antly deteriorate (i.e. over 50% in this exper-iment) for punishment parameters other than optimized ones, as depited in Figure3(b). Therefore, the e�etiveness of the redibility mehanism is guaranteed to be highonly for the optimized punishment parameters.

(a)

(b)Fig. 3 The perentage di�erene of PSS (a) and PSL (b) that result by simulation exper-iments when the redibility mehanism is employed with punishment parameters b and nr0that have a perentage di�erene than their optimized values.



209 Integration with Reputation-based PoliiesIn this setion, we experimentally investigate the e�etiveness of the redibility meh-anism when ombined with reputation based poliies, suh as those that we desribedin [2℄. This is very important onsidering that the introdution of reputation in everypeer-to-peer system a�ets the eligibility of peers to be seleted for transation byother peers, as explained there. Furthermore, it was established in [2℄ that reputationprovides the right inentives for high performane only when proper reputation-basedpoliies are employed in the peer-to-peer system.In the experiments of this setion, we employ the simulation model of Setion 7along with the Max-Max reputation-based poliy pair: eah lient selet to transatwith the provider that has the highest reputation among those that o�er the requestedservie and providers selet to transat with the lient that has the highest reputationamong those that ompete for the same servie at the same time slot. We have alsorun experiments where we employed other poliies of [2℄ and we notied similar e�ets.Note that the Markovian model of Setion 4 is not adequate to measure the e�etive-ness of the redibility mehanism when ombined with reputation-based poliies, as therandom seletion of the transated parties is no longer valid: here peers are seleted totransat based on their reputation values. If we assumed high inauray of reputationin the peer-to-peer system, then peers ould be assumed to be seleted ad ho initially.However, as reputation values beome more aurate due to the presene of the redi-bility mehanism in the system, a yle of reputation information is formed: two peersare seleted to transat based on their reputation values, both provide feedbak on theprovider's performane after transation, upon agreement the reputation of the pro-viding peer is updated a�eting its probability to be seleted in the future while upondisagreement both transated peers are punished and then the transated peers areagain seleted based on their reputation and so forth. This reputation bias ould onlybe desribed by a Markovian model that would have a muh larger number of states,e.g. omprising all the disrete reputation levels that a peer ould be assumed to beategorized into. However, we would thus end up with a omputationally non-tratableMarkovian model. On the other hand, we determine the punishment parameters ofthe redibility mehanism aording to the optimization proedure of Setion 5, soas to optimize the e�etiveness of the mehanism in the worst ase senario of highinauray of reputation values in the system.After a transation eah of the peers involved sends feedbak to the reputationsystem as explained in Setion 3. Votes are onverted into reputation values usingthe Beta aggregation rule disussed in Setion 3. The reputation value for a peer isassoiated to his pseudonym, and expresses his probability of o�ering high performanegiven his past reord. The peer-to-peer system is onsidered noiseless in the sense thatthe outome of a transation depends only on the performane of the providing peerin this transation. A peer is assigned a low initial reputation h0 (i.e., h0 = 0:1),in order to limit the inentive for name hanges. In the experiments onduted, weassess the eÆieny attained in this peer-to-peer system when the optimized redibilitymehanism is employed, whih is measured as the mean number of suessfully providedservies to eah peer type. Partiular emphasis is plaed on the eÆieny of sinerealtruisti peers, as suh peers o�er the most of the value of the peer-to-peer system.We also assess the inentives o�ered per type of peers for truthful reporting. First, liarpeers are assumed to employ stati strategies, while next liar peers are assumed to berational employing a dynami strategy.



219.1 Stati Lying StrategiesReall that peers belong to two �xed reporting types namely sineres and liars. Liarsmay follow various strategies for manipulating their ratings depending on their obje-tives. We onsidered four possible lying strategies, some of whih are similar with thosein other related works [4℄, [8℄, [18℄:{ Destrutive, in whih liar peers reverse the feedbak on the outome of their trans-ations.{ Opportunisti, in whih liar peers laim that they always sueed in their transa-tions and that all other peers not ollaborated with them fail.{ Mixed, in whih a liar peer randomly selets whih of the above two lying strategiesto employ. The seletion probability may vary with time.{ Disriminating, in whih a liar peer apart from being opportunisti, only servespeers ollaborated with him, thus bypassing the Max-Max poliy.Liar peers may be ollaborated to eah other in the sense that they always rate posi-tively eah other.In all the experiments of this subsetion, we assume that liars are ollaborated toeah other. We also omit an initial \bootstrapping" period of operation of the peer-to-peer system in the beginning of whih all peers are newomers. (This period lastsfor 250 slots; in general its duration depends on various parameters, but mainly on theservie request probability.) Thus, we assess the eÆieny of peers during the normaloperation of the peer-to-peer system with dynamially renewed population. First, liarpeers are taken to follow the destrutive lying strategy and to onstitute the 45% ofthe population of the peer-to-peer system. Using the optimization proedure of Setion5, we �nd that the optimized punishment parameters for this system are b=2.77 andnr0=1.46. In Figure 4(a), depited are the mean reputation values of sinere peers,whih are very aurate when the redibility mehanism is employed, as shown byarrow 1 for altruisti and by arrow 2 for egotisti peers. Indeed, the mean reputationvalues for sinere altruisti and egotisti peers are very lose to their orrespondinga priori probability for suessful servie provision � = 0:9 (resp.  = 0:1). On theontrary, if the redibility mehanism is not employed, then the two performane typesannot be distinguished by means of reputation. Also, note that altruisti liar peersbene�t from the absene of the redibility mehanism as opposed to altruisti sinereones! Therefore, peers have wrong inentives in the absene of our mehanism. On theother hand, the mean reputation values for liar peers are higher when the redibilitymehanism is employed, as depited in Figure 4(b). This is beause liar peers agree ontheir feedbak only in their transations with liars and as a result due to the redibilitymehanism they reeive only positive ratings.Next, we deal with eÆieny issues for the same set of experiments. The number oftotal suessfully obtained servies per peer (i.e. eÆieny) inreases for both altruistiand egotisti sinere peers when the redibility mehanism is employed, as depitedby arrow 1 in Figure 5(a) and 5(b) respetively. On the ontrary, when the redibilitymehanism is employed, the eÆieny of liar peers (whih was greater than that ofsinere ones) beomes almost zero as depited by arrow 2. Also, when the redibilitymehanism is employed, the eÆieny ahieved by sinere peers in the presene ofliars is very lose (i.e. up to 10% relative di�erene) to that ahieved in the idealase where no liar peers are present in the peer-to-peer system. The same onlusionalso applies for egotisti sinere peers, whose eÆieny is muh lower than that of
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(b)Fig. 4 The mean reputation values of sinere (a) and liar (b) altruisti and egotisti peerswhen the redibility mehanism is employed (\redibility") or not (\no redibility") in a peer-to-peer system with 45% ollaborated liar peers that follow the destrutive strategy.altruisti sinere ones, as expeted. That is, the redibility mehanism enables theproper operation of the reputation for performane when reputation-based poliiesare employed. Thus, when our redibility mehanism is employed, the disturbane ofsinere peers by presene of liars is minimal. The introdution of the mehanism is verybene�ial for sinere peers and very harmful for liar ones, who reeive a muh lowereÆieny than sinere peers. Therefore, the strategy of ollaborative destrutive lyingstrategy is dominated by the \always be sinere" strategy. Our mehanism renderstruthful reporting inentive-ompatible for peers, as liars spend most of their lifetimesbeing under punishment. On the ontrary, sinere peers reover very soon both from theinitially high non-redibility value and from their possible unfair punishments imposedby the redibility mehanism.
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(b)Fig. 5 The umulative number of suessfully o�ered servies per altruisti (a) and per egotis-ti (b) peer when the redibility mehanism is employed (\redibility") or not (\no redibility")in a peer-to-peer system with 45% liar peer that follow the destrutive strategy.Next, we onsider the ase where liar peers are ollaborated and follow the oppor-tunisti lying strategy. In order for the optimized punishment parameters to properly



23alulated for this strategy, we replae the formulas of equations (2) and (3) of theprobabilities PS and PL that a sinere or a liar peer respetively is punished at eahtime slot by the following ones:PS = ls+ l� 1y[la(1� a) + le(1� )℄PL = ss+ l� 1y(1� la)a+ (1� le)) ; (11)where s, l are the expeted number of sinere and liar peers at equilibrium, estimatedin Setion 5, and la, le are the frations of altruisti and egotisti liar peers in thesystem respetively. These formulas are derived by the de�nition of the opportunistilying strategy. Note that these hanges in the Markovian model do not hange the op-timization proedure de�ned in Setion 5. Then, the alulated optimized punishmentparameters are b = 2:5 and nr0 = 1:9. Indeed, nr0 should be higher in order forliar peers to be punished for long enough despite the fewer disagreements that theyare involved into. When the redibility mehanism with these punishment parametersis employed in a peer-to-peer system with 40% ollaborated liar peers that follow theopportunisti strategy, then the number of total suessfully o�ered servies per peer(i.e. eÆieny) inreases for both altruisti and egotisti sinere peers, as depited byarrow 1 in Figures 6(a) and 6(b) respetively. On the ontrary, the eÆieny of liarpeers (whih was greater than that of the ideal ase) beomes lower than that of thesinere ones, as depited by arrow 2 in Figures 6(a) and 6(b).
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(b)Fig. 6 The umulative number of suessfully o�ered servies per altruisti (a) and per egotis-ti (b) peer when the redibility mehanism is employed (\redibility") or not (\no redibility")in a peer-to-peer system with 40% liar peer that follow the opportunisti strategy.Liar peers are next supposed to follow the disriminating strategy. In this ase,the optimized punishment parameters for the redibility mehanism are alulated bythe optimization proedure of Setion 5, but using the formulas in equations (12) foralulating the probability PS (resp. PL) that a sinere (resp. liar) peer is punished ateah time slot. These probabilities are diretly derived by the de�nition of the disrim-inating lying strategy desribed in the beginning of this subsetion. The punishmentparameters alulated by the optimization proedure of Setion 5 are b = 1:15 andnr0 = 23:2. The same argument for nr0 in the ase of the opportunisti strategy alsoapplies for this lying strategy. However, b has to be low so as the unfair punishment for



24sinere peers to be minimized. We experimentally found that the optimized redibilitymehanism e�etively deals with up to 12% of peers that follow this lying strategy, asdepited in Figures 7(a) and 7(b).PS = 0PL = ss+ l� 1y(sas a+ ses ) (12)
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(b)Fig. 7 The umulative number of suessfully o�ered servies per altruisti (a) and per egotis-ti (b) peer when the redibility mehanism is employed (\redibility") or not (\no redibility")in a peer-to-peer system with 12% liar peers that follow the disriminating strategy.We also onsider the ase that liar peers follow the mixed strategy. Employing theabove methodology for optimizing the punishment parameters, we have experimentallyfound that the numbers of suessfully o�ered servies to sinere altruisti and egotistipeers respetively are always equal or greater than the orresponding ones o�ered to liaraltruisti and egotisti peers respetively, when the optimized redibility mehanismis employed in a peer-to-peer system with up to 33% liar peers. Therefore, truthfulreporting dominates the mixed lying strategy under the redibility mehanism andtruthful reporting is inentive-ompatible for peers.Finally, we have experimentally observed the e�et of subjetivity to the e�e-tiveness of the redibility mehanism. We only desribe the interesting ase of severesubjetivity, i.e. when the subjetivity is so high that reates feedbak disagreementsbetween sinere peers and thus they get unfairly punished. We found that the redibil-ity mehanism is still e�etive to isolate liars, as long as the sum of the total frationof transations that are subjet to severe subjetivity and the fration of ollaboratedliars is lower than the orresponding upper bounds that are presented earlier in thissetion for eah lying strategy. However, the eÆieny of the peer-to-peer system forsinere peers may be signi�antly a�eted. For example, if 2%, (resp. 5%) of the trans-ations are subjet to severe subjetivity, � 10% (resp. � 20%) of the eÆieny forsinere peers is lost.Note that the above results were also experimentally veri�ed for Uniform serviedistribution. Also, note that the e�etiveness of the redibility mehanism inreases asthe renewal rate of the population of the peer-to-peer system dereases, as expeted.



25This is beause, a number of time slots is needed for the non-redibility and the reputa-tion values of the peers to onverge to their proper values. Moreover, the e�etivenessof the mehanism inreases with the perentage of sinere peers. The upper bound onthe perentage of liar peers that follow the destrutive strategy and are not ollabo-rated to eah other and they an e�etively dealt with by the redibility mehanismwas experimentally found to be 55%. In partiular, we found that the eÆieny for sin-ere peers is near that of the ideal ase, while the eÆieny of liar peers is diminishedwhen the redibility mehanism is employed. This was expeted, as in this ase liarpeers disagree even when they transat with eah other. Suh frations of liar peersthat are not ollaborated orrespond to liar peers that do not belong to the same realentities. On the other hand, large frations of ollaborated liar peers orrespond toarti�ially generated identities on behalf of a ertain real entity. Suh olletives of sohigh frations of liar peers are diÆult to emerge in large atual peer-to-peer systemswhere a proper membership mehanism that requires some real-life redentials for isemployed.9.2 Rational Dynami Lying StrategySo far, we have experimentally proved that the redibility mehanism, employed jointlywith reputation-based poliies, assigns very high eÆieny to sinere peers despite thepresene of high frations of liars that all follow one of the �xed lying strategies ofSubsetion 9.1. Next, we assume that peers hoose their lying probability aordingto a dynami rational strategy so as to maximize their long term expeted payo�by means of a learning algorithm explained below. We employ the simulation modelde�ned in Setion 7. The lifetime of eah peer is exponentially distributed with meanvalue 150 time slots. After this lifetime period, the peer rejoins the system under anew pseudonym with lean transation reord and with the initial values of reputationand redibility. In this setion, we assume that a peer belongs to the same authoritythroughout its onseutive lifetime periods during the operation of the system. Thus, apeer retains its probability to lie between two onseutive lifetime periods. This settingorresponds to a peer that periodially hanges its pseudonym to lean its reord of lowperformane and lying, but retains its probability to lie that has been learned in order tomaximize its expeted payo�. Under this model, eah peer i follows a rational dynamistrategy aording to whih it selets its probability si to lie in feedbak reportingaording to a learning algorithm explained below. Upon lying, a peer follows thedestrutive lying strategy, while liar peers are supposed to be ollaborated. Aordingto the learning algorithm, after the expeted lifetime period of a peer, its payo� (i.e.the number of time slots that the peer was not under punishment) is ompared to thepayo� of the peer at the end of its previous lifetime period and its probability si to lieis adjusted aordingly:{ If the probability si was previously inreased during the last lifetime period andthis was not bene�ial, then derease si in the next period. Otherwise, furtherinrease si in the next period.{ If the probability si was previously dereased during the last lifetime period andthis was not bene�ial, then inrease si in the next period. Otherwise, furtherderease si in the next period.The above senario orresponds to a repeated game among peers that have two purestrategies: Tell the truth and Lie. Eah peer tries to optimally hoose its mixed strategy



26by learning. Consider that the initial fration of peers that lie is very important for theevolution of the system; the redibility mehanism by nature demands a lower frationof ollaborated liar peers in the system than that of sinere ones in order to be e�etive.Therefore, we expet that the redibility mehanism provides the right inentives topeers only when fewer than 50% of peers of the system initially lie. Indeed, as depitedin Figure 8(a), if only 45% of the population initially lie with probability 1, while theother 55% of the population has zero lying probability (or equivalently if all peers havean initial lying probability 45%), then the peer-to-peer system asymptotially evolvesto a stable equilibrium where all peers report their feedbak truthfully. Thus, theredibility mehanism provides inentives to rational peers to be truthful. Otherwise,if 55% of the population initially lie, then the peer-to-peer system evolves to a stableequilibrium where all peers onstantly lie in their feedbak reports, as depited inFigure 8(b).
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Fig. 8 a) The evolution of the mean probability of peers to rate truthfully, when the redibilitymehanism is employed in a peer-to-peer system where initially 45% of peers lie. b) Theevolution of the mean probability of peers to rate truthfully, when the redibility mehanismis employed in a peer-to-peer system where initially 55% of peers lie.10 Implementation Issues10.1 The ArhitetureWe have already demonstrated the e�etiveness of our proposed mehanism for pro-moting redible reporting of feedbak in a peer-to-peer system, as well as the rightinentives provided thereby. Next, we disuss how this mehanism an be implementedin a ompletely inseure, anonymous and distributed peer-to-peer environment. Theredibility information for eah peer has to be eÆiently stored and traeable. Authen-tiation, integrity and non-repudiation of the redibility information and the feedbakmessages are also required. The seurity issues an be dealt with by means of thepubli-key infrastruture (PKI). Upon registering in the peer-to-peer system, eah peerhooses a publi-private key pair and reates his own erti�ate, whih is signed by thesystem; that is, it is signed by a ertain number of randomly seleted peers, similarlyto Pretty Good Privay (PGP) [28℄.Throughout the paper we have assumed that no peers are pre-trusted. Thus, wepropose an implementation that does not rely on suh a requirement. Peers are assumed
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Fig. 9 Determining disagreement in feedbak messages in a peer-to-peer environment.to be organized in a hash-indexed struture enabling searh of data. Suh a strutureis already available in systems suh as Chord, P-Grid; see [4℄ and referenes therein.Peers are required to submit their feedbak messages to other peers (referred to asredibility holders) based on their node identi�er in the hash-indexed struture andon a number of hash funtions employed for this purpose. Eah peer is responsiblefor storing non-redibility values and punishment states of multiple other peers. Thus,multiple peers are responsible for holding redibility information of eah �xed peer.After a transation, eah peer sends his feedbak message (provider identi�er, lientidenti�er, rating and performane metri) and its digest signed by his private key toall peers that store redibility information of both transated peers, as depited inFigure 9. Peers that reeive feedbak messages verify the sender and the integrity ofmessages. Then, they detet agreement or disagreement of the feedbak messages andompute non-redibility values and update the punishment states of the transatedpeers as neessary. If only one feedbak message is reeived, then this is also regardedas a disagreement and both transated peers are punished. The redibility informationis vulnerable to strategi modi�ation by maliious peers. To avoid this, the redibilityinformation provided by the majority of holders an be taken as valid. If there is enoughredundany in storing redibility information, then any maliious modi�ation thereofan be observed by the peer himself. Indeed, the peer an monitor the redibilityinformation about him periodially, by asking the orresponding information holdersand omparing their responses. Thus, if a peer detets signi�ant inonsisteny inthese responses, then the minority of holders should be punished for misreporting. Theredibility holders of the misreporting peers should be informed for this inonsisteny,whih should be observable by these holders too. If there are fewer ollaborated liars inthe peer-to-peer system than sinere peers, then the inonsisteny will be revealed andorreted, and the orresponding redibility information will be updated aordingly.
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(b)Fig. 10 The average number of suessfully o�ered servies to (a) altruisti and (b) egotis-ti peers when the redibility mehanism is employed or not in a system where peers storeredibility information and 25% ollaborative liars.10.2 Collusive Liar HoldersIn order to prove that our approah would still be e�etive in ase that the holdersof redibility information were ollusive liars we have experimentally investigated suha senario. In this senario, holders of redibility information are normal peers, whihhave a �xed reporting type being either sinere or liar as before. Holder peers storeand report redibility information (i.e. punishment state and non-redibility value) forspei� peers seleted by a hash funtion of the unique system identi�er of the latterones. The strategy that liar holders follow is ollaboratively opportunisti in the sensethat they always store and report negative redibility information for sinere peers andpositive redibility information for their ollusive partners. Spei�ally, liar holders:{ Always report agreement and disount non-redibility value for a liar peer that isinvolved as a lient in a transation.{ Always report agreement and reord a positive vote for a liar peer that is involvedas a provider in a transation.{ Report disagreement and reord a new punishment for a subjet sinere peer thatsueeded in a servie provision.{ Report agreement and reord a negative vote for a subjet sinere peer that failedin a servie provision.Prior to a potential transation between two peers, eah of them asks the redibilityholders of eah transated party for the punishment state of the latter. Aording tothe redibility mehanism, only if neither of them is under punishment, the transa-tion should take plae. However, the sinerity of the redibility information reporteddepends on the reporting type of the majority of the holders for eah transated party.After a transation, the transated parties submit their feedbak to all the holderpeers of both transated parties. Credibility holders independently observe agreementor disagreement and store redibility information aording to their reporting type.The redibility information stored by the majority will be taken into aount in thefuture transations of these peers.There are two approahes regarding reporting minorities: i) ignore them, ii) punishthem. The punishment of the minority holder peers after obtaining redibility infor-



29mation ould be employed by reporting a disagreement to the respetive holders ofredibility information of eah of them. We implement the aforementioned senariowith 10 redibility holders for eah peer and ignoring minorities in the simulationmodel of Setion 7 with parameters N = 1500, �=10 peers/time slot, r = 0:5 andUniform servie availability with q = 0:00275. The punishment parameters are takento be b=1.77 and nr0=1.46. Also, the Max-Max reputation based poliy is employedin the system. However, for the larity of results, reputation information is assumed tobe aurately and entrally stored, as opposed to redibility information. The averagenumber of suessfully o�ered servies for altruisti (resp. egotisti) peers in the pres-ene of 25% liar peers when the redibility mehanism is employed or not is depitedin Figures 10(a) and 10(b) respetively. Therefore, if the perentage of ollaboratedliar holders is less than or equal to 25%, then there is no point in punishing reportingminorities, as in suh a ase, liar holders have a minor impat to the ahievable eÆ-ieny of sinere peers. On the other hand, it has been observed in other experimentsthat if more than 25% liar holders are present in the peer-to-peer system, then pun-ishing minorities is both neessary and e�etive for providing the right inentives toholders. Note that the punishment state of redibility holders (i.e. seond-order redi-bility information) ould also be employed for determining the redibility informationof peers. However, then, the number of required messages for aquiring the redibilityinformation of transating peers would be multiplied by the number of holders.11 ConlusionIn this paper, we have de�ned, analyzed and optimized a redibility mehanism thatwe �rst presented in [6,7℄. This mehanism provides inentives for truthful reportingof ratings' information in peer-to-peer systems by disovering and punishing liar peers.Based on a Markov-hain model, we found that the mehanism leads the system in ben-e�ial steady states where almost all liar peers are under punishment, while almost allsinere ones are not. The punishment parameters of the mehanism were optimized forpeer-to-peer systems of arbitrary harateristis by a �xed-point proedure. The opti-mization proedure was proved to be Pareto optimal and neessary for the e�etivenessof the mehanism. Moreover, we experimentally proved that the optimized redibilitymehanism ombined with reputation-based poliies assigns to sinere peers almostideal bene�t from the peer-to-peer system and diminishes the bene�t of liar peers evenwhen very high frations of ollaborated liars follow various stati and dynami rationalstrategies. Therefore, truthful reporting is individually rational and inentive ompati-ble for peers under the optimized mehanism, whih is thus strategyproof. Furthermore,the frations of ollaborated liars suessfully dealt with by the redibility mehanismare the highest in the literature. Also, we have disussed the implementation of themehanism in a real peer-to-peer system without entral authorities for storing red-ibility information, and experimentally proved that the mehanism ould e�etivelydeal with up to 25% ollaborated liars that follow opportunisti strategies. Overall, inthis paper, we provided a omplete solution against free-riding and low-performane inpeer-to-peer systems.As already explained, the optimized redibility mehanism is very e�etive in iso-lating liar peers. In further experiments omitted for brevity reasons, we found thatdi�erent punishment approahes in ase of a feedbak disagreement do not improvethis e�etiveness. In partiular, attempting to limit the unfairness introdued for sin-
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