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Abstract The proliferation of IoT devices has influ-
enced end users in several aspects. Yottabytes (YB) 
of information are being produced in the IoT environs 
because of the ever-increasing utilization capacity of 
the Internet. Since sensitive information, as well as pri-
vacy problems, always seem to be an unsolved prob-
lem, even with best-in-class in-formation governance 

standards, it is difficult to bolster defensive security 
capabilities. Secure data sharing across disparate sys-
tems is made possible by blockchain technology, which 
operates on a decentralized computing paradigm. 
In the ever-changing IoT environments, blockchain 
technology provides irreversibility (immutability) 
usage across a wide range of services and use cases. 

C. Awasthi 
JSS Academy of Technical Education, Noida, India
e-mail: charuawasthi@gmail.com

P. K. Mishra 
Department of Computer Science and Engineering, 
Pranveer Singh Institute of Technology, Kanpur, India
e-mail: prkm.cse@gmail.com

P. K. Pal 
Department of Computer Science, KIET Group 
of Institutions, Ghaziabad, India
e-mail: pawan.pal@kiet.edu

S. B. Khan (*) 
Department of Data Science, School of Science, 
Engineering and Environment, University of Salford, 
Salford, UK
e-mail: s.khan138@salford.ac.uk; surbhibhatia1988@
yahoo.com

S. B. Khan · T. R. Gadekallu 
Department of Electrical and Computer Engineering, 
Lebanese American University, Byblos, Lebanon
e-mail: thippareddy.g@vit.ac.in

A. K. Agarwal 
Department of Computer Science and Engineering, Sharda 
School of Engineering and Technology, Sharda University, 
Greater Noida, India
e-mail: Ambuj4u@gmail.com

T. R. Gadekallu 
Zhongda Group, Haiyan County, Jiaxing City 314312, 
Zhejiang Province, China

T. R. Gadekallu 
School of Information Technology and Engineering, 
Vellore Institute of Technology, Vellore, India

T. R. Gadekallu 
College of Information Science and Engineering, Jiaxing 
University, Jiaxing 314001, China

T. R. Gadekallu 
Division of Research and Development, Lovely 
Professional University, Phagwara, India

A. A. Malibari 
Department of Industrial and Systems Engineering, 
College of Engineering, Princess Nourah Bint 
Abdulrahman University, P.O. Box 84428, 11671 Riyadh, 
Saudi Arabia
e-mail: aamalibari@pnu.edu.sa

http://crossmark.crossref.org/dialog/?doi=10.1007/s10723-023-09699-2&domain=pdf
http://orcid.org/0000-0002-5903-2459
http://orcid.org/0000-0003-0413-3954
http://orcid.org/0000-0001-9197-7121
http://orcid.org/0000-0001-5181-5750


 J Grid Computing (2023) 21:69

1 3

69 Page 2 of 20

Vol:. (1234567890)

Therefore, blockchain technology can be leveraged to 
securely hold private information, even in the dynamic-
ity context of the IoT. However, as the rate of change in 
IoT networks accelerates, every potential weak point in 
the system is exposed, making it more challenging to 
keep sensitive data se-cure. In this study, we adopted 
a Multi-level Blockchain-based Secured Framework 
(M-BSF) to provide multi-level protection for sensitive 
data in the face of threats to IoT-based networking sys-
tems. The envisioned M-BSF framework incorporates 
edge-level, fog-level, and cloud-level security. At edge- 
and fog-level security, baby kyber and scaling kyber 
cryptosystems are applied to ensure data preservation. 
Kyber is a cryptosystem scheme that adopts public-key 
encryption and private-key decryption processes. Each 
block of the blockchain uses the cloud-based Argon-
2di hashing method for cloud-level data storage, pro-
viding the highest level of confidentiality. Argon-2di is 
a stable hashing algorithm that uses a hybrid approach 
to access the memory that relied on dependent and 
independent memory features. Based on the attack-
resistant rate (> 96%), computational cost (in time), 
and other main metrics, the proposed M-BSF security 
architecture appears to be an acceptable alternative to 
the current methodologies.

Keywords Attack · Data protection · 
Cryptosystem · Encryption · Decryption · Hashing · 
Resistant · Overheads · Multiple securities · 
Computation

Abbreviations 
ARR   Attack Resistant Rate
CPU  Central Processing Unit
DBT  Data Breaches and Theft
DDoS  Distributed Denial of Service
DNS  Domain Name System
DNS  Domain Name System
DoS  Denial-of-Service
DPI  Data Preservation Index
GHz  Gigahertz
ID  Identification
IIoT  Industrial Internet of Things
IoT  Internet of Things
KB   Kilobytes
KDF  Key Derivation Function
LAN  Local Area Network
LWE  Learning With Errors
MB  Megabytes

M-BSF  Multi-level Blockchain-based Secured 
Framework

MM  Man-in-the-Middle
NAB  Numenta Anomaly Benchmark
ODN  OriginTrail Decentralized Network
PII  Personal Identifiable Information
RFID  Radio Frequency Identification
SHA  Secure Hash Algorithm
SQL  Structured Query Language
UTC   Universal Time Coordinated
VM  Virtual Machine
VMH  Virtual Machine Hopping
YAML  Yet Another Markup Language
YB  Yottabytes

1 Introduction

In the Internet of Things (IoT) context [1–3], "dyna-
micity in IoT infra" is defined as the capacity of an 
IoT infrastructure to change and evolve in response 
to external stimulants. The IoT refers to a network of 
interoperable electronic devices that may exchange 
data with one another, along with cloud-based con-
nectivity to facilitate several valuable functions. As 
a result of its adaptability and scalability, IoT infra-
structures can accommodate a wide range of end-
points, sensors, and software. This adaptability is 
crucial in IoT settings, where the equipment and data 
sources are subject to regular change. Key aspects 
that allow flexibility in IoT systems include:

• For the IoT to be successful, its underlying tech-
nical infrastructure must be extensible enough to 
accommodate an ever-increasing number of con-
nected devices and data sources.

• IoT backbones must be compatible with a wide 
range of devices and data sources, irrespective of 
brand or communication protocol.

• The network structure, equipment accessibility, 
and information quantity may all undergo changes, 
and IoT infrastructures must be flexible enough to 
handle them.

• Infrastructures for the IoT need to be flexible 
enough to adapt rapidly to new circumstances, 
such as introducing new services and programs.

In general, the dynamism of IoT infrastructures 
is crucial, as it allows them to accommodate the 
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ever-increasing complexity of the IoT ecosystem [4].In 
the IoT domain, "sensitive data" refers to any informa-
tion that could be used to uniquely identify a person 
or reveal private information (like PII, financial data, 
etc.). IoT devices create an ever-increasing amount of 
data, and it’s becoming more critical to preserve this 
data so it doesn’t get lost, stolen, or corrupted [5].

1.1  Necessity of Preservation of Sensitive Data

Preserving data in the IoT entails taking precautions 
to prevent the loss, corruption, or manipulation of 
data and keeping it accessible for as long as possible 
[6]. Information needs to be protected and recovered 
whenever accessed by its intended users to prevent 
unwanted parties from having access to it. To secure 
the long-term preservation and protection of sensi-
tive data in the IoT, a complex strategy, including 
technological solutions, rules, and procedures, is 
required [7, 8]. Several IoT applications, including 
those in financial services, healthcare, and critical 
facilities, rely on sensitive data for proper function-
ing [9, 10]. Losing this data can have severe conse-
quences for the functioning of these applications, 
with adverse economic and social effects.

1.2  Significance of Cryptosystems and Blockchain 
Technology

Blockchain and other robust cryptosystems could 
help a loT with the safe storage of private information 

in IoT networks [11]. The immutability and inalter-
ability of blockchain-created records guarantee the 
truthfulness and reliability of any information stored 
within. Furthermore, since each document is crypto-
graphically connected to its predecessor, any tamper-
ing with the data will be immediately detected. This 
safety measure prevents unauthorized changes to pri-
vate information like bank account numbers or social 
security numbers. To ensure the safety of sensitive 
data in IoT infrastructure, blockchain technology and 
cryptosystems may provide additional layers of pro-
tection. Using such tools allows any business (that 
relies on IoT infra) to protect its customers’ personal 
information, comply with laws, and keep their con-
fidence [12]. Blockchain and cryptosystems can be 
used at the edge device, in thefog, and in the cloud, 
among other places in the IoT architecture, to make 
IoT services more secure and less centralized.

1.3  Limitation and Utilization

There are benefits to using blockchain and crypto-
systems for data preservation in the IoT, but there are 
also limitations. Figure 1 shows some of the limita-
tions and ways that blockchain and cryptosystems can 
be used to protect data in the IoT domain.

Limitation Large-scale IoT applications might be 
challenging to scale due to blockchain technology’s 
slowness and resource requirements. This may restrict 
its use in IoT systems that produce copious amounts 

Fig. 1  (a) Limitation and 
(b) Utilization of Block-
chain and Cryptosystem in 
Data Security Process



 J Grid Computing (2023) 21:69

1 3

69 Page 4 of 20

Vol:. (1234567890)

of data. Power-constrained IoT devices may be unable 
to keep up with the high energy demands of block-
chain processing and transaction validation. Costs 
associated with implementing and maintaining block-
chain technology may prevent its widespread use in 
IoT systems. For less technically savvy IoT devices, 
blockchain deployment and integration complexity 
may prevent its use.

Utilization Decentralized data management, made 
possible by blockchain and cryptosystems, has the 
potential to improve both security and openness. 
Cryptography is used by blockchain and other cryp-
tosystems to ensure the safety of data and transac-
tions, making them more resistant to hacking and 
other forms of cybercrime [13]. The immutability and 
transparency of blockchain and cryptosystems may 
increase trust between participants in IoT applica-
tions. Blockchain and other cryptosystems may make 
it easier for many parties to share data in IoT applica-
tions in a safe and transparent way, which in turn can 
boost cooperation and creativity.

1.4  Scope of the Research Work

The scope of research work for the preservation of 
sensitive data using multi-level blockchain-based 
secured framework for dynamic IoT infrastructure 
is extensive and can cover several areas of research. 
This study field concentrates on the creation of 
blockchain-based solutions for the storage of data 
in IoT architecture. Protecting private information 
[14] in IoT infrastructure is the primary goal of this 
research work. To prevent illegal access and main-
tain data privacy, measures such as encryption and 
intrusion detection must be implemented. In addi-
tion, research in this field may focus on finding 
ways to accommodate the ever-changing require-
ments of IoT infrastructure. Improving the avail-
ability and dependability of IoT systems requires 
the development of self-healing systems, reliable 
architectures, and highly adaptable techniques. The 
effectiveness of multi-level blockchain-based pro-
tected frameworks for pliable IoT architecture can 
potentially be studied in this research. Assessing 
the practicability and efficiency of these solutions 
requires looking at things like ARR, DPI, computa-
tional overheads, and storage overheads.

1.5  Motivation

The motivation behind the research work on "preser-
vation of sensitive data using multi-level blockchain-
based secured framework for dynamic IoT infrastruc-
ture" is to address the critical challenge of preserving 
sensitive data in dynamic IoT environments. The con-
fidentiality and safety of sensitive data have evolved 
into a significant issue for businesses across a wide 
range of sectors due to the expansion of IoT devices 
and the rising volume of data produced by those 
devices [15].

Centralized databases and encryption, two stand-
ard methods for preserving data in IoT infrastructure, 
have their limits when protecting sensitive informa-
tion. Blockchain technology’s decentralized and 
transparent way of data storage may provide high lev-
els of protection for users’ personal information and 
other sensitive data [16]. However, several obstacles 
to overcome when integrating blockchain technol-
ogy into IoT infrastructure include expansion, energy 
consumption, and intricacy.This study aims to create 
a multi-level blockchain-based protected architecture 
that can deal with these issues and provide practical 
solutions for protecting sensitive data in the ever-
changing IoT environment. The suggested framework 
seeks to use solid cryptosystem processes and block-
chain technology’s privacy and security capabilities 
while also resolving issues with expansion, energy 
consumption, and complexity. Furthermore, the sug-
gested architecture uses a multi-level security strat-
egy to guarantee that sensitive data is safeguarded all 
the way through the IoT infrastructure, from the edge 
device to the cloud.

1.6  Objectives

The major objective of the research are delineated as 
follows.

• To create a multi-level blockchain-based protected 
framework by integrating strong cryptosystems 
for protecting private data in an ever-changing IoT 
environment.

• To evaluate the effectiveness and feasibility of the 
proposed multi-level blockchain-based secured 
framework. Computational overheads, storage 
overheads, ARR, and DPI, may all be assessed 
by putting the framework through its paces in a 
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simulated IoT infrastructure. The analysis aims to 
prove that the suggested framework can effectively 
secure private information in an evolving IoT set-
ting. Ultimately, this research aims to provide a 
complete framework for protecting private data in 
dynamic IoT infrastructure, therefore contributing 
to the development of IoT security and privacy. As 
a result, the study’s results could be used to help 
users and other interested parties have more faith 
in IoT systems.

• The delineation design of this article is organized 
as follows: Section  2 briefs the conceptual tech-
niques of most recent existing works; Section  3 
elaborates the proposed security framework for 
dynamic IoT infrastructure; Section  4 discusses 
the evaluation metrics and comparative analysis 
based on the attained outcomes; and Section  5 
wraps up the research with vital conclusive points, 
highlighting the significance of this research work 
and future enhancements.

2  Related Work

This section talks about the different ways that block-
chain-based IoT systems handle authentication, shar-
ing data, and getting data back while keeping privacy 
safe. In addition, we investigate the various block-
chain architectural frameworks available to support 
multiple IoT applications.

[17] is still a unique blockchain network built spe-
cifically for the IoT. The platform was so-called to 
honor Charles Walton, the man responsible for devel-
oping RFID technology, and to recognize his efforts 
in furthering his dream of RFID’s widespread adop-
tion via the IoT. Many distinct blockchains may coex-
ist on the Waltonchain platform. The Waltonchain, 
which serves as the foundation for all other block-
chains, is a public ledge devicer that enables any users 
who meet specific requirements to participate in its 
consensus process and perform various roles inside 
the blockchain. The characteristics of this public 
blockchain remain consistent with those of previous 
public blockchains. Waltonchain’s goal is to disrupt 
present IoT businesses by combining the blockchain’s 
credibility, auditability, and traceability with RFID 
in IoT devices. One potential drawback of the Wal-
tonchain concept is that it might require a substan-
tial investment in time, money, and other resources 

to deploy well. Sophisticated equipment, code, and 
infrastructure elements may be needed for the frame-
work’s intricate integration of RFID and blockchain 
technology. Ultimately, it would be hard for smaller 
firms and organizations with fewer resources to use 
the technology. Also, security and regulatory issues 
should be carefully evaluated before deploying the 
framework, as is the case with any cutting-edge 
technology.

NetObjex [18] is a platform for the decentralized 
management of digital resources that have solutions 
for supply chain operations, the processing indus-
try, the industrial internet, and industrial machinery. 
The framework includes several communication for-
mats and incorporates the IoT and blockchain to col-
lect and disseminate data. The intricacy and steep 
learning [19, 20] curve of the NetObjex framework 
might be seen as a drawback. It may take some time 
for designers/developers to gain an understanding of 
making the most of all of its features because of its 
wide range of capabilities and support for different 
platforms and protocols. Substantial time and skill 
may also be required to integrate the framework with 
preexisting systems.

Moeco is a blockchain platform designed to 
become the "DNS of things" [21]. There are billions 
of things in the world that can now connect to the 
internet, attributable to this platform and its imple-
mentation of many network protocols and associated 
gateways. Specifically designed to work with IoT 
devices, it also manages to keep costs down. How-
ever, the centralized nature of the Moeco framework 
is a possible drawback that might lead to information 
security and privacy issues. Hence, all information 
is stored and processed on Moeco’s servers, which 
may be susceptible to hackers and other forms of data 
breaches. The need for centralization may also hinder 
the framework’s extensibility since it may become 
increasingly difficult to manage massive volumes 
of data as the range of networked devices expands. 
Lastly, regulatory issues should be carefully evalu-
ated before applying the framework, as they could be 
present with any new technology.

OriginTrail is a permissionless blockchain tech-
nology that allows distributed data exchange between 
several organizations [22]. This system ensures data 
integrity by combining a distributed ledger with auto-
mated supply chain operations. The central concept 
is to use a uniform blockchain-based approach via an 
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incentive-based system to guarantee product objec-
tives and customer safety. OriginTrail resolves two of 
the most important causes of disruptions in the sup-
ply chain’s data collection and sharing processes. On 
top of the blockchain layer, the system’s infrastruc-
ture and analysis activities construct a distributed 
peer-to-peer platform called ODN. The OriginTrail 
architecture has the potential drawback of requiring 
specialized knowledge and comprehension of block-
chain technology for optimal performance. This may 
be difficult for those without technical expertise in 
blockchain or the means to employ dedicated pro-
grammers. Also, privacy and regulatory issues should 
be carefully evaluated before deploying the frame-
work, as with any cutting-edge technology.

This [23] gave three possible designs for block-
chain systems based on how IoT devices and faraway 
blockchain clients communicate with each other. The 
goal is to cut down on traffic even more, and block-
chain is thought to be able to help with low-bitrates 
and low-power mobile technology. In the present con-
text, this assumption isn’t true in the IIoT and only 
applies to empirical testing. [24] used blockchain 
solutions to build a generic IoT gateway that can man-
age a large number of IoT devices efficiently. The 
blockchain-based, revolutionary IoT back-end tech-
nology has been developed to be resilient to DDOS 
assaults on a decentralized storage network. [25] 
suggested using a blockchain-based infrastructure to 
facilitate firmware updates for IoT devices. This plat-
form not only guarantees the confidentiality of end-
point device firmware but also verifies and authenti-
cates firmware updates from device makers.

This [26] made a new internet-based incentive 
framework based on the incentive principle of distrib-
uted ledger technology to encourage and reward par-
ticipants for backtracking intrusion detection mecha-
nisms and sharing detection data. The method allows 
platform users to proactively sustain the network’s 
regular functioning in exchange for benefits, much 
like Bitcoin mining. [27] suggested a traceable frame-
work system to tackle the quality difficulties of agri-
cultural goods supplied to the market. This architec-
ture can track a variety of data, including the source 
and supplier of a specific resource, in real-time. This 
architecture was developed by employing blockchain 
solutions for tracking.

Some possible research gaps in the preservation 
of sensitive data using blockchain-based multi-level 

secured framework for dynamic IoT infrastructure are 
lack of empirical studies, scalability, and integration 
with existing model, preservation and adoption. Thus, 
we focus on applying multi-level security process at 
different level of IoT platform.

3  Multi‑Level Blockchain‑Based Secured 
Framework

A multi-level blockchain-based secured framework is 
a security architecture that uses blockchain technol-
ogy with robust cryptosystems to create a secure and 
tamper-proof environment for data and transactions. 
This framework utilizes a multi-level approach to 
security, with multiple layers of protection to ensure 
data privacy and confidentiality. By leveraging the 
immutability and transparency of blockchain, this 
framework provides a robust and trustworthy solution 
for a wide range of applications, including finance, 
healthcare, and supply chain management. Fig-
ure 2 represents the overall proposed architecture of 
M-BSF. The architectural design depicts that the data 
protection and secure transaction is ensured at all the 
three levels of IoT infra (Edge-level, Fog-level, and 
Storage-level at cloud).

3.1  Datasets

To validate any data protection model, it is essen-
tial to evaluate the privacy and protection processes 
through the deployment of standard datasets. Such 
datasets not only highlights the strengths of the model 
but also exposes the loopholes against the compli-
cated attacks. Thus, concerning all the required facts, 
we incorporated NAB dataset [28]. The NAB dataset 
contains a collection of real-world time-series data 
that are suitable for anomaly detection. It includes 
data from a wide range of sources, including sensors, 
servers, and social media. The dataset is designed to 
be challenging, with a high degree of variability and 
complexity, making it a good choice for testing your 
model in a dynamic infrastructure. The NAB dataset 
includes both normal and anomalous data, allowing 
the researchers to validate the proposed model’s abil-
ity against the detection of anomalies in dynamic IoT 
infrastructure. It contains a variety of datasets, which 
is highlighted in the Table 1.
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Each of these datasets includes time series data, 
which is common in IoT-based dynamic infrastruc-
tures where data is collected over time. In addition, 
each dataset includes sensor readings or other data 
from IoT devices or other sources, and is designed 

to be challenging with a high degree of variability 
and complexity to simulate real-world scenarios. 
Since NAB dataset does not include blockchain-ori-
ented data, it is essential to integrate another data-
set that highly support the testing of Kyber-based 

Fig. 2  Architecture of M-BSF

Table 1  Dataset Collection of NAB and its Vital Attributes

Dataset Name Description Attributes

Machine Temperature Temperature readings from a machine used to manu-
facture computer chips

Time series data, sensor readings, temperature

Ambient Temperature Temperature readings from sensors deployed in an 
office environment

Time series data, sensor readings, temperature

Traffic Traffic data from sensors deployed on a major free-
way

Time series data, sensor readings, traffic volume

Power Consumption Power consumption data from smart meters Time series data, sensor readings, power con-
sumption

CPU Utilization CPU utilization data from servers Time series data, server data, CPU utilization
Network Traffic Network traffic data from a LAN Time series data, network data, traffic volume
Anomaly Ground Truth Contains labeled anomalies for the other datasets Labeled data, anomaly detection, ground truth
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blockchain model. Thus, we incorporated BigQuery 
[29], which is a public dataset of the Ethereum 
blockchain, a fully-managed, serverless data ware-
house. This dataset includes the entire Ethereum 
blockchain history, including all transactions, 
addresses, and contracts.

The dataset could also include data related to 
the IoT devices that are interacting with the block-
chain network. This could include information on 
the type of device, the frequency of interactions, and 
the amount of data being transmitted. By combining 
this data with blockchain performance data, it may 
be possible to identify patterns and trends that could 
be used to optimize the performance of the network. 
Some possible attributes of a BigQuery dataset with 
resource-based instance is represented in Table  2, 
which may differ based on the concerned evaluation 
context.

3.2  Edge-Level Security Process

With dynamic IoT infrastructures, edge-level secu-
rity procedures are very important for making sure 
that the whole system is safe and secure. Edge com-
puting includes processing data at the edge of the 
network, relatively close to the originator of the 

information, rather than transmitting all the data to 
a centralized facility for processing. Even though 
this method improves speed and reduces latency, it 
also raises concerns about the security risks of IoT 
devices [30–34]. Edge-level security procedures 
are meant to protect IoT devices from hacking, 
malware, and data breaches, among other security 
risks. Some of the primary advantages of this form 
of security procedure include decreased latency, 
increased data privacy, data scalability, and so on. 
Securing IoT device-to-device communication in 
dynamic IoT infrastructures is achievable through 
the use of the Baby Kyber post-quantum crypto-
graphic algorithm. This cryptosystem is a quantum-
safe variation of the Kyber one.The Baby Kyber 
cryptosystem makes use of a public key encryption 
approach that is predicated on the complexity of the 
LWE issue. This issue involves discovering a secret 
vector ŝ  from a collection of random linear func-
tions of the type � ∙ ŝ + � = � , where α arbitrary 
matrix, δ is is a randomized vector, ɛ is a relatively 
small erroneous vector, and (·) signifies the dot 
product.

Sender-side encryption necessitates the genera-
tion of a random vector δ and the subsequent com-
putation of a ciphertext ℂ, as shown below:

Table 2  Significant Attributes of BigQuery Dataset

Attribute Name Description Example Value

Transaction ID A unique identifier for each transaction processed by the blockchain network 0 × 12ab34cd56ef78
Timestamp The time at which each transaction was processed by the network 2023–03-14 14:36:42 UTC 
Resource Used The amount of computational resources used to process each transaction 21,000
Resource Price The fee paid by the sender of each transaction to prioritize its processing on 

the network
50 Gwei

Sender Address The address of the user or device that initiated each transaction 0 × 1234567890abcdef
Receiver Address The address of the user or device that received each transaction 0 × 9876543210fedcba
Device ID A unique identifier for each IoT device interacting with the blockchain 

network
IoT123

Device Type The type or model of the IoT device Raspberry Pi
Data Volume The amount of data transmitted by each IoT device 500 KB
Network Latency The time delay between sending and receiving data for each IoT device 50 ms
Block Number The number of the block in which each transaction was included 1,234,567
Block Timestamp The time at which each block was created by the blockchain network 2023–03-14 14:40:02 UTC 
Resource Limit The maximum amount of computational resources that can be used to pro-

cess transactions in each block
12,500,000

ResourceUsed Percentage The percentage of the resource limit used to process transactions in each 
block

0.16%
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where  is the public key,  is the secret key and M 
is the message to be encrypted. The sender then sends 
the ℂ to the receiver.To decrypt the ℂ, the receiver 
computes:

where ℂ1= (� ∙ �) and 
. The receiver can then recover the original mes-
sage M. The Baby Kyber cryptosystem is resistant to 
side-channel attacks, which can be a concern in IoT 
environments where physical access to devices is not 
always restricted. Table  3 represents the algorithm 
that comprises the computational process of baby 
kyber at edge-level communication.

The Baby Kyber post-quantum cryptography 
algorithm offers several benefits in securing IoT 
device-to-device communication in dynamic IoT 
infrastructures. Some of the key advantages of the 
Baby Kyber algorithm are Quantum resistance, 

(1)

(2)

Public key encryption, Complexity based on LWE 
Data privacy, and Scalability.

3.3  Fog-Level Security Process

Kyber cryptosystem performance on edge devices 
with low resources may be improved by improving 
its implementation to decrease computational over-
head and memory needs, which is a crucial part of 
scaling the system for use in fog-level computing.
The security of fog-level computing systems may also 
be strengthened by scaling the Kyber cryptosystem. 
Even on edge devices that may be more susceptible 
to security breaches, essential data may be shielded 
from assaults and unauthorized access with the help 
of secure and effective cryptographic processes.Many 
considerations are necessary for scaling the Kyber 
cryptosystem in dynamic IoT infrastructures at the 
fog computing level. Some crucial factors include: 
Restricted resources, a rapidly evolving context, and 
safety issues, all need to be addressed. Many scientific 

Table 3  Algorithm 1: Step-wise Algorithm of Baby Kyber in Dynamic IoT infra at Edge-Level Cryptosystem
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computations are needed to scale the Kyber crypto-
system at the fog computing level in dynamic IoT sys-
tems. To produce a working public–private key pair, 
the following calculations must be carried out, which 
is completely represented in algorithm 2 (Table 4).

3.3.1  Optimization of Scaling Kyber

In general, these mathematical processes need to be 
improved and parallelized so that the Kyber crypto-
system may be effective in fog computing settings and 
scalable to a greater degree. In addition, the Kyber 
cryptosystem may take advantage of batch process-
ing to enhance the efficiency of the encryption and 
decryption procedures. Minimizing computational 
overhead and boosting system efficiency is feasible by 
encrypting or decrypting countless ℂ simultaneously 
utilizing a single public or private key through batch 
processing. Table 5 depicts the technical description 

of the Kyber cryptosystem’s batch processing proce-
dure as follows. Table 5 denotes algorithm of kyber 
cryptosystem‘s batch processing.

3.4  Cloud-Level Security Process

The blockchain technology is often employed for 
secure and decentralized data storage. To store data 
on the blockchain, the data needs to be converted 
into a unique and secure hash that can be easily veri-
fied but cannot be easily reversed. This is where the 
Argon-2di hashing method can be useful. Argon-2di 
algorithm is specifically designed for applications 
where the attacker can perform arbitrary memory 
access. When using the Argon-2di hashing method 
for cloud-level data storage in blockchain, the follow-
ing steps are needed to be executed. Data is first con-
verted into a binary format, which is then divided into 
fixed-size chunks for efficient processing.Each chunk 
is then hashed using the Argon-2di hashing method 

Table 4  Algorithm 2: Step-wise Algorithm of Scaling Kyber in Dynamic IoT infra at Fog-Level
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with a unique salt value. The resulting hash values 
are combined using a secure and irreversible func-
tion such as Blake2b or SHA-256 to generate a single 
hash value. The final hash values are then stored on 
the blockchain as a unique and secure representation 
of the original data. Figure  3 represents the cloud-
level security process flow in a diagrammatical way.

The Argon-2di hashing function is a complex algo-
rithm that involves several steps and computations, 
but here are the mathematical equations that describe 
the basic steps:

Initialization: The password or key to be hashed is one 
input, and other factors such as memory size, number 
of iterations, and number of threads are also required.
Let ρ be the password or key to be hashed, and let 
ϓ be a random salt value of size s.
Memory allocation: Assigned memory is filled 
with a "salt," a random value generated by the 
method.Let ϻ be a memory block of size b, 
b ≥ 2 ∗ s.
Initial hashing: At the first stage of the process, the 
password or key is hashed with the salt as well as 
other parameters as inputs.

where,  denotes hash function and Blake2b hash 
function is utilized to compute .

(23)

Table 5  Algoirthm 3: Batch Processing of Kyber Cryptosystem

Fig. 3  Cloud-Level Security Process Flow
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Data-dependent addressing: The method makes 
advantage of data-dependent addressing to per-
form memory access in a manner that is spe-
cific to the password or key is hashed. Using this 
method, it will be more challenging for attackers 
to execute time-memory trade-off assaults.

Retrieve the data D[a] and D[b] from the mem-
ory block ϻ, and || them with x and y, respectively. 
Store the result back in ϻ [a] and ϻ [b].

Mixing: Using a mixture of bitwise operations and 
memory accesses, the method executes a series of mix-
ing operations on the data in the memory block. This 
mixing procedure was developed to provide even higher 
defenses against time-memory trade-off assaults.

Finalization: The algorithm performs a final round 
of hashing on the data in the memory block, using 
the salt and other parameters as inputs. The result-
ing hash value is the output of the Argon2di function, 
which can be represented mathematically as:

3.5  Blockchain Integration

When integrating Argon-2di hashing into blockchain 
architecture, the primary consideration is the block’s 
structure. Each block contains data, the hash of this 
data (using Argon-2di), and the hash of the previous 
block, creating a cryptographic chain. The Argon-2di 
hash ensures that even a minuscule change in data 
leads to a vastly different hash, making unauthor-
ized alterations easily detectable. When a new block 
is added, nodes in the blockchain network employ 
a consensus mechanism, like Proof-of-Work, where 
Argon-2di can be utilized to compute the required 
cryptographic puzzle. This ensures that the added 
block’s data is valid. Moreover, for block valida-
tion, each node recalculates the Argon-2di hash of 
the block’s data and checks it against the block’s 
stored hash. The resilience of Argon-2di against 
time-memory trade-off attacks further solidifies the 
blockchain’s security, making it harder for malicious 
entities to alter past transactions or add fraudulent 

(24)

blocks. Integrating such a robust hashing mechanism 
directly ties into the core principles of blockchain: 
decentralization, transparency, and immutability.

A simple consensus mechanism called "Proof-
of-Elapsed Time (PoET)" is incorporated with the 
Argon-2di hashing. The PoET mechanism is espe-
cially suitable because it is less energy-intensive than 

Proof-of-Work, yet it ensures fairness in the decen-
tralized network.

Proof‑of‑Elapsed Time (PoET) with Argon‑2di 
integration:

Initialization Every participating node in the net-
work is required to generate a random wait time using 
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a secure function. For our case, we’ll use the Argon-
2di hashing function to generate this wait time. The 
node hashes its unique ID (or other relevant data) 
using Argon-2di to produce a hash value, which is 
then converted to a numerical value representing the 
wait time.

Waiting Period Each node waits for its respective 
wait time. The idea is that the first node to complete 
its wait time gets the right to create the next block.

Block Creation Once a node’s wait time elapses, 
it broadcasts its intention to create the next block. 
Along with this broadcast, it sends its Argon-2di gen-
erated hash (from step 1) as proof that it waited the 
intended time.

Validation Other nodes in the network validate the 
claim by:

• Recomputing the Argon-2di hash of the claiming 
node’s unique ID to ensure the wait time is valid.

• Checking the block’s content for validity.

Block Addition If a majority of nodes agree on the 
validity of the new block (both in terms of wait time 
and block content), it’s added to the blockchain.

The integration of Argon-2di into PoET ensures 
that the wait time generation is both secure and 
unpredictable. This mechanism, while simple, lever-
ages the security of Argon-2di while ensuring fair-
ness and energy efficiency in block generation.

4  Performance Analysis

4.1  Experimental Setup

Four common blockchain frameworks [3] are evalu-
ated at the experimental research level to assess the 
efficacy of the suggested M-BSF. First, an empirical 
testing bed is based atop Hyperledger Caliper. This 
is accomplished using Kubernetes version 1.24.11; 
Kubernetes YAML files version 1.0, and a node 
description version 16.13.1. Early on, 1000 peers 
from 5 enterprise domains are used to estimate the 
average, maximum, and minimum latency of per-
forming the request operation and establishing a 

transaction in each comparative framework. A dual-
core VM handled exceptional network processing 
with four gigabytes of memory running on a host 
Intel i7-7700 CPU (8  MB cache, up to 4.20  GHz). 
Two datasets, namely NAB and BigQuery, which 
were already elaborated on in Section 3.1, are consid-
ered to validate the proposed M-BSF.

4.2  Evaluation Metrics and Analysis

Metrics for evaluating a model’s efficacy are help-
ful for making informed comparisons and selections 
among available options. In addition, they help pin-
point problem areas so that the suggested models may 
be fine-tuned for optimal performance. Few vital met-
rics are incorporated to evaluate the models. They are 
attack resistant rate, computation overheads, and stor-
age overheads, and data preservation index.

4.2.1  ARR 

An intruder attack resistant rate (ɸ) in an IoT environ-
ment can be computed as follows.

where, ℙ represents the probability of a successful 
intruder attack. In other words, the rate would rep-
resent the percentage of intruder attacks that are pre-
vented by the security measures in place. Moreover, 
such resistant rate is measured against various attack 
types at different computing stages of IoT infra, which 
are listed in Table 6.

Figure 4 compares the ARR of various blockchain-
based frameworks, including M-BSF, Waltonchain, 
NetObjex, Moeco, and OriginTrail, to different types 
of attacks, such as malware injection attacks, side-
channel attacks, and DoS attacks. The result observed 
in Fig.  4(a) exposes the essential aspect of ensuring 
the security and privacy of data at the edge com-
puting level. In dynamic IoT infrastructures, where 
devices are constantly added or removed, edge com-
puting security becomes even more critical. Based 
on the outcome, we can observe that M-BSF has the 
highest ARR to malware injection, DoS, and side-
channel attacks, which is almost 98%. On the other 
hand, OriginTrail, and NetObjex have the lowest 
ARR (lowest susceptibility) against malware injec-
tion, and side-channel attacks, respectively. Though 

(25)Φ = [1 − ℙ] ∗ 100
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M-BFS outperforms other frameworks, the results 
indicate that they all have some level of resilience 
against the concerned attack variants, which is a posi-
tive indication of their use in dynamic IoT infrastruc-
tures.Similarly, Fig. 4(b) provides some insights into 
the susceptibility of various frameworks to different 
types of attacks in the context of fog computing secu-
rity in dynamic IoT infrastructures. It is noted that the 
M-BSF has the highest ARR (lowest susceptibility) to 
all the fog-level attack variants, which is97.47% for 
data interception attacks, 98.32% for MM attacks, 
97.32% for cryptographic attacks, and 96.15% for 
traffic analysis attacks. Overall, the proposed frame-
work has registered average differences of 4.70% sus-
ceptibility against all other popular frameworks. Like-
wise, Fig.  4(c) also depicts the performance of the 
proposed M-BSF regarding different potential attacks 
on the cloud-level security process. M-BSF has a 
high ARR for DDoS attack types (98.32%) while reg-
istering 95.45% for insider threats. But compared to 

other frameworks, the proposed security model excels 
over the existing models against all four attacks at 
the cloud-level security process. This indicates that 
the proposed M-BSF have a greater level of resil-
ience against various types of attacks at each stage 
of the dynamic IoT environment, which exposes the 
positive indication of their use in any dynamic critical 
infrastructures.

4.2.2  DPI

The Data Preservation Index (DPI) is a quantita-
tive measure of the degree to which digital data is 
being preserved over time. It provides an assess-
ment of the quality and completeness of the preser-
vation of data in a digital repository or archive. The 
DPI is measured based on various factors like fixity 
(F), completeness (Þ), usability (u), and integrity 
(I). Fixity is used to measures the extent to which 
the data has remained unchanged since it was first 

Table 6  Various Attack Types and its Descriptions

Attack Type Description

Edge computing a. Malware injection attacks The attacker injects malware into the edge device or sensor, which can cause it to 
malfunction, compromise sensitive data, or participate in a larger attack

b.Side-channel attacks The attacker exploits vulnerabilities in the physical hardware or software of the 
edge device or sensor to extract information or perform unauthorized actions

c. DoS attacks The attacker floods the edge device or sensor with requests or data to overwhelm 
its capacity, causing it to become unresponsive or shut down completely

Fog computing a. Data interception attacks The attacker intercepts data flowing between fog nodes or between fog nodes and 
edge devices, potentially accessing sensitive data or performing unauthorized 
actions

b. Man-in-the-middle attacks The attacker intercepts communication between two parties, such as a fog node 
and an edge device, to eavesdrop on or manipulate the communication

c. Cryptographic attacks The attacker exploits vulnerabilities in cryptographic protocols or implementations 
to access sensitive data or perform unauthorized actions

d. Traffic analysis attacks The attacker analyzes network traffic to deduce information about the communica-
tion patterns or content, potentially exposing sensitive information

Cloud computing a. DDoS attacks The attacker floods a cloud service with requests or data from multiple sources 
to overwhelm its capacity, causing it to become unresponsive or shut down 
completely

b. Data breaches and theft The attacker gains unauthorized access to cloud data and steals sensitive data, such 
as personal or financial information

c. Insider attacks The attacker is an authorized user with access to cloud resources and uses this 
access to perform unauthorized actions, such as stealing data or disrupting 
services

d. VM hopping attacks The attacker exploits vulnerabilities in VM technology to move from one VM 
to another within a cloud environment, potentially accessing sensitive data or 
performing unauthorized actions



J Grid Computing (2023) 21:69 

1 3

Page 15 of 20 69

Vol.: (0123456789)

deposited in the repository. It involves verifying 
that the digital object has not been altered in any 
way. Completeness measures the degree to which 
the data set is complete, as compared to the original 
data set (kumar et  al., 2011). It involves checking 
for any missing files, metadata, or other components 
of the data set. Usability measures the degree to 
which the data can be used by researchers, both now 
and in the future. It involves assessing the acces-
sibility, format, and quality of the data. Integrity 
measures the degree to which the data has remained 
intact and accurate over time, t. It involves assessing 

the accuracy and completeness of the metadata 
associated with the data set. Thus based on all this 
factors, the DPI is equated as,

The DPI statistics provided in the Fig.  5 are an 
indication of the security levels of different IoT frame-
works. The DPI values can be classified as good, 
fair, or poor depending on their values. Based on the 
observed statistical data, the security level for each 
framework can be technically elaborated as follows:

(26)DPI =
∑�

�=0
[F + FX + � + �]

Fig. 4  Analysis of ARR against various attacks at (a) Edge Computing level, b Fog Computing Level, and c Cloud Computing Level
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M-BSF: The DPI values for M-BSF are good for 
edge-level and cloud-level security, with a fair 
score for fog-level security.
Waltonchain: The DPI values for Waltonchain 
are fair to good for all three levels of security, 
with the highest score at the edge-level.
NetObjex: The DPI values for NetObjex are fair 
to poor for all three levels of security, with the 
highest score at the fog-level.
Moeco: The DPI values for Moeco are fair to 
good for all three levels of security, with the 
highest score at the edge-level.
OriginTrail: The DPI values for OriginTrail are 
good for all three levels of security, with the 
highest score at the edge-level and cloud-level.

In general, the frameworks with good security 
levels have higher DPI scores across all three lev-
els, while those with fair or poor security levels have 
lower DPI scores.

4.2.3  Computation Overheads

Computation overhead in IoT security refers to the 
additional computational resources required to imple-
ment security mechanisms and protocols in an IoT 
system. The computation overhead in IoT security 
depends on factors such as the number of devices in 
the network, the complexity of the security mecha-
nisms, the amount of data being transmitted, and the 

processing capabilities of the devices. Thus, the com-
putation overhead (O) is defined as,

where, N is the total number of IoT devices in the net-
work, τi is the computational cost (in terms of CPU 
cycles) required for device i to perform a security 
operation, such as encryption, decryption, or authen-
tication, υi is the total number of security operations 
that device i needs to perform during a given time 
period, such as a second or a minute and E denotes 
the constant that represents the order of magnitude of 
the computation overhead, typically ranging from 6 to 
9 depending on the size of the IoT network and the 
complexity of the security operations.

Figure  6(a), (b), (c), and (d) shows the computa-
tion overheads for five different frameworks [3, 21, 
28] across four different transaction volumes (250, 
500, 750, and 1000) in a dynamic IoT infrastructure. 
Computation overhead is the additional time and 
resources required to perform a particular computa-
tion or operation.

From the Table  7, we can see that the average 
computation overheads vary across different frame-
works and transaction volumes. From the obser-
vation, it is inferred that the proposed M-BSF has 
the lowest average computation overheads across 
all transaction volumes. This suggests that M-BSF 
may be a more efficient framework in terms of 
computation resources. Waltonchain has the high-
est average computation overheads across all trans-
action volumes.

This suggests that Waltonchain may require more 
computation resources to perform the same opera-
tions as the other frameworks. Across all frameworks, 
we can see that the average computation overheads 
increase as the transaction volume increases. This is 
expected, as more transactions require more compu-
tation resources. There is some variation in the aver-
age computation overheads for different frameworks 
at the same transaction volume. For an instance, at 
a transaction volume of 750, M-BSF has an average 
overhead of 3.64, while OriginTrail has an average 
overhead of 5.95. This suggests that different frame-
works may have different strengths and weaknesses in 
terms of computational efficiency.

(27)O = 10
E

N
∑

i=1

(

τi × υi
)

Fig. 5  Analyzing the Effectiveness of Data Preservation Prac-
tices
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4.2.4  Storage Overheads

In IoT security, storage overhead refers to the extra 
storage capacity required to store security-related data 

Fig. 6  Analysis of [O] for different Frameworks at three varying Security process of IoT Infra

Table 7  Average Computation Overheads

Frameworks Transactions

250 500 750 1000

M-BSF 3.08 3.24 3.64 3.86
Waltonchain 4.98 5.35 5.59 6.02
NetObjex 5.13 5.30 5.59 5.96
Moeco 5.51 5.88 6.19 6.38
OriginTrail 5.31 5.56 5.95 6.20

Fig. 7  Analysis of Average Storage Overheads
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and metadata, such as encryption keys, access con-
trol policies, audit logs, and security event logs. Such 
storage overhead is optimized via cloud services. The 
mathematical computation for storage overhead in a 
blockchain-based IoT infrastructure can be estimated 
based on the significant factors like transaction data 
(TD), blockchain size (BS), and retention period 
(RP), which is expressed as,

The results from Fig.  7 represent the aver-
age storage overheads of five different IoT plat-
forms across three levels of the IoT infrastruc-
ture: edge-level, fog-level, and cloud-level. 
From the resultants, it is noted that the storage 
overheads of each platform increase as we move 
from the edge-level to the fog-level to the cloud-
level, which is expected since there is generally 
more storage available at higher levels of the 
infrastructure.

Looking at the platforms individually, we can 
see that M-BSF has the lowest average storage 
overhead at the edge-level, while Moeco has the 
highest. At the fog-level and cloud-level, Walton-
chain has the highest average storage overhead 
among the platforms, while M-BSF has the low-
est average storage overhead at the fog-level and 
OriginTrail has the lowest at the cloud-level. By 
using the Argon-2di hashing method in block-
chain for cloud-level data storage, the data can be 
securely stored on the blockchain, and its integ-
rity can be easily verified by anyone with access 
to the blockchain. The use of a unique salt value 
for each chunk of data makes it difficult for attack-
ers to perform pre-computation attacks or rainbow 
table attacks. Additionally, the use of a secure and 
irreversible function to combine the hash values 
makes it difficult for attackers to reverse the hash 
and recover the original data.

5  Conclusion and Future Work

The research highlights the challenges of secur-
ing sensitive data in IoT environments and how 
blockchain technology can be leveraged to pro-
vide secure data sharing across disparate systems. 

(28)So = (TD + Bs) ∗ Rp

Based on the evaluation of various metrics such 
as ARR (> 96%), DPI (with the highest degree), 
computational overhead (7  m), and storage over-
heads (13  MB), the M-BSF framework, which 
incorporates edge-level, fog-level, and cloud-level 
security via baby kyber and scaling kyber cryp-
tosystems with robust hashing methods in block-
chain, appears to be an acceptable alternative to 
current methodologies. It is also noted from the 
observations that the proposed framework yields 
higher trustability among users in addressing 
some common attacks prevalent at edge, fog, and 
cloud levels.Future enhancements include inte-
grating decentralized identity systems to enhance 
user privacy and control over their data in IoT 
environments. Overall, the proposed M-BSF secu-
rity architecture presents a promising approach to 
securing sensitive data in IoT environments, but 
further research and development are necessary to 
enhance its effectiveness and practicality.
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