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Abstract— Developing integrated circuit (IC) immunity model and simulation flow has become one of
the major concerns of ICs suppliers to predict wheter a chip will pass susceptibility tests before
fabrication and avoid redesign cost. This paper premnts an IC immunity modeling process including

the standard immunity test applied to a dedicated @st chip. An on-chip voltage sensor is used to
characterize the radio frequency interference propgation inside the chip and thus validate the

immunity modeling process.

Keywords - Integrated circuit, on-chip measurement, immunity modelling, power supply network
modelling.

l. INTRODUCTION

These last years, the concerns about electromagwtipatibility (EMC) of integrated circuits
(emission and susceptibility issues) have growrsicamably [1]. Susceptibility of ICs has become
one of the major issues for all circuit classegitdi, analog, RF, power). Small changes in circuit
or printed circuit board design may increase trecaptibility of electronic equipment by several
orders of magnitude. In order to reduce IC redesagts and time-to-market, the evaluation of non-
compliance risks during design stage has becontieatrilC manufacturers and customers use
standardized measurement methods [2] to charaettréz susceptibility of components. Designers
need models and simulation tools compatible witkirtdesign flows to be able to evaluate the
compliance to standard susceptibility tests pi@fdbrication.

EMC models must be able to predict accurately I€ctebmagnetic emission [3] and
susceptibility to external interference. A sigrdfit research effort was dedicated to the prediction
of power integrity and parasitic emission in laggale circuits at early design phases [4]. However
simulation of susceptibility is more challenginghel definition of a standard simulation
methodology or model is not obvious because suigii@gtmeasurement requires complex set-ups.
Moreover origins of disturbances are often compdexi linked with non-linear effects which
required confidential data to be modeled. The cewipl of the injection path model, the internal
circuit modeling, and time-consuming iterative siations are major issues.

In this context, measuring the transfer functidnttee noise induced by electromagnetic
interference (EMI) to circuit sensitive nodes i¢tical for IC designers for two reasons: first, it
helps to understand the circuit susceptibility lnsea both the sensitivity level to voltage
fluctuations applied on its terminal and transfendtion of EMI coupling path can be extracted;
secondly, it helps to validate models of disturlfiedctions and EMI-coupling path in order to
predict accurately the compliance to standard gty limits.

Although numerous tools and prediction methodolegimve been developed, measuring
accurately on-chip noise remains necessary forgdess for model validation and design
optimization.

The objective of this paper is to validate, withahip measurements, an IC immunity modeling
process in order to help standardization grouputtalka standard immunity model. In the following
sections, the immunity modeling process is desdrizection II) and applied to a test vehicle to
model the passive distribution network of logicem(section lll). Then, section IV is dedicated to
the validation of this modeling process using I&abfip and on-chip characterizations. In the last
part (section V), based on the comparisons betwsgmlation and experimental results, a



discussion is conducted on the benefits providedrbghip measurements to help in the modeling
process and fix susceptibility issues at IC level.

I IMMUNITY MODELLING PROCESS

Developing immunity models and simulation flows Heezome one of the major concerns of
the EMC of ICs community. Based on the succeshefrtegrated circuit emission model (ICEM)
because of its simplicity and accuracy, an immunitdel will be proposed to standardization in
the near future.

The most simple and common structure found initeeature and proposed as proposal for the
Integrated Circuit Immunity Model IEC standard [§lcomposed by two blocks as shown in figure
1: the passive distribution network (PDN) and titerinal behavior (IB).

PDN B
RF Residual Behavioural
Disturbances disturbances output
— é é# 1- —_—] EII —_—
Passive elements Active elements
Figure 1. ICIM structure

The most simple PDN model should take into accdhetinjection path, the printed circuit
board tracks (PCB), the package and the die im@exts and the on-chip block impedance [6].

However, the complexity of the coupling path hadéaaken into account. As a matter of fact,
the IC penetration efficiency and the coupling pdgpendence with frequency can not only modify
the internal amplitude of coupled noise but alsy mauce parasitic non linear effects, which are
not accurately predicted by a simple passive madplecially at high frequencies.

For these reasons, this paper aims at presentingnarhip voltage sensor that will give
information on internal noise propagation necesdanbuild, enhance and validate immunity
models (figure 2).

RFI Internal
noise ?
! External
—|¢#F [ [8kF Block |- failure
detection
External PDN Internal PDN IC
PCB
Figure 2. Internal noise knowledge to validate immunity mdidgl process.

[ll.  CASE STUDY. POWER SUPPLY NETWORK MODELLING

In order to improve the understanding of IC failureechanisms due to radio frequency
interferences, a SPICE electrical model of the pouistribution network is requested. The
construction of the equivalent electrical modeba&sed on passive distribution network (PDN)
impedance of the entire propagation path: stanD&idsetup model, PCB traces, package, internal
interconnects. Models and simulation are built padformed using IC-EMC software [7].

A. Test chip description

The component is a 0.25 um SMARTMOS technology t@sp (figure 3) from Freescale
Semiconductor dedicated to the susceptibility otter&zation of various structures and to the
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measurements of the propagation of external ragiquency interferences along power supply
rails. The test chip is packaged in 128 pins Quatiffackage. The circuit is mounted on a specific
150x150 4 layers board (figure 4) defined by tlendard IEC 62132 dedicated to susceptibility
tests. Ten on-chip sensors have been implementéaeirthip to monitor noise propagation on
each dedicated power supply (I/O, PLL, Logic caaed regulator). The experiment presented in
the following paragraph concerns the susceptibiftpne of the logic cores.

~“Calibration ..
| SENSORS —

Figure 3.

Figure 4. EMC Test vehicle printed circuit board

B. Package and Internal PDN modelling(IC level)

Core supply passive models have been extractedvasious methods:
e netlist extraction and analytical calculation frggometrical data

» on-package impedance measurements using probégatat network analyser (VNA)

In order to remove spurious effects of the testrthomeasurements are performed directly on
the package with adapted coplanar probes. Measuaterage done by placing the probes on VDD
and VSS pins.

Figure 5 details the encapsulated IC model. Intesopply network is modelled by on-chip
pads, decoupling and core capacitances connectatketoconnects resistive and inductive lumped
elements. Values of on-chip capacitances have leémcted from the netlist. The on-chip
capacitance is due to intrinsic parasitic capaceéanf the core and added MOS capacitance.
Package pins parasitic effects have been calcufabed geometrical data. Moreover, as devices
are designed on a low doping epitaxial layer on b P+ substrate and as all VSS of all the
blocks of the circuit are connected to the circuibstrate, the substrate coupling has to be taken
into account in the model. Substrate coupling betw®SS pins is modelled by resistances
extracted from DC measurements. Figure 6 preseataparison between simulation and
measurement of the impedance profile between poswply and ground pinsThe PDN
impedance profile simulated on the package pinsetaies with accuracy to external VNA
measurements up to 800 MHz.
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Figure 6. Comparison between measurement and simulatiorterhial PDN impedance

C. External PDN Modeling (PCB level)

A PCB model including PCB tracks, power plane axtgmmal decoupling capacitances is added
to the previous package and die PDN model (figyreTie PCB track model is extracted from
analytical calculation from the PCB geometricaladahd composed of 2 distributed RLC cells.
The external decoupling capacitance is represdmtesd capacitor and its parasitic inductance and
resistance. Figure 8 presents the comparison betveg®mulation and measurement of the
impedance profile between power supply and grouns phe simulation of the PDN impedance
profile fits perfectly with the measurement up @05VIHz. Above 500 MHz the effect of PCB
power plane is not modeled enough accurately,Hautorrelation remains acceptable.
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Figure 7. Passive distribution network model including PC&ks
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Figure 8. Comparison between impedance measurement and sonuécomplete PDN (PCB,
package and die)

D. Standard DPI set-up modelling

A very popular and efficient method in order to lgpg conducted disturbance to a component
is the Direct Power Injection (DPI) [8]. This methaonsists in injecting harmonic disturbances
through a small and discrete capacitor. Figure €iiges the DPI set-up. A coaxial connector on
the test board is dedicated to DPI injection, png a 50Q adapted path from the output of the
amplifier to the injection capacitor. The targefssjuency band is 1IMHz — 1GHz, the maximum
forward power is set to 45 dBm. A 6.8nF capacisaused to superimpose a conducted disturbance
to the DC supply. A choke inductance is used tagqatahe DC power supply from the RFI.

DC supply
RF source DeCOuphl?g
& amplifier  Plorw Prefl networ
A ,\/\/\ Il Device Susceptibility
Il under test [ Ccriterion
couplet DpI monitoring

capacitance
Figure 9. DPI test set-up

S11 parameter measurements have been done franptitecoaxial connector for RFI injection
to extract a model of the complete DPI injectiorthpahe model contains an ideal RF source
which generates a sinusoidal signal, a black bmectonal coupler (including analytical
formulas), a DPI capacitor and its parasitic indace and resistance. The choke inductor is
modeled by an inductance and some parasitic elem@hie DPI setup model is added to the
complete PDN model as shown figure 10.
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Figure 10. Complete Passive distribution network including iomity test model

From this final model, the external RFI propagateam be simulated inside the chip. The IC
susceptibility can be correlated with internal cposver supply fluctuations and external RFI.



IV. MODELLING PROCESS VALIDATION USING ONCHIP MEASUREMENTS

The objective is now to validate, with on chip m@asents, the IC core immunity modeling
process. In this section, the on-chip sensor usadeasure internal power supply fluctuations is
presented as well as the experiments.

A. Internal voltage sensor
1) Random acquisition principle

On-chip noise measurement techniques have been fosedower integrity and parasitic
emission characterization of digital ICs, but theywe never been used for the characterization of
susceptibility to EMI. The proposed sensor wastlfirglesigned, in the early 2000 [9], to
accurately measure on chip noise in time domaadtiress signal and power integrity issues [10].

The acquisition is based on an on-chip sample atdl ¢ircuit that directly probes the voltage
within IC interconnects (figure 11). The sensomuged in a random mode acquisition [11] to
handle non repeatable phenomenon, like externalpRiflagated inside a chip. Each rising edge
of the sampling command activates a sample and ¢eldvhich subsamples randomly the input
signal. As explained on figure 11, the acquireth@as form a set of measurements of a random
variable. Determining the probability distributiasf the measured signal and extracting its
statistical characteristics, such as mean, pegleai- amplitude, standard deviation provides
valuable information. A histogram is an adaptedpgreal representation of a probability
distribution.

The probability density of a signal can be onlycoddted if the number of sampled points is
high enough and the measured interference and ghgl;lg command frequencies are not
multiples [12].
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Figure 11. Sensor architecture and Random acquisition teckeniqu

The acquisition accuracy depends on both the nuamhbssmples and the number of bins (i.e. a
discrete interval of the measured signal rangeriwhias to be carefully chosen. A small number
of bins reduces the resolution of the histogram dedrades the accuracy of the extraction of
statistical properties, while a too large numberbofs increases the number of spikes on the
histogram. Several theoretical works have attempagatovide algorithms [13] or formulas to find
an optimal number of bins N from the number of sl®m, such as Sicard-Max or Sturge formula
(1[12]. A usual choice of bin number is given bg square root choice given by (2).



N =1+log,(n) =1+ 33.log,,(n) (1)

N =+/n @)

However, all of these formulas suffer from the asggtion made on the type of distribution and
the large number of samples. Therefore, the numbbins can be experimentally set to optimize
the number of samples and the histogram resolufiorule of thumb is to ensure that the bin
width remains larger than the measurement resolufixperimental results have shown that the
sensor resolution is about 10 mV.

In order to verify the correctness of probabilitgtdbution extracted from sensor measurement,
the PDF (Probability Density Function) of a basgnal is measured with the on-chip sensor. Fig.
12 presents the histogram obtained with a sinuksigaal. The signal frequency is set to 10 MHz,
its peak-to-peak amplitude is equal to 3 V. Theaalds randomly sampled 2000 times at 50 kHz.
The number of bins is set to 100, the bin widtkedsial to 37.5 mV. As shown on Fig. 12, the
sensor measurement result is in accordance witthtdaretical probability density function given

by (3).
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Figure 12. Measured and theoretical probability density furrciof a sinusoidal signal

This random mode is not able to characterize signaduency contents or transient
characteristics. The probability density, extractemn measurement data, gives very valuable
information to designers:

« the amplitude of the signal provides a quantifaratof the circuit robustness to voltage

fluctuations

« the distribution of the signal provides indiredioinmation about the shape of the signal and
distortion (e.g. due to clamp devices).

This acquisition mode can provide valuable infoipratabout circuit susceptibility. First, for a
given type of disturbance, the average amplitudtn@®fEMI-induced noise can be extracted from
the signal amplitude PDF. Moreover, for large atoplke disturbance injection, changes in
amplitude PDF shape suggest that some distortrmhgced by the circuit (e.g. ESD clamp devices
triggered by large disturbances) affect the meaksignal.

2) On chip sensor architecture

The sensor is made of three main elements: anuatien a sample and hold cell which operates
in sub sampling mode and an output amplifier. Titenaator and the S/H cell form a high
impedance probe which ensures a low intrusive geltaeasurement.

To isolate the sensor to external disturbancestantise produced by the other blocks, the
output amplifier and sensor input-outputs are degpby an external and dedicated 5 V power
supply. At board level, this power supply is sepettaand carefully decoupled. The S/H cell and
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the amplifier input stage are supplied by a quit\2 power supply provided by an internal built-

in voltage regulator and powered by the 5 V sepsaver supply. To prevent from interference

coupling on the sensor by the substrate, all thecds of the sensor are isolated from the P
substrate by a buried N layer and dielectric-filtezhches on the sides.

The attenuator and the S/H cell (fig.13) are thestneaitical part of the sensor to ensure a large
bandwidth, improve the linearity and reduce thetage dependence. They are made of isolated
low voltage transistors to prevent the impact démal disturbance and reach a large bandwidth.

The S/H cell is composed of a transmission gatdchwand a storage node composed of
parasitic capacitors of the switch, input capacitbthe amplifier and the storage capacitor. The
sizes of the transmission gate transistors arefudrechosen to optimize the bandwidth and
reduce the voltage dependence of the on-statdéamesés However, when the S/H cell turns off, a
charge injection in the parasitic capacitances eetwthe control signal and the storage node
arises. A parasitic offset can be induced on thfpuuvoltage. Despite a reduction of the
bandwidth, this effect can be reduced by increasivgg storage capacitor. Moreover, adding a
dummy transmission gate can help to compensatehidrgie injection effect.

An analog output signal is driven off the chip, exially stored and processed by a digital
acquisition card. The output amplifier is a nondrting CMOS amplifier with a gain of 2, made
of a 2.5 V rail-to-rail input stage and a 5 V ABas$ output stage. The output stage has been
optimized to keep a constant gain up to 2.5 MHduce parasitic offset and stability issues. The
bandwidth of the output amplifier does not afféet sensor bandwidth since the amplifier does not
process the sensor input signal, but the S/H oufigmal. However, the sampling frequency has to
be smaller than the amplifier cut-off frequencypievent the filtering of the sampling signal,
which can affect the measured PDF.

A complete characterization of the sensor perfooman(offset, bandwidth, sensitivity to
temperature) has been conducted to calibrate ttegeand compensate its nonideal behavior.

For this purpose, a calibration sensor has beereimgnted. Its probe is connected to a
dedicated input pad.

For different input voltage values included in gensor input voltage range, the input signal is
sampled ten times at various moments, and the atdrubviation of the input sample distribution
is computed. The measurement repeatability is astidhto be +4 mV.

The bandwidth of the sensor is the frequency rangg which the PDF of an input signal can
be correctly extracted. It has been measured ftencalibration sensor by sampling a sinusoidal
signal of known amplitude with a varying frequendye signal is sampled randomly, and the
amplitude of the signal is deduced from its PDFe §hin of the sensor is nearly constant up to 2.5
GHz.

Parasitic and compensation
capacitances

Sampling D | DC
command j Parasitic MOS

Sensor input capacitances

Output
signal

Signal to measure

Cr2 |
; Storage Amplifier
Attenuator = Sampling cell capacitance
Figure 13. Schematic of the attenuator and the sample anddetild



B. Characterization of propagation of conducted naiseng a power supply rail

The on-chip sensor has been implemented on the rpsugply rail of the digital core. The
sensor aims at measuring the amplitude and thestatat distribution of voltage fluctuations
induced by conducted EMI. A DPI test bench is useidject harmonic disturbances on the power
supply pin of the component. Figure 14 detailsakperiment. Power supply voltage fluctuations
are measured either externally with an oscillosagie probe, or internally with the sensor. The
oscilloscope and the active probe present largguéecy bandwidths (2.5 GHz) to characterize
accurately EMI voltage fluctuations up to 1 GHznSe& output samples are acquired thanks to an
acquisition card. A post-processing tool extralsessamplitude of the voltage fluctuation.

Signal Synthesizer Power
[: == ) 3! meter VAN

] -
RFI sensor X
Pine Prefi ! ! /V\/
I 1
1

1
Directional DPI

iE@

. 1 ior | Logic core
coupler C t
Amplifier up - 2P E
Decoupling
s network
=3
R Chip under test
Oscilloscope
(off-chip meas.)
Figure 14. Experimental set-up

In this experiment, EMI level required to inducgigen power supply voltage fluctuation on-
chip and off-chip is measured. The amplitude ddateon power supply fluctuation is fixed to +/-
10 % of the nominal power supply voltage..

Results illustrated in Figure 15 show the suscédjpibhreshold of the digital core with the 0.25
V voltage fluctuation criterion applied on the pawsepply net, obtained with on-chip and off-chip
measurements. An over-estimated immunity level whth off-chip measurement is observed.
When the EMI frequency is less than 50 MHz, botrasaeement methods provides the same
susceptibility thresholds, i.e for a given EMI aihple, the power supply voltage fluctuation is the
same off-chip and on-chip. However, above 50 MHechip and off-chip measurement methods
give divergent results. The difference between sutbceptibility thresholds reaches 13 dB. The
off-chip measurements indicate that the EMI couplirtross the power supply pin is increasing
between 100 and 400 MHz, inducing a higher sudaiéipti Then, it remains quite stable up to 1
GHz despite several resonances associated to P@Brgdanes. On the contrary, the on-chip
sensor measurements show that the internal EMllicmuglong the digital core power supply rails
is optimized at 150 MHz and tends to decrease W0fbMHz, increasing the immunity. This
result shows that on-chip and off-chip measuremeats lead to significant differences in the
evaluation of the susceptibility of the digital eoAs the cut-off frequencies of both measurement
systems exceed 1 GHz, the observed differencesotdmnexplained by their frequency limits.
The origin of these differences is linked to théfedent measurement locations. Package and
circuit filtering affect differently on-chip and #®€hip EMI-induced noise. The significant
measurement discrepancies between on-chip andipffEtMI-induced noise can lead to different
evaluation of circuit susceptibility. This measumrshows that the on-chip noise sensor provides
a more accurate measurement of EMI-coupling adtwssligital core above 50 MHz. Around 100
MHz, the amount of EMI-induced noise tends to béanastimated by off-chip measurement,
while it is overestimated above 200 MHz. On-chiparetterization of the power supply
fluctuation amplitude is then necessary to undedstand predict internal blocks failures.
Moreover, the complex on-chip propagation of conedd&EMI can be understood more clearly by
on-chip noise sensor measurement.
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V. MODELLING PROCESS VALIDATION

In order to validate the proposed IC immunity mdidgl process, on-chip and off-chip EMI
coupling measurements are compared to the onegc@dy simulation from the model shown
in figure 10. The following figures show the compans between measured and simulated
susceptibility level to induce +/- 0.25 V power plpvoltage fluctuations off-chip (fig. 16) and
on-chip (fig. 17).

Differences between measurements and simulatiomsmainly due to measurement errors,
inaccuracies of external passive devices (e.g.itguictor of decoupling capacitors, parasitic
parallel capacitor of choke inductances), packaghidtances and substrate coupling models.
However, simulation curves fits enough with on-chipasurement curves to validate the proposed
model. The PDN model allows an accurate prediatioiine noise coupled on the power supply of
the digital core. Connecting this PDN model to acusate IB model will provide a reliable
prediction of susceptibility level for core funatial failures.
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Finally, the developed PDN model is used to complagetransfer function between the power
supply package pin and on-chip digital core powsgapdy. Figure 18 presents the simulation of the
off-chip to on-chip transfer function of the cirtBiDN, given in term of S21 parameter. Below 50
MHz, the transfer function is higher than -3 dBthat the off-chip and on-chip power supply
voltage fluctuations are similar. However, theyddn be different above 50 MHz. The larger
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difference is observed about 450 MHz, as confirtmgdheasurement results (fig. 15).

——o— 521 Mag (dB]

0

1J00E 45 1.00E+7 1J00E 48 1,00E+3

Figure 18. Simulation of the off-chip to on-chip transfer ftioo of the circuit PDN

VI. CONCLUSION

In this paper a simulation flow aiming at predigtinponducted susceptibility of ICs has been
presented. The different steps to build an elagtrequivalent model have been detailed and
applied to a case study. The model of the couptihg@ conducted disturbance on the power
supply of a digital core has been developed. Thaulsited amount of on-chip power supply
fluctuations have been compared to measurementdroon-chip voltage sensor based on sample
and hold. The good correlation between measureraedt simulation validates the proposed
model. The difference between on-chip and off-daMI-induced voltage fluctuations highlights
the relevance of on-chip measurements to valigabeunity models.
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