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Abstract Organizations compete in acquiring competitive
resources, knowledge, and competencies. In the past, organi-
zations applied the acquired resources, knowledge and com-
petencies to gain superiority and thus outperform others in
getting customers and brokering opportunities. In this
manner, the superior organizations forced the inferior orga-
nizations outside the market. However, in the current mar-
ket, when an opportunity is brokered, organizations need to
collaborate, more than competing, by sharing the acquired
resources, knowledge, and competencies to respond to the
opportunity which none of them could handle otherwise. This
means organizational strategies must now adapt to the notion
of collaboration with others. One important organizational
strategy necessary in virtual organizations breeding environ-
ments (VBE) is focused on the organizational preparedness
that is required to enhance chances of participating in virtual
organizations (VOs). A crucial aspect of preparedness is the
establishment of trust relationships with other member orga-
nizations to smoothen the sharing of resources, knowledge,
and competence, and in turn facilitate the organizations’ col-
laboration. In this paper we present the FETR: A Frame-
work to Establish Trust Relationships among organizations
in VBEs. We also present and analyze risks that can emerge
and thus hamper the established relationships among organi-
zations. We also present the promotion of trust relationships
among organizations.
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Introduction

There is no consensus yet in the literature on the definition of
trust and what constitutes the management of trust among dif-
ferent entities. Researchers have recognized its importance in
smoothing interactions and co-working among individuals as
well as organizations. They have differently perceived trust
and applied for dissimilar purposes which in turn have made
it difficult to achieve common understanding among them.

The word “trust” as used daily by individuals refers to the
opinion of somebody about another. It does not only reflect
an estimation of another’s intention but also of the compe-
tencies, namely capabilities, capacities, etc. of others that
are typically considered in order to establish trust relation-
ships with other people. Gambetta (1988) provided a defini-
tion of trust, which has been widely used, “as the subjective
probability by which an individual “A” expects another indi-
vidual “B” to perform a given action on which A’s welfare
depends”.

This paper addresses inter-organizational trust in VBEs as
an enabler for efficiently managing it as well as creating VOs
constituting its members as potential partners. In this paper
we apply the following definitions of VO and VBE.

A VO is an association of (legally) independent orga-
nizations (VO partners) that come together and share
resources and skills to achieve a common goal, such as
acquiring and executing a market/society opportunity
(Camarinha-Matos and Afsarmanesh 2006 ).

A VBE is defined as an alliance of organizations (VBE
members) and related supporting institutions, adhering
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to a base long term cooperation agreement, and adopt-
ing common operating principles and infrastructures,
with the main goal of increasing both their chances
and preparedness towards collaboration in potential
VOs (Afsarmanesh and Camarinha-Matos 2005).

In VBE environments, the subject of trust relationships shall
be addressed considering organizations as the smallest unit
and not the people, and specifically addressing three kinds of
organizations, including: the VBE member organizations, the
external stakeholder organizations, and the VBE administra-
tion organization. Therefore, while this work can benefit from
the general past research on trust relationships among indi-
viduals, their results cannot be directly applied here (Msanjila
and Afsarmanesh 2007d).

Trust among organizations in VBEs is a complex subject,
which must be addressed considering “its interdisciplina-
rity of areas as well as the heterogeneity and contradictions
of interests and goals” among the involved organizations
(Msanjila and Afsarmanesh 2007b). In our research on trust
the identification and tuning of trust elements, the modeling
of trust relationships, the assessment of trust level, and the
establishment and promotion of trust relationship constitute
the main focus on the management of trust among organi-
zations in VBEs (Msanjila and Afsarmanesh 2007d). These
specific topics are addressed regarding the establishment of
trust relationships: (1) among the VBE member organiza-
tions, (2) between the VBE member organizations and the
VBE administration organization, and (3) between the exter-
nal organizations and the VBE. In Msanjila and Afsarmanesh
(2007¢) we addressed the identification of trust elements
for organizations, in Msanjila and Afsarmanesh (2007b) we
addressed the modeling of trust relationships among organi-
zations, and in Msanjila and Afsarmanesh (2007a) we
addressed the assessment of trust level of organizations. This
paper proposes the FETR framework for guiding the estab-
lishment of trust relationships among organizations in VBEs.

Problem area and research domain

Trust is defined differently in different disciplines and res-
earch. Among others, the three following definitions are
dominant:

o Trust is the willingness of a trustor to be vulnerable to
the actions of another party based on the expectations
that the trustee will perform a particular action impor-
tant to the trustor irrespective of the ability to monitor
or control the trustee (Mayer et al. 1995).

e Trust is the belief in the competency of an entity to act
dependably, securely and reliably within a specified con-
text (Grandison and Sloman 2000).
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e Trustisapsychological condition comprising the trustor’s
intention to accept vulnerability based upon expectation
of trustee’s intentions and behavior (Rousseau et al.
1998).

The diversity among these definitions makes it difficult to
properly characterize trust and its concepts. There are many
theories on trust, some of which diverge from each other
only in their identification of the grounds on which they
are based (Rousseau et al. 1998). Despite the difficulties in
solidifying the definition of trust, in practice, trust is a base
for collaboration among individuals as well as among orga-
nizations. Research addressing the subject of collaboration
among organizations had reported that the effectiveness of
VBE operation depends on the right balance of trust level
among organizations (Msanjila and Afsarmanesh 2007b).

Traditionally, trust has been practiced and applied as a sub-
jective phenomenon and thus its evaluation has been opinion-
based. However, trust among organizations is the base for any
collaborative transaction in which they get involved. Thus
specifically for SMEs (Small and Medium Enterprises), their
survivability may depend on getting involved in such collab-
orations. Traditionally, trust among organizations was only
established “bi-laterally” and subjectively based on reputa-
tion and recommendation from others. In large networks such
as VBEs however, applying traditional approaches for creat-
ing bilateral trust among organizations in VBEs is difficult,
mostly due to the following reasons:

e It is hardly feasible for a trustor organization to collect
reputation data or peers’ opinions about the trustworthi-
ness of a trustee organization, with whom it had never
interacted before.

e It is hardly feasible to (rationally) reason on the trust-
worthiness of organizations based on subjective data.

Therefore, subjective trust (opinion-based) is too risky and
rational trust (fact-based) is required to be created among
organizations to facilitate goal oriented collaborations. To
support the creation of trust among organizations, a ratio-
nal (fact-based) approach proposed in our previous work
(Msanjila and Afsarmanesh 2007a, c¢) is adopted in this paper.
In this approach, we suggest applying formal mechanisms
to assess the trust level of organizations. These mechanisms
are formulated applying trust criteria for organizations taking
into consideration the need of rational data, such as the past
performance, the achieved results, etc. With this approach
an organization can trust others rationally and based on facts
about their trust level. Therefore, trust level of organizations
is properly assessed through their trust criteria and can be
supported by some rational reasoning based on the mathe-
matical equations. With this approach the VBE administrator
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can assess the trust level of trustee organizations and provide
it to the trustor organization when requested. In this paper we
apply the following definition of trust among organizations.

Trust among organizations, as it is applied in VBEs, is
defined as the objective-specific confidence of a tru-
stor to a trustee based on the results of fact-based
assessment of trust level of the trustee (Msanjila and
Afsarmanesh 2007c).

Therefore, objective based trust creation refers to the process
of creating trust among organizations based on the results of
the fact-based assessment of their trust levels. Only mea-
surable or numeric data are applied to the assessment and
the resulted trust levels can be supported with some formal
reasoning applied during the assessment of trust level, which
in turn enhances the reasoning of the established trust rela-
tionships (Msanjila and Afsarmanesh 2007a).

The remaining part of this paper is organized as follows:
Section “Antecedents and importance of trust in VBEs” pro-
vides the definitions of base concepts. Section “Definitions
of main concepts” describes the problem area and presents
research questions. Section “Research Questions” addresses
the antecedents and importance of trust. Section “Establish-
ing trust relationships” addresses the establishment of trust
relationships among organizations. Section “Types of valid-
ity evidences for trust-related data” addresses the impor-
tance of validity of information. Section “Promoting trust
relationships among organizations” presents proposed
approaches for promoting trust relationships in the VBE.
Section “Risks in VBEs versus trust relationships between
organizations” discusses the tradeoffs between risks in the
VBE and trust relationships among the member organiza-
tions. Section “Conclusion” concludes the paper.

Antecedents and importance of trust in VBEs

In this section we address the antecedents and importance
of trust relationships among organizations in VBEs. We first
address the antecedents.

Antecedents of establishing trust relationships among
organizations

Trust antecedents are cardinal elements that may have a posi-
tive or negative impact on the effectiveness of the established
trust relationships among organizations. Three trust anteced-
ents are identified for organizations in this article, namely
shared values, previous interactions, and practiced behav-
iors.

Shared values occur when the trustor organization and
the trustee organization have a common understanding on
important issues that might influence the creation of trust

towards each other, such as missions, goals, policies and
interpretations of right or wrong (Morgan and Hunt 1994).
Shared values can range from business objectives to inter-
nal management processes and approaches. In business envi-
ronments, it is more difficult to have shared values between
two competing organizations than between two organizations
that are complementing each other (Cosimano 2004). Typi-
cally, when two organizations have a common understand-
ing they both feel secure in the knowledge that there will be
no unexpected results during the cooperation/collaboration.
It is therefore easier to establish a trust relationship under
such conditions. As an aspect of preparedness, the VBE must
ensure that member organizations have a certain amount of
shared values.

Previous (fruitful) interactions between the trustor orga-
nization and the trustee organization—either directly or indi-
rectly (through other intermediate organizations)—enhance
the effectiveness of the established trust relationships. The
interactions can be formal as well as informal, such as the
formal exchange of meaningful information or the informal
acquisition of updates. Interactions can also involve individ-
uals who work within the two organizations. Even though
there may be no existing business interactions, the existence
of previous interactions will enable the establishment of the
trust relationship to be smoothened.

Practiced (moral and/or ethical) behaviours basically
refer to the opposition of opportunistic behaviour. Opportu-
nistic behaviour means taking immediate advantage—often
unethically—of any circumstance that may generate possi-
ble benefit. Opportunistic behaviour in competitive markets
seems natural because the focus of organizations in such envi-
ronments is on the acquisition of customers, without regard
for long-term relationships with other organizations. In col-
laborative networks, however, organizations must cooperate
in order to serve the same customers. Opportunistic behav-
iour has a negative impact on the effectiveness of trust rela-
tionships. It derives from transaction cost literature and is
defined as self-interest seeking with guile (Mukherjee 2003).
Here we refer to opportunistic behaviour as ungentle action
taken by VBE member organizations for the purpose of ben-
efiting themselves unethically more than others (e.g. quitting
the collaboration once they have made a gain, or when they
expect the risks of the collaboration to be a threat).

Importance of establishing trust relationships among
organizations

The stability of a VBE requires a delicate balance of lev-
els of trust in various specific trust relationships between
the organizations involved. VBEs are characterized as multi-
actor environments, in which each actor has autonomy, inter-
ests, and goals that might contradict those of others. The
interdisciplinary and heterogeneity nature of several aspects,
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such as business domains and technologies, are some issues
that increase the complexity of creating trust between
organizations in VBEs. A catalyser for the enhancement of
cooperation between member organizations in VBEs is the
establishment of trust relationships, which is why past res-
earch states that trust is the most salient factor for coop-
eration networks in achieving network objectives (Morgan
and Hunt 1994). Trust relationships between organizations
are more important for industry-based VBEs that operate
under pressure from the global economy, the increasing value
of information, and the mounting uncertainties surrounding
their businesses. Several advantages can be gained once trust
relationships between member organizations have been prop-
erly established and managed in the VBE. A number of these
are mentioned below.

¢ Motivating member organizations to accept responsibil-
ities in case of uncertain or incomplete information.

¢ Facilitating the achievement of common goals by encour-
aging information exchange, knowledge sharing, tools
sharing, and so forth, between member organizations.

¢ Encouraging member organizations to avoid opportunis-
tic behaviour during collaboration.

o Easing the process of creating and launching VOs by
smoothing the partner selection processes.

¢ Accelerating the contract negotiation process between
selected VO partners.

o Creating a competitive advantage by facilitating the
reduction of governance internalization (acquisitions),
and transaction costs.

¢ Enabling open communication and reducing conflicts.

Definitions of main concepts

This section presents the definitions of the base concepts
applied in this paper as follows.

Trust actors: Refer to the two organization parties involved
in a specific trust relationship. The first party is the organi-
zation that needs to assess the trustworthiness of another and
is referred to as the trustor. The second party is the organi-
zation that needs to be trusted, and thus its trust level will be
assessed and is referred to as the trustee.

Trust elements: Refers to the hierarchical-related elements
from abstract (non measurable) ones which represent the root
node to the measurable ones which represent lowest child
nodes that together characterize both trust and trust relation-
ships, and form the base for deciding about the data needed
for the assessment of trust level of organizations. Trust ele-
ments hierarchically include: trust objectives, trust perspec-
tives, trust requirements and trust criteria.

Trust objective: Refers to the purpose for which the trust
relationship establishment among the involved organizations
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isrequired. Examples of trust objectives include the following:
for inviting an organization to join a VO, for appointing or
selecting an organization as the VO coordinator, etc.

Trust perspective: Represents the specific “point of view”
of the trustor on the main aspects that must be considered
for assessing the trust level of the trustee. In Msanjila and
Afsarmanesh (2007c) we presented five general trust per-
spectives for organizations namely: Technological perspec-
tive, Social perspective, Managerial perspective, Economical
perspective, and Structural perspective.

Trust requirement. Represents the essentials (cardinals)
that characterize and guide on how the respective trust per-
spective can be realized. Thus, trust requirements are the fun-
damental cardinals that guide or suggest what must be met in
order for the respective trust perspective to be realized. For
instance, “financial stability” is an example requirement that
must be met to support the economical perspective; similarly
“compliance with community standards” is a requirement for
the social perspective, etc.

Trust criteria: represent the measurable trust elements that
characterize a respective trust requirement. Therefore, for
each organization, the values of its trust criteria (related to a
requirement) can be used to make a rational (fact-based) judg-
ment on whether the respective requirement is met. Each trust
criteria constitutes a value structure that defines the accept-
able structure for its data, such as scalars, vectors, arrays,
list of strings, etc. Furthermore, the value structure defines
the metric that is applied to scale the specified data. The
only source of data for trust criteria is the respective trustee
organization. Therefore in each VBE, member organizations
shall submit data related to their trust criteria, and keep them
up-to-date. Data related to trust criteria of organizations will
be used in the VBE for different purposes related to trust man-
agement. However, access to these data is limited only to the
VBE administration. A list of trust criteria identified in our
research is presented in Msanjila and Afsarmanesh (2007c).

Known factors: represent a set of domain/application
dependent factors that indirectly influence the outcome of
measurements of trust level for the involved organizations.
Each domain/application, such as business, manufacturing
medical, etc. is affected by both VBE’s internal factors (e.g.
the minimum wage per hour for all organization within the
VBE), as well as the VBE’s external factors about envi-
ronment/market/society considering the VBEs scope both
geographical and area wise, for example: (1) some pre-exist-
ing regulations or standards (e.g. regional tax subsidies in a
given market), (2) an environment’s norm and practice (e.g.
minimum number of competencies required for each orga-
nization to become a VBE member), or (3) the current state
of the market/society (e.g. regional availability of raw mate-
rial or a market consumption capacity of products/services),
etc. These factors indirectly influence the trust level assess-
ment by internally influencing the behavior of trust criteria.
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For each VBE, its known factors are identified during the
customization of the generic trust management system to
the specific domain/application of the VBE. Thus, the main
source of data for the known factors is the VBE adminis-
tration itself that knows about both its internal and external
environments. The data about known factors should also be
kept up-to-date by the VBE administration.

Intermediate factors: represent the factors that play the
intermediary role in relating known factors to the trust cri-
teria. In principle, both trust criteria and known factors do
influence each other. Their influences are twofold, consist-
ing of the: causal influences and impact influences. However,
these influences are not direct, rather through some inter-
mediate factors. By applying the HICI approach (Msanjila
and Afsarmanesh 2007c) the analysis of causal influences
among the trust criteria and known factors can be performed
and represented diagrammatically in a so called causal dia-
gram. Based on the results of causal analysis, these influ-
ence relations are used for derivation of mathematical equa-
tions that formally relate the trust criteria and known fac-
tors through specific intermediate factors. These equations
are further used to calculate the values for each intermediate
factor in relation to every organization, thus acting as par-
tial trust level assessment means for the organization. There-
fore, unlike the trust criteria and known factors for which
the data is respectively assigned by the organization and the
VBE administration, intermediate factors must be calculated
through these equations. Namely, if needed, the only way
that the value of an intermediate factor can be improved is
either through the changes in the values of the organizational
trust criteria, or changes in the known factors decided inter-
nal to the VBE, since these are the only controllable fac-
tors that influence it. For example, consider the intermediate
factor “organizational expenditure” which is influenced by
the two trust criteria of: size (from structural perspective) of
an organization—number of employees, and the operational
costs (from economical perspective), as well as by the known
factor: minimum wage of employees acceptable at the VBE.
Changing the expenditure of an organization can be achieved
by changing the values of the three above stated elements.

Trust level: Refers to the intensity level of trust for a trustee
in a trust relationship, based on the assessment of values for
a set of necessary trust criteria. Clearly enough, the criteria
for the trust level assessment of organizations are varied and
wide in spectrum depending on the purpose (e.g. depend-
ing on the requirements, the perspective, and the objective of
trust establishment). When trust level is assessed for a certain
specific purpose, such as for inviting a member to a VO, and
the assessment is based on specific trust criteria for that the
purpose, we call the results, specific trustworthiness of the
trustee.

Trust relationship: A relationship is a state of connected-
ness among people or organizations or is a state involving

mutual dealing among parties. Trust relationship refers to
the state of connectedness between a trustor and a trustee
whose intensity is characterized and based on the fact-based
assessment of trust level.

Research questions

The importance of trust relationships among collaborating
or cooperating organizations is addressed in Section “Impor-
tance of establishing trust relationships among organizations”.
In order to realize inter-organizational trust in VBEs and thus
benefit from these advantages a number of open research
questions must be properly addressed. The following three
research questions are addressed in this article:

1. Can trustworthiness (trust level) of an organization be
measured? How complex is trustworthiness? Does it have
a quantitative value, and if so, what is the metric? Further-
more, is it one number or a set of numbers ? If not quantitative,
then is it a qualitative value, such as good/bad, high/ low?

In Msanjila and Afsarmanesh (2007a), we presented an
approach for measuring trust level of organizations in terms
of values of a set of trust-related criteria. We argued that trust-
worthiness is complex and can neither be measured with a
single value nor interpreted with a single metric. The levels
upon which the data about certain trust criteria in an orga-
nization meet the specified ratings represent its trust level.
Our suggested approach is based on the use of mathemat-
ical equations in designing mechanisms for assessing trust
level of organizations. The mathematical equations are for-
mulated applying the results of analysis of causal influences
among trust criteria, known factors, and intermediate factors.
The derivation of these equations is beyond the scope of this
paper but the topic is properly addressed in Msanjila and
Afsarmanesh (2007a). In brief the mechanisms developed
for TrustMan system implement three forms of equations.
The first form of equation is applied to calculate the final
comparative scores of the trust level for organizations. This
equation is represented as the average of weighted scores for
all trust perspectives achieved by the organization (Eq. 1).
In all the three equations below TL represents trust level, S
represents score, perrepresents trust perspective, IF rep-
resents intermediate factor, W represents weight, and Avg
represents average

TL = Avg[(WTech * STech), Wsoce * Ssoc), (Wser * Ssir),
(Wuan * Sman)s WEco * SEco)] (1)

The score for each trust perspective is calculated as weighted
average of score for all intermediate factors as shown in
Eq. 2 which represents the second form.

ll’l
S = - Wik % Sip 2
per "Z,: 1F, * SIF, (2)
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The score for intermediate factors is calculated as a function
of trust criteria and known factors as shown in Eq. 3 which
represents the third form.

Sir = f trust_criteria, known_factors] Where

0<W <land > Wi=1 (3)
Vi

2. Does every organization have the same objectives and
perspectives for establishing trust relationship with others?

In VBEs, trust must be thoroughly characterized to ease
the understanding about the motivations from which orga-
nizations prefer to establish trust relationships with others.
Antecedents and importance of trust relationships among
member organizations must also be addressed. This paper
addresses this question.

3. How can establishment of trust among organizations in
VBE be achieved and enhanced?

This paper addresses this question by proposing a frame-
work for establishing and promoting trust relationships
among organizations in VBEs.

Establishing trust relationships

In this section we address the establishment of trust relation-
ships among organizations in VBEs. We first present some
existing related approaches.

Existing approaches for establishing trust relationship

Several approaches have been used to establish trust
relationships between different actors in various types of
environments. These approaches have been used for the
establishment of trust relationships either between actors in a
specific domain (e.g. in health service provision), or between
entities in a specific technology (e.g. agent technologies).
The following approaches—namely role-based, reputation-
based, interaction-based, and risk-based approaches—used
here for exemplification are designed to be applied in either a
specific environment or to address specific application cases.
Thus, they cannot be directly used when establishing trust
relationships between organizations. However, they do have
some relevance for the approaches needed to establish trust
relationships between organizations in VBEs, as addressed
below.

Role based approach

Role-based trust relationships are established in order to facil-
itate the adoption of responsibilities related to the roles of
organizations in collaborative networks. This approach
is mainly used for the establishment of trust relationships
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between systems representing organizations, which use either
multi-agent systems or peer-to-peer interactions in Internet-
based relationships (Huynh et al. 2004). Each peer, node or
agent represents a single organization in the dynamic com-
munity which interacts through the Internet. The approach
was developed as a solution to the trust relationship problems
in decentralized and dynamic working environments (Field
and Hoftner 2003). This approach dictates that an organiza-
tion cannot take more than one role and that it is trusted only
for a specific known role. The approach can be used to create
trust in member organizations towards the VBE administra-
tor. Therefore, the VBE administrator is entrusted with the
VBE-related administrative tasks.

Reputation based approach

At the individual level, reputation is an overall quality or
character as perceived or judged by people within a com-
munity. There are two possible sources of an organization’s
reputation-related information that is to be accessed when
establishing a trust relationship with others. The first is the
Witness reputation, which refers to the reputation-related
information that is collected by the trustor, or the trustor’s
associated organizations (friends) (Huynh et al. 2004). In
this case, the trustor organization or its associated organi-
zations must observe the necessary character of the trustee
organization. In VBEs, where organizations collaborate vir-
tually, the adaptation of this approach is hardly feasible. The
second reputation is the Certified reputation, which refers
to the reputation-related information that is collected by the
trustee organizations and made available to the trustor orga-
nization. The trustee organization can provide information
such as a detailed organization profile to the trustor organi-
zation in order to enhance its trust level. The trustee organi-
zation can also request its friend/authorized organizations to
provide positive information (e.g. accreditation document)
to the trustor organization in order to enhance its trust level.
The main problem of this approach is that there is high risk
of user-biased information, which endangers the success of
the resulting trust relationships. The validation of such infor-
mation is also difficult since, in practice, bad reputations are
usually hidden.

Interaction based approach

In practice, past experiences resulting from direct inter-
actions between organizations enhance the chance of suc-
cessfully establishing trust relationships. Nevertheless,
member organizations sometimes need to collaborate with
other entirely unfamiliar VBE member organizations. Con-
sequently, this approach cannot be applied to every case in
VBEs.
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Consumer-opinion based approach

This approach is used to establish trust relationships between
customers and suppliers/producers. It is based on the opin-
ions, ranking or comments provided by customers on the
quality of the products/services that they purchase/use. While
buying/using products/services the customers are typically
requested by a website to comment (rank) the quality of
the same product/service (e.g. a television or a hotel room,
etc.) from a number of producers/providers. The comments
(ranks) are then organized in scorecard format by that site.
The results from the scorecard are then made available to
future customers for smoothing the creation of trust to certain
producers/providers. This approach is applicable to online
businesses in most cases, which means that proving the data
validity might be difficult.

Risk based approach

This approach focuses on reducing the potential risks that
may occur during collaboration. As such, the confidence that
organizations have of the limited number of potential risks
enables them to trust each other. In practice, however, risks
relate to unexpected results and as such are unpredictable.
Therefore, it is almost impossible to avoid risks. This is dif-
ficult even in VBESs that use virtual collaboration and coop-
eration as the key approach for collaboration. This topic is
further addressed in Section “Risks in VBEs versus trust rela-
tionships between organizations”.

FETR: A framework to establish trust relationships among
organizations in VBEs

A framework is a conceptual structure used to approach and
solve a complex issue. It is usually used to outline possible
courses of action and to provide a preferred approach for each
of these actions, in order to achieve an optimal collective out-
come. Therefore, frameworks present “re-usable designs and
guidelines” that can be applied to assist their users in under-
taking certain actions related to the issue of the framework in
different cases. Furthermore, frameworks must address all of
the actions necessary to accomplish the supported processes
and generate the solution.

Consideration for a large number of specific fundamental
aspects is necessary when addressing trust between organiza-
tions in VBEs. We characterize inter-organizational trust as
a multi-objective, multi-perspective, and multi-criteria sub-
ject. It is a challenging task to comprehensively cover all
of these specific fundamental aspects of inter-organizational
trust and thus use them to facilitate the establishment of
trust relationships between organizations. A single special-
ized approach, such as any of those addressed in Section
“Existing approaches for establishing trust relationship”,

cannot adequately cover all of the fundamental aspects of
trust that need to be considered while establishing trust rela-
tionships between organizations in VBEs. Accordingly,
a generic but comprehensive and structured framework
must be designed that will support the realization of inter-
organizational trust relationships in VBEs.

In order to effectively establish trust relationships between
organizations in VBEs for different domains and application
cases, a framework will be developed that will guide the
processes and actions to be taken. We propose a “two phase”
Framework for Establishing Trust Relationships (FETR)
between organizations. The first phase—*“relationship char-
acterization and preparation”—consists of three steps: the
assessment of organizations’ levels of trust, the validation
of trust level results, and the presentation and interpreta-
tion of trust levels. The second phase,—“launching trust
relationship”—consists of one step, namely the creation of
trust between organizations. Figure 1 illustrates the proposed
framework. This framework is discussed in further detail
below, with a description of each phase and the respective
steps.

Phase I: relationship characterization and preparation

A number of specific steps must be taken in order to char-
acterize the planned relationships and prepare organizations
on a number of essential aspects in establishing their goal-ori-
ented trust relationships. This phase constitutes three specific
steps that aim to guide both the trustor and trustee organi-
zations when preparing themselves to trust other organiza-
tions for the purpose of the intended collaboration. It involves
guiding the trustor organization in assessing their respective
trustee organizations’ levels of trust, validating the achieved
trust level assessment results, and interpreting and presenting
those results to the trustee organizations. We have character-
ized this phase into three specific steps: (1) the assessment
of organizations’ levels of trust, (2) the validation of trust
level results, and (3) the presentation of trust level results.
These three specific steps constitute Phase I of the FETR
framework, as discussed below.

Step 1:  Assessment of trust level of organizations

An assessment of levels of trust is one of the fundamental
steps for establishing trust relationships between organiza-
tions. The aim of this step is to ensure that the organizations
involved have acceptable trust levels and that their trust levels
are correctly balanced. In VBEs, the assessment of organiza-
tions’ levels of trust is performed for three purposes, namely
for ensuring that (1) the trust of a VBE membership appli-
cant meets the minimum trust level acceptable in the VBE
(the base trust level); (2) that all of the member organiza-
tions conform to the base trust level specified in the VBE;
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Fig. 1 A framework for establishing trust relationships among organizations

and (3) that the specified trustworthiness for an objective is
met by all of the partners involved (as addressed in Msanjila
and Afsarmanesh (2007a)). Depending on the purpose of the
relationship being established, one of these three trust level
assessments will be performed.

In our approach for assessing organizations’ levels of trust,
we suggest the use of multi-criteria. In fact, in the proposed
approach, anumber of complex and heterogeneous aspects of
inter-organizational trust have been characterized, modelled
and applied to mechanisms for assessing trust level of orga-
nizations. Thus, we have observed that the organizations’
levels of trust can neither be measured with a single trust cri-
terion, nor be interpreted with a single metric (as addressed
in Msanjila and Afsarmanesh (2007c)). Furthermore, orga-
nizations’ levels of trust are not absolute values that can be
applied in every case, rather values that can be used for the
purpose of comparison. Trust level comparativeness is valid
for a given rating, the participating organizations,andthe set
of trust criteria preferred by the trustor organization.

As described in Msanjila and Afsarmanesh (2007a), the
mechanisms for assessing organizations’ levels of trust apply
a set of base trust criteria that are preferred by a given VBE
environment. These assessment mechanisms are developed
with the aid mathematical equations as introduced in section
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“Research questions”. The mathematical equations are for-
mulated using the results of an analysis of causal influences
between trust criteria. As such, these equations provide for-
mal representations of the inter-relations (mostly, causal
influences) between trust criteria. Therefore, the assessment
of organizations’ levels of trust can thus be stated as using
formal mechanisms. Consequently, the rational (formal) rea-
soning of the resulting levels of trust is supported through
mathematical equations in our approach. The subject of for-
mulating mathematical equations relating the causal influ-
ences between trust criteria is addressed in detail in Msanjila
and Afsarmanesh (2007a). That paper also discusses the gen-
eralization of these equations and the use of such to design
mechanisms for assessing organizations’ levels of trust. In
doing so, we address how the comparative trust level of an
organization can be calculated and thus how trustee organi-
zations’ levels of trust can be regarded as formal results and
supported with certain formal reasoning mechanisms.
However, the processes related to assessing the trust lev-
els of organizations as addressed in our approach are too
complex to perform manually. In Msanjila and Afsarmanesh
(2007e, 2008) we have presented the specifications of the
Trust Management (TrustMan) system, which has been
developed as a means to provide services that automate the
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processes related to the management of inter-organizational
trust within VBEs. The assessment of organizations’ levels
of trust is one of the fundamental services provided by the
TrustMan system. The design and implementation aspects of
the TrustMan system are also further addressed in Msanjila
and Afsarmanesh (2008).

Step 2:  Validations of resulted trust level of organizations
In order to assess organizations’ levels of trust, in our
approach we propose the use of data relating to the per-
formance of organizations as the fundamental input. The
performance data (referred to here as trust-related data) is
expressed in terms of values of trust criteria. In Msanjila
and Afsarmanesh (2007¢) we presented the impact analysis
approach, as part of the HICI approach, which is used to ana-
lyze the relations between trust criteria and organizational
performance. In addition to expressing the performance of
organizations in terms of values of trust criteria, the sources
of the data must be validated.

A priori to assessing levels of trust, the organizational
trust-related data is made available to the VBE. Thus, the
evidence supporting the validity of the data provided by the
organizations is collected in advance and presented to tru-
stor organizations if and when required. Therefore, the trust-
related data used for each organization is validated a priori
to confirming the resulting levels of trust. By validating this
trust-related data, the resulting organizational trust levels will
also be validated. In Section “Types of validity evidences for
trust-related data” some sources of evidence are suggested
which can assure/support the validity of trust-related data
that is made available in the VBE by each organization.

Therefore, “step 2 of phase I’ focuses on validating the
trust related data applied for the assessment of trust level of
each involved organization (Fig. 1). If the validity evidences
of data for certain involved organizations are missing or inad-
equate then its computed trust level is disqualified.

Step 3:  Presentation and interpretation of trust levels

As previously discussed, our approach for the assessment of
trust levels is based on a set of trust criteria that is specified
in the VBE. This set of trust criteria depends on the type of
trust level assessment, namely either for “base trust level”
or “specific trustworthiness”. The set of base trust criteria
is selected by the VBE administrator, and the set of spe-
cific trust criteria is selected by the each trustor organization.
The trust level results are expressed in terms of comparative
values of the applied trust criteria. Understanding and inter-
preting these trust levels accurately in terms of the values of
a set of trust criteria, is a complex and difficult task for most
decision-makers (such as managers and directors) who are
not experts in trust or mathematics.

A priori to helping them understand the resulting trust
levels of organizations, these actors must be assisted in
their understanding of the base concepts of trust, as per-
ceived in the specific VBE. In Msanjila and Afsarmanesh
(2007b) we presented an ontology-based trust model which
can be used to achieve the required level of understand-
ing (Msanjila and Afsarmanesh 2007b). In Afsarmanesh and
Ermilova (2007), the authors detail the use of ontology for
enhancing the knowledge of actors in VBEs on different
aspects, and propose the Ontology Discovery and Manage-
ment System (ODMS) for this aim. The provision of trust-
related concepts in ontological format is also supported by
the ODMS.

Furthermore, trust levels must be presented in a format
which is as understandable as possible. However, the assis-
tance of trust experts in specific domains or environments to
interpret the levels of trust is helpful to decision makers. In
our approach we propose providing support to assist deci-
sion-makers and other users in interpreting and representing
levels of trust in an understandable format, such as qualitative
values. Therefore, we have suggested a qualitative format to
represent the comparative trust levels in five ratings, namely
strongly less trustworthy, less trustworthy, average trustwor-
thy, more trustworthy, and strongly more trustworthy. Figure
2 shows the relations among these qualitative trust levels.

As described in section “Research question”, mechanisms
proposed for assessing trust level of organizations are based
on mathematical equations. Thus the resulted values from
the computation of the trust level of organizations are num-
bers which are here referred to as trust level scores. These
scores are comparative values ranging between 0 and 5. The
VBE administrator decides, during the customization of the
TrustMan system, the specific sub-ranges to be represented
in terms of qualitative values as indicated by the trust-meter.

Phase II: launching trust relationship

When trust between the participating organizations is suc-
cessfully created, trust relationships between them can be
initiated. Various approaches used for initiating established
trust relationships are in practice, but the most popular one is
contracting. At this stage, organizations trust each other and
thus guarantee each other, by means of a contract, that they
can now start collaborating for the current common goals.
The creation of trust and the launch of trust relationships
between the participating organizations constitute the main
objectives of Phase II, and its single step—the Step 4—as fur-
ther described below.

There are two kinds of trust relationships that can be
established between organizations, namely short-term trust
relationships and long-term trust relationships. Short-term
trust relationships are established to facilitate collaborations
between organizations that will exist for a relatively short
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period of time, e.g. collaborations in VOs. Long-term trust
relationships are established to facilitate collaboration
between organizations that will exist for a relatively long
period of time, e.g. cooperation in VBEs.

Step 4:  Creation of trust among organizations

and initiation of their trust relationships

Once the trust level results are validated and confirmed, the
organizations with acceptable levels of trust as rated by the
trustor can be identified. In order to create trust between
the participating organizations, each one must be helped to
understand the trustworthiness of other organizations in order
to encourage the establishment of trust relationships with
them. Consequently, each organization needs sufficient and
convincing information to assist its trust and understanding
of other organizations. However, the perceptions of trust and
thus the preferred trust perspectives may not be uniform and
can vary among the participating organizations. The chal-
lenging question is which information should be provided
to each specific organization to meet both its perception and
preference on trust, and how detailed should this information
be?

In our approach, the creation of trust of the trustor orga-
nization to the trustee organization is based on the perfor-
mance of the respective trustee organization. Based on its
preferred trust perspectives, the trustor organization will be
provided with as detailed information as is sufficient to cre-
ate the required trust. The details of the information provided
will also differ according to the following five aspects:

e  Who: Collaborations among organizations in VBE are
characterized as goal-oriented. Thus, the trust relation-
ships that will be established using our suggested frame-
work will also be goal-oriented. Organizations will trust
others on the basis of the role that the latter will play a
role in helping to achieve the goal of the relationship.
For example, in virtual organizations the roles that can
be assumed are coordinator and partner. Each role might
need different kinds of information to enable the trustor
organization to trust the trustee organization with this
specific role.

e  When: In our proposed approach for assessing levels of
trust and creating trust in an organization requires the
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application of an organization’s past performance data
as the fundamental input. The word “past” here repre-
sents a subjective nature to the previous time. It is not
clear how far into the past the performance data will need
to cover to be enough for the trustor organizations. The
preferred time of the collection of information and of the
provision to the trustor will differ between the trustor
organizations and the trustee organizations.

e  What: This refers to the content of the information that
will be provided to each organization that is participat-
ing in the trust relationship. It is not easier to define in
advance the specific types and content of information that
each organization might need in every trust relationship.
The type and content of information will depend on how
the respective organization’s trust and trust perspective
are perceived.

e How: The validity of the information will be influenced
by both its sources and the applied mechanisms/tools for
collection and provision. When the sources of informa-
tion are highly trustworthy, the value of the information
as far as trust is concerned will also be high. Further-
more, the mechanisms used for collecting and providing
the information might also influence the decision made
by specific trustor organizations on its suitability. Thus,
both the sources of information and the mechanisms used
to collect and provide this information will influence the
decision made by the organizations on its use.

e  Why: The information that is provided to specific organi-
zations will also depend on the reason why it is requested.
Here, this refers to the main trust objective and related
sub-objectives for establishing the trust relationship.

Types of validity evidences for trust-related data

Information made available to a VBE by an organization in
order to assess its levels of trust must be supported by dif-
ference types of validity evidence. This section addresses
evidences that can be used by organizations to assure the
validity of their trust-related data.

Witness evidence

These evidences constitute a certain form of documentation
generated by third parties that, even though they provide
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some proof of accuracy for their respective information, they
cannot be considered as official and authorized proofs. Such
witnessed evidences may include information obtained from:
(1) Public channels, (e.g. the magazines, newspapers) and (2)
Private channels, (e.g. recommendations).

Although these types of evidence are not as strong as the
authorized evidence, when authorized evidence is lacking
and depending on the source of the evidence, they can pro-
vide some assurance of the validity of the provided infor-
mation. Clearly, the weight of this validity increases if the
channels used (the news sources or the person providing the
recommendation) are publicly recognized. For example, rep-
utable news media put extra effort into discovering the truth
about the story they report, although their report can only
focus on certain aspects of the story and it does not guar-
antee the provision of comprehensive coverage. Similarly,
a letter of recommendation from A about B only shows a
limited number of B’s qualifications, as they are known to
party A.

Authorized certified evidence

The validity of information in this category is based on well-
defined and agreed standards that the information must meet.
The validation is usually performed by authorized organiza-
tions. In light of the need illustrated in this article for the
validation of the trust-related data of organizations, we sug-
gest the following five sources of evidences:

e Accreditation: Accreditation is defined as an independent
act of granting recognition to an organization, as a proof
that the respective organization meets and maintains the
specified standards. In the health sector, for example,
accreditation is an independent external review process
that assesses the quality of healthcare services in order
to encourage better performance and assure the public
of the quality of the services provided by the organiza-
tions (Lichiello and Turnock 2002). Accreditation stan-
dards are traditionally set at what are considered to be the
minimum achievable and allowed levels. Accreditation
is traditionally practiced for quality, cost, andbusiness
processes.

e Financial rating: Financial rating (credit rate) is a pub-
lished ranking that is based on a detailed financial anal-
ysis, which is performed by a credit bureau and which
focuses on the financial history of an organization and—
in particular—its ability to meet payment obligations.
VBE member organizations must validate their finan-
cial record and have it approved by authorized organiza-
tions that are involved in the analysis. Approval is thus
sought for aspects includingcredit score, in-depth finan-
cials, solvency, profitability ratios, bankruptcy predic-
tion, etc.

e Patent: A patent is a set of exclusive rights granted by an
authorized party to an organization for a fixed period of
time in exchange for the regulated or public disclosure
of a certain device, method, process or composition of
matter (substance) (known as an invention) which is new,
inventive, and industrially applicable. Patents granted for
organizations could be used as evidence for performance
data.

e License: License is an official or legal permission to do or
own aspecificitem. A license can be adocument, plate, or
tag that is issued as proof of official or legal permission
to own something or carry out an activity (i.e. a busi-
ness license). In legal disciplines, a license is an actual
permission to an act in a way that would be otherwise
unlawful. The issue of a license with intellectual prop-
erty rights, such as a copyright or trademark, is proof
of permission to use, reproduce, or create an instance of
the licensed work. License can also be used to prove the
validity information provided by an organization.

e Certificate and awards: A certificate is an official doc-
ument affirming the fact of a certain achievement. For
example, a business registration certificate testifies to
basic facts regarding the formulation and formal exis-
tence of an organization. In computing and in particular
computer security and cryptography, the word certifi-
cate generally refers to a digital identity certificate, also
known as a public key certificate. An award is something
given to a person or organization to recognize excellence
in a certain field. Such proof can also be used as a means
to validate the information provided by an organization.

Promoting trust relationships among organizations

There are several complications that member organizations
might face when cooperating with each other. These com-
plexities can also increase the difficulty of establishing trust
relationships between organizations. Among others, these
complications include social, economical, technological, and
behavioral related complexities. However, once an organiza-
tion is confident that there are potential benefits related to
its involvement in the VBE, there is a high chance of suc-
cessfully establishing trust relationship with other organiza-
tions. Promoting high trustlevel of organizations will ease the
process of establishing their inter-organizational trust rela-
tionships. In this article we suggest four approaches for pro-
moting trust level of organizations which in turn enhances the
chance involvement or participation in trust relationships:

e Committed participation in VOs:
Every VO does have requirements such as resources,
competencies, etc., that each partner must possess. When
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an organization manages to participate in many VOs
it indicates that it has the capabilities and it meets the
required trust level for the collaboration. The participa-
tions in VOs enable it to improve its performance records,
e.g. by clearing their bad image, if any, which in turn
enhances its trust level.

e Higher level of VBE membership:
A VBE is managed through the agreed working and oper-
ating principles. There are certain rules and requirements
therefore that a VBE member organization must meet
and comply with in order to receive membership. Three
membership levels are defined in the VBE (Afsarmanesh
and Camarinha-Matos 2005), namely fully active,
loosely associated, and external level (very loose). The
more committed rules are involved, the higher the mem-
bership level and the higher the membership level, the
higher the level of trust will be. Consequently, organiza-
tions must be encouraged to achieve the highest level of
membership.

e A VBE’s market performance and branding (market
credibility):
Branding and marketing carried out by a member organi-
zation in external markets not only increases its levels of
trust, but also the reputation of the VBE and the opportu-
nities for brokering. Organizations that perform better in
the market, (e.g. bring many opportunities to the VBE),
have high chances of successfully establishing trust rela-
tionships with others.

e  Point accumulation and rewarding:
This approach requires the development of mechanisms
and tools that will assess achievements that in turn form
the basis for either awarding points for productivity, or
deducing points for failures. The points are accumulated
and later used as a means to gain a quick indication of
the trustworthiness of organizations.

Risks in VBEs versus trust relationships between
organizations

Risk refers to a potential negative impact on an asset or
value that may arise from a present process or a future event.
Generally, risk is related to potential losses resulting from
uncertain transactions. Traditionally, risks are assessed on
the basis of the probability of their occurrence. In this sec-
tion we address potential risks that can arise in VBEs and
their possible impacts on inter-organizational trust relation-
ships.

Risks that can occur during cooperation in VBEs

Different types of risks may arise during the process of col-
laboration between VBE member organizations. Below are
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seven types of risks that may be addressed in order to reduce
the severity of their impact on inter-organizational trust rela-
tionships in the VBE.

e Strategic risks: Several different strategic risks may be
associated with operating in different types of business
or industry domains. These include risks arising from
acquiring business opportunities, changing customers,
changes in customers’ demands, changes in operating
environments, and emerging innovative results from
research and developments. Organizational strategies
must be flexible enough to accommodate the changes.
Rigid strategies can result in risks, such as the failure
of an organization to properly integrate and collaborate
with others as a result of unacceptable or outdated strat-
egies (Jgsang and Lo Presti 2004).

e Operational risks: Operational risks may exist as a result
of direct or indirect loss that has been caused by inade-
quate or failed internal processes, employees, or systems.
An organization’s failure to achieve the agreed results as
aresult of internal problems endangers the entire consor-
tium and thus the potential to achieve the common goals.
Therefore, operational risks that may arise for both orga-
nizations and the consortium must be properly addressed.

e Legal issues and cross border risks: These are risks that
may exist due to changes of government or local author-
ities, rules, regulations and laws. Usually business orga-
nizations are not involved in proposition of legal issues
and thus they have limited influence on their formula-
tions. In a VBE, however, organizations might belong to
different legal systems and even from different countries.
Changes in legally related issues in a country where some
member organizations are located might create risks for
their cooperation with others.

e Compliance risks: Compliance risks are those associ-
ated with the need to comply with laws, regulations or
norms. They also apply to the need to act in a manner
that is expected by other organizations and customers,
for example by avoiding opportunistic behaviour. Since
VBEs are not closed border, various standards might
exist in different markets. Collaboration between orga-
nizations operating with different standards in such mar-
kets might face the risk of failure to comply. In some
cases these standards might even contradict each other.
Compliance risks are also associated with the violation
of, or non-conformance with, laws, regulations, norms,
and ethical standards. Assuring compliance becomes
more difficult to prove with current information and com-
munication technologies (ICTs) and virtual collabora-
tions.

e Financial risks: These are the risks associated with the
financial aspects of the collaboration. They refer to the
chance that an actual investment’s return is lower than
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expected, which includes the possibility of losing some
or all of the original investment due to issues such as
failure to pay by customers and opportunism by partners
in the collaboration consortium. Financial risks are mea-
sured using the returns for a specific investment. There
are various types of financial risks relating to areas such
as credit, liquidity, transactions, interest rate and foreign
exchange.

e Reputation risks: Reputation risk is related to an orga-
nization’s image and instability as a result of negative
opinions, either from other member organizations in the
VBE, or from the public. These affect an organization’s
ability to establish new trust relationships with other
organizations, or to continue with existing trust relation-
ships. This risk may expose an organization to litigation,
financial loss, or loss of customers. Reputation risk expo-
sure must be dealt with throughout the organization, and
requires exercising caution in dealing with customers and
the community.

e Technology risks: Current risks surrounding ICTs, such
as network failure, lack of resources and skills, hack-
ing and viruses have the potential of a greater negative
impact on an organization than ever before, since collab-
oration and cooperation are both facilitated by computer
networks. Several risks exist regarding the collaboration,
to which an organization must be prepared to quickly
respond. These involve security, privacy, information
access, applied technologies complexity related risks,
and so on.

Risks avoidance versus commitment to trust relationships

In traditional business investment, it is generally the case
that the greater the risk a person takes, the higher the return
that he/she will expect to receive, and the less the risk will
entail a lower return. Tradeoffs concerning organizations in
relation to risks are about the values that will be received or
obtained once a specific risk has been accepted. However,
cooperation between organizations in VBEs does not pro-
vide a direct return value. The economical benefits of coop-
eration between member organizations include an increase
in their chance of acquiring better and more opportunities
and involvement in responses to opportunities brokered with
others.

In practice, trust and risks are inversely related - when one
increases there is a high chance that the other will decrease.
Therefore, if risks existing in a certain environment increase,
organizations operating in this environment will feel at risk
and unable to rely on the collaboration of others. Similarly,
if organizations trust each other to a great degree they will
feel that risks are unlikely to arise during the course of col-
laboration.

Considering the style of collaboration in VBE:s (i.e. virtual
cooperation), organizations may interact with others without
knowing them physically, thus enhancing fears about poten-
tial risks. A number of risks that can exist in VBEs have been
discussed in Section “Risks that can occur during coopera-
tion in VBEs”. One strategy that organizations can assume as
a means to avoid risks associated with collaboration is either
not to commit to trust relationships or to resist establishing
such trust relationships by being reluctant in creating trust
towards others. Such a strategy can in fact cause problems
with respect to sharing resources, knowledge, and compe-
tency, as well as exchanging the information that is necessary
for facilitating the collaboration.

Cooperation is the most potential style for long-term and
strategic co-working among organization. This co-working
style among organizations been demonstrated to be suitable
for member organizations within VBEs (Afsarmanesh and
Camarinha-Matos 2005). Trust and trust relationships have
proven to be fundamental facilitators that ease cooperation
between organizations in VBEs and their collaboration in
VOs. A challenging issue for VBE administrators, however,
is how to convince organizations to establish and commit
to trust relationships despite the existing risks. In the VBE,
member organizations are encouraged to trust others in order
to smoothen their collaboration through the following strat-
egies:

e Enhancing the sense of togetherness and safe feelings
among member organizations in the VBE by promot-
ing the culture of sharing day to day information, use-
ful knowledge, etc., through the common storage and
retrieve portal called “bag of assets” (Afsarmanesh et al.
2008).

e Defining and applying a comprehensive set of “working
and sharing” principles that can also provides guidelines
on how to share any kind of loss among organizations
due to emerged risks during the collaboration (Romero
et al. 2008).

e Define and encourage use of proper value system in the
VBE that will also provide a set of performance indica-
tors for measuring performance of organizations, which
in turn provide data to be used as input to the computation
of the trust level of organizations.

e Define rewarding strategies, and build reward mecha-
nisms that encourage good behavior and high achieve-
ment in collaborative activities.

Conclusion

In this paper we have presented the FETR: A Framework
for Establishing Trust Relationships among organizations.
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The presented framework which constitutes “two phases and
four steps” applies four main concepts, namely: assessing
trust level of organizations, validating trust levels, support
for understanding and presenting trust levels, and creating
trust among organizations.

Collaborative Network (CN) is a new discipline and thus a
number of its related areas need new and innovative solutions.
Trust among organizations in VBEs—a form of CN that acts
as the breeding environment for VOs—is one area directly
in need of addressing trust issues. For such cluster of organi-
zations the study of related (fact based) inter-organizational
trust, its measurement, and the establishment of trust rela-
tionships among VBE member organizations is challenging.

FETR framework incorporates the concept of collabora-
tion among organizations. It addresses a number of steps
which must be taken while establishing their trust relation-
ships. In fact each step of FETR addresses specific funda-
mental aspects of inter-organizational trust, which are not
properly covered by the traditional approaches.

The FETR framework aims at providing a potential candi-
date for facilitating the process of establishing trust relation-
ships among organizations. It applies the concept of rational
trust, specifically in step 1, which addresses the assessment of
trust level of involved organizations. However, in practice, the
rational (fact based—objective) trust and the subjective trust
(related to reputation of trustee and opinion of others) com-
plement each other. For instance, when the value for a large
number of trust related criteria for an organization needed
for the computation of its rational trust level is missing,
incomplete or not up-to-date the subjective approach to trust
can be applied to cover the missing elements. Thus the inter-
linking between the two aspects must be addressed to enhance
the applicability of FETR framework for all potential cases.
This is an open research challenge to be reported in our future
publications.

In this paper we have addressed specifically the subject of
“establishment of trust relationships among organizations”.
We have also presented the antecedents and importance of
trust relationships among organizations involved in CNs. The
fundamental validity evidences of the information needed for
assessing the trust level of organizations, which in turn con-
stitutes the base for establishment of trust relationships, are
presented. Moreover, risks that can emerge during the col-
laboration as well as during the operation stage of the VBEs
are also addressed.
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