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Abstract

Long distance education is an important part during the COVID-19 age. An intelligent privacy protection with higher effect
for the end users is an urgent problem in long distance education. In view of the risk of privacy disclosure of location, social
network and trajectory of end users in the education system, this paper deletes the location information in the location set
to protect the privacy of end user by providing the anonymous set to location. Firstly, this paper divides the privacy level of
social networks by weighted sensitivity, and collects the anonymous set in social networks according to the level; Secondly,
after the best anonymous set is generated by taking the data utility loss function as the standard, it was split to get an anony-
mous graph to hide the social network information; Finally, the trajectory anonymous set is constructed to hide the user
trajectory with the I-difference privacy protection algorithm. Experiments show that the algorithm presented in this paper
is superior to other algorithms no matter how many anonymous numbers there are, and the gap between relative anonymity
levels is as large as 5.1 and 6.7. In addition, when the privacy protection intensity is 8, the trajectory loss rate presented in
this paper tends to be stable, ranging from 0.005 to 0.007, all of which are less than 0.01. Meanwhile, its clustering effect
is good. Therefore, the proportion of insecure anonymous sets in the algorithm in this paper is small, the trajectory privacy
protection effect is good, and the location, social network and trajectory privacy of distance education end users are effec-
tively protected.

Keywords Intelligent protection - Long distance education - End user - Intelligent education system - Social network -
Anonymous set

1 Introduction Teachers and students from all over the country can interact

and discuss through the intelligent distance education system

Intelligent distance education is a new education mode,
which fully combines the advantages of computer technol-
ogy and communication technology to improve the quality
and effect of intelligent distance education [1]. Traditional
teaching has the limitations of resources such as teachers and
environmental conditions, and the educational effect is gen-
eral. Intelligent distance education breaks these limitations.
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[2], improve the quality of education and improve students'
learning results [3].Intelligent distance education system can
provide students with sufficient learning time and mobilize
their learning enthusiasm. The advantages of intelligent dis-
tance education system are not limited by time and space,
the realization of personalized and autonomous learning [4],
and high sharing rate of educational resources.

In the context of big data, although the intelligent distance
education system can improve the education effect to the
greatest extent, its disadvantage is the security problems [5].
End users can learn anytime and anywhere through smart
devices such as mobile phones and tablets in intelligent dis-
tance education systems [6].These terminal devices provide
convenience for distance education, but they are also prone
to the risk of disclosure of private information. Therefore,
in order to ensure the security of end-user privacy informa-
tion, it is necessary to study the end-user privacy protection
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algorithm [7] to ensure that user privacy information will
not be disclosed.

Luo et al. considered the distributed k-anonymous privacy
protection method that does not take into account the cred-
ibility of the participants, so they proposed a trust-based
location privacy protection algorithm. The trust manage-
ment method based on Dirichlet distribution ensures that
both requester and collaborators will only cooperate with
vehicles they trust. Record the credibility of vehicles in pub-
lic available blocks through the data structure of the block-
chain, determine anonymous stealth areas, complete location
privacy protection and improve the effect of location privacy
protection. However, this algorithm lacks personalization
and differentiation, and it will lose more data utility while
protecting location privacy [8]. Wang et al. proposed a prob-
ability based source location privacy protection algorithm
for wireless sensor networks (WSN) in view of the location
privacy problem that is a research hotspot in security field,
they estimates the state of the source through hidden Markov
model, using virtual nodes and pseudo-sources to simulate
the behavior of the source, and to realize the diversifica-
tion of routing paths. In addition, two transmission modes
are designed to transmit real data packets to realize location
privacy protection. This algorithm shortens the time required
by privacy protection without reducing energy consump-
tion. However, this algorithm only considers the user's loca-
tion privacy protection, and the privacy protection is not
comprehensive [9]. Wu et al. first constructed a mathemati-
cal model, then solved the conditional entropy and mutual
information, and encrypted the solution results through the
homomorphic cryptosystem to complete the privacy protec-
tion of social networks and accelerate the efficiency of pri-
vacy protection. However, this algorithm does not consider
the sensitive attributes of social network information, which
is prone to excessive encryption of social network privacy
and increase the rate of information loss [10].

Therefore, this paper studies the end user privacy pro-
tection algorithm of intelligent distance education system,
designed location protection, social network privacy levels,
anonymity maps and end user trajectories, comprehensive
protection of end-user privacy, which can improve the effect
of end-user privacy protection and reduce the information
loss rate.

2 End user privacy protection algorithm

2.1 The location information protection algorithm
based on K-anonymous context awareness

The location k-anonymity model of context awareness is
used to protect the location privacy of end users in intel-
ligent distance education system, which solves the problem

of poor anonymity of location privacy information when
there are few end users. Adding context awareness to the
k-anonymity model can obtain the scenarios of end users,
automatically control location privacy information accord-
ing to different scenarios, and improve the effect of loca-
tion privacy protection.

Context awareness is used to obtain the characteristics
of the end user's current location and population density
[11], which is used to represent the demand degree of the
end user's location information privacy protection, and
anonymously process the end user's location information
according to the demand degree [12, 13]. The measure
of end user's location context awareness is the location
context and location offset &, the distance between the end
user's current location point and the query point is 6. The
expression formula of end-user location privacy protection
is as follows:

K., A A
K = K + K / <—Kmf“ et - e‘”) (1)
min

where the decay rate is a and the route network density of
subspace is A.

The k—anonymity model based on context awareness is
designed according to K, so that the original location set
of end users is L = (I}, 1,, -+, 1,,), in which the generalized
form of /; is [ui, 11, (xmin,ymin), (xmax,ymax),Ai], and the ID
of end users is u;, and there is only one; The generalization
range of end-user location is (xmm, ymin), (xmax, ymax); The
time interval is 71;; The set of semantic identifiers is A;.

When the model conceals the location information of
anonymous subsets, it is affected by both spatial distance
and time. In the time and spatial dimensions, the shorter
the distance between interference location information and
the location information that needs privacy protection, the
better the effect of anonymous group on location privacy
protection [14]. By measuring the similarity of location
information in spatial and temporal dimensions, the effect
of location privacy protection is improved. The similarity
formula of location information in joint temporal and spatial
dimensions is as follows:

wy # 8 (T,.T,) +w, 8" (L,.L,)

L) @

§"(a,b) =

a

wy % 8'(T,.T,) +wy * 8" (L,
+

The location information are a and b; The weight of loca-
tion information in time and spatial dimensions are w, and
w,; The similarity of time dimension location information
is $'(7,,T,) = 1/||Hash(Ta) — Hash(T}) “2 the hash val-
ues of time points a and b are Hash(T,) and Hash(T} ). The
similarity of spatial dimension position information is
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§"(Ly L) = 1/||L, — Ly ||,. the location of a and b are L,
and L,; The Euclidean distance between aand bis ||L, — L, ||,

The principle of protecting the location privacy of end
users of intelligent distance education system by using the
location k-anonymity model based on context awareness is
to search the other location set L’ for L;, and ensure that
u; # u;in each L;. In the time and spatial dimensions, com-
pare and analyze S""(a, b) of all location information in L,
obtain the K — 1 objects with closest similarity to L;, gen-
eralize their location information in the time, spatial and
points of interest dimensions, and establish an anonymous
subset AS. All location information of each end user con-
tains interest point identification, which is added to the hash
table [15], and the hash table is used to measure whether
the end user's current location is included in the anonymous
location range. For each data point A, in the anonymity sub-
set, when the initial interest point identification of A; and
A, is consistent, compare the anonymous space range and
the new anonymous space range. The corresponding space
range of the location is a small anonymous area with cor-
responding adjusted interest point attributes; when the initial
interest point identification of A; and A, is inconsistent, the
corresponding hash table needs to be adjusted. The specific
operation steps of end user location privacy are as follows:

solve K according to the query records of the end user in
the intelligent distance education system;

arrange the historical query records according to the time
and spatial location to obtain the candidate L’;

Solve position information S’ (Ll-, L]) in L', arrange posi-
tion information according to §"(L;, L;), select the first
K information to establish AS(L;) of L;, if A; is consistent
with the identifier of interest before anonymity, then com-
pare and analyze the scope of anonymous space and new
anonymous space scope, adjust AS (L,»). Make the scope
of the smaller space be the corresponding space scope of
the location, and the interest identifier is changed. Solve
L; and other records S (Li,Lj), arrange position infor-
mation according to S"’ (Li,Lj) to obtain the candidate
anonymous set L, the final anonymous set of location
information is obtained by adjusting L’ through L, and
the location information in the anonymous set is deleted
in L, thus the location privacy of the end user of the intel-

ligent distance education system is realized.

2.2 Social network privacy ranking based
on weighted sensitivity

In order to realize the protection of social network privacy

of end-users in intelligent distance education system, it is
necessary to define the level of social network privacy by

@ Springer

using the anonymous model based on utility differentiation.
The weighted sensitivity is used to complete the task.

First of all, complete the setting of relevant parameters
as follows:

To make the end user attribute-the social network graph
is G = (V,E, B, H); the end user node set is V; the set of
social relationship of end user is E C V X V wherein the
type of all the relationship is the same, that is, they are not
sensitive information [16]; the node set of sensitive attrib-
ute value is B = {Bl ,B,, -+, B, ;, the mapping relationship
between the end user node and B, is H; the attribute tag Z
of end user’s social network contains B,, and the sensitivity
of attribute value.

Then, by judging the sensitivity of B,,, differentiated
social network privacy protection is carried out accord-
ing to the attribute values of different sensitive attribute
categories, and reduce the information loss rate when
processing social network information anonymously. The
specific steps of social network privacy ranking based on
weighted sensitivity are as follows:

when the end user sends transaction request information
in the intelligent distance education system, according
to the social network privacy protection requirements
set by the end user, they can obtain the set of protected
social network privacy information and the correspond-
ing end user node V.

initialize the social network information of the end user,
replace the unique identifier of the end user with seri-
alization symbol, and establish G.

using the n’ X (m + 1) dimensional weighted sensitivity
matrix M|B to solve the correlation weighted sensitiv-
ity degree between identifiers and B,, in the end user’s
social network privacy information, in order to obtain
the social network privacy level, and the social network
privacy level is stored in Z and establish an anonymous
set of social network. The expression of the weighted
sensitivity calculation matrix is as following Eq. 3.

[0, 0, -+ 0,|B,
iy tyy o tglby

M|B = (ti’j"bi’ )n’x(m+1) = R : 3)
_tn’l t’l/z A tn/m|bnl_

where, the number of identifier Q attributes is m; the influ-

ence degree of the j attribute of the i/ tuple in the matrix

M|Y with respect to B,, is t,;, and the sensitivity of Bil, iis by;
’ 0

the influence degree of Q with respect to B, is F, = '/21 Loirs
=
where |Q| = m; the sensitivity degree of Q with respect to
B,isby, = 2.
F

P
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Equation 3 can be used to describe the relationship
between Q and B,,, the importance of b, and Q, and obtain
the privacy level of social networks.

2.3 The establishment of anonymous graph

On the basis of obtaining the privacy level, take the data util-
ity loss function as the standard to optimize the anonymous
set to obtain the optimal anonymous set, and further split and
deal with the optimal anonymous set to establish an anony-
mous graph to hide social network information; the steps are
as follows:

obtain the optimal anonymous operation set. In the pro-
cess parent nodes assign social relations to the child
nodes, The minimum value 7. is obtained according to
the data utility loss evaluation function L'(G, G*), which
is regarded as the best standard for optimizing the anony-
mous set of social networks. To obtain the optimal anon-
ymous operation set, the calculation formula of L' (G, G*)
is as following Eq. 4.

L'(G.G)=¢, - (Tc) +& - (DV,s.r )
o) +wy =1

min L' (G, G*)

Among them, the social network graph of end user after
anonymously processing is G*, the change of end user social
network structure after anonymously processing is 7, the
information loss of end user social network is 7, and the con-
stants that measures 7~ and [ are £, and €,. The average short-
est path is P, the clustering coefficient is X, and the structural
indices of evaluating G’ are P’ and X’. The weights of T~ and
I are @, and w,.

split the optimal anonymous set and establish an anony-
mous graph G’ of the end user social network. In order to
ensure the diversity and anonymity of the end user social
network privacy, node splitting can be used to perform the
steps of adding and deleting in the anonymous operation.
The principle of node splitting is as follows:

D(V',u) = {V{,u } U {V3,u} 5)

Among them, the end user node to be split is V’, that is,
the parent node; the child nodes obtained by splitting V’ are
Vi and V). The 1-degree neighbor sub-graph of V' in G is u.
The 1-degree neighbor subgraphs constructed by V| and Vé
are u; and u,.

2.4 Design of anonymous set of end-user trajectory
based on I-difference

The privacy protection algorithm based on trajectory 1-dif-
ference in this paper realizes the track privacy protection of
the end users of the intelligent distance education system.
On the premise of conforming with the 1-difference, make
sure that the closely trajectories are anonymously connected.
Make r| and r, in the time interval [tq , t;], the number of pass-
ing cells is 6, and 6,. Set the threshold, that is, that is, the
similarity ratio is 1. When r, and r, are similar trajectories,
then the trajectory correlation between r; and r, will exceed
the [min (6,, 6,) X I]. The I-difference of the end-user trajec-
tory means that Under the similar ratio 1, the random two
trajectories r; and r, in the anonymous graph of the end user
social network will not be similar trajectories, which ensures
the diversity of the trajectories in ¢ and avoids the disclosure
of track privacy.

If G’ has two trajectories r, and r,, then | and r, must not
be similar, and the nodes 7, and 7, corresponding to r; and
r, are connected to get an edge, so the set of end user trajec-
tories can be changed into an undirected graph i(r, @). The
two random trajectories in G’ are not similar, which indicates
that there is an edge connection between the corresponding
nodes in g. Therefore, the clustering problem of k end user
trajectories in search can be changed into a k-cluster problem
which searches for the corresponding nodes wth clustering
center trajectory in g. The specific steps of the privacy pro-
tection algorithm for trajectory I-difference are as follows:

Pr-process the track data set  of the end user in the intelli-
gent distance education system, change #, and obtain sev-
] !/ /) !/ / /
eral equivalent class d.ata sets 7' (n' = {n].n}, ,nm,}),
and the start and end time of all the end user trajectories
in the equivalence class are the same.
Divide the two-dimensional space with all the trajectory
sampling points of end user, obtain the cells [17], process
!
b))
segmentation, and obtain the cell list G’ that
" (a’ IS [l, ';1(’1, ] )passes.
On the premise of conforming with the 1-difference, the
n'(n' = {n|.n}, .1, })in G is processed by the cluster-
ing algorithm based on unified similarity measure, and
the anonymous set of end-user trajectory privacy in intel-
ligent distance education system is obtained. and delete
the trajectories [18] in the anonymous set in # to realize
the concealment of end-user track privacy.

Ty (a/ (S

in n’ , according to the order of cell
m

Using the clustering algorithm based on unified simi-
larity measure to cluster #'(n' = {n},n,. .7, }). it is
determined that the initial number of clustering is « class
[19]. Let the end user trajectory clustering itemset is
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B = {B’,B;, B”(} the similarity between #’ and B’ is
g(n’,B’). Then the objective function of clustering #’ is

shown in following Eq. 6.

W* = argmax J(W,B')

2 2 Yo ,,g( ) ©)

// =1i"=1

Where W is 0-1 matrix, y;» € {0,1}, i
=1,2,-

The track attribute of end user A’ in %' is divided into
numerical attribute x” and categorical attribute x” [20]. The
calculation formula of trajectory clustering similarity of
mixed attributes is as follows:

g(xf,,,B’.,,> + tg,g< ,,,B’,,>
g B, ) = —— ’ ™

/
'y
Among them, the similarity weight ratio of x’ is ti, and the
't

similarity weight ratio of x”’ is :
f
The similarity between x’ and x” is solved by using
Mahalanobis distance with Eq. 8.

exp (D’ (x,f,,, B, ) )
¢ (¥ B) =

2 exp (D’ (X,’W, B, >>
x=1

/
=1 O-A/r/ #NULL (Bj” >

Among them, D'(e) is the Mahalanobis distance,

Ou _p B;,,) is the number of x,, in B’ and A’,
"

1H !

O N, £NULL BJ’.,,) means the amount of A’ in B’ where the

attributes number is not null, and the weight of A’ is w,..
Using Eq. 8 into Eq. 7, g<;1;,, , Bj’.,, > is calculated, and then

* *
W - {yi”j"
8 x:'// ’ B;u Z g(-x’-rr’ B,/ ) 5

8 x;//v Bj,-rr < g(-xlua Bl )

} is also calculated. When yl.’,‘,j,, =1,
When y;;/j/l=0 s

In this way, each x is assigned to the cluster item with the
highest similarity, and the frequency of x”” and center of x’
in each cluster item are continuously adjusted to obtain the
end ser trajectory clustering results of the intelligent distance

education system until W* = {yl,,J,,} is stable. Build an

anonymous set of end user trajectory privacy to achieve tra-
jectory privacy protection.

The similarity coefficient ¢,, is used to solve @
specific steps are as follows:

and the

¥

@ Springer

Define the unknown measure matrix of w,, by Eq. 9.

Hip " M
('um’lr) = (9)
Hw1 " B

Solve the ¢,, between the end user trajectory evaluation
vector and the comprehensive measure evaluation vector
by using Eq. 10.

= — Z 2 Hiprprjn B (10)

i"=1 J//

Solve the w,, by using Eq. 11.

! EKJ¢/ an

3 Experimental analysis

Taking a training institution as the research object, the num-
ber of end users of the training institution is 6 X 106. This
algorithm is used to protect the privacy of the end users
of the intelligent distance education system of the training
institution, and the privacy protection effect of the algorithm
is analyzed.

3.1 End user location privacy protection effect

The proposed algorithm needs to select a reasonable attenu-
ation rate, which ensures that the privacy protection effect
of the end user's location reaches the best state. In the case
of different route network density and end user location off-
set ratio, the impact of attenuation rate on end-user privacy
protection on privacy protection of end user is analyzed, and
the results are shown in Fig. 1.

According to Fig. 1, in the case of different route network
density and end-user location offset ratio, the protection
intensity of location privacy increases with the attenuation
rate, showing a trend of increasing at first and then declining.
When the ratio is 0.2 to 0.4, the attenuation rate correspond-
ing to the value of privacy protection of the highest location
is 20%. When the ratio is 0.6, the corresponding attenua-
tion rate of the privacy protection of the highest location is
15% to 20%. Comprehensive analysis shows that in order
to ensure the maximum protection of location privacy, the
attenuation rate is 20%, which can effectively improve the
end user location privacy protection effect of this algorithm.
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Fig. 1 Influence of attenuation A
rate on privacy protection of 10 -
end users

Strength of privacy protection
W
I

Py Ratio of road network density to
/ user location offset 0.2

N Ratio of road network density to
user location offset 0.4

2 d _ _ _p Ratio of road network density to
1 A user location offset 0.6
| | | | | >
0 5 10 15 20 25

Randomly select an end user in the training institution,
the proposed algorithm anonymously deal with the location
privacy of the end user in this paper, and analyze the protec-
tion effect of the algorithm on the location privacy of the end
user. The processing results are shown in Fig. 2.

According to Fig. 2, the proposed algorithm can effec-
tively anonymously deal with the location privacy infor-
mation of the end user, ensure that all the location privacy
information is controlled within the range of anonymous
processing, and realize the concealment of the location pri-
vacy information of the end user. Experiments show that
the proposed algorithm can effectively protect the location
privacy of end users.

The comparison algorithm in this paper uses the trust-
based location privacy protection algorithm in Reference
8, and the probability-based source location privacy pro-
tection algorithm in Reference 9. The Relative anonymous
level(RAL) and information entropy are used to measure
the effect of the three algorithms that protect end-user
location privacy. RAL value is positively correlated with
end-user location privacy protection effect. Through infor-
mation entropy, the possibility of anonymity processing
results being destroyed by an attacker is judged.The higher
the value is, the lower the probability the attacker breaches
the actual location of the end user is. When the number of
anonymity is different, the RAL and information entropy

Attenuation / %

test results of the algorithm to protect the location privacy
of end users are shown in Figs. 3 and 4.

As can be seen from Fig. 3, RAL values of the three
algorithms all increase with the increase of the number
of anonymous people. Among them, the algorithm in
this paper is higher than the other two algorithms when
the number of anonymous is different. When the number
of anonymous is 20, the relative anonymity level gap is
the largest, reaching 5.1 and 6.7 respectively. Therefore,
the algorithm in this paper has the best effect on location
protection.

According to Fig. 4, the location entropy of the three
algorithms all increase with the increment of the anonym-
ity. When the number of anonymity is different, the loca-
tion entropy of the algorithm in this paper is closest to the
ideal value, while the location entropy of the other two
algorithms differs from the ideal value, which shows that
the algorithm in this paper has the best effect in protecting
the location privacy of end users.

3.2 Privacy protection effect of end user social
network

The average path length and clustering coefficient are used
to measure the anonymous graph structure characteristics
of the three algorithms after anonymous processing of end
user social network privacy. the more similar the structure
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Fig.2 Results of end user loca-
tion privacy protection
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Fig.3 RAL test results
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characteristics of the anonymous graph are to the original
graph, the less information loss is and the better the privacy
protection effect of social network is. Test the average path
length and clustering coefficient of social network anony-
mous graph with different number of anonymity of the three
algorithms. In order to ensure the privacy protection effect
of the end user social network, the test results are shown in
Figs. 5 and 6.

According to Fig. 5, with the increase of the number of
anonymity, the average path length of the anonymous graph
constructed by the three algorithms shows a downward
trend. When the number of anonymity is different, the aver-
age path length of the anonymous graph constructed by this
algorithm, the difference between it and the average path
length of the original graph is the smallest, and the average
path length of the anonymous graph constructed by the other
two algorithms is quite different from that of the original
graph. The experimental results show that in the process of
protecting the privacy of the end-user social network, the
average path length of the anonymous graph constructed by
this algorithm is only slightly lower than the average path
length of the original graph, which is obviously better than
the other two algorithms. It is shown that the structure of the
anonymous graph of the end-user social network constructed
by this algorithm is very similar to that of the original graph,
which can effectively reduce the impact on social network
data and reduce the loss of information.

According to Fig. 6, with the increase of the number of
anonymity, the clustering coefficients of the three algorithms
all show a downward trend. When the number of anonym-
ity is different, the clustering coefficients of the anonymous
graph constructed by the three algorithms are basically the
same as those of the original graph. Among them, the dif-
ference between the clustering coefficient of this algorithm

38 [ —@ The original figure
***** # In this paper, algorithm
3.5 . .
------ P Algorithm in literature [8]
=32 1 N W\ ---P Algorithm in literature [9]
) 2
=)
8 "
= 29
5
a,
26
]
=
23 1 A U B B B
RN
20 + N
R
1 1 1 1 1 1 1 1 1 1
0 5 10 15 20 25 30 35 40 45 5(?

Anonymous quantity/PCS

Fig.5 Test results of average path length
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Fig. 6 Test results of aggregation coefficient

and that of the original graph is the smallest, and the cluster-
ing coefficients of the other two algorithms are larger than
that of the original graph. The experimental results show
that the anonymous graph constructed by this algorithm is
most similar to the original map in the process of protecting
the privacy of end-user social network, which can not only
ensure the privacy information security of social network,
but also reduce the loss of data utility.

The comprehensive analysis of Figs. 5 and 6, it can be
seen that the structural characteristics of the anonymous
graph constructed by this algorithm in protecting the privacy

Fig. 7 Clustering effects of the 100
three algorithms when the ini-
tial number of clustering is 2 (a)

M Numerical trajectory
[ O Classification trace

of end-user social network is very similar to that of the origi-
nal map, which shows that this algorithm can not only pro-
tect the privacy of end-user social network, but also mini-
mize the loss of social network information.

3.3 End user trajectory privacy protection effect

The three algorithms all cluster the end user track data,
so that builds the track anonymous set to realize the end-
user track privacy protection. the initial clustering number
directly affects the construction effect of the trajectory anon-
ymous set, then further affects the end-user track privacy
protection effect. Therefore, the end user track clustering
effect of the three algorithms is analyzed when the initial
clustering number is different. The end-user track data con-
tains numerical track attributes and classified track attrib-
utes, and the track clustering results of these two attributes
are shown in Figs. 7, 8 and 9.

According to Figs. 7, 8 and 9, with the increase of the
initial clustering number, the better the clustering effect of
the three algorithms is. When the initial clustering num-
ber is different, the clustering effect of this algorithm is
significantly better than that of the other two algorithms.
When the initial clustering number is 6, this algorithm can
completely separate the end user tracks of the two attrib-
utes and gather them together. The other two algorithms
can only gather the end user tracks of the two attributes
together, and there are still some trajectories that have not
yet been clustered. The experimental results show that
with the increase of the number of initial clustering, the
clustering effects of the three algorithms are improved,
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and the clustering effect of the algorithm in this paper
is the best, which can ensure the best effect of trajectory
privacy protection.

In the end user of the intelligent distance education
system of the training institution, randomly select an
end user, and use the algorithm in this paper to build the
trajectory anonymous set for the trajectory of the end
user and complete the trajectory privacy protection of
the end user. The result of the trajectory privacy protec-
tion of the end user is shown in Fig. 10.

According to Fig. 10, the algorithm in this paper can
effectively hide the trajectory of the end user and ensure
that the privacy of the trajectory of the end user is pro-
tected. after dealing with the trajectory is anonymously
processed by the algorithm in this paper, there is only a
small amount of location information of the end user in
the map. And the real trajectory of the user can not be
known. Experiments show that the proposed algorithm
in this paper can effectively protect the trajectory privacy
of end users.

In the case of different trajectory similarity ratios, the
relationship between the track loss rate and the privacy pro-
tection strength in the process of protecting the trajectory
privacy of end user, and the relationship between the propor-
tion of insecure anonymous sets and the privacy protection
strength are tested. the test results are shown in Figs. 11
and 12.

According to Fig. 11, keeping the privacy protection
intensity consistent, when the end user trajectory similar-
ity ratio is higher, the fewer tracks need to be removed
in the generated trajectory anonymous sets of the pro-
posed algorithm, which means the trajectory loss rate is
lower than other methods. When the trajectory similarity
ratio is consistent, the trajectory loss rate of the proposed
algorithm has a positive correlation with the intensity of
privacy protection. When the privacy protection strength
reaches 8, the trajectory loss rate of different trajectory
similarity ratio tends to be stable, ranging from 0.005 to
0.007, all of which do not exceed 0.01.

The experimental results show that the proposed algo-
rithm only needs to remove fewer trajectories to estab-
lish the track anonymous set than other methods when
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protecting the trajectory privacy of end users, which also
means that the proposed method effectively reduce the data

® End user location
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Fig. 10 End user trajectory privacy protection effect of the proposed
algorithm (a) Original end user trace diagram (b)The end user trajec-
tory graph protected by the algorithm in this paper
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Fig. 12 Relationship between the proportion of insecure anonymous
sets and the strength of privacy protection

loss. In fact, the higher the trajectory similarity ratio is, the
smaller the data loss will reach when protecting the trajec-
tory privacy of end users.

According to Fig. 12, keeping the privacy protec-
tion intensity consistent, when the end user trajectory
similarity ratio is higher, the smaller the proportion of
insecure anonymous sets of the proposed algorithm has.
With the improvement of privacy protection, the propor-
tion of insecure anonymous sets of the three trajectories
similar ratios all shows a linear downward trend, and
the intensity of privacy protection is inversely propor-
tional to the proportion of insecure anonymous sets.
Among them, when the trajectory similarity rate is 0.9,

@ Springer

the proportion of insecure anonymous set decreases the
slowest; when the protection intensity is 2, its value is
0.35; other similarity values are 0.67 and 0.86, both
higher than 0.9. The experimental results show that the
higher the trajectory similarity ratio is, the smaller the
proportion of insecure anonymous sets of the proposed
algorithm is, the better the trajectory privacy protection
effect is.

4 Conclusion

The intelligent distance education system can realize the
connection between the members of remote working group
and users by available wired or wireless networks, so as
to achieve the purpose of suspending classes but learn-
ing continues during the epidemic. However, the largest
problem is the security of end educational users, for this
reason, this paper studies the end user privacy protection
algorithm of intelligent distance education system, when
the privacy protection intensity reaches 8, the trajectory
loss rate of different trajectory similarity ratios tends to
be stable, ranging from 0.005 to 0.007, all of which are
less than 0.01. When the initial cluster number is 6, the
algorithm can completely separate and aggregate the end
user trajectory of two attributes. Therefore, the methods in
this paper include, social network privacy and trajectory
privacy to ensure the security of end user privacy.

This paper does not consider the dynamic nature of the
social network, which means that the privacy protection tech-
nology for the dynamic social network can be introduced to
further improve the privacy protection effect of the end user
social network in the future.
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