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Abstract

Internet of Things (IoT) applications are among the major trends of nowadays. Billions of connected devices are creating
great business profits and performing a multitude of automated tasks in many daily human activities. In healthcare service
delivery, IoT capabilities are difficult to overestimate, they are progressively becoming entangled and commonly coined
Internet of Medical Things (IoMT). The participating nodes in IoMT networks generate, collect and exchange huge amounts
of extremely private and sensitive data. Numerous security vulnerabilities arise due to the complexity and the heterogeneity of
the technology. New risks, born out of IoMT systems, cannot easily be supported by existing risk management frameworks.
The existing cyber-security risk assessment methods and approaches, deployed in several organizations, will not address
the IoMT inherent risks properly. This study includes a comprehensive review of IoMT systems. Popular risk assessment
methods are discussed and their suitability to IoMT is dealt with in detail. Based on this study, we propose a framework
to enhance trust and help with decision making in e-healthcare environments given its high-risk exposure. The proposal is
based on a quantified risk assessment approach. Our aim is to define a novel approach/model for improving trust and risk

management in an e-health context.
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1 Introduction

The number of connected persons and physical objects
to Internet keeps increasing boosted by advancements in
Information and Communication Technologies (ICT). In
numerous fields of life, connected devices are performing
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tasks that humans aren’t able to do. The Internet of Things
(IoT) programming enables physical objects to communicate
together, to share information and to make decisions taking
advantage of their computational capabilities. Things are
becoming smart. Smart objects build high distributed net-
works by exploiting ubiquitous and pervasive computing,
Internet applications and protocols, low range communica-
tion protocols, and embedded systems.

Advancements in ICT act as a pillar for adopting IoT
in numerous fields of our lives. Healthcare is one of the
domains in which IoT can play a remarkable role and trans-
form the way services are provided. Networking of smart
electronic devices for wellbeing and health active assess-
ment attracted patients, health professionals and industrials.
In fact, via connected sensing devices, embedded to a human
body or fixed somewhere around it, we can perform long-
term supervising of physiological (e.g. heart beat), psycho-
logical (e.g. temper), environmental (e.g. noise) indicators.
From this perspective, highly distributed networks based on
the Internet of Medical Things (IoMT) are emerging and
exchanging huge amounts of data.
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Although the significant technology adoption, many
IoT users still feel unconfident and security remains a
primary barrier when it comes to e-health trustworthi-
ness. Exchanged data is highly sensitive and related to
user private life. End user devices are basically low-cost
and resource constrained while, at the same time, they
are supposed to communicate over open infrastructures
such as Internet and cloud servers. Unlike traditionally
connected computer networks, this paradigm brings new
risks. The impact of data loss can vary from service una-
vailability to life lost. Hence, risk assessment methods
need to be readapted to the context of e-health systems
for more efficiency.

The large scale deployment of e-healthcare depends on its
trustworthiness and the patients confidence in the security
of their communications and the protection of their sensitive
data. With regards to the businesses involved, the growth
of electronic connected devices for healthcare economy
depends on keeping transactions costs low while still pro-
viding effective and efficient transfers of data with accept-
able risks. Effective security measures involve additional
process costs. Risk is an indirect cost supported by e-health
systems builders.

The current paper aims to provide a comprehensive study
of e-health systems and their associated concepts: architec-
ture, applications, advancement and basic challenges. Data
protection and cyber-security aspects are dealt with in detail.
The performed widespread synthesis and deep analysis allow
better understanding of the requirements of this emerging
paradigm and mainly help us in setting up a new solution
to address the security risks within e-healthcare service
delivery. As a main contribution, we define a framework
to enhance trust and help with making decisions based on a
quantified risk assessment approach. Our proposal consists
of a novel approach for improving trust and security risk
management in an e-health context.

In the reminder of the manuscript, we introduce e-health
systems in terms of applications and challenges. We particu-
larly discuss security challenges in such a high-risk exposure
environment. Given the various new vulnerabilities in the
IoT based healthcare service delivery and the multiple con-
texts in which an IoMT network can be set up, we deeply
analyze the existing risk management frameworks that had
been extended to address the IoMT context. Later, as a part
of our research, based on the literature study and analysis,
a fine grained approach to manage the cyber risk for [oMT
systems was designed. The approach takes into consideration
the IoMT specific context and risk factors. We worked on
transforming these factors as computable inputs to evaluate
the overall risk rates of e-health applications. In the last sec-
tion of this research, risk assessment formulas are presented
and discussed. Finally, we conclude the paper and present
our ongoing works.
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2 loT market opportunity

IoT holds great opportunity in the healthcare domain for
device manufacturers, Internet service providers, health-
care givers and application developers. As per statistics and
according to [1], there were 26.66 billion active IoT devices
in 2019 and 31 billion devices projected to be installed dur-
ing 2020 (40% of them for health purposes). A Mckinsey
report [2] predicts this number to reach 50 billion by 2025.

IoT-based services have also a considerable economic
impact for businesses. It is estimated that healthcare appli-
cations will gain the largest IoT market share by 2025, as
illustrated in Fig. 1. In fact the IoT healthcare market size is
expected to grow from 55.5 billion USD in 2019 to 188 bil-
lion USD by 2024 [3]. Indeed, the number of patients using
connected medical devices at home is projected to grow by
44.4% each year. It is also expected that IoT will have a total
potential economic impact of $3.9 trillion to $11.1 trillion
a year by 2025 [4].

3 Review of e-health systems
3.1 Presentation

Healthcare represents the set of services delivered to a per-
son (patient) in order to improve his physical, mental and
emotional well-being. These services are typically delivered
through hospitals according to various procedures.

The concept of e-health (Electronic Health) is quite
broad. It is defined according to the World Health Organi-
zation (WHO) as “the cost-effective and secure use of ICT
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Fig. 1 Projected market share of dominant IoT applications by 2025
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in support of the health and health-related fields includ-
ing healthcare, health surveillance and health education,
knowledge and research” [6]. It is also defined according to
the European Commission (EC) as “the use of modern ICT
to meet needs of citizens, patients, healthcare professionals,
healthcare providers, as well as policy makers” [7]. In terms
of advantages, the main benefits of using e-health systems
are: (i) it contributes to the enhancement of health (via sus-
taining a healthy lifestyle); (ii) it helps in reducing costs of
healthcare services; (iii) it sustains healthcare services based
on communication technologies; and (iv) it improves the
quality of access to digital e-health data.

The IoT finds a wide range of applications in this field
such as: elder care (nursing at home or in hospitals for elderly
and tracking their well-being), real time location and moni-
toring, data gathering for early diagnosis, etc. Also, wearable
devices and medical mobile applications are typical use cases
that widen areas in which IoT is playing an important role.
Moreover, remote monitoring and real time communications
provide more efficient treatment administration.

3.2 Advancements and applications

The main fields of applications for e-health are: digital medi-
cal records, telemedicine, telecare services, and healthcare
networks and workflows. Now, smart healthcare services
improve the quality of experience of patients. They manip-
ulate data related to their vital signs and they are able to
analyze information in order to decide what to do next. End
users are more and more involved in the healthcare system.
From practitioner’s point of view, decisions are more tied
because of the decision support software and the possibility
of real time data sharing.

Nowadays, smart connected objects are among the most
important trends of the moment. In healthcare, IoT has vari-
ous application aspects and the [oMT has emerged as a main
advancement. E-health applications are expected to flour-
ish at home and remote patient monitoring is gaining more
attention. They are moving from hospitals to patients liv-
ing environment. We present in the following a summary of
main e-health applications:

Clinical care It consists of the real time tracking of physi-
ological status for hospitalized patients requiring close atten-
tion. IoT devices gather continuously vital signs of patients

Fig.2 Main general challenges
for e-health

and send them to the doctors. Linked devices provide a con-
tinuous automated flow of information. Thus, IoT enables
real-time alerting, tracking, monitoring, and treatment.

Remote monitoring Sometimes it is impossible for some
people to contact a doctor who is many kilometers away, but
with a linked device they can share their ailment-related data
with medical staff. Appropriate health recommendations can
be provided at time after analyzing the collected signs.

Prevention health/early intervention A sportsman or any
active person can benefit from IoT devices to monitor his
daily activities and well-being [8]. An elderly can also
monitor his blood pressure, heart beats, etc. and in case of
abnormal activity devices can sign/send an alarm to a fam-
ily member, his doctor, the emergency or even a designated
person/system.

Diverse A lot of other applications that take benefit from
smart connected sensors and devices have been defined such
as remote nursing, assisted living and childcare, remote
complex surgical interventions, etc.

3.3 E-health challenges

E-healthcare promises to provide efficient and cost-effective
services to underserviced patients; however it comes with a
set of challenges which, if not met, could unsettle its success.
We present, in Fig. 2, a summary of the main general chal-
lenges for e-health systems and we discuss below the details.

1. Technical Reliability: it is related to the device safety
and its ability to collect and communicate data accu-
rately without interruptions or malfunctions. Since
patients will make use of the device, it is predicted that
technical control/insurance will be provided by vendors
or healthcare providers.

2. Obsolete/No Existing Infrastructure: many hospitals are
still using papers and have obsolete digital infrastruc-
ture. Setting up an e-health system will be costly and
needs new processes for work.

3. Scalability: the real time communication and the huge
number of devices, simultaneously connected, will gen-
erate immense amounts of data. High storage capacities
and computation resources will be required.
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4. Lack of Skilled Stakeholders: the lack of skilled users is
a serious challenge for setting up a successful e-health
system. Users of the e-health system are health prac-
titioners, patients, maintainers, and developers. They
may have lack of ICT skills or low level of education
especially in developing countries [9].

5. Cost: in spite of being trending all over, implementing
smart hospitals and enabling IoT devices talking have a
considerable cost.

6. Legal aspects: definitely, one of the most important fac-
tors related to the allocation and development of e-health
is the provision of legal aspects and balancing whole
collection of laws and regulations, with respect to this
phenomenon. Some of the legal challenges of electronic
health system in most countries are: lack of follow-
ing government's ratified laws, no support of national
and universal standards, lack of existing suitable laws
regarding personal rights and keeping patients' private
surroundings, the need for developing a legal and lawful
framework for managing it in health care; the need for
developing a framework for transmitting inhomogeneous
data and unifying them, etc.

7. Security and Privacy: ensuring security and privacy
of data and patients is a very crucial aspect in e-health
given that security threats may have a huge impact on
the privacy, health or even life of patients. Indeed, pri-
vate and confidential data is at the heart of e-health sys-
tems and ought to be treated with a high level of surety.
More, even IoT and IoMT bring numerous benefits to the
industry; they also create numerous vulnerable security
spots.

4 Security advancements in e-health
4.1 E-health security requirements

Security gains more and more importance with the emer-
gence of JToMT. The manipulation of huge amounts of data
with respect to their ownership and secrecy preservation has
become a major area of concern. IoT-based e-health appli-
cations have to ensure a number of security functions such
as data integrity, confidentiality, privacy, authentication,
authorization, availability and non-repudiation as well as
standard communication scenarios [10].

1. Privacy: in open and untrustworthy environments, pri-
vacy is of ultimate importance since a disclosure of
medical patient’s data may damage his life. Secrecy of
data must be highly preserved. In e-health environments,
privacy integrates anonymity. Patients must not be iden-
tifiable by any inappropriate user such as insurance pro-
viders, researchers, management staff, etc., however
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physicians, nurses, cashiers can view some information
in order to perform treatment and billing.

2. Confidentiality: this feature is to guarantee that the only
entities that can access to data are only authorized ones.
Many users can need access to the data in e-health sys-
tems; authorizations must be well allocated to protect
patient private data.

3. Integrity: it consists in maintaining data unaltered during
end-to-end transmission process between devices. Thus
integrity safeguards that any data received in transit has
not been changed [11].

4. Authentication: it ensures that devices, sensors, applica-
tions and systems are mutually recognized when they
want to communicate.

5. Availability: it consists of ensuring services availability
even under denial of service attacks. Within an e-health
context, in emergency cases, the availability of main ser-
vices is crucial.

6. Non-Repudiation: in order to pass up incidents linked
to user’s irresponsibility and negligence, it is recom-
mended that the access control system integrates non-
repudiation mechanisms such as auditability. This helps
mainly in auditing illegal access and collusion attempts
that allows strengthening the system with the corre-
sponding prevention rules and controls.

4.2 E-health security and cyber-security challenges

A 2019 analysis of IoT cyber-security jobs adverts [12]
showed that the demand for IoT security experts increased by
49% between Q3/Q4 2018. This was coupled with a severe
shortfall of available applicants, with contractors being
relied upon and a fast-rising cost to access this expertise.

Security and privacy are very challenging for e-health
given the sensitivity of data. Many researchers have shown
that security shortcomings in IoMT affect systemically
patient’s health and safety [13—15]. As stated in [16], there
is a lack of governance mechanisms, standards, regulations
and laws, as well as industry best practices which has led to
great difficulties in security requirements implementation.
In the following, we discuss the main security challenges
for e-health systems.

1. Privacy assurance and data protection: Internet was not
initially designed for IoT applications with a private data
exchange. In e-health applications, various communi-
cation techniques can be utilized i.e. Bluetooth, NFC,
Zigbee leading in a multiprotocol environment. The
minor breach from one of these wireless connections
can ruin the patient [17]. IoMT devices are resource-
constrained, designed to accomplish a set of functional
features regardless security features, so, every device
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presents a potential risk for the privacy of the patient
and even his safety [18].

2. Identity management and authentication: many loMT
devices do not support authentication mechanisms.
Whence possible, authentication mechanisms are done
for devices only to establish the communication pro-
cedure, but in terms of anonymity it is still an open
research issue. More, some devices accept automatic
software updates without encryption or authentication,
so, this update mechanism could be easily compromised.

3. End-to-end security solutions: the concept of smart
homes involves the use of IoT devices for e-health appli-
cations as well as other smart applications such as alarm
control. This emerging concept generates new risks and
additional attack origins [19]. It is commonly agreed
that end-to-end security solutions are difficult to fulfill
but they are a crucial requirement for IoMT environ-
ments.

4. Trust Management: in an loMT environment, making
safe interactions is necessary. The trustworthiness of the
system users, devices and /or communication protocols
must be evaluated. Trustworthiness has an important
role in e-health growth.

5. Cloud challenges: cloud infrastructure is promising for
healthcare industry since it offers many benefits such as
flexibility, cost and energy saving, resources sharing and
fast deployment [20]. However the centralization of data
on the cloud raises many security problems. Best effort
Internet connections to the cloud can affect user experi-
ence. Shared environment is prone to problems of data
loss and privacy violation. Absence of regulations and
governance to globalize the use of cloud for e-health as
well as a limited control on data because of the cloud
generic applications constitute additional challenges.

Figure 3, synthesizes the basic security challenges in a
highly constrained e-health environment with regards to

Fig.3 Security challenges in
e-health environments
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4.3 E-healthrisk landscape

E-health applications run on an interactive network of
actuators, sensors and medical devices. E-health systems
are increasingly becoming vulnerable to cyber-security
incidents due to diverse reasons such as: nature of gener-
ated data, volume of exchanged information, patients iden-
tity management, diversity of protocols used by the com-
municating nodes, resource constraints of the devices, etc.
Indeed, healthcare information systems are various in nature
(obsolete sometimes) when enabled to access to the Internet
(although not designed for this) they become easy targets to
cyber attacks. Moreover, many outdated information sys-
tems and applications did not support security functionali-
ties, so, whence connected to open environments, they will
be exposed to several security vulnerabilities and breaches.
E-health networks are expected to connect billions of het-
erogeneous objects all over the world through the Internet.
Consequently, the ability to organize different components/to
operate in a coherent way and deliver applications of interest
is of the most disruptive changes. The overall security level
of e-health systems is upper-limited by the security features
of the weakest component. The attack surface concerns basi-
cally medical devices, communication channels and data.
To go in-depth in this study, we consider a basic 3 layers
model of an e-health system composed of application layer,
network layer and perception layer. We note that some exist-
ing systems extend the basic model to 4 layers or 5 layers.

4.3.1 Perception layer

The physical layer (perception layer) is composed of objects
or devices in charge of collecting and processing data. Big
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Design, Planning and control of
security policies
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data generation is initiated in this layer. Sensors and actua-
tors transform collected/generated data to digital signals and
transfer them to the network layer.

There is a panoply of IoT devices which can be classi-
fied based on how they are connected to the patient and on
the need basis. Sensors are incorporated in human body or
installed around it. They can be classified to embedded or
not-embedded sensing devices. Wearable (as not-embedded)
sensors can be divided into two types: on body contact sen-
sors or peripheral non-contact sensors [21]. Sensors are tiny
sized, low battery powered, having low speed processors
and limited memory size. The devices do not create/collect
data in the same way. For example, a long term tracking of
well-being signs may only require sending data to a pro-
cessing unit every day, so, a delay of few minutes can be
tolerated. In the worst case, the total loss of measurements
for a small period of time compared with the total collection
period would be of no or little consequences. In contrary, for
a device that monitors a life threatening condition, which
requires no delayed actions to be taken, the loss of a single
packet of data can be life loosing. Devices can be classi-
fied also regarding the number of simultaneous users. They
can be dedicated for one user or shared with other users.
The number of simultaneous users can be a limited group
of persons or a wide population. More, medical devices can
be classified into on-time, continuous or discrete data based
on the data generation time line.

A great challenge, related to this layer, consists of sup-
porting this wide range of device types in a various scenarios
of care needs and settings all in a harmonious network which
needs to be end-to-end managed. Vis-a-vis of the heteroge-
neous landscape of products, many certification organisms
propose different security certification schemes to certify
medical devices such as: Common Criteria [22] and Euro-
pean cyber-security certification of the European Cyber
Security Organization (ECSO) [23]. Devices are tested and
certified with different approaches, in different contexts and
countries; this makes the comparison or classification of
certified devices more difficult.

4.3.2 Network layer

TIoMT take advantage of ICT to spread more widely and offer
more services. Devices operate in low power modes within
noisy and lossy communication channels. Wi-Fi, Bluetooth,
Low-Rate Wireless Personal Area Networks (LR-WPANSs),
Z-wave, Zigbee are popular communication protocols used
in IoT networks. RFID tags are used to identify objects.
Device connection to the network can be wired or wireless.
The mobile security reference architecture reported that
devices using cellular network communications and Wi-Fi
are more accessible and exposed to attacks than hardwired
devices [22].
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Securing an IoMT communication is about ensuring
confidentiality, integrity and reliability for data transmis-
sion over interconnected ecosystems and this is quite broad.
Attacks like DoS/DDoS, Eavesdropping, Man-in-the Middle,
Network Intrusion are typical threats in this layer [24-26].
Since IoT based networks can be composed of a mixture of
protocols supported by wired and wireless physical chan-
nels, establishing a secure data transfer with abstraction of
this mixture seems to be a complex and challenging task.
Due to the use of different protocols and technologies, net-
work management and security are hard to fulfill. This het-
erogeneity makes the whole system vulnerable. The large
number of devices that connect and disconnect from the net-
work at multiple times raises security issues like network
congestion, lack of authentication, etc., and it also affects
resources availability. More, sensitive information can be
intercepted from the network especially when using data
retrieval techniques between the nodes.

4.3.3 Application layer

E-health applications have different sets of users with differ-
ent profiles that require various types of access privileges.
Any illegal access can have dramatic consequences, so,
effective authentication and access control schemes should
be applied. For each communication, the user privacy should
be ensured. Sometimes, implemented mechanisms might be
vulnerable that may lead to data loss and other damages to
the users of the system.

The huge amounts of collected data lead to system man-
agement problems such as complexity and the need of many
resources and complex algorithms. As a consequence, this
may result in data loss, system unavailability or performance
slow down (Quality of service “QoS” degradation). With
regards to software security, hidden vulnerabilities in the
development process of applications can be later exploited
by attackers and malicious users.

Figure 4 illustrates the IoMT risk landscape regarding
the 3 layers architecture of the basic e-health system model.

4.4 Existent security solutions for e-health systems

Setting up a secure and trusted [oMT system to exchange
patient’s data despite the constrained resources has been
addressed by many researchers. Specific solutions have
been proposed. Figure 5 illustrates the main techniques and
research axes adopted by researchers within this context.
Main contributions deal with cryptography-based solu-
tions (by using classic or defining lightweight encryption),
authentication and access control schemes, artificial intel-
ligence based solutions (by applying machine and deep
learning algorithms for intrusions detection/prevention for



Mobile Networks and Applications (2023) 28:107-127

13

USER DEVICES

GATEWAY

CONNECTION CLOUD APPLICATIONS

Device related Risks

Networkingrelated Risks

+e CECIe
|

==

Data Storage and Analysis related Risks

o Resources limitation o Diversity & Heterogeneity of protocols o Data at rest confidentiality violation
o Heterogeneous technologies o Protocols interoperability problems o Third party & access control
o Large scale deployment o Lack of E2E Encryption support violations
o Problems of Identity and o Absence of Firewall/IDS o No threats management
Security authentication management o Wireless/Wired communication o Data privacy violations
challenging o Problems in device certification channels o etc.
fSsucs procedure o Problems within maintenance and
o Problems within maintenance and vendor control
vendor control o Number of simultaneous connections
o No embedded Security support o Network management Problems
o Sensors/actuators built in or o Network latency
around bodies o etc.
o Number of users/access control
o etc.
Fig.4 IoMT risk landscape
Fig.5 Security techniques for e
e-?lealth envir(};nmentsq Cryptography arvhoal Blockchain
Intelligence
Classic N-factors Machine :
= 4 o i Classic Trust
Encryption authentication Learning
- nghtWe!ght Access Control Deep LightWeight Risk
Encryption Learning
Digital
Signature

example), blockchain techniques (classic or lightweight
solutions) and risk-trust management frameworks.

In [27], authors studied the performance of several
security algorithms, particularly, the implementation of
cryptographic algorithms in IoT constrained environments.
They compared obtained results to choose the convenient
algorithm for a specific device. In the same context, Wang
et al. in [28], analyzed Attribute-Based Encryption (ABE)
performance in order to determine the best conditions to
use ABE in IoT systems. In order to attempt to ensure the
security of the entire IoT system rather than a part of it,
several secure architectures has been proposed. Authors in
[29] propounded a secure architecture for integrated IoT
smart-services environment, based on four security levels:
user and device authentication, sensor network security,
cloud and internet security, applications and services
security. This would let users to access applications and
services in a protected way. The suggested architecture in

[30] is based on the architectural reference model (ARM)
and it was designed to deal with the main security and
privacy requirements for a smart object during its lifecycle
stages. Authors in [31] defined a security architecture
which is deployable on mobile e-health platforms.
It makes use of electronic personal health records to
establish and manage a medication prescription service
in mobility contexts. This architecture is supported by
RFID technology and it is able to support secure and
authenticated interactions. As a weak link chain in an
e-health system, Wireless Sensor Network (WSN) gained
the attention of many researchers aiming to solve security
problems within those networks. In [32], the authors
proposed a framework for intrusion prevention in mobile
WSN and developed an end-to-end secure routing based on
blockchain architecture. The framework takes into account
the dynamic structure and the constrained resources of the
mobile WSN.
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5 Security risk management within e-health
systems

5.1 Basic concepts

In order to highlight the importance and usefulness of
the risk management for e-health systems, we start with
basic definitions to clarify the concepts of risk, risk
assessment and risk management as well as the associ-
ated dependencies.

Risk The concept of risk is defined according to the Interna-
tional Standardization Organization (ISO) [ISO 31000; ISO
27005] as the effect (positive and/or negative deviation from
the expected) of uncertainty on objectives (which can have
different aspects such as financial, health, safety, etc.) [33].
In practical cases, it is often expressed as a combination of
the consequences, costs or impacts of an event, including
changes in circumstances, and the corresponding probability
(likelihood) of occurrence.

Security & cyber-security risk In Information System (IS),
the security risk corresponds to the risk that occurs due to
loss of data, services or systems confidentiality, integrity, or
availability, defined as main security requirements. Cyber-
security risks are all security risks that can occur within the
cyber-space. This kind of risk considers potential adverse
impacts to the organization (including assets, mission,

Fig.6 ISO -Risk management
process

functions, image or reputation), users, other organizations,
and the country [34].

Risk assessment The risk assessment, according to ISO
31000, is the overall process that consists of risk identifica-
tion, risk analysis and risk evaluation. Risk identification
concerns the listing, recognition and description of hazards
and risks factors. Risk analysis is about comprehending haz-
ards nature, determining risk levels and estimating risks.
Risk evaluation concerns the comparison of estimated risks
against given risk criteria to figure out the risk significance.
The assessment may be based on qualitative, quantitative or
combined approaches.

Risk management It refers to a set of coordinated activities
defined to direct and manage a system, a project or an organ-
ization with respect to risk. The security and cyber-security
risk management process consists of a range of activities
undertaken for protecting data, services and systems from
cyber threats such as unauthorized access, in order to: (i)
maintain awareness of security and cyber-threats; (ii) iden-
tify anomalies, misconfigurations and incidents adversely
affecting the system and/or data; and (iii) mitigate the impact
of, respond to, and recover from incidents. As illustrated
by Fig. 6, the risk management process, according to ISO
31000, consists of systematic application of a set of poli-
cies, procedures and practices to the following activities:
communication and consultation; context establishment, risk
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assessment (risk identification, analysis and evaluation), risk
treatment, risk monitoring and review.

5.2 The trust-risk awareness context

Within trust-risk awareness context, addressing risk man-
agement, as highlighted by Fig. 7, deals essentially with
two fundamental concepts: the trust and risk concepts.
We consider that it is essential to clarify that both of
concepts (trust and risk) are highly coupled with each
other. Certainly, an object or a system with a low level of
trust is seen or considered with a high level of risk and
vice versa. Whence considering trust, the main goal is
the establishment and evaluation of the trustworthiness
of the considered environment. As for the integration of
risk awareness in IS, the risk assessment process may fol-
low one of the following analysis approaches: qualitative,
quantitative or a combination of both of them. Qualitative
approaches are based on qualifying attributes in order
to describe potential consequences with their associated
occurrence probabilities. In practical cases, by using a
qualitative approach, we usually focus on how to mitigate
a risk without evaluating its concrete value. Instead of
using descriptive attributes, quantitative approaches use
numerical values for both consequences and their associ-
ated likelihoods. In practical cases, by using a quantita-
tive approach, we usually focus on how to evaluate the
value of a risk. In practical cases, when combining both
approaches, the qualitative analysis is often used initially
in order to obtain a general indication about the risk lev-
els and to figure out the main risks.

Trust-Risk
Awareness
Context

<

Fig.7 The trust-risk awareness context

Combined: Quantitative &

5.3 Summary of security risk management
solutions for e-health systems

With regards to e-health eco-systems heterogeneity, scal-
ability and complexity, numerous research efforts tackled the
e-health risk management thematic from different aspects
and points of view. In the current study, we worked to clas-
sify related works in three basic categories. First category
concerns main risk assessment and management standards,
models, frameworks and tools. Second category discusses
research works dealing with the incorporation of risk aware-
ness in [oT and IoMT based e-health applications. Third cat-
egory reviews basic risk management and assessment based
access control systems.

For a deeper analysis of major contributions and efforts,
we present also a SWOT (Strengths, Weaknesses, Opportu-
nities and Threats) analysis of the most relevant proposals.
A discussion of related works is then conducted to highlight
the limitations of existing solutions and pinpoint the rel-
evance of our contribution.

Trust-risk awareness methods, models and standards Sev-
eral methods, models, standards and frameworks for trust-
risk awareness are defined in literature. OCTAVE (Opera-
tionally Critical Threat, Asset, and Vulnerability Evaluation)
[35] is a method that allows investigating recovery impact
areas based on a questionnaire. The TARA method (Threat
Assessment & Remediation Analysis) [36], defined as a
predictive framework for defending vulnerabilities, allows
targeting only most critical exposures. The CVSS (Common
Vulnerability Scoring System), defined in [37], computes
scores of vulnerabilities severity based on simple mathe-
matical approximations that translate expert’s opinions to
numerical scores. Exostar, proposed in [38], is a system that

Trustworthiness Establishment and Evaluation
Qualitative Analysis

Risk Mitigation

Quantitative Analysis Risk Assessment

Multi-layered:
Mitigation based on
Assessment

Qualitative Analysis
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deals with cyber-security of providers or supply chains (it
does not evaluate enterprise’s stand-alone risk) and regu-
latory conformity of the supply chain partners. A comple-
mentary approach to Exostar is CMMI (Capability Maturity
Model Integrated) [39] that deals with stand-alone enterprise
risk as well as the risk associated to products development
lifecycle. As for standardized models, we present an over-
view of basic models. The ISO model [33] addresses the
standardization (based on consensus) of risk management
and assessment. It offers guidelines and standards to help
setting up risk management systems but it does not provide
mechanisms to guarantee their compliance. The NIST model
[34] defines effective and documented processes (as a set
of standards and guidelines addressing risk assessment and
risk management) that require automation tools and software
development to make it of easier utilization. The FAIR (Fac-
tor Analysis of Information Risk Institute) model [40] is
based on a quantitative approach for the assessment of risk
impact. It aims to establish a standard reference which is not
based on consensus, but promotes commercial software. As
an example of software promoted by FAIR, we cite RiskLens
[41] and CyVaR (Cyber Value at Risk) [42]. They are based
on quantitative assessment approaches but represent black
box tools that may engender standard deviation, consistence
and trustworthiness problems.

Trust-risk awareness in loT, loMT and e-health Numerous
research works addressed the trust and risk assessment in
e-health, IoT and IoMT applications. Authors in [43] pro-
posed a quantitative model, based on the coupling of the
Cyber-Value-at-Risk (CyVaR) model and the MicroMort
(MM) model, for the economic impact assessment of IoT
cyber risk. The authors in [44] studied the application of
existent security risk assessment approaches and meth-
odologies within an IoT context. They demonstrated that
current solutions are not adequate to IoT context due to:
shortcomings of periodic assessment, changing systems
boundaries, yet limited system knowledge, the challenge of
understanding the glue; and failure to consider assets as an
attack platform. Hence, the authors highlighted the need for
new approaches to assess [oT system risk. In [45], based on
the IoT MicroMort model (that adapts to the IoT context
both the Cyber-Value-at-Risk model and the MicroMort
model), the authors proposed recommendations for perform-
ing cyber risk assessment for IoT and better understanding
the economic impact of this technology. Authors in [46],
dealt with security vulnerabilities identification and mitiga-
tion in the context of IoT based on a smart software vendor
that lists common vulnerabilities (stored in its database) and
provides a possible mitigating solution. In [47], the authors
focused on a transformation roadmap for standardizing IoT
risk impact assessment (based on functional dependency)
and calculating the economic impact of cyber risk (based

@ Springer

on a goal oriented approach). Authors in [48], proposed the
CSCCRA (Cloud Supply Chain Cyber Risk Assessment)
model, as a quantitative risk assessment model to assess the
risk of a SaaS application and its supply chain mapping.

Trust-risk awareness in access control Several research
works addressed the incorporation of risk awareness within
access control systems and particularly role based access
control (RBAC) systems. Main contributions focus on four
main concepts: (i) enhancing trustworthiness relationships;
(ii) defining mitigation strategies based on constraints; (iii)
managing accesses based on quantified approaches; or (iv)
assessing security policy critical breaches for an efficient
and secure policy management. Numerous works proposed
to integrate trust relationships in the RBAC model [49-51].
By evaluating the trust levels associated to different com-
ponents of the policy, only trusted accesses are authorized.
Therefore, access decisions are made with regards to compo-
nents and relationships trust levels. As for the risk mitigation
concept, it deals particularly with imposing hard constraints
on the policy components in order to tone down associated
risks. Several research works dealt with constraints-based
risk mitigation approaches and different models have been
proposed to formally specify Static Separation of duty
(SSoD) and Dynamic Separation of Duty (DSoD) policies
[52-55]. More, the authors in [56] proposed to use a miti-
gation strategy based on risk thresholds and an associated
obligation pairs. Concerning the quantification of access
risks, the proposed approaches deal mainly with the assess-
ment of risks associated to access requests and authorizing
accesses with regards to risk thresholds. To quantify the
risk associated to access control, many authors have focused
on risk quantification approaches and proposed different
frameworks [57-61]. Finally, concerning the management
and monitoring of the compliance of access control poli-
cies based on risk assessment/management approaches, few
works addressed this important thematic. Main contributions
focused essentially on the assessment of the risk associated
to the policy defects and anomalies [62, 63] as well as the
management of policies against attacks scenarios within a
correlated anomalies context [64, 65].

5.4 SWOT analysis

Several methods, models and frameworks are encountered
in the context of security risk assessment and are motivated
diversely. Concerning the risk evaluation techniques, there is
no clear limit; both quantitative and qualitative evaluations
are used to assess the risk. For a meaningful and conscious
impact assessment, various modeling approaches need to be
combined or integrated into a new and more reliable model.
To better understand the strengths and limitations of existing
solutions and to highlight the need for a new comprehensive
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Table 1 (continued)

&

Weaknesses Opportunities Threats (Risks)

Strengths

SWOT
Proposal

Springer

Standardization

Correlation-free;
End-to-end risk;

Dynamism; dynamic assessment
Mixed; quantitative and qualitative

(Jaidi et al. 2018) [63]

assessment

Proof; to be validate in future works

Standardization

Correlation-free;

Fine-grained; use of topology attrib-

(Cao et al. 2020) [66]

End-to-end risk;

utes

and dynamic approach that takes benefits from existent mod-
els, we present, in Table 1, a SWOT analysis of the most
relevant reviewed methods, models, approaches, frameworks
and systems.

5.5 Discussions

As explained in the previous sections of the current paper,
the thematic of security within e-health systems and particu-
larly IoMT applications still remain a challenging aspect.
Among other concerning security concepts that need to be
enhanced for ensuring the security and preserving the pri-
vacy in e-health systems, we focus on the theme of secu-
rity and cyber-security risk management in IoMT applica-
tions. As clearly illustrated by the SWOT analysis, depicted
in Table 1, the simple use and direct application of well
established risk assessment approaches and methodologies
in an IoMT context fails due to several factors (such as con-
text specificities, resource constraints, context dynamism,
no standards established yet, high level of surety required,
shortcomings of periodic assessment; changing systems
boundaries yet limited system knowledge, failure to consider
assets as an attack platform; continuous evolution of new and
advanced threats, etc.). Therefore, we need new approaches
adapted to our context to assess security risks associated to
IoMT applications. In this context, recent works addressed
mainly the evaluation of the economic impact of IoT cyber-
security threats. Moreover, from the perspective of access
control, current solutions failed to manage end-to-end risk
and to combine simultaneously both aspects: assessing risks
associated to access requests and risks associated to policies
critical breaches, anomalies and attacks. In the next section,
we introduce a novel dynamic and comprehensive approach
to address the discussed limitations of current solutions
and respond to new needs related to IoMT security risk
management.

6 Security risk management approach
within e-health systems

6.1 Designing goals and principle

The e-health environment is mainly characterized by its
ubiquity, heterogeneity of devices, diversity of behavior and
capability, scarcity of computing resources, changing infra-
structures, etc. From the security perspective, it has a wide
and complex attack vector/surface since it is under various
and continuous changing threat models. Therefore, [oMT
applications involve a variety of contexts for managing secu-
rity risks as well as strategies for risk mitigation which may
suit particular cases and do not fit to other cases. Under the
above-mentioned risks born out of IoMT, we consider as



Mobile Networks and Applications (2023) 28:107-127

19

evident, the need to identify and build specific risk vectors,
factors, attributes, metrics, etc. that are in line with IoMT
particularities since those established for traditional systems
do not fit exactly main requirements. More, traditional risk
management systems are no longer suitable and do not com-
ply with the new requirements.

Setting up a risk assessment process to deal with an
IoMT context has to comply with the following basic goals:
protecting the data in the originating nodes, ensuring the
security of the data when travelling on the communication
supports, and preserving the privacy of the system users
[67]. To guarantee the effectiveness and the reliability of the
IoMT risk management strategy, we define a dynamic and
modular risk management approach. The proposed approach
relies on the segmentation of the IoMT risk area to smaller
zones with particular risk factors. The main objective is to
ensure an end-to-end risk assessment. The suggested system
divides the whole risk zone to three basic areas: the DAA-
data acquisition area (associated to the devices), the DGTA
- data gathering and transmission area (related to network
links: LAN, PAN, Wi-Fi, Bluetooth, 2G/3G/4G, etc.) and
the DPSA- data processing and storage area (typically data-
bases). To ensure a high level and fine-grained risk man-
agement, our solution relies on a hybrid (qualitative and
quantitative) risk assessment approach. The risk assessment
process has to identify the risk vector (threats), establish the
set of risk factors and attributes, define the thresholds and
the rating method, and determine inherent risks and their
associated impacts for the considered IoMT assets.

The main purposes of our proposal are:

— The establishment of a fine-grained risk management
process based on the segmentation of the whole risk
chain. This process relies on context specific risk metrics,
qualifiers, thresholds, factors, ratings, etc.

— The evaluation of the cumulative risk, taking into
accounts both inherent and residual risks of the global
e-health service delivery chain.

— The automation of the update procedure for risk treat-
ment and risk mitigation response processes.

6.2 System architecture

As illustrated by Fig. 8, our system has a layer-based archi-
tecture with a modular structure. We consider three basic
sub-systems: DRM (Device Risk Manager), NRM (Network
Risk Manager) and SPRM (Storage and Processing Risk
Manager). A central unit called orchestrator constitutes the
Core unit (Core Risk Manager) of the system.

— Device Risk Manager (DRM):
Considered as one of the first level decision-makers,
this subsystem performs risk management in the con-

text of data acquisition layer. It has its own repository
that contains probable risks and risk thresholds related
to the devices deployed within the managed IoMT sys-
tem. The DRM analyses data coming from the generating
nodes (devices), evaluates the risk by transforming the
input information (risk factors) to quantified risk values
based on potential business impacts and likelihoods.
The obtained risk value Rd is then compared to a given
threshold Td. A risk rate exceeding the predefined thresh-
old involves a risky behavior, countermeasures must be
applied. Otherwise, the quantified risk value is transmit-
ted to the core unit for deeper analysis. Logs are also
transmitted to the orchestrator for updating its database.
— Network Risk Manager (NRM):

This subsystem acts also in the first level of decision-
making process. Its role is to identify risks related to
the communication channels used within the e-health
system. This subsystem applies the quantification func-
tion to the specific risk factors related to the deployed
protocols and communication techniques; obtained risk
values are then compared to the predefined threshold
(prefixed in the specific database). The communication
can be interrupted when a high risk value is obtained.
Finally, logs and risk ratings are communicated to the
core unit

— Storage and Processing Risk Manager (SPRM):

It is the third unit in the fine grained risk manage-
ment framework, related to the data storage and process-
ing subsystem. It performs the same process but with
a repository of risk factors related to the databases as
an input. Obtained results are also communicated to the
Core unit.

— Core Risk Manager (CRM):

This is the central module in charge of performing end-
to-end risk management. This unit acts as an orchestrator
and is responsible of managing the workflow between
the other components. The collected data from the other
modules is stored in a global database. Initial thresholds
are communicated to the subsystems and are updated
regarding the collected results. We can define a periodic
update or let the system update thresholds according to
the supervised functioning of the system. One of the most
important tasks of the CRM is the results correlation.

This unit updates the elementary databases of the other
units if optimized metrics are obtained.

The proposed architecture is based mainly on the
elementary modules (DRM, NRM and SPRM) which
are autonomous risk agents. They operate and evaluate
risks related to each one of the layers and take decisions
separately. The Core RM (CRM), as an orchestrator, is
responsible for initiating thresholds, storing the results
of risk assessment from other modules and building
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Fig. 8 Dynamic-quantified risk management approach

behavior-based profiles of the system users based on the
historical risk rates of the 3 parts. Also, for the non-risky
communication scenarios, it logs the risk values to estab-
lish historical information about the nodes. So, the CRM
supports the other agents and acts like a historical data

@ Springer

repository. This module allows a better analysis of the
data in order to adjust the thresholds. Hence, the CRM is
mainly used to have a centralized vision about the whole
system, while the other three modules are capable to
autonomously manage the risks in associated area.
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IoMT risk management is challenged by many factors.
Heterogeneity as a main characteristic of IoMT, involves
numerous stakeholders, different types of devices and many
protocols for data transmission. Hence the risk manage-
ment database has to store information about different users
(profiles, ...), devices (software version, power consump-
tion, support of security features, ...), risk thresholds, etc.
Information can be gathered from reliable sources like pub-
lications of specialized organizations such as CVE (Com-
mon Vulnerabilities and Exposures), FDA (Food and Drug
Administration), NIST’s NVD (National Vulnerability Data-
base) that provide valuable information about security weak-
nesses and vulnerabilities as well as history of cyber-attacks.
Convenient security controls can be also found in these pub-
lications. Moreover, providers make technical specifications
of their products available for the public that could include
indications for supported security features. Databases of risk
management should contain all sort of available information
concerning the IoMT application.

For the security controls deployed in each part of the sys-
tem, our framework allows to continuously evaluate their
effectiveness depending on the risk rates. In fact, one of the
main goals of risk management is to ensure that the impact
of realized threats and exploited vulnerabilities is within an
acceptable limit. Hence, applying countermeasures aims to
reduce this impact and determines how to deal with the risk.
The process of assessing risk includes the countermeasures
evaluation. In fact, their effectiveness varies when there are
changes in the context or the environment where the system
being assessed is functioning. For example, increasing pass-
word complexity, checking software updates or installing a
firewall can be effective actions to mitigate a residual risk
but, their effectiveness depends on how they are configured,
their impact on the service quality and their cost. The num-
ber of stakeholders and their level of security knowledge
can impact the effectiveness of security controls in IoMT.
So, applying the right countermeasures is a challenging task
and a very important step in the process of risk management.

6.3 Risk assessment

In order to take advantages from highly established risk
management standards, we followed and adapted to our
context the risk management process presented in Sec-
tion 5 (risk identification, risk analysis and evaluation and
risk treatment). Our risk management system is based on
the segmentation of the total risk area into three parts: the
DAA- data acquisition area (associated to the devices), the
DGTA- data gathering and transmission area (related to
network links) and the DPSA- data processing and stor-
age area (typically databases). To minimize the system
complexity, a specific and autonomous agent is defined
for each area and a central agent is responsible of the

orchestration between these three parts. Then, in each
area, we perform: (i) the identification of the risk vector
(threats) and the special risk factors; (ii) the computing of
the risk values associated with each abnormal scenario and
the evaluation of the cumulative risk of the global e-health
service delivery; and (iii) the analysis of the obtained val-
ues for classification and automatic treatment (application
of countermeasures).

Setting up an efficient risk management process allows
slowing down deleterious consequences of an eventual
breach and helps with early decision making. Our pro-
posed model for risk assessment is based on a quantified
method. Hence, risks are identified, analyzed and assessed
separately within different parts of the system properly to
the specific context. The global risk assessment method
is then applied for evaluating aggregated risk metrics and
for a deeper analysis of risk factors. Details about the
risk assessment process in our model are described in the
following.

Initially, in the CRM, input information are used to
identify abnormal scenarios related to the use case such as
reports and contextual data, patient and third party users,
devices certifications, type of the gateway, countermeasures
like redundant data transmission paths, etc. An abnormal
scenario (behavior) is any action or request intending to
compromise the proper functioning of the system, whether
intentionally or accidentally. The proper functioning of the
system consists in providing the desired service to the user
while maintaining the security of his data. For example the
communication interruption caused by a DoS attack or by a
sensor failure is considered as an abnormal scenario, the risk
level of this abnormality is high if the patient is receiving
life-saving treatment and is considered as minor in case of
fitness data collection.

Then, for each abnormality an initial threshold is esti-
mated based on the probability of its occurrence, its impact
on the system smooth running and taken security counter-
measures. These thresholds are communicated to the three
other sub-modules. The central module is responsible of
initializing risk thresholds for each elementary module or
agent. The initial values are set by the security architect
according to possible vulnerabilities and countermeasures
deployed at each part of the system. Then, periodically, the
risk thresholds are updated and adjusted according to the
logs returned by each agent (the part which presents the
most unusual functioning will have a different level of risk).

In case of an abnormality (e.g. sensor failure), the DRM,
NRM and SPRM, as first level decision makers, compute the
risk value of the abnormality A; according to formula (1);
where: Pr (k) denotes the occurrence probability of a par-
ticular abnormal usage k; k={1,..., m}; C (k) corresponds
to the cost associated to this abnormal usage and CM is the
value associated to existing countermeasures.

@ Springer
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R(Ai) = Z‘knzl Pr (k) * C(k) — CM (1)

The obtained risk values are then compared to the stored
thresholds, two basic scenarios may occur:

i. If R(A;)> =threshold, then the response monitor
reacts by applying given reactions such as interrupt-
ing the exchange of data and notifying the user, etc.

ii. If R(Ai)<threshold, then the new risk value is shared
with the CRM.

At a second level, the CRM updates regularly its risk
database with new risk metrics and new scenarios. An
engine, defined in the CRM, correlates observed abnor-
malities in order to unveil possible early detection of secu-
rity issues and/or mitigation of their associated risks. To
evaluate the global risk within the system, the CRM evalu-
ation procedure refers to formula (2):

a*xRd+pf«Rsp+y*Rn

Rs = 2
€

Rs is the risk linked to all possible breaches and abnor-
malities in the whole use case scenario. Rd is the risk
assessed for abnormalities revealed in the device (the DAA
area); Rn corresponds to the risk assessed for the abnor-
malities revealed in network agent (the DGTA area); and
Rsp belongs to the risk assessed within the storage and
processing part, like hospital databases, (the DSPA area).
a, f, y and € tuning variables, with a + f +y < e, that
enable the security administrator to highlight risk mitiga-
tion in a chosen part of the system.

As an illustrative example of the assessment model,
we consider an initial risk rating (Extremely High: > 80%;

Healthcare
service provider

Fig.9 Patient monitoring gen- /
eral case of study
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High: >60% and < 80%; Moderate: >40% and < 60%;
Low:>20% and < 40; Minor: > 0% and <20%).

6.4 Cases of application

6.4.1 Patient monitoring

a. General Description

Patient monitoring systems are typical applications in
e-healthcare. It is important to keep certain trustworthiness
for the system users. As illustrated by Fig. 9, the types of
the deployed sensors (sensorl & sensor2 in this case) are
stored in the DRM as well as their capabilities, identities,
data storage model (local or on the gateway), etc. a copy of
the stored data is sent to the CRM. The NRM database stores
information about the WSN and all the connections between
the sensors and the gateway, protocols, bandwidth, etc. The
SPRM stores information associated to the databases (i.e.
access lists, users, profiles).

The core risk manager (CRM) module has a global vis-
ibility of the end-to-end system risks. Initially every module
has to fulfill its risk repository with risk factors and attrib-
utes related to its special context. Then it computes inherent
risk value for each probable malicious scenario by applying
the risk quantification method. In fact, thresholds values are
higher in case of using an actuator in an IoMT communica-
tion scenario than the one using “read only” sensors. An ini-
tial listing of the vulnerabilities, risk factors, and thresholds
is established in the risk management modules databases.

In case of a malicious scenario threatening the privacy and
the safety of the patient (for instance exploiting a vulnerabil-
ity in a device which does not support encryption scheme and
configured remotely), the DRM will block it in an early stage
of the attack.
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The risk management framework is based on a fine-
grained process using quantified risk metrics. Databases
or repositories of risk management subsystems are updated
dynamically.

This approach is adaptable to the current context. Its
processes require a continuous up-to-date and a fully doc-
umented description of the system components. Finally,
its architecture makes it flexible in application (due to its
modularity) and scalable in order to support wide networks,
numerous and heterogonous components. In terms of granu-
larity, it can be extended for a fine-grained assessment for
different system components.

b. Application: a Covid-19 monitoring example

Let consider the case, depicted by Fig. 10. Ahmed, as
Covid-19 patient, is monitored remotely by a nurse in the
health center (hospital). The used smart thermometer allows
trucking his temperature and the used electrocardiogram
(ECG) allows controlling his cardiac activity. The collected
Data is sent (periodically) to the hospital and stored in the
system database. The stored measures are analyzed in order
to decide about the criticality of the patient health state.
Moreover, the smart thermometers measures represent an
early warning system about the spreading of the illness
within the country [68]. Several kinds of persons could be
interested in the gathered data about the pandemic such as
researchers, doctors, government organizations or even a
simple malicious user who wants to take benefit from the
situation. It is clear that due to the high motivation of the
breaches initiators, the whole system is under high risks of
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Fig. 10 Covid-19 Patient Monitoring high level architecture

data violation. More, the user’s privacy is also endangered.
In case of an emergency situation, the device failover hin-
dered the patient life.

As examples of abnormal scenarios engendered by this
application, we cite the following abnormalities: (A ;) Bad
temperature metrics, (A,) No measures reported and (A;)
Non coherent temperature and ECG measures. The risk
associated to A, is evaluated, according to the previously
defined formulas, to: 70% by the DRM, 45% by the NRM,
20% by the SPRM and a global risk of 61.66% classified as
a High risk. The risk associated to A, is evaluated to: 80%
by the DRM, 87% by the NRM, 35% by the SPRM and a
global risk of 80.33% classified as an Extremely High risk.
The risk associated to A, is evaluated to: 65% by the DRM,
45% by the NRM, 20% by the SPRM and a global risk of
57.91% classified as a Moderate risk.

6.4.2 Use case 2: Storage and Processing Risk Manager
(SPRM)

The SPRM allows computing the risk values associated to
non-compliance anomalies or attack scenarios within stor-
age entities (databases). The SPRM is defined to deal with
relational databases as storage entities and also with cloud
databases (as a main extension of our previous approach
discussed in [62]). First, we consider the evaluation of the
risk values associated to non-compliance anomalies relative
to RBAC policies within relational databases. The SPRM is
composed of the following main components. A Risk Assess-
ment Engine (RAE) is responsible of the risk assessment of
identified anomalies and threats as well as the estimation/
re-estimation of the risk rating and thresholds definition
regarding a set of risk factors. A Response Monitor (RM)
is responsible for analyzing and classifying obtained risk
values with respect to corresponding thresholds and ratings.
Based on this classification and other parameters, the RM
may react autonomously vis-a-vis risky situations via block-
ing access, deactivating privileges, while in normal cases
it simply delegates the decision to the CRM, as the core
manager, where other actions might be done (i.e. thresholds
update). A Risk Depository (RD) stores for each case all the
required metrics (risk values, risk ratings, risk thresholds,
etc.). A Risk Factors Depository (RFD) stores a collection
of established risk factors (such as context factors, history
events, etc.) used for a dynamic evaluation of the risk met-
rics in addition to an analysis and classification of the defects
and attacks. A Risk Factors Monitor (RFM) is responsible
for managing the stored risk factors, obtained results from
risk assessment mechanism and analysis processes, etc.
The RAE evaluates the risk of the permission Pi accord-
ing to formulas (3), where Pr(k) denotes the probability of
occurrence of a particular malicious usage k; k={1,..., m};
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C(k) is the cost associated to this malicious usage, and CM
is the value associated to existing countermeasures.
R(Pi) = Zk:l Pr (k) * C(k) — CM. 3)

Therefore, the risk of the role Rj is evaluated, according
to formula (4), as the sum of the risk values of all permis-
sions assigned to it, where APR (Rj) is the set of permissions
assigned to Rj. Also, The risk of the user Ui is computed, via
formula (5), as the sum of the risk values of roles assigned
to that user noted AUR(Ui).

RRj)= D" R(Pi)|Pi € APR(R)) @)

R(Ui) = ijo R(Rj)|Rj € AUR(Ui) (5)

To assess the risk of the access control policy defects, we
look for determining the impact/effect of each abnormality
on the system, in other words we worked to quantify the
effect and influence of identified security breaches on the
system. For this, we assess the anomaly risk, according to
formula (6), as the ratio between the anomaly sub-elements
risk values and the system elements risk values where the
selected elements are from the same type.

Z;:OR(XNX € {Anomaly}
ZEOR(Y)W € System

R(Anomaly) = x 100%

(6

Obtained results from application in a real world context,
the medical system application introduced in [69], highlight
the effectiveness as well as the usefulness of the SPRM sub-
system. The functional scheme of this application defines
two entities: patients and medical records. Every medical
record corresponds to exactly one patient and its content
stores confidential data whose integrity must be preserved.
The security scheme of this example defines five users, two
nurses: Alice and Bob, two doctors: Charlie and David and
a secretary: Paul. The medical staff contains doctors and
nurses. Figure 11 describes the components of the sys-
tem. It depicts the different actors and their corresponding
privileges.

After considering a set of alterations and attack scenarios
emphasized by the implemented access control policy when
it has evolved to a new state where significant changes are
introduced [69]. Via analyzing the vector of attacks, the
approach has to identify different cases of non-compliance
anomalies. The technical definition of the validation proper-
ties and the formal validation process are not under the scope
of the current paper.

In order to simplify the evaluation process of the risk
values linked to the detected scenarios of anomalies, we:
adopted the initial risk rating for classifying the identified
anomalies, considered the permission “modify a medical
record” as the highest risky permission within the system
with a risk value evaluated to 8 in a scale that varies from 0
to 10 while the risk values of the rest of the defined permis-
sions are evaluated to 1 in the same scale, and finally consid-
ered the “High Risk” rating as the risk threshold associated
to different anomalies. Our risk assessment process evalu-
ates and classifies the risk values associated to the identified
anomalies.

As a scenario of attack, we consider a secretary as a
member of the medical staff (i.e. introducing a new hidden
hierarchy, called HARR in [69], between the roles Secretary
and Medicalstaff). The assessment process considers that
R(HARR)=(0.5%100) / (0.540.1)=83.33%;, (Extremely
High risk). The RM detects an extremely high risk related
to the hidden assignment of the role MedicalStaff to the role
Secretary. This is normal, since a secretary should not be a
member of the medical staff and should not have the right
to access to patients private data.

6.5 Discussion and perspectives

Actually, e-health systems still offer neither strong con-
trols for ensuring the security and preserving the privacy
of patients nor clear documentation to notify users about
inherent and residual risks when specific applications are
deployed. Several research works focused on security issues
of IoMT systems. It was noticed that they face many chal-
lenges. IoMT are resource constrained compared to con-
ventional applications based on electronic devices and ICT
infrastructures. In fact, the challenge is about re-architecting

Fig. 11 Description of the
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security solutions to suit the emerging applications and use
cases in the e-health paradigms.

We believe that the proposed approach which aims to
offer a method for risk management in e-health systems may
improve the security and privacy of IoMT infrastructures
and minimize the costs associated with the collateral dam-
age that would affect the system’s users. The main goals
are evaluating and predicting risk damages, identifying new
or unseen threats and finally helping the security architects
to implement countermeasures for risks mitigation. The
framework is based on a cyclical risk management process,
dynamic security monitoring, predictive analytics, fine-
grained automatic decision-making and updated metrics.
This approach is adaptable to the context of [oMT appli-
cations. Their processes require a continuous update and
a fully documented description of the system components.
Finally, its architecture is flexible due to its module-based
structure. In terms of granularity, it can be extended to a
more fine-grained model by adding other risk agents where
needed or if the risk area is too large or complex.

The problem of false/positive attacks is a crucial aspect in
such a system. Certainly, we cannot predict all false positive
and false negative scenarios. The analysis and correlation
between the different log files and the action on risk factors
can help mitigating the problem of false positives. Actually,
in a first step, we use the tuning coefficients a, P, € and € to
be able to focus on one of the system parts. Risk ratings are
adjusted and thresholds are updated to suit the context, but
lowering of thresholds to eliminate false positives is likely
to lead to false negatives. Data analysis makes future risk
more accurate. Whence there is a problem to be investigated
(i.e. false positive case), we start by tuning the defined coef-
ficients then, countermeasures are implemented or reviewed.

In a second step (as a perspective), we plan in a future
work, to define a smart management approach (based on arti-
ficial intelligence techniques for a better and proper analysis
of log files) to monitor the proper functioning of the system
and particularly reduce false negative/positive attacks.

7 Conclusion

This research work presents a comprehensive study of the
e-health systems, in terms of architecture, applications and
different challenges, notably, security challenges. In fact,
IoMT applications are extremely vulnerable to security
threats due to data sensitivity and privacy, fast changing con-
texts, multitude of stakeholders and old ICT infrastructure.
New risk stack arises with these applications deployment. In
this manuscript, we detailed the risk landscape related to the
heterogeneous components of an IoMT network and then,
a critical analysis was presented through the lens of risk
methods and frameworks. Most popular risk management

approaches are discussed; their IoT risk considerations are
explained in terms of strengths and weaknesses. Based on
this analysis, we designed a fine grained approach for risk
quantification in IoMT contexts. The suggested risk man-
ager is composed of three distributed and chained agents
and an orchestrator module. The proposal aims to evaluate
risks related to three vulnerable areas in the e-health system:
devices zone where data is generated, network area where
data is transferred over a multi-node transmission systems
and storage infrastructure consisting typically of databases.
We aim by our proposal to trigger more investigations in the
field of IoMT risks. As a future work, we project to define a
smart management approach based on artificial intelligence
techniques to monitor the proper functioning of the system.
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