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Abstract—This paper presents a patchwork-based watermark- ~ The effectiveness of an audio watermarking method is

ing method for stereo audio signals, which exploits the similarity mainly assessed from three aspects: imperceptibility, robust-

of the two sound channels of stereo signals. Given a segment ofyags and security. Imperceptibility refers to that a normal
stereo signal, we first compute the discrete Fourier transforms

(DFTs) of the two sound channels, which yields two sets of Iiste_ner. cannot distinguish the diffgrence between t_he .host
DFT coefficients. The DFT coefficients corresponding to certain @udio signal and the watermarked signal. Robustness indicates
frequency range are divided into multiple subsegment pairs and the ability of preventing the embedded watermarks from
a criterion is proposed to select those suitable for watermark peing removed or altered by various attacks such as noise
embedding. Then a watermark is embedded into the selected 5qgition, compression, and re-sampling. Security means that
subsegment pairs by modifying their DFT coefficients. The exact .
way of modification is determined by a secret key, the watermark an unauthorized uger can_not extrqct the watermark data _f_rom
to be embedded, and the DFT coefficients themselves. In thethe watermarked signal without using a secret key. In addition
decoding process, the subsegment pairs containing watermarks to these aspects, the computation complexity and watermark
are identified by another criterion. Then the secret key is used embedding rate should also be considered [12], [13]. Fur-
to extract the watermark from the watermarked subsegments. harmore, with respect to decoding, blind methods that can
Compared to the existing patchwork methods for audio wa- - - L
extract watermarking data without resort to host audio signal

termarking, the proposed method does not require knowledge | : 2 _ .
of which segments of the watermarked audio signal contain IS desirable as semi-blind and non-blind methods are not appli-

watermarks and is more robust to conventional attacks. cable to most practical applications [1]. Over the past decade,
Index Terms—Audio watermarking, patchwork, stereo audio Many audio watermarking methods have been developed by
signal, discrete Fourier transform. using different techniques such as spread-spectrum [14]-[16],
support vector regression [17]-[19], echo-hiding [5]-[7], [20]-
|. INTRODUCTION [21], and patchwork [1], [8], [22]. The watermarking methods

b{:hseed on patchwork technique are very promising due to their

The past decade has seen an unprecedented surge in ; .
) o . . . remarkable robustness against conventional attacks. They also
production and distribution of digital media, facilitated by th : - ) )
ave good imperceptibility and high level of security.

significant advances in communication networks, computers . -
9 P Patchwork technique was originally proposed by Bereter

and multimedia technology. This inevitably leads to stron . . . .
demand for copyright protection. Traditionally, copyright in—gl' for image watermarking [23] and then Arnold applied this

formation (such as publisher's name, signature, logo, ﬁschnlque to audio watermarking [22]. After that, the modified

number, etc.) is embedded into the header of the media ﬁlgg\_tchwork algonthm (MPA) was proposed by Yeo and K."T.] o
rove watermarking performance [8]. In MPA, the digital

However, the copyright data hidden in the header can be eaécﬂ(}gine transform coefficients obtained from one audio segment
changed or removed by using commercial audio processin 9
used to form four patches. Two of these patches are used

. . . . .a
softv_vargs. _Due to copyright |nfr|r)gement, the I”nUItIde'iaor embedding watermark bitl” and the other two patches are
publishing industry loses many millions of dollars every yeat.

- 7 . ._utilized for embedding watermark bi)”. The MPA requires
Digital watermarking is an important technology to deal wit o .
) - . that the selected patches have the same statistical characteris-
this problem [1]-[11], aiming to hide watermark data (e.g . ; : .
Eic. This requirement cannot be guaranteed in practice as each

copyright information) into the actual media object withou o . .
2 L . atch only has a limited number of samples and increasing the
affecting its normal usage. While digital watermarking can tfé

. ) . L . léngth of the patches will result in low watermark embedding
applied to various media data such as audio, image and wdeci . L
we limit our attention to audio watermarking in this paper rate [1]. Kalantariet al. proposed a multiplicative patchwork

" method in [1] to deal with this problem. In [1], two patches
* Corresponding author. are constructed by using the wavelet transform coefficients of
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watermarked audio segments. However, [1] does not provide Il. PROPOSED METHOD

an answer to this question. While an approach was proposegh this section, we present the new patchwork-based stereo
in [24] to estimate the indices of selected image frames, didio watermarking method. It utilizes the multiplicative
cannot be directly applied nor simply modified to identify thgatchwork concept but explicitly exploits the similarity existed

watermarked segments encountered in [1]. ~in the stereo sound channels to achieve desired performance.
Although nowadays most audio signals are stereo signals,

the above-mentioned watermarking methods are develo%d
only for mono audio signals. The watermarking methods that
are specifically designed for stereo audio signals are scarcd) Segmentation of host audio signdlhe segmentation of
[25]-[28]. In [25], three watermarking schemes are proposé@e host audio signal is shown in the upper part of Fig. 1.
for stereo signals but two of them are non-blind and noride host stereo audio signal is first divided into segments of
of them is secure since they do not use secret key in tR@ual length, where the segment length is chosen empirically.
embedding and decoding processes. Similarly, the method@ €ach chosen segment, a digital watermark bit, which is
[26] is non-blind and the method in [27] is not secure. |gither “17 or “0”, will be inserted into it. Clearly, a stereo
[28], Caoet al. utilize a bit replacement technique to hideaudio segment includes two channel segments and we denote
watermarks but this method is not robust to some conventioig¢ left and right channel segments by (n) and zr(n),
attacks such as noise addition attack and compression attdegpectively. LetXy (k) and Xr(k) be the DFTs ofz.(n)

In this paper, we propose a patchwork-based methdfd zr(n), respectively. Since human auditory system is
for stereo audio watermarking. The proposed watermarkififensitive to signals that are of high frequencies or very
method makes use of the similarity of the left and rigHew frequencies, watermarks embedded in high frequency
sound channels of a stereo audio signal and is implement&gion or very low frequency region can be easily removed by
in frequency domain. First, the host stereo audio signal $§me intentional or unintentional attacks such as compression
segmented. For a given segment of the host signal, we appf{ack. For this reason, we use a low to middle frequency
the discrete Fourier transform (DFT) to its sound channdl89ion, say(fmin, fmaz), to embed watermarks. We denote
to obtain two sets of DFT coefficients. After discardinghe parts ofXy (k) and X (k) related to the frequency region
those DFT coefficients associated with frequencies that dvenin: fmaz) By X1(k) and Xr(k), respectively.
vulnerable to compression-type attacks or are not audible, theétn effective way of further enhancing robustness is to insert
remaining DFT coefficients are divided into multiple subsene watermark bit into a stereo audio segment multiple times.
ment pairs. The two subsegments in each subsegment g&rimplement this, we break ug’ (k) (resp. Xr(k)) into
correspond to the left and right sound channels, respectively. subsegments of lengthy, where NV is an even number,

A criterion is used to select those subsegment pairs suitaBfd denote thenth subsegment by, .., (k) (resp.X'r,m (k)).
for embedding watermarks. This step is essential to ensurifigsume that the length ot (k) and Xr(k) is K = MN
that the watermarked signal is of high perceptual qualitgnd define

For each subsegment in a subsegment pair, the correspondj A A

DFT coefficients are classified into two groups based onggzqk) = fayaz,and, Xr(k) ={bba - bxc} (D)
pseudonoise (PN) sequence, which serves as a secret kelrigm (1), it follows

Watermark Embedding

the decoding process. Thus we can get two pairs of groups ) &
from one subsegment pair. Then a watermark is embedded intetz.m (k) = {am1, ama, ..., am.w}
the subsegment pair by modifying the DFT coefficients in the ={a(m-1)N+1, AGm-1)N+2, ---» GmNn} ()

two pairs of groups. The same watermark is also embedded

into other subsegment pairs to enhance robustness. A specia,igR’m(k) a {bm1, b

feature of our watermark embedding approach is that the

mean of moduli of a watermarked subsegment is the same

as that of its host counterpart. This feature can be employstierem = 1,2,..., M. Here Xy ,, (k) and Xg ,,,(k) form

to identify the watermarked subsegment pairs at the decodihg mth subsegment pair, andl/ subsegment pairs can be

side. After that, the watermark can be easily extracted frooonstructed from one stereo audio segment.

each watermarked audio segment by using the secret key.et X.,, and Xz, be the means of Xy, (k)| and

without resort to the host audio signal. |Xr.m(k)|, respectively, wheréa| stands for the modulus of
The proposed method is superior to the existing patchwotkmplex numbew. It results from (2) and (3) that

audio watermarking methods as it does not need to know | | XN

whether a segment from the watermarked signal contains a  y, ~— — Z lamal, X = — Z B

watermark or not and is more robust to conventional attacks. N = N =

Experimental results show the effectiveness of our method,

m,2y -+ bm,N}
= {b(m—l)N-‘rla b(7n—1)N+2a ) me} (3)

18 avoid audible distortions in the watermarked signal, wa-

comparison with the methods in [1] and [27]. The remalnd%rmark bits should not be implanted into the subsegment

of thlstpgpersls t(_)rgahnlzeg _tas fEHO\tNS' The r_1ev¥ metho? airs that have little contents. A subsegment pair is selected
presented in Section Il and its robustness against conventiopal, o+ -\ ermark only if

attacks is analyzed in Section lll. The experimental results are B B
shown in Section IV. Finally, Section V concludes the paper. min {XLM, XR,m} >0 (4)
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Fig. 1. lllustration of host audio signal segmentation and DFT coefficients classification.

wherel < m < M ando is a small positive threshold whichusing the lastV/2 elements ofp(n) as

can be chosen empirically. If all th® subsegment pairs in

a stereo audio segment do not satisfy the selection criterion Xrq2(k) = {aq,mel, Aq.pNnj2i2r - aww}
(4), this stereo audio segment will not be used to embed Xrg2(k) = {bgpnorir Papnjoiar -+ Doy}
watermark. We assume without loss of generality that out of L .
the M subsegment pairs, the fir§t subsegment pairs satisfywhereq =1,2,...,Q. The classification of DFT coefficients

condition (4) and are selected for watermark embedding, !lustrated in the lower part of Fig. 1.
whereQ < M. Next we shall show how to insert a digital watermark

2) Classification of DFT coefficientsSecurity is a key into the segment pair by modifying the DFT coefficients in

aspect that must be considered in the development of w)gté’q’i(k) and Xrtq.i(F), where.z =1,2 ar_ldq =12...,Q.
3) Insertion of watermark: For a givengq, let ar 41,

termarking methods. In order to introduce security into our "
a1y Qg2 and agqo be four positive real constants.

watermarking method, we use a PN sequence to classify {he
DFT coefficients in a selected subsegment pair, saygthe ﬁéﬁ d%ééi:(okantg}r }S’é}lték()}%@y L:Z(’Ii)(k))(;n? (gf"gi(k)g (2)6 at:(j
»q, ' »q5 ' »ds

subsegment pair, into two pairs of groups. Let Xr q.2(k), respectively. We insert a digital watermark into the
gth subsegment pair by modifying the DFT coefficients in the

p(n) =A{p1,p2,---,pn} ®) o pairs of groups as follows:
be a randomly generated PN sequence of lemgthwhere Vigi(k)=arq1 X Xrqg1(k) ©6)
pi € {1,2,...,N}, andp; # p, if i # j. For example, VYrg1(k) =arg1 X Xrq1(k)

if N = 30, a possible PN sequence could bén) =
{14,1,30,...,11,7,21}.

Then the firstV/2 elements of(n) are employed to find the { Vig2(k) = apg2 X Xp,q.2(k) 7
first pair of groups in a subsegment pair. Based on the symbols Vr,q2(k) = aRrg2 X Xpg2(k)
given in (2), (3) and (5), the first pair of groups correspondingere arq: andapqq, i = 1,2 take values from the range
to theqth subsegment pair consisting &%, (k) andXr (k)  [q4,...., a;n’az], where
can be obtained by

and

Qmaz = 1+ (8)
Xpga(k) = {aqmu Ag,pas -+ aq,pN/Q} Qmin =1 —7 9)
¥ra1(k) = {baps baper - Dapwya ) with v € (0,1). To embed watermark bit0”, we set

whereq = 1,2,...,Q. Similarly, the second pair of groups { apgr>1 { arg2 <1 (10)

associated with theth subsegment pair can be constructed by QaRqg1 <1 QRg2 > 1



Similarly, to embed watermark bitl”, we set and

{ apq1 <1 and { apg2>1 (11) if Xrqg1 < XRqg2

QR.q1 > 1 QR.q2 < 1 - QR,q,1 = Qmin = 1 -

Clearly, ar 4; and apgq, @ = 1,2 should be close td  ag, 1, agge: Otﬁgf\z\}?s: F (Xrg1: Xng2, (1))
to ensure that the watermarked signal has good perceptual _ _

quality. On the other hand, if they are too close Itothe g1 = f (X2 Xrg1, (147))
watermarked signal will be vulnerable to attacks. To consider QRq2 = Omar =147

. . (18)
both requwe_meljts, a typical value for can pe Chosen as ¢ the watermark bit to be inserted i4”, the o values below
~ = 0.05, which is small enough to guarantee imperceptibility,

? . are employed:
After the range|amin, @maz] 1S determined, the values of ploy

QL.g1, ORg1, 0L g2 andag,» should be as distant from if X1 < Xpg2

1 as possible (or as close ta,,;, and a,,., as possible) to QL g1 = Qmin =1 —7

ensure satisfactory robustness. _ arg2 = f(X,q1, Xr.q2,(1—7))
Furthermore, we require that the modifications in (6) and (ﬁL’q’l’ ALa2 Otherwise B B

do not change the means of the moduli of every subsegment arg1 = f (X2 Xr.q1,(1+7))

pair. Let Y, ,(k) and Vg ,(k) be the modified counterparts AL,q2 = Qmaz = 1 +7

of X1 ,(k) and X ,(k) respectively, andyy, , and Vi, be (19)

the means of Y, ,(k)| and | Vg, (k)| respectively. We also and

denote the means dfty ,;(k)| and |Xr (k)| by Xz g if Xrg1 < Xrg2

and Xg,; respectively, and the means @, ,:(k)| and QRg1 = Qmaz = 1 +7

|Vr.q,i(k)| by Vi 4 and Vg ,.; respectively, where = 1, 2. ) arg2 = f (Xrq1, Xrg2, (1+7))

This requirement means “Ral> CRa2 7\ Otherwise
_ _ Y y Y Y arq1 = f (Xrq2 XRrq1, (1 —7)
Yoy =X, or Yiq,1 ;yL,q,Q _ g ;‘XL,q,Q (12) OKR‘Z’Q _ aim e ’yq )

(20)

_ B _ _ Depending on the watermark to be embeddéd” (or
Vry = Xy o Yra1 + Vra2 _ Xrq1+ X2 (13) “1"), the relationship betweer; 1 and Xz, and the

' ’ 2 2 relationship betweertr ,1 and Xg 4, it can be seen from
Ensuring (12) and (13) in watermark embedding is importa(t7)-(20) that there exist eight sets @fvalues. Since these
as they can be exploited to identify the watermarked subsegiues satisfy the relations in (14) and (15), they also satisfy
ment pairs at the decoding end. It is easy to verify that (12)2) and (13). For example, two of the eight setsxofalues
and (13) hold if the following eight relations are satisfied: are as follows.

and

« In the case of embedding watermark bit’ Case 1:AssumeX’y g1 < AL g2, Xrg1 = AR g2, and the
- - Lo _ watermark to be embedded 9”. It follows from (17) and
‘),)L,q,l = ‘)fL,q,l +v- m%n {‘)E'L,q,lv )E'L,q,Q} (18) thatOquJ =1+, QL.q2 = f (-)E'L.q.l, XL.%Q, (1 + ’y)),
Vg2 = XLq2— 7 min {Xr.g1, Xp g2} (14) argr = [ (Xrg2 Xra1, (1+ 7)) and apge = 1+ 7.
Yr,q1 = XRg1 =7 min XR.q.1 XRoq,2 Considering (16), it is easy to verify that this setwofalues
Yrg2 = Xrg2+ 7 minXrg1, Xrg2 satisfy (10), (12) and (13).
« In the case of embedding watermark bit’ Case 2:Assume Xy ,1 < Xrg2, Xrg1 > Xrgo
v % and the watermark to be embedded 3”. It can be
XLog1s 9‘_7L,q,2}

found from (19) and (20) that the set af values are
apg1r=1=v apg2 = f (X1, X2, (1—7)), arg1 =

f (XR,q,g, XR,q,la (1 — ’}/)) andOéR7q72 =1-—7, which SatiSfy

. o - (11)-(23).

To satisfy the above relations in watermark embedding, Wepgased on the watermark embedding scheme in (6) and (7),

Vrg1=Xrg1 =7 ming
Vige=Xpg2+y -min{X 1, X q2f (15)
YR, q1 = XRrg1+ 7 - min {?fR,q,b )fR,q,Q}

yR,q,Q - XR,q,Q -7 min {XR,q,h XR,q,Q} .

first define one can insert the same watermark into all (hesubsegment
61 01 + 62 pairs of a selected segment pair, i.e., one watermark bit
01,0,,05)=— )0 . 16 1€,
1(01,62,63) (92> st B4 (16) is embedded into the selected segment gaitimes. Then
Then we propose to insert watermark Bif’ into the subseg- the watermarked stereo audio segment can be obtained by
ment pair by using the following: values in (6) and (7): applying the inverse discrete Fourier transform (IDFT) to the

o - modified segment pair.
if X110 < Xpgo2

aL,q1 = Omaz = 1 "_’ v .
ange =/ (XL,q,laXL,q,27 (1 +7)) B. Watermark Decoding

XLl ¥La2° Y Otherwise This subsection presents a decoding scheme to extract
arg1 = f (X2 Xr.q1,(1—7)) Wz_if[e_rmarks from the watermarked stereo audiQ sign_al by
OLg2 = Qmin =1—7 utilizing the PN sequencge(n) as a secret key. It is a blind

(17) decoding scheme as it does not rely on the host audio signal.



1) Identification of watermarked subsegment pai&émilar Next we use two examples to illustrate the above watermark
to segmenting the host audio signal in the watermark embegktraction criterion.
ding process, one can segment the watermarked stereo audi@s we have mentioned in the watermark embedding process
signal in the same manner to form the corresponding DF{kubsection 1I-A), eight set ofv values could be used for
domain segment pairs and each of the segment pairs consisiggermark embedding, depending on the watermark to be
M subsegment pairs. Given a segment pair,theubsegment embedded and the valuesdf 1, X142, Xr.q1 andXg ,o.
pairs are labelled a¥, (k) andYr . (k), m = 1,2,..., M. |n the first example, we consider the watermark embedding

Here, V.. (k) and Vg, (k) are respectively the counterpartsCase 1. One can see that in Case 1, dhealues used to
of X1 (k) and Xy (k) attained from the host audio signalembed watermark bit0” are

Recall that in the watermark embedding process, if the
selection criterion (4) does not hold, the subsegment pair

; arqg1 = 1+7v
Xp,m (k) and Xg ., (k) will not be used to embed watermark. P P Y
Thus the watermarked stereo audio signal would have both oy ,, = — ()\;"1) (147) + %
watermarked and un-watermarked subsegment pairs in the tL.q,2 a2
DFT domain. Therefore, prior to watermark extraction from Opoi = — (?fR,qa) (14+7)+ X1 + Xr g2
the subsegment paW; .. (k) and Vg . (k), it is essential to a XRrg1 Xrg1
find whether this subsegment pair contains a watermark bitor arg42 = 147
not.

As we mentioneq in the subsection II-A, the |0r0|c;osat6ihereo<L7q72 and ar 41 result from Eg. (16). Based on this
watermark embedding scheme ensures (12) and (13), i.e., set ofa values, it follows from (6) and (7) that

J_)L,m = /?L,m and J_)R,m = XR,m-

i iterion simi Vear = (1+7)&n4
Based on this property, a criterion similar to '(4.) can be pro- Vias S
posed to examine whether a subsegment pair is watermarked - . :
or not. Speciically, Yrai = —Xrg2(l+7)+ Xrg+ Xpge
Vi m, Y Vrqz = (1+7)Xrgqe.
min {yL,mv yR,m} >0 (22) R,q,2 ( 7) R,q,2

the subsegment paiy; (k) and Yr ., (k) contains a wa- Then, from (22) and (23), it yields
termark. In the absence of attacks, all tGewatermarked

subsegment pairs in the given segment pair can be identifieszR’q’1 = —Xrg2(1+7)+ Xrg1+ Xrg2

using .Eq. (21). Then one can ex'tract the embedded watermark X1+ Xpgo Xpg1 + Xpgo

by using the watermark extraction approach to be presented < 9 ) - ( 5 )

next. If none of theM subsegment pairs satisfies (21), the _, -

concerned segment pair does not contain a watermark an%;d%qu? = +Y)XR*1’2 B B B

watermark extraction should not be conducted. N <XL,q,1 + XL,q,2> B <XR7q,1 + XR,q,2)
2) Extraction of watermark:Assume without loss of gen- 2 2 '

erality that the() watermarked subsegment pairs aig (k)

andYr,q(k), whereg = 1,2,..., Q. Similar to classifying the From the expressions & ,,, Vr . and )7}%’(“- (1=1,2),
DFT coefficients ofX;, (k) and X ,(k) in the watermark one can easily obtain

embedding process, we can use the PN sequeficg to

classify the DFT coefficients ofy; (k) and Vg ,(k) in Vi1 — Vgt

the same way to obtain two pairs of groupg; ,1(k) and N 5 5 5
YVr.q1(k) in one pair andVy, ,2(k) andYr 4 2(k) in the other L+ 1) X291+ Xrg2(1+7) = Xng1 = Xngs

pair. The means of their moduli are labelled)as, 1, Vr,q.1, _ALg1 + X2 i Xr,g1 + AR
Vr.q.2 and Vg 4o, respectively. _ 2 2
To extract the embedded watermark from #th subseg- _ <XL7<171 — XLg2 . Xrq1 — XR,qz)
ment pairy; ,(k) and Vg ,(k), we define 2 2
. - - - +y (XL g1+ XR.g2) - 24
y;%,q,l _ yR,q,l + (yL,q - yR,q) (22) ’Y( L,q,1 R,q,Q) ( )
Vige = Yraz+ (Vig—Vra) (23)  since the elements oty ,1(k) and Xy, »(k) are randomly

where); , andYr , are the means by (k)| and| Vg (k)|, Selected fromxy ,(k), the absolute valugty 1 — X g

respectively. Then the embedded watermark can be extradggenerally small. Similarly| Xz 41 — Xr 42| is also small.
using the following criterion: Furthermore, since the left and right channels of a stereo audio

signal have similar characteristics, the values(af, 4, —
bit embedded in theth subsegment pair i%0”. Xr..2) and(Xq1 — Xr.q2) are usually very close. Due to

Xy g Troga—Frago)
. Otherwise, the watermark bit embedded in e sub- (hese two reasong=saig=russ — SRty = 2)ﬁ~ 0. From
segment pair is‘1”. (24), this impliesYy, g1 — Vg o1 ~ 7 (Xr.g1 + Xrig2) > 0.

o If Vg1 > Vioa @andVr g0 < Vi, o, the watermark




Similarly, we have I11. ANALYSIS OF ROBUSTNESS AGAINST ATTACKS

Vg2 = Vpgo An effective audio watermarking method must withstand,
= X a(1+9)+Xp g1+ Xpg2— (1+7)Xg,2  toalarge extent, intentional and unintentional attacks. In this
Xpg1+Xigs  Xigr+ Xpgs section, we briefly analyzgd the robustness_ of the proposed
- B 9 watermarking method against some conventional attacks.
Xpgo—Xpg1  Xrgo— Xnga _ 1) Cor_npressmn attacICompress_lon afctack is very common
= ( : 5 - ; 5 ) in practice and often occurs unintentionally, e.g., someone
_ _ compresses audio data to reduce data size. Two typical com-
- (X_quvl - )va%?) pression algorithms are MPEG 1 Layer lIl (MP3) and MPEG
Y (XL,q,l + XR,q,z) 4 advanced audio coding (AAC). It is known that human au-
< 0. (25) ditory system is not sensitive to frequency components above

) _ -, _ - . certain frequency thresholfi and is also insensitive to small-
Since Vig1 > Vpgy @andVig2 < Vg, o for this case, o hiinde frequency components masked by large-amplitude
according to the proposed watermark extraction criterion, ttﬁ%ighbouring frequency components [25}, is 20kHz in
watermark bit“0” is extracted. neral but could reduce to about 16kHz for adults. Taking

. e
In the second example, we consider the watermark e'ghvantage of this fact, the compression algorithms remove

bedding Case 2, where the embedded watermark bit'ls  poh frequency components and small-amplitude frequency
Following the procedure used in the first example, we C%mponents from a signal.

obtain The proposed watermarking method uses the frequency

Vi1 — Vg region( fmin, fmaz) t0 embed watermarks. |f,,., is properly

B gt — Xrgs  Xrat — Vnge chosen to satllsfyfmam < f, discarding h'|gh frequency
= 5 - 5 components will not affect watermark extraction. On the other

_ _ hand, the new method extracts watermark from a subsegment
~Y(Xrg1+ Xryqp2) pair by comparing)., ,; and Yy . ;, which are two mean
< 0 values associated with the left and right channels of the stereo
audio signal respectively. Clearly, the small-amplitude fre-
~ ~ quency components have very limited contribution94o, ;
Vig2 = Vrgo2 and )}, . ;. Besides, both the left and right channels contain
Xpgo—Xpg1  Xrgo— Xrgi similar frequency contents. Thus, removing small-amplitude
= < 9 - 9 ) frequency components from both channels simultaneously has
(Ergr + Figa) little |mpgct on watermark extrgctlon. Therefore, the proposed
b " method is robust to compression attack.
> 0. 2) Noise and re-quantization attackRe-quantization attack
SinceYy g1 < Vi g1 aNdYr g2 > Vi 5. the watermark bit can b_e (_:onsidered as a type of noise attack because re-
“17 is extracted. i guantization adds quantization noise to the watermarked sig-
In the same way, it can be verified that the watermark Bigl. Both noise attack and re-quantization attack are additive
embedded by using any set af values satisfying (17) and to the signal in time domain and subsequently are additive
(18), or (19) and (20) can be extracted from ¢itte subsegment in frequency domain as well. Furthermore, when a stereo
pair V;, (k) and Yg,(k). Based on the watermark bitsaudio signal is attacked by these attacks, both the left and
extracted from the) subsegment pairs, the majority rule igight channels are affected in the same manner. Consequently,
then used to determine whether the embedded watermarl@fifling similar noise terms t@/, ,; and Yy, does not
the given segment pair i$0” or “1”. Similarly, watermarks significantly chang&/r 4 — V5 , ;-
can be extracted from other watermarked segment pairs.  3) Re-sampling (RS) attackinder this attack, watermarked
Remark 1:From (24) and (25), we can see that the corresignals are down-sampled and then up-sampled (or the other
extraction of watermarks is determined by the relationship beay ) back to its original sampling rate. Assume that the
tween | (Xp,g1 — Xp.q2) — (Xrg1 — Xrgo2)| and(Xp 1+  original sampling rate igf, and is reduced tg; in the down-
Xr,q2). More precisely, the smaller the value @, = sampling process. To avoid frequency aliasing, frequency
|(XLg1 — Xig2) — (Xrg1 — Xra2)| /(X1 + Xrg2), COMponents greater thaf,/2 are removed from a signal [31].
the better watermark extraction performance. This value Téis is similar to the low-pass filtering scenario in compression
usually small for stereo signals. However, if only one sourmitack. If f,,.. is selected appropriately, the impact of re-
channel, say the left sound channel, is considered, the coiampling attack on watermark extraction is very small.
sponding value becomeB; = |(X1q1 — XL g2)|/Xr.q1- 4) Amplitude attackUnder this attack, the amplitudes of
We used 1000 subsegment pairs randomly selected fromwatermarked stereo audio signals are scaled by a positive
various stereo music genres to compiteand o, and we got constant. Obviously, the mono audio signals in the left and
Ry = 0.0107 and R, = 0.0855. Clearly, R, is much smaller right channels will be multiplied by the same constant to
than R,. This means that using stereo signal can consideralpseserve perceptual quality after the attack. Subsequently, the
improve the performance of watermark extraction. DFT coefficients of the mono signal in the left channel and

and




those of the mono signal in the right channel are scaled bye
the same constant. Clearly, this will not alter the sign of the

difference betweed), ,; and V;, , ;. As a result, amplitude o
attack does not have an effect on the performance of our
watermarking method.

5) Filtering attack: This attack is either based on low-pass e
filtering or high-pass filtering, which removes perceptually
insignificant portion of the frequency spectrum from the water-
marked audio signal. In the proposed method, one watermark
is embedded multiple times into an audio segment pair within
the frequency rang€ fi.in, fmaz)- Since most part of this e
frequency range corresponds to the perceptually significant
region, only very few subsegment pairs will be affected by
a filtering attack. Furthermore, the watermark embedded in ane
audio segment pair is determined by using majority rule, so
filtering attack has negligible effect on the robustness of thee
proposed method.

In addition to the above discussions, we would like to note o
that in watermark embedding, the proposed method inserts
the same watermark bit into multiple subsegment pairs of ae
segment pair. If the subsegment pairs severely affected by
attacks are minority, correct watermark extraction can still be e
achieved. This further enhance the robustness of our method.

IV. EXPERIMENTAL RESULTS

Closed-loop attackThe watermarks are extracted from
the watermarked signals without any attacks.
Re-quantization attackEach sample of the watermarked
signals is re-quantized to 8 bits (i.e., 16 bits 8 bits
re-quantization) [20], [21].

RSattack The watermarked signals are down-sampled to
22.05kHz and16kHz, respectively, and then up-sampled
back to44.1kHz (i.e.,44.1kHz — 22.05kHz — 44.1kHz
re-sampling and44.1kHz — 16kHz — 44.1kHz re-
sampling).

Noise attackRandom noise is added to the watermarked
signals, where the ratio of the watermarked signal to noise
is 20dB.

Amplitude attackThe amplitudes of the watermarked sig-
nals are increased by 1.2 times and 1.8 times, respectively.
MP3attack MPEG 1 Layer Il compression is performed
on the watermarked signals.

AAC attack MPEG 4 advanced audio coding based
compression is performed on the watermarked signals.
HPF attack High-pass filters with cutoff frequencies
50Hz and 100Hz are applied to the watermarked signal.
LPF attack Low-pass filters with cutoff frequencies
12kHz and 8kHz are applied to the watermarked signal.

Firstly, we compare the proposed method with the patch-
work method in [1]. Specifically, we compare the robustness

In this section, experimental results are provided to illustratd both methods under the same perceptual quality with
the performance of the proposed watermarking method. In tddG = —0.3 and the same embedding rate Ifbps. The

experiments, we uses stereo audio clips belonging to twoODG value of—0.3 ensures that the watermarked signals by
different groups as host signals, which are as follows: both methods have high imperceptibility. Table | shows the
« Western music (WM)25 clips containing English pop, DRs of these methods under the above mentioned common
jazz, rock and roll music; attacks. Here, the bit rate ®28kbps is used for MP3 and AAC
« Eastern music (EM)25 clips containing Eastern classi-attacks. One can see that while both methods are very robust to
cal, country and folk music. all attacks, our method consistently outperforms the method in

All these stereo audio clips have a duration 16f seconds. [1]. It is important to point out that the method in [1] requires
They are sampled at the rate f.1kHz, quantized withl6 additional information of which segments of the watermarked

bits, and then segmented. Each stereo audio segment contaHfC signal contain watermarks. In the experiment, we assume
[hat this information is known at the decoding end for the

4410 samples and each sample includes two values corft . . .
sponding to the left and right sound channels, respectivel ethod in [1]. However, to our best knowledge, identifying

Other parameters used in the experiments fafg, — 20Hz the watermarked segments encountered in [1] is still an open
Frras = 10kHz, M = 15 ando = 0.1. ' problem. So the usage of this watermarking method is restric-

A practically useful watermarking method should ensurtéve in practice. In contrast, our method does not require any

that the watermarked signals have good perceptual quality d?m)dmonal information to find the watermarked subsegments

are robust to conventional attacks. We employ the Percept[ﬂifhe decoding process.
Evaluation of Audio Quality (PEAQ) algorithm [29], as used in Secondly, we compare our method with the watermarking
[1] and [30], to asses the imperceptibility of the watermarke@ethod in [27], which is proposed for stereo audio signals. The
signals. The PEAQ algorithm compares the quality of the hd9DG value of this method is-1.5. To do a fair comparison,
(un-watermarked) signal with its watermarked counterpart ai@ also use the ODG value ofl.5 for our method, which
returns a parameter called Objective Difference Grade (ODGRN be achieved by adjusting It can be seen from Table II
The ODG value ranges from4 to 0, where the higher ODG that the proposed method performs better than the method in
value the better perceptual quality. [27]. We would like to note that since the ODG value-ef.5

To measure the robustness, we define the detection rate (IfRfar below zero, the watermarked audio signals are of low
as follows: perceptual quality, which is verified by our own listening test.
When playing these watermarked audio signals, we can hear
obvious watermark-induced noise. Since the perceptual quality
of the watermarked signals by the method in [27] cannot be
The following common attacks are utilized in the evaluatioimmproved by altering any parameter, this method is not suitable
of robustness: for practical applications.

Number of watermarks correctly extracted
DR = 1 .
( Number of watermarks embedded TX 00%



TABLE |
DETECTION RATES OF THE PROPOSED METHOD AND THE METHOD IfL],
WHERE ODG=-0.3FOR BOTH METHODS

— DR (%)
Attacks Host Signals—yrethodin [T Proposed method

Closed-loop VE\/['\\A/I igg 188
. WM 99.12 99.96
Re-quantization EM 99.72 99.92
RS (44/22/44) \g,'\\ﬂ/' 188 183
WM 99.72 99.96

RS (44/16/44) EM 98.72 100
Noise WM P P
EM 97.16 99.76

. WM 100 100
Amplitude (1.2) EM 100 100
. WM 100 100
Amplitude (1.8) EM 100 100
WM 99.80 100

MP3 (128kbps) EM 99.80 100
WM 99.64 100

AAC (128kbps) EM 97.00 100
WM 100 100

HPF (50Hz) EM 100 100
WM 100 100

HPF (100Hz) EM 100 100
WM 100 100

LPF (12kHz) EM 100 100
WM 99.95 99.96

LPF (8kHz) EM 100 100

TABLE Il
DETECTION RATES OF THE PROPOSED METHOD AND THE METHOD IN
[27], wHERE ODG=-1.5FOR BOTH METHODS

Atacks Host Signals—rethod in [2;3]R ((l)gor)oposed method
Closed-loop WM 100 100
EM 100 100
Re-quantization Véll\'\/l/l gg% ::IL.?)cO)
RS (44/22/44) o %9.68 100
RS (44/16/44) o %.20 100
NN S
Amplitude (1.2) VE"I{\A" igg 1(())3
Ampliude (18) 100 100
MP3 (128kbps) o1 %9.32 100
AAC (128kbps) %0.48 100
CETN
HPF (100Hz) o 100 100
LPF (12kHz) o oo 100
LPF (8kHz) o gg-‘% 188

100} —
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Fig. 2. DRs under MP3 and AAC attacks verses bit rate. (a) Western music
(b) Eastern music

Finally, we evaluate robustness of the proposed method
against MP3 and AAC attacks under different bit rates: 64kbps,
96kbps, 128kbps, and 160kbps. These compression bit rates
are widely used in real world applications. As shown in Fig.

2, satisfactory detection rates have been achieved under both
compression attacks, at different bit rates, and for both western
music and eastern music. Also, as expected, the detection rates
improve with the increase of bit rate. When the bit rate is
128kbps or higher, the embedded watermarks are extracted
without any error.

V. CONCLUSION

In this paper, a robust patchwork-based audio watermarking
method is developed for stereo audio signals, which hides
watermarks into the two sound channels of the host audio
signal in frequency domain. The watermarks are embedded
in such a way that only certain frequency region is used for
watermarking, each watermark bit is inserted into multiple
DFT subsegment pairs, and watermark embedding does not
change the mean of moduli of a subsegment. In the decoding
process, the special features of the watermark embedding
scheme and the similarity of the two sound channels are



exploited to identify the watermarked subsegment pairs afmd] B.-S. Ko, R. Nishimura, and Y. Suzuki, “Time-spread echo method for
then to extract the embedded watermarks. Its robustness is digital audio watermarking IEEE Trans. Multimediavol. 7, no. 2, pp.

analyzed in theory and verified by experimental results. Tr[mﬁ] 0.

12-221, Apr. 2005.
T.-C. Chen and W.-C. Wu, “Highly robust, secure, and perceptual-

new method is also secure, has high imperceptibility, and quality echo hiding schemelEEE Trans. Audio, Speech, and Language

does not need the host audio signal for watermark decodin
Compared with existing patchwork watermarking methodg,

]

our method does not require information of which segments
of the watermarked audio signal enclose watermarks and(43

more robust to conventional attacks.
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