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Abstract
Nowadays, cloud computing provides a platform infrastructure for the secure dealing of
digital data, but privacy and copy control are the two important issues in it over a
network. Cloud data is available to the end user and requires enormous security and
privacy techniques to protect the data. Moreover, the access control mechanism with
encryption-based technique protects the digital rights for participants in a transaction, but
they do not protect the media from being illegally redistributed and do not restrict an
authorized user to reveal their secret information this is referred to as you can access but
you cannot leak. This brought out a need for controlling copy deterrence and preserving
the privacy of digital media over the internet. To overlook this, we proposed a cloud-
based buyer-seller watermarking protocol (CB-BSWP) with the use of a semi-trusted
third party for copy deterrence and privacy-preserving in the cloud environment. The
suggested scheme uses 1) a privacy homomorphism cryptosystem with Diffie-Hellman
key exchange algorithm to provide an encrypted domain for the secure exchange of
digital media 2) adopt robust and fair watermarking techniques to ensure high
imperceptibility and robustness for the watermarked images against attacks 3) two
services of cloud Infrastructure as a service (IaaS) to support virtualized computing
infrastructure and Watermarking as a service (WaaS) to execute the speedy process of
watermarking, this process is supported by watermarking generation and signing phase
(WGSP) and watermark extraction and verifying phase reported in 4th section. 4) cloud
service provider (CSP) considered as a “semi-trusted” third party to reduce the burden
from the trusted third party (TTP) server and provide storage for the encrypted digital
media on cloud databases, this frees content owner from not having a separate storage
infrastructure. The proposed scheme encrypts the digital content by using SHA-512
algorithm with key size 512-bits to ensure that it doesn’t affect computational time during
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the process of encryption. The suggested scheme addresses the problems of piracy
tracing, anonymity, tamper resistance, non-framing, customer rights problem. The role
of cloud is crucial because it reduces communication overhead, provides unlimited
storage, supports the watermarking process and offers a solution for the secure distribu-
tion of end-to-end security of digital content over cloud. To check the performance of the
suggested CB-BSWP protocol against common image processing attacks, we have
conducted experiments in which the perceptual quality of watermarked digital media
was found enhanced, resulting in a robust watermark.

Keywords Access control . Cloud computing environment . Copy deterrence . Infrastructure
provider . Privacy-preserving tamper resistance

1 Introduction

The rapid development of cloud computing technologies, in the current scenario is the reason
behind the increase in the use of digital data over the cloud. Many cloud service providers now
started to bring effective cloud services to attract users. The risk of redistribution of multimedia
content increases as the rapid use of cloud computing technology. Therefore, there is a need for
copyright protection and digital watermarking technique for multimedia data. Based on the
recent literature, we can conclude that digital watermarking has turn into a promising technique
to protect the copyrights for the buyer and seller. It plays a key role to provide the digital rights
for the participants involving in a transaction. The prime aim of watermarking is to protect the
copyrights and embedded information for the original data [1]. The Popularity of the internet
has some bad consequences such as illegal copying, redistribution, duplication of digital data by
using the advanced software and tools freely available in the market. The robust and fair
watermarking based methods integrate asymmetric key cryptosystem with fingerprinting based
watermarking to ensure rights for the content owner and the customer [2]. Fingerprinting and
copy control techniques are two important pillars for a digital right management (DRM) system.
They require high robustness, adequate security, and high perceptual quality for the embedded
watermarks and watermarked images. DRM system is expected to protect the digital media
from being illegally copied, edited, and redistributed. Memon et al. [3] proposed an efficient
method to divide the watermarks into various groups. In reality, deceptive web users or social
networks and website administrators always have the advantage to obtain the duplicate
multimedia content such as pictures, animations, videos from the authorized subscribers. This
multimedia content may be redistributed or manipulated, hence destroying their rightful
owners’ reputation, or exposing their secret data. This motivates the authors to provide an
effective solution for addressing such problems and ensures adequate security, copyright
protection in the cloud computing environment [4]. However, implementing an access control
mechanism alone would not be sufficient to protect media sharing for the service providers.
Robust and fair watermarking methods required the following properties [5, 6].

& Robustness: This refers to the sustainability of the watermark. A watermark is the most
important component in digital watermarking. Thus, it must stand, general image process-
ing attacks such as filtering, the summation of noise, rotation, insertions and cropping. The
watermark should also stand against the manipulation of data. In other words, one can refer
that inserted watermark should survive against different types of multimedia attacks. In
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any case, the adversary should not have knowledge of watermark, embedded into the
media.

& Protection: All the images should be distributed into the cloud in an encrypted form. These
images could be watermarked images and can be end users secret information. The
watermarking system should have a protecting wrapper before the outsourcing of digital
data.

& Capacity: Refer to the amount of watermark information inserted into the cover object. The
watermarking system should allow more amount of data to be inserted in the cover media.
This property of the digital right management system enables a content owner to embed
more watermarking information, which helps to trace the pirated copies.

& Perceptual Quality: This property refers to maintaining a high quality of the watermarked
image even though more watermark information is present in the cover image. The prime
aim of any watermarking scheme is to produce identical images.

& Reliability: The reliability can be achieved if the watermarking system ensures that the
scheme is enabled with a tamper resistant device and is collusion resistant. Tamper
resistant devices must protect the stealing of digital content from unauthorized users.

& Scalability: Scalability refers to the adaptability of a watermarking system even with the
increase of participants such as content owner or distributor at runtime. The system should
be flexible even though the size of the network increases.

& Effectiveness: The scheme should be effective for the insertion and extraction of the
watermark from the multimedia content. The amount of time needed to fix the security
measures before the distribution of digital media should be abstract and minimal.

2 Motivation and contribution

Our research work is influenced by the Johan Bjorklund [7] study where the participants are
considered a vital component of the welfare of human and liberty. John provides a solution for
the content owner to publish their multimedia data, without the use of TTP, but this approach
does not use robust watermarking. John’s research work is motivated by Boneh et al. who
enables the content owner to launch the services on un-trusted clouds [8]. The following are
key points of motivation.

1) CSP provides ubiquitous computing for accessing the cloud anytime from anywhere and
renders the best possible service to its user.

2) To address the problem of piracy tracing, copy deterrence, anonymity control and
collusion resistance by using a “semi-trusted” third party with a cloud server.

3) To shift the watermarking process from the watermark certificate authority (WCA)
towards watermarking as a service (WaaS), which would make protocol fast & efficient.

4) WCA, considered as a trusted third party may become unresponsive as the customers
grow into a network this motivates the author to use a system model which is partially
TTP free.

The rest of the research article is structured as follows: Section 1 describes the introduction of
digital watermarking and cloud computing capabilities. Section 2 brings a brief literature
review of recent buyer-seller watermarking protocol with a cloud environment. Section 3
covers the problem formulation of the CB-BSWP. Section 4 provides a detailed description of
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CB-BSWP using semi-trusted third party for copy deterrence and privacy-preserving to
achieve the goals. Section 5 presents a discussion on the security analysis of CB-BSWP.
Section 6 demonstrates performance evaluation of CB-BSWP. The Final section concludes our
research article.

3 Related work

The citizens of the EU force many social networking websites importantly “Facebook”,
“Twitter” and “YouTube” to delete the basic information of thousands of users [9]. However,
consumers cannot legally confirm the erasure of data unless they trust their service providers.
Nevertheless, cloud storage is becoming increasingly efficient and economical. Despite the
prominent advantages, the implementation of the cloud media center deprives the direct
influence of service providers over outsourced media services and poses security concerns
[10–14]. Incorporating security measures into the cloud is very much-needed because only
authorized users should allow accessing the encrypted media. Cloud computing provides a
better approach for business level activities including information technology services that
depend upon the future and current edge technology [15–18]. Security in the cloud is the most
challenging task by the virtue of rise of cloud computing technology. With the increase in the
number of users, their expectations in terms of reliability, privacy, scalability, ubiquitous
computing and integrity from CSP are also increasing. CSP should gain customer confidence
by securing their private data in the cloud and provide consumers with an adequate security
mechanism [19]. The security of participants can be achieved by adopting privacy-preserving
technology at run time. The cloud data cannot be altered or viewed by an unauthorized user
and it should be stored in cloud server in an encrypted form. The privacy should not leak
during data transfer from local host machine to Internet data centers. The CSP must have an
authentication and authorization mechanism to provide access rights and access control for the
users to safeguard the communication. In history, many BSWP published with different
technology and techniques. Memon et al. [20] give a solution in which the use of a trusted
third party produces an encrypted fingerprint where the encryption is done with the public key
of the buyer. Customer’s rights problem in BSWP was first introduced by Qiao et al. [21, 22].
Xiaorui Zhang et al. proposed a solution based on ROI and IWT for remote consultation of
COVID-19 to avoid cross-infection and regional differences in medical resources. They
achieve a remarkable PSNR value 51.24 against noise attacks [23]. I-Ching Hsu et al. gives
a solution in his paper XML-based cloud computing ecosystem for deploying, managing and
offering services through a shared infrastructure by using web 2.0 mashups as a service, called
WMaaS [24]. N. Jayashree et al. proposed a robust image watermarking scheme in which the
watermark was embedded by modifying singular values of the host image with the singular
values of the watermark image [25]. All the above BSWP protocol does not use the cloud
environment as storage infrastructure instead of they, use private infrastructure which requires
huge cost of maintaining a server.

We proposed a CB-BSWP using “semi-trusted” third party for copy deterrence and privacy
preserving with cloud computing capabilities. Our protocol uses two important services of
cloud (1) Infrastructure as a service (IaaS) to support virtualized computing infrastructure over
the non-secure channel. (2) Watermarking as a service (WaaS) to support the speedy process
of watermarking. Additionally, the scheme adopts privacy homomorphism cryptosystem and
Diffie-Hellman key exchange to protect the privacy of the participants over cloud. These two
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together create an encrypted environment to ensure a secure exchange of data between buyer
and content owner. The reason to use “semi-trusted” third party is to avoid the situation of the
trusted third party (TTP) server overloaded. Therefore, the scheme uses a cloud service
provider considered as a “semi-trusted” third party to reduce the burden from the TTP server.
The CSP act as a trusted signatory, which guarantees: digital rights for the participants, and
provides confidentiality, integrity, availability characteristics for participant’s data. CSP uses a
digital signature certificate associated with buyer’s watermark for a transaction. This CSP now
holds the encrypted digital media on its cloud databases which refrain the content owner from
maintaining a separate storage infrastructure. The scheme uses robust and fair watermarking to
ensure high imperceptibility and robustness for the watermarked images. A flexible and secure
BSWP should address the following issues [26, 27].

& Anonymity problem (AP): Identity of the buyer should not expose until the buyer is
accused as a malicious user in a transaction [5]. The watermarking system should not
reveal the information of the buyer to the content owner unless a duplicate copy
found.

& Tamper Detection (TD): The watermarking system must detect the modifications to digital
content by an unauthorized use. The intruder should not be able to gain the knowledge of
watermark information.

& Non-framing problem (NFP): Content owner can frame an innocent buyer by illegally
redistributing the buyer’s watermark to another buyer. Therefore, the watermarking system
should not allow for a false allegation of an innocent buyer [6]. This property comes under
the customer right problem.

& Non-repudiation problem (NRP): Non-repudiation simply enables the watermarking sys-
tem to identify malicious parties denying a transaction. It provides a solution against
denying the digital media by either a seller or buyer.

& Customer’s rights problem (CRP): The reason to design BSWP was to protect the digital
rights of customers. A content owner should not frame an innocent buyer CRP prevents
the owner to embed the same watermark for different customers. Additionally, the seller
always has the advantage to accuse the customer by inserting his watermark into digital
media purchased by a different customer.

& Traceability Problem (TP): The watermarking system can identify the spurious buyer for
copyright breaches. The owner of digital media must trace illegal copies and monitors the
illegal copying of multimedia content. The buyer may be profited by redistributing the
content illegally without the consent of the authorized seller.

& Unbinding problem (UP): Simply refers to creating a robust and invisible watermark for
every transaction into the media. The watermarking system must restrict the seller by
leaking the private information of the buyer.

3.1 Security requirements for encrypted cloud

The demand for data storage is increasing exponentially with the huge growth in the number of
users over the network. Therefore, delivering efficient services to its stakeholders is a
challenge for IT companies. For this reason, IT companies rely on cloud-based storage [28].
This cloud storage requires a safeguard for the security of the content owner and buyers in the
cloud [29, 30]. The main objective behind moving towards the cloud environment is to provide
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effective services for buyers and content owners with the protection of secret information over
the cloud without compromising the security concerns. For effective utilization of the cloud
environment, the following characteristics are required like on-demand, storage, laten-
cy, scalability, fault tolerance, virtualization, resource sharing, Quality-of-Service
(QoS) management and ubiquitous computing. Virtualization makes it possible to
scale up computing resources on-demand [31]. The proposed CB-BSWP provides a
sheltered dealing of digital content over the cloud and ensures the protection of
involved participants effectively. Figure 1 represents the requirements for the CB-
BSWP. Lu Leng et al. proposed a novel scheme for face and palmprint recognition by
making use of DCT domain and dynamic weighted discrimination power analysis.
They address the problem of how to select proper DCT coefficients to achieve best
discrimination effect. They also pointed out the issue of low recognition rate in their
research [32, 33].

A trusted third party is used to guarantee fairness in a transaction between the
buyer and the content owner, provide the digital rights for both so that the buyer
cannot frame the content owner and vice versa. The disadvantage of using TTP as
WCA is the additional processing overhead for every transaction and cost for buyer
and content owner. Therefore, we introduced a CB-BSWP with CSP as a “semi-
trusted” third party to avoid the partial role of WCA by using a cloud environment
still the scheme ensures fairness in a transaction. The scheme uses infrastructure as a
service IaaS to support virtualized computing infrastructure over the non-secure
channel. This service provides an executing infrastructure, including storage, process-
ing, servers, networks, virtual machine, execution, databases and other resources to
the CSP. The processing of watermark is carried out by a service of cloud computing
called watermarking as a service WaaS. Our protocol addresses the problems associ-
ated with previously published BSWP such as piracy tracing, anonymity control,
unbinding, collusion resistance and non-repudiation. The scheme includes a tamper

Fig. 1 Requirements for cloud based buyer-seller watermarking protocol (CB-BSWP)
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resistant device to protect the stealing of the encrypted digital content from the
unauthorized user. The role of cloud services becomes important because they reduce
the communication overhead, provide storage and support the speedy process of
watermarking. These cloud services, strengthen the suggested protocol and make it
secure, flexible fair and effective. Our suggested protocol resolves the problem of
privacy-preserving and copy deterrence by identifying the true owner of digital
content.

3.2 Our key contributions

The focus of this research work is to protect the secrecy of the participants involved in
purchase using a semi-trusted third party for copy deterrence and privacy preservation. The
scheme enables an encrypted domain by using the privacy homomorphism cryptosystem and
Diffie-Hellman key exchange for the secure transmission of digital content. The key points of
our contribution are given below.

1) The use of an encrypted cloud environment in this research, preserves the privacy of the
participants and enables secure transmission of digital content.

2) The encrypted cloud environment allows the scheme to perform secure exchange of
digital media and helps to identify illegal pirated digital media.

3) The IaaS provides an infrastructure framework for reducing the communication overhead
and cost for the content owner. WaaS is used to support the speed up process of
watermarking that enables the digital content to achieve high efficiency for embedding
& extracting the watermarks.

4) The CB-BSWP uses a fingerprinting based watermarking method to ensure digital rights
for the content owner and the customer. It only enables the authorized user to decrypt the
digital content using the decryption key is shared between a buyer and content owner.

5) CSP provides an environment in which neither the content owner nor the customer is
having full knowledge where exactly the watermark bits are inserted into the digital media
which solves many problems associated with BSWP.

6) CSP eliminates the partial role of TTP because the entire watermarking process shifted
towards the cloud that makes the scheme independent of TTP. The scheme provides
sheltered dealing of digital content over the cloud and protects the security measures of
buyers and content owners effectively.

4 Problem formulation

This section presents various requirements to implement the suggested CB-BSWP including
shortcomings of previously extended BSWP, robust & fair watermarking, security in the
encrypted form and problem of key exchange. Table 1 describes the roles and their meaning
used in CB-BSWP.

4.1 System model

In our proposed protocol, we have used the same trust model as used by Memon et al. [20] and
Lei et al. [34]. The model involves different entities: the content owner, buyer, cloud service
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provider, cloud server, spurious buyer and watermark certification authority. The detailed
explanation of these terminologies is discussed in section 4.

4.2 Robust and fair watermarking approach

To achieve great robustness the trust model adopted fingerprinting based digital watermarking
techniques which involve a secret key, certificates, public key infrastructure (PKI), arbiter and
privacy homomorphism cryptosystem [26, 35].

4.3 Key management

In the key management, the prime objective is how securely the key can be transmitted
between content owners and buyer. Once the successful authentication is done, a random
key has to be generated for secure communication between the buyer and content owner. Only
then, secure digital media can be accessible by the buyer [7]. There is a number of ways
available for transmitting a random secret key to a buyer. The Diffie-Hellman key exchange
followed by the hash algorithm (SHA-512) is used to exchange the key for secure transmis-
sion. In this mathematical computation is applied for generating the random key, which

Table 1 Describes the roles and notations used in CB-BSWP

Symbols Meaning

B→ Buyer
CO→ Content owner
ARB → Arbiter
T→ Timestamp
IDCO→ Identity of content owner
IDB → Identity of buyer
X → Cover object
Xτ → Watermarked cover object
W → Watermark
Wτf→ Forge watermark
DM→ Digital media
SDM → Suspicious digital media
XDM→ Watermarked digital media
Key → Key
WCA → Watermark certificate authority
CMC→ Cloud media center
PH → Privacy homomorphism
CS → Cloud server
PKI→ Public-key cryptography
KeyDH−SHA512 → Diffie-Hellman key exchange followed by secure hash algorithm (SHA-512)
EncN→ Encryption using the secret key
DecN → Decryption using the secret key
VerNDS → Verification of digital signature
DS → Digital signature
Sign(user)→ Signing algorithm for the corresponding user
SP → Spurious buyer
N → Nonce in transaction
CertB→ Certificate of buyer
CertCO → Certificate of content owner
CSP → Cloud service provider
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supports privacy homomorphism. Figure 2 provides a procedure of the Diffie-Hellman key
exchange algorithm with SHA-512.

4.4 Privacy homomorphism

Privacy homomorphism techniques coined by Rivest et al. [36–38] in 1978 to provide a tool
for encrypting the data. The mathematical operations can be applied to the encrypted data even
without knowing cover media using privacy homomorphism. The majority of previously
published BSWP involves asymmetric key cryptosystem for securing the digital rights of both
participants. Our scheme adopts a privacy homomorphism cryptosystem and Diffie-Hellman
key exchange to protect the privacy of the participants over the cloud. Privacy homomorphism
enables an encrypted environment for the secure transmission of digital content. Eq. (1)
represents the privacy homomorphism function.

PH ¼ EncN Key DH−SHA512 X 1 þ X 2ð Þ� �

¼ EncN Key DH−SHA512 ;X 1

� �
ΘEncN Key DH−SHA512 ;X 2

� � ð1Þ
Where, EncNis an encryption function, KeyDH−SHA is an exchange key between buyer &
content owner, Xi is the cover object and Θ homomorphism operator.

4.5 Security in the encrypted domain

This research work provides effective and secure communication between buyer & content
owner. Our approach protects the digital rights for both by using the encrypted cloud center

Fig. 2 The procedure of Diffie-Hellman key exchange algorithm with SHA-512
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[10]. The encrypted cloud center ensures that the authorized user can access the digital media
but he cannot redistribute and leak the media over the internet. Under any circumstance, if the
buyer redistributes the content illegally, he can be easily identified by executing watermarking
extraction & verifying algorithm.

4.6 Design goals and objectives

The prime objective of this research work is to design a solution to protect the secrecy of the
participants involved in purchasing and provide a way against the copy deterrence problem
using a semi-trusted third party. The following are the design goals of CB-BSWP.

1. Efficiency. The watermark embedding & signing and watermark detecting & verifying
algorithms used in the watermarking process should take less time to execute. These
algorithms should achieve a good efficiency for inserting watermarks bits in the media and
also extracting from it.

2. Security. The security belongs to the robustness of the watermark, secure communi-
cation of the participants and privacy of the data stored in the cloud databases. We
adopt fingerprinting-based watermarking to protect digital rights of the content owner
and the buyer. In fingerprinting, only the authorized user can decrypt the digital media
using the decryption key shared between a buyer and content owner. The suggested
CB-BSWP addresses all the issues listed in section 2 required for flexible and secure
BSWP.

3. Data privacy. We have used encrypted cloud domains for storing the buyer and content
owner’s credentials such as watermark, original images, content, watermarked images,
digital certificates associated with user IDs. These all entities keep secret on the cloud
server for data privacy.

4. Copy deterrence. The content owner should identify illegal copies of the digital media
from the authorized user. However, the content owner can frame an innocent buyer by a
false allegation and can misuse the buyer’s watermark. Therefore, to restrict the content
owner the scheme uses a fingerprinting-based method.

5. Watermarking. The watermarking process is shifted to one of the cloud services that is
WaaS hence content owner did not know about the embedded watermark into the media.
So, the content owner will not be able to frame an innocent buyer. More specifically, the
suggested protocol can protect illegal distribution and defend innocent buyer from
framing.

5 Proposed CB-BSWP protocol

This section presents the proposed CB-BSWP using a semi-trusted third party for copy
deterrence and privacy-preserving. The proposed approach enables the content owner to use
the advantages of cloud environments for protecting the digital media before outsourcing to the
buyer. Most importantly, we have used two services of cloud: (a) Infrastructure as a service
(IaaS) to support virtualized computing infrastructure and ensure the security of the partici-
pants by making use of encrypted cloud media (b) Watermarking as a service (WaaS) is used
to speed up the process of watermarking that enables the digital content to achieve high
efficiency for embedding & extracting the watermarks. The scheme uses CSP to reduce the
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burden from (WCA) server, the CSP act as a semi-trusted third party to avoid a situation
like WCA becomes unresponsive. CSP reduces the overhead from the trusted third party
that is WCA because if the number of users will increase in a network WCA server will
become overloaded. The proposed scheme encrypts the digital content by using SHA-512
algorithm with key size 512-bits to ensure that it doesn’t affect computational time during
the process of encryption. Watermarking as a service (WaaS) for watermarking process and
offers a solution for the secure distribution of end-to-end security of digital content over
cloud.

The CSP now holds the encrypted digital media on its cloud databases this frees the
content owner from not having a separate storage infrastructure. This research work is an
extension of our previous research [26, 35]. The content owner should send digital media
securely over the internet without compromising the digital rights. The framework of our
proposed system model is shown in Fig. 3 and described as follows: (1) the buyer wants to
purchase digital media from the content owner. (2) the content owner uses watermark as a
service provider (WaaS) for mutual authentication and request for watermark embedding
into the digital media and publish it in encrypted form; (3) now buyer apply the decryption
algorithm with the public key of CSP, along with shared secret key to obtain the protected
digital media. (4) both buyer and content owner have to register with trusted third party TTP
that is WCA taking part in a transaction. (5) an ARB is responsible to resolve conflicts
between buyer and content owner by executing WEVP algorithm with the assistance of
WCA; (6) if suspicious digital media found or produced by spurious buyer the proposed
scheme is able to detect the ownership of digital media and can exposes the identity of
traitor by detecting the forge watermark Wτf [39, 40].

Buyer

WCA Content Owner 
(CO)

Storage, servers, virtual 

machine, execution, database

Watermark generation & 

signing

Watermark extraction & 

verifying

Watermarking as a 
Service (WaaS)

Cloud Service Provider  (CSP) 

Cloud  

Server
Cloud 

DB

Cloud Environment 

Arbiter or Judge

Tamper-
Resistant 

Device 
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Attached into content 

owner computer

CMC 

Infrastructure as a 
Service (IaaS)

Fig. 3 System model framework of the proposed CB-BSWP
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In Fig. 4, the frequency components are selected according to some rules. Adaptive
selection of coefficients like DWT coefficients are typically used for dimensionality
reduction. The components with high discrimination [32, 33] high accuracy [41] and low
correlation [42] should be selected. Figure 4 illustrates the framework for the watermarking
scheme in CB-BSWP. This research work is an extension of our previous research [26, 35].
The watermarked images along with watermarks associated with each buyer are stored in
the cloud server. In our previous published scheme [26] we have improved Zhang et al. [43]
watermarking scheme for gaining high imperceptibility of the watermarked images. The
watermark can be extracted by executing the WEVP algorithm and can be compared with
the original watermark to identify the ownership of digital media. The CB-BSWP protocol
utilizes widely known security provision: robust and fair watermarking scheme, privacy
homomorphism [36–38] for implementation. The fair watermarking scheme, hold up blind
detection of watermarks, these embedded watermarks can resist against modifications and
image processing attacks. If a forge and suspicious digital media is found it can be easily
detected by using fair watermarking scheme. The use of a cloud environment restricts the
partial involvement of both the participants in the process of generating the encrypted
watermark. Therefore, no one can frame each other. This reduces the requirement of a TTP,
leads in more secure and practical economic cloud-based BSWP. For the watermarking
process frequency components are selected based on low frequency coefficients because it
contains less information of the image which results in less impact in the watermarking
process. DWT low frequency coefficients are used for selection and dimensionality reduc-
tion of the frequency components in fig. 4. The components with high discrimination
contains most of the image information leads in low imperceptibility. The watermarking
scheme used in the protocol involves a secret key generated by Diffie-Hellman key
exchange followed by secure has algorithm (SHA-512) for secure communication [44].
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frequency 
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3HL3LL
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Fig. 4 Framework for the watermarking scheme in CB-BSWP [32, 33, 35]
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The cloud server stores the digital media, watermarks, watermarked media, secret keys,
certificates of involving participants, IDs of each participant, public keys and digital
signature in encrypted form using cloud media center that allows only authorized users
can access the cloud server.

Our proposed scheme considered some assumptions to design CB-BSWP that uses a cloud
environment efficiently. These assumptions are listed here.

1) All the transactions should use timestamp, nonce and unique watermark for digital media.
2) The CSP acts as a trusted signatory, and should not exploit their role.
3) The digital media is still an image in the suggested protocol.
4) The public key cryptography and the fingerprinting scheme should be very inconvenient

to use for the adversary.

These assumptions assist the proposed CB-BSWP to use the advantages of a cloud environ-
ment for setting an encrypted domain to store secret data in real-time implementation.
Following are the goals for proposed CB-BSWP protocol described below:-

1) Watermark generation, insertion and verifying phase use a robust fingerprinting scheme.
Our protocol uses watermarking as a service to support the speedy process of
watermarking. By inserting a unique watermark into the digital media, the CB-BSWP
protocol can control illegal copy.

2) Provide an encrypted environment for storing sensitive information to preserve the
privacy of the participants. The scheme reduces the overhead from the watermarking
certificate authority (WCA) by using a cloud service provider. The buyer can be anon-
ymous during the purchasing of digital media in a transaction.

We have defined the roles and descriptions of various participants of the proposed approach as
shown in Fig. 3.

& Buyer (B): Customer who wants to purchase digital media DM from the content owner CO
generally the buyer B is considered as a consumer of digital media.

& Content Owner (CO): Image owner or seller who posseses digital media. The content
owner CO has digital media and wants to securely transmit it to the buyer using cloud
environment CE. The use of encrypted cloud protects the data from unauthorized access
and security breaches.

& Arbiter (ARB): An arbiter checks for authenticity of digital media DM and solves the
conflicts between the communicating participants. ARB is known as a judge by commu-
nicating with trusted third party ARB solves the problem of piracy tracing and copyright
infringement.

& Watermark Certificate authority (WCA): It is a trusted third party TTP responsible to
generate watermarks for the CO once received authorized request from CO. WCA
generates digital signature DS for a transaction. We have used watermarking as a
service to reduce the overhead from the WCA. It operates as a group manager,
responsible for signing and issuing the validity of the anonymous certificates before a
transaction.

& Cloud media center (CMC): Cloud media center CMC ensures that only authorized users
can access the resources from the cloud. CMC is responsible for storing the encrypted DM
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in the cloud database. Once, DM is requested by CO, it acts as a delegate model for an
authorized user to provide the service.

& Tamper-resistant device (TRD): It is used to protect the privacy of user sensitive data from
unauthorized use and reduces the overhead from the TTP. This device is attached to the
content owner system to reduce the overhead and utilize the cloud environment CE for
storage.

& Cloud service provider (CSP): It is considered as a “semi-trusted” third party and it
provides a platform for executing infrastructure and storage services on the cloud. CSP
monitors data in cloud servers, CS protects the data stored in the cloud by using encrypted
cloud media center CMC.

& Cloud server (CS): A cloud server CS is a virtual machine responsible for
hosting and delivering the application on a cloud computing platform via net-
work and can be accessed remotely. These virtual machines have installed
software required to run as independent units and store all encrypted digital
media along with the key.

& Spurious buyer (SP): Who pretends to be a legitimate buyer, but is instead a fake user and
claims for digital media that does not belong to him.

The general process of watermarking takes place as follows: to embed the watermark W into
the digital media DM where XDM is a watermarked digital media [9].

DM ¼ DM1;DM2;DM3;…:DMnð Þ ð2Þ

W ¼ W1;W2;W3;…………::Wn

�
ð3Þ

The scheme can be represented as the computation of

XDM ¼ W1⨂DM1;W2⨂DM2;W3⨂DM3;…………::Wn⨂DMn;Wnþ1⨂DMnþ1f g ð4Þ

Where ⨂ represent watermarking embedding algorithm. Furthermore, the encrypted digital
media can be represented as follows. The Eq. (2) to the Eq. (5) shows the watermarking
system.

EncNpk XDMð Þ ¼ EncN pk W1⨂DM1;W2⨂DM2;W3⨂DM3;…:: Wn⨂DMn;Wnþ1⨂DMnþ1f g
ð5Þ

The encryption system EncNis considered as privacy homomorphism for the watermarking
process⨂ in a secure environment. The proposed CB-BSWP protocol consists of three phases:
registration phase, the watermark generation & signing phase WGSP, and watermark extrac-
tion & verifying phase WEVP as shown in Fig. 5. The registration phase shows an interaction
between Buyer B and certificate authority CA; content owner CO and CA; CA and CSP. The
key-exchange protocol is performed among B, CA and CO for secure transmitted of secret
keys in encrypted form with a digital certificate. In any case, if conflict arrives between B and
CO, it is a responsibility of ARB to resolve that issue by using his private key to decrypt the
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watermarked digital media XDM and identify the true owner digital media. The WGSP phase
is carried out between CO and CSP. The WEVP phase is executed between ARB, CSPand CA
to identify the suspicious SDM and SP spurious buyer.

5.1 Registration phase

In the registration phase, content owner CO and buyer B have to register themselves
respectively, with a certificate authority CA before the transaction TN starts. In our scheme,
only buyer B has to communicate with the certificate authority CA once at the time of
registration. The messages Mi transferred between the buyer B and certificate authority CA
in an encrypted domain EN are free from tampering. If buyer B does not want to expose his
identity IDB an anonymous digital certification UCertB will be issued to the buyer B. In the
registration phase, buyer B can choose a digital media DM and purchased it from the
content owner CO in a transaction. To start the negotiation, buyer B selects a random key
pair of key (PRUB, PKRB) and sends PKRB to a certificate authority CA. After receiving the
request certificate authority CA generates an anonymous digital certificate DSUCertB

=E(PRCA(IDCP ,t,X,W,DM)) and sends it to the buyer B. The following steps are performed
during the registration phase.

Step 1: If buyer B wants to communicate with the content owner CO he initiates a request
message M to the CA requesting an anonymous certificate UCertB so that he can
start communicating with CO. Certification authority first checks the identity IDB of
the buyer and checks the creditability of CO.

Step 2: After step 1, if all credentials is valid CA generates an anonymous certificate
DSUCert and issues it to buyer B.

In the registration phase, the interaction between buyer B and certificate authority CA is
depicted in Fig. 6. This interaction allows B for purchasing a DM from the content owner CO
in a transaction. First B initiates a request to the CA demanding the identity IDCO and public

Fig. 5 Cloud based buyer-seller watermarking protocol (CB-BSWP) phases
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key PUCO of the content owner CO. In one-time interaction total, 5 messages M is transferred,
once B gets a response from the CA then B sends a request to CO for DM. CA verifies the
credentials of B and issues a digital signature DS signed by its own private key PRCA sent to B,
with this digital signature DS, B can interact and purchase DM form the CO.

5.2 Watermark generation and signing phase (WGSP)

In the watermarking generation and signing phase (WGSP) the watermark W is generated by
the content owner CO along with cloud service provider CSP for the digital media DM into a
transaction. This process is executed multiple times among the content owner CO, watermark
certificate authority WCA and cloud service provider CSP. The content owner CO uses WaaS
service from the cloud environment CE and the communication is performed using CSP.
Buyer B verifies the received digital media XDM sent from the content owner CO to check the
purchasing record with the help of nonce N value. For that, buyer B generates a key pair (PUB,
PRB), timestamp T, identity IDB and other information for the transaction sends this to the
content owner CO after encrypting with buyer’s B private key PRB. The content owner CO
wants to send the encrypted digital media DM then the CO carried out watermarking
generation & signing protocol (WGSP) with WCA and cloud service provider, CSP as shown
in Fig. 7.

5.3 Watermark extraction and verifying phase (WEVP)

This phase is executed for checking the integrity of digital media DM, identification of
spurious buyer SP,and to expose the identity of the traitor. This protocol is carried out among
arbiter ARB, CO, B, CSP and WCA. This protocol is executed when a suspicious digital
media SDM is found in a protected covering object and to identify the spurious buyer SP who
is responsible for the distribution of illegal digital media DM. If the arbiter (judge) receives a
SDM then CO can claim the legitimate copyright ownership by running the watermark
extraction and verifying phase WEVP. The content owner CO wants to prove the ownership

Fig. 6 The registration phase between buyer and certificate authority
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of a digital media DM and identify the traitor then the CO carried out this phase with WCA, a
cloud service provider as shown in Fig. 8.

5.4 Infrastructure as a service (IaaS)

Two services of cloud computing provide a supporting infrastructure to design a proposed CB-
BSWP that can utilize a cloud computing platforms to protect the participant’s security and
support the watermarking process as well in a “semi-trusted” cloud computing environment.
Infrastructure as a service (IaaS) to support virtualized computing infrastructure and ensure the
security of the participants by making use of encrypted cloud media where multiple virtual
machines are running. In this service, CSP launches the required infrastructure, storage, servers,
virtual machine, execution, database and network support hardware. The content owner can use
this secure and effective infrastructure provided over the internet by CSP on the basis of
monthly or yearly charges. Therefore, the content owner can save its expenses incurred in
maintaining hardware and network devices separately on the client side. Now, the content
owner has to pay expenses based on pay to use model which results in money saving and the
buyer can access the resources from anywhere and anytime through the internet connection.

Fig. 7 The watermarking generation and signing phase in (CB-BSWP)
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5.5 Watermarking as a service (WaaS)

Watermarking as a serviceWaaS is used to speed up the process of watermarking that enables the
digital media to achieve high efficiency for embedding & extracting the watermarks. The
watermarked images along with watermarks associated with each buyer are sent to the cloud
environment for further processing [6]. This relieves the burden from the WCA for storing
watermarked content and enables our scheme to have a “semi trusted” third party in the cloud
computing environment. These watermarks can be recovered from the watermarked color images
and compared to the original watermark for identifying the owner of the digital media. The buyer
checks the correctness of obtained digital media and can analyze the purchasing record with help
of nonce value. WaaS service is responsible for the watermark generation & signing phase and
watermark extraction & verifying phase in a semi-trusted cloud computing environment.

6 Solution analysis of proposed CB-BSWP

In this section, the efficiency and effectiveness of the proposed CB-BSWP are evaluated
concerning the parameters shown in Fig. 1. The safety of the proposed CB-BSWP protocol
depends on the watermarking embedding and extraction algorithm. The proposed approach
relies upon, the security of the cloud environment and requirements of flexible & secure

Fig. 8 The watermark extraction and verifying phase in (CB-BSWP)
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BSWP scheme. The watermarking embedding and extraction algorithm is based on the
following assumptions. First, these algorithms must be robust against the attacks, and the
embedded watermark should be robust against attacks [45–47]. However, in the literature, we
found that no such watermarking scheme exists with good robustness and imperceptibility.
Second, the public key infrastructure PKI along with a key exchange algorithm should ensure
that an attacker in any case will not be able to get knowledge of digital media, secret key and
the embedded watermark. Lastly, the solution must use privacy homomorphism cryptosystem
to make impractical for an adversary to carry out security related attack [48]. Our proposed
CB-BSWP protocol gives a solution to the privacy-preserving and copy deterrence so first, we
analyzed the security of participants.

6.1 The buyer security

Privacy homomorphism PH cryptosystem with key exchange algorithm KeyDH − SHA512 is the
important components of CB-BSWP to enable digital media DM and secret key ks to be
securely transmitted. Even though if an unauthorized buyer SP gets access to watermarked
digital media XDM, still he will not be able to carry out the attacks and modify the secure data.
More specifically, to protect the innocent buyer B, a unique watermark W is embedded in the
digital media DM using WaaS cloud service, so that content owner CO could not frame the
buyer B. The embedding of the watermark is done in such way, that CO does not know the
presence of watermark bits into DM, therefore, CO cannot frame the buyer B. On the other
side when the buyer B obtained the watermarked digital media XDM from the CSP by
providing his unique certificate CertB, still he would not detect the exact location of the
watermark W bits presented in digital media DM. To handle conflicts between content owner
CO and buyer B, the ARB provides the actual watermark W and watermarked cover object Xτ

by communicating with watermark certificate authority WCA to resolve the dispute [49]. To
control copy deterrence, watermark W is embedded by the WCA making use of CSP, content
owner CO and buyer B has partial involvement of the watermarking process therefore it is
impractical for a buyer B to frame the content owner CO.

1. Wwca←WatGenalgo X ;W ;Keyð Þ

2. Wτ←EPR COð ÞðW)

6.2 The content owner security

Content owner CO security is very important in the CB-BSWP because CO needs cloud
media center CMC to provide an encrypted environment to manage the secure interaction
between CO and B buyers with a semi-trusted third party. CO makes use of cloud
computing services such as WaaS to support the protection of watermarks into the digital
media DM and IaaS to provide a way for storing the secret credentials of the participants
through a storage infrastructure. If the B wants to cheat with CO by producing a forge
watermark Wτf and suspicious digital media SDM. Then, CO produces a nonce N value
along with a timestamp identifier for a particular transaction with the buyer B, compares the
transaction details with the claiming buyer B can directly identify spurious buyer SP and
exposes the identity of the traitor.
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1. VerNSign←DecN DM ;PrkCSPð Þ
2. IDSP→ DM ¼¼ SDMð Þ

�

6.3 Efficiency

This section presents the efficiency of watermarking generation & signing algorithm; and
watermark extraction & verifying algorithm. The efficiency directly relies on the privacy
homomorphism PH cryptosystem, to provide an encrypted domain for WaaS cloud service to
embed encrypted watermarks directly into digital media DMbefore sending it to the content
owner [50]. We analyze the significant computational costs of these two algorithms in terms of
computation, communication, and storage. Let suppose two buyers B makes a request of
digital media DMto CO simultaneously, then the computational complexity depends on the
privacy homomorphism operations for inserting of buyer’s watermarks. This complexity
directly relies on the encryption process of CO watermarks which is embedded with the
assistance of cloud service provider CSP into the digital media DM.In our scheme, the cloud
environment has infinite computational power and storage capacity as an assumption. There-
fore, we can ignore the time and storage complexity in efficiency analysis. When a spurious
buyer SP tries to frame innocent CO, SP has to produce suspicious digital media SDM, forge
watermark Wτf to the ARB and make an allegation to innocent CO. However, in our scheme
buyer B does not have any knowledge where exactly the watermark bits are inserted into
digital media DM.Hence, it is impractical for spurious buyer SP to frame an innocent CO
because the watermarking algorithm is secure enough.

6.4 Security

The suggested CB-BSWP allows partial involvement of buyer B, content owner CO during the
process of watermarking into the digital media DM that ensures the security of the watermark.
Privacy homomorphism cryptosystem and Diffie-Hellman key exchange is used to protect the
privacy of the participants over the cloud. The cloud service provider CSP performs encryption
by its private key PRkCSP on ðXDM;Wτ;DM;T; ID; PkCOÞ and makes a copy of the
encrypted data on cloud server CS and records it. Therefore, it is impossible to break the
security of encrypted data on the cloud, and creating a copy of the encrypted data before
outsourcing is very much essential to resolve the conflicts.

6.5 Flexible and secure watermarking

The performance of the proposed CB-BSWP protocol against the requirements mentioned in
section 2 is shown in this section.

& Anonymity problem: The proposed CB-BSWP provides a provision that if a
buyer B does not want to expose his identity, an anonymous digital certification
UCertB will be issued to the buyer B by sending this anonymous digital certifi-
cation he can interact with WCA and CO. The suggested protocol did not reveal
the identity of B until a suspicious digital media DM is found. Therefore, privacy
is preserved for buyers and anonymity is maintained using a cloud environment.

Multimedia Tools and Applications (2022) 81:21417–2144821436



The scheme randomly generates a pair of keys (PRB, PUB) to protect the buyer’s
identity for the transaction.

DSUCert ¼ E PRCA ID ; t;X ;W ;DMÞð Þð

& Tamper Detection: The content owner’s computer is attached with a tamper detection
device to detect the modifications to digital media DM by a spurious buyer SP and reduces
the overhead from the TTP. In any case, the adversary should not be able to gain the
knowledge of inserting watermarks bits.

& Non-framing: Content owner CO cannot construct a buyer for unlawful redistribution of
digital media DM because the buyer can claim that the digital media does not belong to him
by sending all required details to the arbiter ARB that act as Judge. In such cases, ARB will
execute the watermark extraction & verifying algorithm to identify the guilty one. There-
fore, the watermarking system does not allow for a false allegation of an innocent buyer.

& Non-repudiation: The algorithms used in CB-BSWP contains (1) timestamp T for record-
ing the interaction time between buyer B and content owner CO; (2) nonce N value of the
uniquely identified transaction. Hence, both the participants cannot deny a transaction if
they are involved. Content owner CO and watermark certificate authority WCA water-
marks (Wτ, Wwca) are registered with CSP which contains the identity of both.

& Customer’s rights problem: The CB-BSWP keeps the buyer’s watermark W secret, which
prevents a content owner CO from misuse the buyer’s B watermark W because the process
of watermarking is done by CSP without revealing the buyer’s watermarkW to the content
owner CO. Therefore, if CO wants to redistribute buyer’s watermark W into other digital
media CO will be easily identified.

& Traceability: In our proposed approach, we have used a semi-trusted third party as CSP to
reduce the burden from WCA for storing encrypted data. Privacy homomorphism crypto-
system PH is used to make sure that digital media obtained by buyer B have the CO ’
s watermark encrypted by cloud service provider CSP. Watermark extraction & verifica-
tion WEVP algorithm can identify the pirated copy of digital media.

& Privacy preserving: Our scheme maintains the privacy-preserving property because the
scheme adopts privacy homomorphism cryptosystem PH and Diffie-Hellman key ex-
change to protect the privacy of the participants over the cloud. Cloud media center
ensures that the cloud data cannot be altered or viewed by an unauthorized user and it
should be stored in cloud server in an encrypted form. These two together create an
encrypted domain environment for the secure exchange of data between buyer and content
owner hence privacy is preserved.

6.6 Comparisons

In this section, we have compared our proposed CB-BSWP using a “semi-trusted” third party
to the previous published protocol as shown in Table 2. In Table 2, we have shown a detailed
comparison of CB-BSWP protocol with previously published BSWP’s solutions [26, 35, 40,
43, 51–56]. We have tested the performance of CB-BSWP with the problems listed in section
2. Table 2 illustrates the performance comparison of the proposed CB-BSWP. The properties
used to ensure the security of the participant over the cloud are value-added services, power
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consumption, storage consumption, response time, operations and authentication services [18].
The content owner CO takes the advantages of value-added services with a quick response
time in cloud computing environment as shown in Table 3.

6.7 Complexity analysis

The complexity of proposed CB-BSWP protocol is analyzed in this section. Table 4 shows the
different values for the watermarked images when executed on cloud environment and local
personal computer. It clearly shows that when cloud environment is used these watermarked
images achieve good performance as compared to local machine.

The proposed approach relies upon, the security of the cloud environment and require-
ments of flexible & secure BSWP scheme. Figure 9 demonstrates the number of
watermarked images increases linearly with correspond to time as the interaction increases
between buyer and seller.

7 Performance analysis of CB-BSWP

Simulation results to calculate the performance of watermarking insertion and extraction
algorithm against image processing attacks are shown in this section. The CB-BSWP is
enforced in MATLAB 2018a environment on a dell studio PC, Intel (R) Core (TM) 2 Duo

Table 4 Watermarked images used for experiment

Total Watermarked Images 1000 1500 2000 2500 3000 3500 4000

CB-BSWP in Cloud Environment 78 209 328 250 480 690 805
Client Side Local Computer 140 151 200 218 300 327 367
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Fig. 9 Demonstrates the number of watermarked images
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CPU T6600 @ 2.20 GHz and 4.00 GB RAM. The colored images are taken from the database
of the standard images for conducting this research work. The database is available http://sipi.
usc.edu/database in this URL [57]. The existing BSWP uses Cox [58] method to gain robust
watermarking. We adopt a fair watermarking scheme with privacy homomorphism
cryptography to achieve great robustness in watermarks and ensure high imperceptibility for
the watermarked images. We have used eight sample color images with a size of 512 × 512
and 4 grayscale watermarks of size 64 × 64 as demonstrated in Fig. 10 and Fig. 11 for the
watermarking process. These watermarks are embedded into these color images using the
watermark generation & signing phase (WGSP) discussed in sub-section 4.2. The inserted
watermarks can be extracted from the digital media by executing watermark extraction &
verification phase (WEVP) as presented in sub-section 4.3. For checking the quality of
watermarked images peak signal-to-noise ratio (PSNR) is commonly applied. Therefore, we
used (PSNR) to evaluate the perceptual quality of color images and mean square error (MSE)
to find out error between the watermarked digital media XDM and original digital media DM
for accuracy. The less value for MSE indicates the greater robustness of the watermark.

(1)  "Female" (2) "House" (3) "Tree" (4) "Splash"

(5)  "Baboon" (6) "Airplane" (7) "Fishing Boat" (8) "Peppers"

Fig. 10 Eight sample images taken with size of 512 × 512 pixels for conducting experiments

(a) (b) (c) (d)

Fig. 11 Grayscale watermark images of size 64 × 64 (a)"College logo”(b)"Watermark”(c)"Digital media”(d)
“Diamond”
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Table 5 highlights the PSNR values of the colored watermarked images shown in Fig. 12.
We have applied salt & pepper noise with different range μ = 0.02 to μ = 0.08, speckle noise
with a range from μ = 0.02 to μ = 0.08 for all eight watermarked images and tested the
performance, the corresponding PSNR values are given in Table 5. It is observed that the
proposed scheme is suitable for fair watermarking against salt & pepper noise because the
PSNR values reach above 44 dB for some color images like “Splash”, “Airplane” and
“Peppers” which is highly appreciable for image processing applications.

The watermarks “college logo”, “watermark”,"digital media” and “diamond” are embedded
into the sample images for checking the robustness of the watermarks. For this purpose, known
image processing attacks are applied to these sample images as given in Table 5. Furthermore,
the integrated watermarks can be recovered from the attacked sample images using the
watermark extraction & verification phase (WEVP) as represented in subsection 4.3. Figure 13
and Fig. 14 represent the extracted watermark “College logo”, “Watermark”, “Digital media”

Table 5 PSNR (in dB) results for sample color watermarked images and original images

Original PSNR Salt & pepper noise with different density Speckle noise with different density

μ=0.02 μ=0.04 μ=0.06 μ=0.08 μ=0.02 μ=0.04 μ=0.06 μ=0.08

“Female” 48.32 47.95 46.58 45.61 43.85 47.35 46.15 45.56 44.49
“House” 47.57 46.67 45.09 44.35 42.16 45.81 44.01 43.63 42.88
“Tree” 46.81 44.23 43.76 42.65 41.53 45.32 44.54 43.77 41.20
“Splash” 51.97 50.96 48.91 47.23 45.37 49.23 48.46 47.23 45.36
“Baboon” 45.93 43.62 42.33 41.89 40.86 44.06 43.91 42.16 40.39
“Airplane” 51.01 49.41 48.67 47.41 45.42 50.73 49.12 47.87 46.56
“Boat” 46.65 44.12 43.43 41.87 40.07 45.04 44.86 43.89 42.74
“Peppers” 48.06 47.73 46.42 45.23 44.90 46.93 44.35 42.66 41.90

(1)  "Female" (2) "House" (3) "Tree" (4) "Splash"

(5)  "Baboon" (6) "Airplane" (7) "Fishing Boat" (8) "Peppers"

Fig. 12 Watermarked color images with size of 512 × 512 pixels
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and “Diamond” from the attacked sample images of “Airplane” and “Tree” respectively. The
scheme performs well in the case of speckle noise for robust watermarking because the PSNR
values reach above 45 dB for some color images like “Splash” and “Airplane” which is well
accepted. Figure 12 shows the perceptual quality of watermarked color images, these images
contain high resolution, even though the watermark is present in the images, hence high
imperceptibility is achieved.

Figures 15 and 16 show the PSNR values of watermarked images obtained from the CB-
BSWP protocol by applying attacks such as salt & pepper noise and speckle noise. These
graphs show the relationship between the watermarked image and the noise. We have used μ
to represent the noise density. As the amount of noise increases the values of PSNR decreases,
but still, no big perceptual degradation is found and resistance power to sustain the content
owner watermark is strong as well.

Salt & pepper noise      MSE=0.061 Salt & pepper noise        MSE=0.058       Salt & pepper noise MSE=0.049

(µ =0.02)                                                 (µ =0.04)                                         (µ =0.06)

Salt & pepper noise     MSE=0.084 Salt & pepper noise      MSE=0.072 Salt & pepper noise     MSE=0.065

(µ =0.02)                                            (µ =0.04)                                               (µ =0.06)  

Salt & pepper noise      MSE=0.077 Salt & pepper noise        MSE=0.062       Salt & pepper noise MSE=0.053

(µ =0.02)                                                 (µ =0.04)                                         (µ =0.06)

Salt & pepper noise      MSE=0.091 Salt & pepper noise      MSE=0.083        Salt & pepper noise   MSE=0.074

(µ =0.02)                                            (µ =0.04)                                               (µ =0.06)                

Fig. 13 Extracted watermarks “College logo”, “Watermark”, “Digital media” and “Diamond” from the attacked
“Airplane” images against salt & pepper noise
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8 Conclusion and future scope

The use of cloud computing environments in multimedia applications has shown a great
impact as cutting edge technology to provide unlimited storage for a large amount of
multimedia data. The users can access this multimedia content from anywhere, any time as
needed and utilize a powerful computing ability and large storage space. Therefore, we have
presented a CB-BSWP, which uses a semi-trusted third party for copy deterrence and privacy
preservation using cloud computing environments to ensure you can access but cannot leak. In
particular, we have used two services of cloud, Infrastructure as a Service (IaaS) to protect the
privacy of the participants over the cloud. Watermarking as a service (WaaS) to support the
speedy process of watermarking embedding & extracting algorithm and save storage and cost
required to store encrypted data. We have used CSP as a “semi-trusted” third party to

Speckle noise MSE=0.088 Speckle noise MSE=0.073             Speckle noise MSE=0.068

(µ =0.02)                                                 (µ =0.04)                                         (µ =0.06)

Speckle noise         MSE=0.090 Speckle noise          MSE=0.085 Speckle noise         MSE=0.066

(µ =0.02)                                            (µ =0.04)                                               (µ =0.06)  

Speckle noise MSE=0.087 Speckle noise MSE=0.071           Speckle noise MSE=0.064

(µ =0.02)                                                 (µ =0.04)                                         (µ =0.06)

Speckle noise         MSE=0.082 Speckle noise          MSE=0.071 Speckle noise         MSE=0.057

(µ =0.02)                                            (µ =0.04)                                               (µ =0.06)  

Fig. 14 Extracted watermarks “College logo”, “Watermark”, “Digital media” and “Diamond” from the attacked
“Tree” images against speckle noise
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strengthen the watermark certificate authority WCA. As, half of the process of watermarking
shifted to CSP, resulting in reduced overhead from the WCA and their roles are recognized and
valued. The scheme offers a valid solution for the secure distribution of participant’s data and
preserves their privacy efficiently on the cloud. In our proposed protocol, privacy homomor-
phism cryptosystem with Diffie-Hellman key exchange is used to create an encrypted domain
to ensure the secure exchange of data between buyer and content owner. Our scheme uses
robust and fair watermarking to ensure imperceptibility and robustness for the watermarked
and watermark images. We have initiated a new scheme for addressing copy deterrence and
privacy-preserving problems for a BSWP in cloud computing environment for protecting end-
to-end security of digital content over cloud. The key insight of this research work is to
strengthen the security of digital content by adopting the privacy homomorphism cryptosystem
to squeeze operations for robust and fair watermarking for ensuring high imperceptibility and
robustness. We have evaluated the performance of the proposed protocol thoroughly against
the requirements and the extracted watermarks were found robust against attacks. In our
scheme, the proposed protocol is thoroughly analyzed in section 5 for ensuring security

Fig. 15 The PSNR values of watermarked images against salt & pepper noise with different density

Fig. 16 The PSNR values of watermarked images against speckle noise with different density
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strengths of participants, and performance analysis is also provided by comparing the advan-
tages of cloud environment with previously published conventional BSWP protocol which
does not use cloud. Extensive experiments have been conducted to evaluate our partially free
WCA design, and the results have validated the effectiveness and practicality. Furthermore, the
proposed CB-BSWP make a sense theoretically and practically to increase the robustness of
the watermark and visual quality of the watermarked images. The result also confirms the
novelty of the work to protect digital content security in the field of multimedia applications. In
the end some key aspects of the scheme are 1) the proposition of using privacy homomorphism
cryptosystem with Diffie-Hellman key exchange algorithm to obtain encrypted domain. 2)
CB-BSWP protocol protects end-to-end security of digital content over cloud. 3) SHA-512
algorithm with key size 512-bits to ensure that it doesn’t affect computational time. 4) The
provision of using fingerprinting based watermarking method to ensure digital rights for the
content owner and the customer. 5) Two services of cloud Infrastructure as a service (IaaS) and
Watermarking as a service (WaaS) are used. 6) The proposition of using semi-trusted third
party for CB-BSWP protocol. The foreseeable future suggests that the online digital content
distribution will be more popular and demanded which will definitely need a reliable and
dependable copy control mechanism. Anonymity among parties will be a big challenge in the
future which requires a robust anonymity control scheme. To generate more robust fingerprints
in such a way that it makes it unpractical for an attacker to frame buyer and seller. Compu-
tational and communication complexity is still a challenge for the researcher.

Abbreviation CB-BSWP, Cloud based buyer seller watermarking protocol; TTP, Trusted third party;
IWT, Integer Wavelet Transform; ROI, Regions of Interest; DRM, Digital right management; PKI, Public
key infrastructure; QoS, Quality-of-Service; IaaS, Infrastructure as a service; WaaS, Watermarking as a
service; SHA, Secure hash algorithm; WGSP, Watermark generation and signing phase; WEVP, Water-
mark extraction and verification phase; PSNR, Peak signal-to-noise ratio; MSE, Mean square error; dB,
Decibles; ⊗, Represent watermarking embedding algorithm
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