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Abstract
In the last few decades, there has been an increase in food safety and traceability issues. To
prevent accidents and misconduct, it became essential to establish Food Safety Traceability
System (FSTS) to trace the food from producer to consumer. The traceability systems can
help track food in supply chains from farms to retail. Numerous technologies such as Radio
Frequency Identification (RFID), sensor networks, and data mining have been integrated
into traditional food supply chain systems to remove unsafe food products from the chain.
But, these are not adequate for the current supply chain market. The emerging technology
of blockchain can overcome safety and tracking issues. This can be possible with the help
of blockchain features like transparent, decentralized, distributed, and immutable. Most of
the previous works missed the discussion of the systematic process and technology involved
in implementing the FSTS using blockchain. In this paper, we have discussed an organized
state of research of the existing FSTS using blockchain. This survey paper aims to outline a
detailed analysis of blockchain technology, FSTS using blockchain, consensus algorithms,
security attacks, and solutions. Several survey papers and solutions based on blockchain are
included in this research paper. Also, this work discusses some of the open research issues
related to FSTS.

Keywords Food safety traceability systems · Blockchain technology ·
Consensus algorithms · Security and privacy issues

1 Introduction

Food is the most important necessity for all living beings. The globalization of food sup-
ply chains has increased the distance between producers and consumers. Due to this, the
FSTS faces many challenges like security, privacy, traceability, and many more [147]. Cus-
tomers have been concerned about food safety because various food safety accidents and
misconduct happened in the last few decades. These incidents are not necessarily microbio-
logical but also due to new technology, pollution, or obstruction in co-production processes.
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Many of the food safety accidents were identified in paper [98]. The arsenic-contaminated
beer scandal in 1900 in England, the mercury poison grain disaster in Iraq in late 1971,
the Spanish toxic olive oil incident of 1981, mustard oil poisoning in New Delhi in 1998,
aflatoxin-contaminated maize in Kenya in 2004, Chinese milk scandal in 2008, and Mars
chocolate contamination with plastic in 2016 are a few examples [25, 48, 53, 112, 118, 125].
The customers raised concerns about crises like Dioxin in food and feed, mad cow disease,
foot and mouth disease, and foodborne diseases like Campylobacter and food poisoning [51,
109, 139]. It is essential to resolve consumer concerns regarding food quality and safety
because the food industry has changed its focus to customer satisfaction. As a result, an
FSTS is needed to provide consumers with high-quality food. FSTS enables food product
traceability across the supply chain by tracking all processes from raw material production
to manufacturing, usage, and disposal [105, 165].

FSTS provide significant value to consumers by focusing on recalls, removing non-
consumable products, and investigating the root causes of food safety issues [29, 71, 154].
The safety solutions restrict fraud’s origins and maintain the products’ quality. Several coun-
tries have adopted numerous norms, legislation, guidelines, and regulations to enhance food
safety measures [103]. In India, for example, the Food Safety and Standards Authority of
India (FSSAI) was created in 2006 to regulate the food industry [127]. Recent food trace-
ability systems are primarily based on two architectures: centralized and distributed [85]. A
third-party official is brought in in a centralised structure to oversee and control traceability.
As a result, a single node attack may occur, posing an increased risk of data tampering and
disclosure.

RFID technology uses RFID tags in various fields [126], including the food industry. It
is a promising technology for food traceability. Several authors [4, 6, 26, 69, 96, 100, 133]
discussed the advantages of RFID integration in food supply chain management in the last
few years. Feng et al. [42] developed a personal digital assistant for traceability for cattle
based on RFID and bar code printer. Catarinucci et al. [24] combined RFID and Wireless
Sensor Network (WSN) for white wine traceability from the vineyard. RFID is an ineffec-
tive data input system in the food industry in which communication can be inconsistent and
the implementation cost can be high [42]. Near field communication (NFC) is an RFID
extension that helps traceability and allows shorter distance payment and data retrieval [32].
Several authors suggested supply chain traceability systems using NFC [27, 88, 113, 157,
160]. With the help of stable isotope ratio measurements, food items could be differentiated
based on their sources and technical methods [107, 114, 161]. For example, chromato-
graphic methods are used to record the fingerprint of foods. Polymerase chain reaction and
deoxyribonucleic acid are used to identify pathogens, damaging acids, and undeclared aller-
genic products [93, 122, 138]. FSTS based on blockchain [99] can reduce the limitations
of traditional systems with the help of decentralization and data tampering prevention tech-
niques. Its decentralized and distributed architecture can eliminate the need for a central
entity.

1.1 Comparative analysis of existing survey works

Many recent studies have used blockchain and other cutting-edge technology to ensure
security in FSTS. Various research articles that use blockchain as a backbone for food
traceability are highlighted in this subsection.

In [9], the authors included blockchain technology to ensure supply chain transparency
and transportation contract fulfilment in logistics. A case study and semi-interview were
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conducted. The results show that the blockchain in food administration can show the hid-
den layers of global transportation and food supply. In [144], authors integrated blockchain
into the traditional food supply chain structure to overcome food safety issues in China. The
research demonstrated how blockchain could ensure transparency, and traceability, protect
customers’ right to accurate information and assist the government. The incorporation of
blockchain in FSTS was also investigated by [94]. It has been demonstrated that blockchain
can assist in tracking the origin of food, restricting food theft and adulteration, and eliminat-
ing sources of foodborne illness. Future research involves blockchain scalability between
retailers and food processors. Galvez et al. [44] looked at the reliability of blockchain tech-
nology in the food supply chain and its benefits, obstacles, and future potential. They stated
that digital fingerprints, hash trees, and hybrid distributed ledgers enhanced the security of
the FSTS. The review article [31] discusses the establishment, applications, and challenges
of blockchain combined with other technologies like the Internet of Things (IoT) in the food
industry. They have concerns about traceability, security, authentication [140], production,
automation, logistics and storage, digital fingerprint, and customer information. Authors
in [117] have reviewed blockchain-based supply chain systems challenges by checking
blockchain adopters in the USA and India. They proposed a model using a reformed version
of the classic unified theory of acceptance. They then evaluated it using partial least squares
structural equation modelling, which showed clear adoption practices between India and the
USA. The authors [128] conducted a thematic study of the process, benefits, and challenges
of blockchain adoption in the online food supply chain.

The authors [110] discussed various case studies related to agricultural food supply
chains using blockchain technology and other distributed ledger systems. They have iden-
tified how each supply chain is unique and needs an appropriate blockchain structure
accordingly. Feng et al. [43] addressed the blockchain-based solutions for food traceability
problems that eliminate the centralized structure of conventional IoT systems. They pro-
posed a traceability framework using blockchain IoT to improve the system’s performance.
The authors [12] addressed the boundary requirements for blockchain technology to be used
in FSTS. There are eighteen boundary requirements, some of which are supply chain spe-
cific and five explicitly applicable to the blockchain. The adoption of blockchain in the
current supply chain of agricultural food was examined by [73]. They were able to validate
thirteen blockchain enablers with the help of the decision-making trial, evaluation labora-
tory approach, and interpretive structural modelling in the context of India. The study found
that real traceability can be possible by adopting blockchain, which provides auditability,
non-tamperable, and provenance. The implementation of blockchain and IoT technologies
in the food supply chain was discussed in [19, 87]. The authors examine a food traceability
framework by incorporating IoT sensors and blockchain integration while shipping eggs in
the Midwestern-based US.

The above-discussed studies do not cover a systematic review which covers all the
aspects of blockchain and FSTS. This motivates us to develop a systematic review on FSTS
using Blockchain technology. This work tried to cover all the aspects missing in previous
studies. We have focused on the various elements of a blockchain and the need and imple-
mentation of a traceability system using this technology. Based on the above observations,
we have tabulated and compared several survey papers to enumerate the limitations and
novel contributions. The comparative analysis of the survey works is presented in Table 1.
This table shows the novelty and contribution made to this article. The comparison is
based on discussed topics, blockchain background, security requirements, security and pri-
vacy issues, FSTS network architecture, blockchain solutions, consensus algorithm, security
attacks, security attacks solutions, and open issues. The table uses three symbols: “–” sign
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refers to less discussion of the related topic, “�” signifies that the subject is covered, and
“X” denotes the absence of the concerned domain.

The successive sections elaborate on the below novel contributed points:

• This work studied and compared various survey papers with our survey to build the
novelty of the work. In this manner, the research gaps are tabulated in Table 1.

• This survey work provides a thorough study of blockchain, its characteristics, involved
technologies, etc. It facilitates the security and privacy requirements in FSTS while
blockchain technologies are included.

• The existing solutions based on blockchain have elaborated to establish a secure
conceptual system using blockchain in FSTS.

• We have categorized various consensus algorithms and security attacks with their
solutions to implement a secure and robust system.

• We have studied the overall FSTS using blockchain and outlined some of the challenges
and open issues involved that need to be handled in the future.

The taxonomy of this survey work is presented in Fig. 1. In Section 2, we explore the back-
ground of blockchain technology, its architecture, characteristics, etc. The implementation
of FSTS using blockchain technology is illustrated in Section 3. In Section 4, we have done
a detailed comparative analysis of previous works on solutions for FSTS using blockchain.
Section 5 discusses various consensus algorithms. Security attacks and their solutions are
discussed in Section 6. Challenges and open issues are listed in Section 7. The paper is
finally concluded in Section 8.

2 Background of blockchain

Before discussing FSTS using blockchain, we have discussed the various aspects of this
technology. Blockchain technology was first invented by Satoshi Nakamoto in 2008 with
the creation of the Bitcoin cryptocurrency [99]. However, now the technology is not lim-
ited to finance and is being used in various fields [67, 76, 129]. Therefore, this section
will help to understand this technology more descriptively. Here we have discussed the
blockchain architecture, layered view, technologies involved, deployment, various entities,
and characteristics.

2.1 Blockchain technologies

Blockchain was developed by including leading technologies like P2P networks, Distributed
ledger, smart contracts, Consensus, and cryptography [166]. Each technology is discussed
and presented in Fig. 2.

• Smart contracts: Smart contract is a small digital computer program stored in the
blockchain network in distributed ledger fashion. These smart contracts do not require
the involvement of third parties. It is a self-executing digital agreement between buy-
ers and sellers. It automatically runs when predetermined conditions have been met
and verified. This makes the system more efficient, trusty, and transparent. All partici-
pants can immediately know the outcome of the contracts [11, 61, 63, 150]. Ethereum
blockchain was specially programmed to support smart contracts.

• Consensus: A Consensus is a type of analysis process for a group of users where
these individuals have a common agreement with some decisional statements. In the
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Fig. 1 A taxonomy of this survey work
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Fig. 2 Blockchain technologies

blockchain, all the nodes in the distributed network should agree on the proposed trans-
action state. In the blockchain, various algorithms help the nodes to reach a consensus
on the transaction history [39]. The algorithm has two goals: first, to protect the network
from malicious nodes and second, to tackle the competing chains.

• Distributed ledger: The distributed ledger refers to shared databases. It is used for stor-
ing the history of transactions in the network. It can store static and dynamic data and
private or public [89]. Since the distributed ledger is not centralized, the data is kept
consistent with the help of consensus algorithms which help ensure data integrity and
prevent attacks and frauds.

• Cryptographic primitives: Cryptographic constraints ensure the security of trans-
actions, data immutability, reliability, and data integrity. Blockchain technology
uses cryptographic techniques like public/private key cryptography, ring signature,
asymmetric-key cryptography, hash functions, zero-knowledge proofs of knowledge,
and many more [7, 8, 92, 148, 151, 164].

• Peer to Peer (P2P) network: A P2P network is simply a distributed network of devices
that exchange information without a central authority. Each participant in the network
is called a node or a peer. Each node has an identical copy of the network’s data.
Blockchain technology is built on a P2P network for establishing a decentralized system
so that participants can make transactions and information can be transferred worldwide
without the need of an intermediary [34, 37].
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Fig. 3 Blockchain architecture

2.2 Architecture of blockchain

Blockchain is made up of blocks that contain a complete list of transactions [102]. The
configuration of a block in the blockchain is depicted in Fig. 3. The first block in the chain is
called the genesis block and it has no parent block [162]. Each block contains the following
information:

• Block version: It specifies the 4-byte long version number that defines the validation
rules or protocol followed by a set of blocks.

• Merkle tree root hash: A Merkle tree is a 32-bytes field binary tree in which the leaf
node stores one transaction detail and the non-leaf node stores the concatenation of the
hash of its child nodes. The 256-bit root hash of the Merkle tree is used to check the
integrity of the transactions in a block.

• Timestamp: A small digitally recorded moment stored at the time when the block was
created.

• nBits: It is a 4-bytes field that defines the complexity while adding the block in the
blockchain.

• Nonce: A 4-byte field used for the proof-of-work algorithm. It begins with 0 and
increases with each hash calculation maximum of 232.

• Parent block hash: It is a 256-bit hash block that refers to the previous block.
• Transaction counter: The block body comprises a transaction counter which defines the

total number of transactions stored in the block. The maximum number of transactions
determines the block size and the size of each transaction.

2.3 Blockchain layered view

There are six layers in a blockchain, including the data layer, network layer, application
layer, contract layer, incentive layer, and consensus layer. The data layer ensures no tam-
pering with the data in the block. It summarizes the underlying data and basic algorithms.
The network layer contains the propagation protocols and data verification techniques. The
application layer handles user situations and cases with the developed user applications. The
contract layer performs programmability and operability into the network. It also encapsu-
lates a variety of script algorithms in smart contracts to make transactions automatically.
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Fig. 4 Different blockchain deployments and their brief explanation

The incentive layer integrates economic considerations into the blockchain framework. It
encourages each node to participate in the validation and security verification process. The
consensus layer enables all nodes to achieve a fast consensus for block data verification.

2.4 Blockchain deployment

The blockchain included a variety of flavours depending on the requirement and uses. It
depends on the stored information in the block and activities performed by the various
participants. It mainly has four deployment models: public, private [115], consortium, and
hybrid blockchain [119]. A brief explanation of each model is shown in Fig. 4.

2.5 Blockchain entities

The blockchain network has different entities that play various roles, like regulating, mon-
itoring networks, and mining the networks. This subsection tabulates various blockchain
network participants/entities with their roles and responsibilities in Table 2. The category
of blockchain entities included consumers, resource providers, developers, frameworks,
miners, and owners.

2.6 Characteristics of blockchain

Blockchain Technology has gained much popularity over the past few years [162]. The list
of characteristics that make it different from other technologies is shown in Fig. 5.
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Fig. 5 Characteristics of blockchain

3 FSTS using blockchain

It has become necessary to establish FSTS to track food status in the supply chain with
growing food safety issues [46, 145]. In this section, we discuss FSTS using the tech-
nology of blockchain. Here, we have analyzed the blockchain integration of FSTS, the
security and privacy issues involved, and finally, the network and layered architecture of the
implementation of FSTS using blockchain technology.
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3.1 Requirements of blockchain in FSTS

Although IoT and other technologies [47, 55] have already been used in FSTS. But, these
technologies do not provide complete food safety, including transparency, auditability, and
traceability. This subsection discusses some of the important requirements of blockchain in
FSTS.

1) The blockchain is used for automated record keeping and tracking information of food
products in the global food industry. It is becoming increasingly popular due to the
ability to track a food product’s entire life cycle from start to finish. Consumers can
track their food information from “origin to final” using a QR code or barcode. The
blockchain features such as consensus algorithm, smart contract, and irreversible time
vector can revolutionize the food safety traceability framework.

2) Blockchain can identify the source of contamination in the system and quickly correct
any errors. The food industry will use the openness of blockchain to check and confirm
the origin of supplies and modernize trademark credibility. Other advantages include
improved protection, outbreak correction, and fraud prevention.

3) The blockchain integration in FSTS enhances real-time monitoring of food location,
transportation and storage conditions in the warehouse or during transmission. They
involve participants who can automatically get notifications about non-compliant food
logistics or conditions.

4) The blockchain can reduce the time to trace food products. According to Fortune, an
indoor team required six days, 18 hours, and 26 minutes to monitor a pack of mangoes.
This time can be reduced to less than two seconds to track the sliced mangoes using
blockchain [72].

5) Blockchain is an immutable distributed ledger of digital transactions in which data
is authenticated in real-time and added to the chain as a new transaction. Since no
single authority has power over the information. This facilitates no one to change the
data, ensuring data trustworthiness over the given information. As a result, it removes
the need for third-party processors while ensuring the efficiency and transparency of
suppliers, retailers, and counter-parties.

5) The government authority brings some exciting concepts after seeing the technology in
blockchain, such as strengthening their dominant management weaknesses. Blockchain
will ensure product quality for businesses and allow fast responses to changing mar-
ket conditions. Additionally, blockchain will secure consumer rights through smart
contracts and allow a transparent audit trail for the food supply chain documents.

3.2 Security and privacy issues in blockchain for FSTS

Nowadays, everyone is interested in blockchain technology for the development of FSTS.
Security and privacy issues in FSTS remain a concern that needs to be addressed as soon
as possible, even though blockchain has provided easy and dependable services. Several
authors have published numerous studies on blockchain privacy and security concerns for
FSTS [54, 56, 65, 70, 74, 95, 104]. The following are some of the blockchain security
concerns for FSTS:

1) 51% security issue: The biggest threat in the blockchain is the “51% attack”. In this
attack, a group of miners can reverse or halt the new transactions by controlling
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more than 50% of the network resources. This may create a double-spending prob-
lem. Blockchain technology in FSTS faces such issues in which some miners control
transactions.

2) Phishing and social engineering: The most widespread scams in blockchain are phish-
ing and social engineering scams. An attacker can create fake blocks in FSTS, which
may be invalid [1, 152]. The attacker misleads users by creating fake identities. The
entire identity is copied, including email signatures, social media handles, URL design,
and website design.

3) Security of the blocks: Highly decentralized blockchain technology in FSTS faces this
security issue. The transaction blocks in FSTS can be stolen. Stolen data blocks cre-
ate data leaking issues in the traceability system. Using a wallet password is the best
solution to protect the system from block theft. A wallet password protects all legal
transactions so no one can extract the information even if data blocks are stolen.

4) Scalability: The validation of the transactions is an important technical process in
blockchain networks. The validation process of transactions takes much time, which
reduces the transaction efficiency and system throughout. The FSTS might become
slow if the number of transactions increases exponentially.

5) The blockchain-based FSTS is a decentralized technology in which data are distributed
among peers. Any user can join the network and perform the transactions. This may
reduce the resiliency of the food supply network. A more intelligence and automation
joining system is needed in which only the authorized parties can join the network and
perform the transactions.

6) Security of smart contracts and execution codes: The security of smart contracts
is the most critical issue in FSTS. The vulnerabilities present in the smart contract
may destroy the complete FSTS. These vulnerabilities include re-entrance, transaction
inconsistency, failed exception handling, tempering timestamps, and many more.

7) Security of transactional and operational data: A insecure data exchange and storing
the operational information insecure way have succeeded in various cyberattacks and
fraud. FSTS transactional and operational data security can be implemented using a
contract among various participants.

8) The unauthorized access of smart contracts’ source codes, code errors, invalid transac-
tions, and mining attacks might create significant financial losses for FSTS actors.

3.3 FSTS network architecture using blockchain

The architecture of food traceability using blockchain is shown in Fig. 6. The food supply
chain entirely relies on the transaction information between the parties and product data.
Consensus processes between supply chain users, internal members, governments, and reg-
ulatory authorities are used to maintain the entire blockchain structure. It instantly stores
details on each node in the blockchain network. It ensures data immutability and authenticity
in the food supply chain. The required data is held in a blockchain system with a traceable
database. Regulatory authorities supervise the traceability database. The ultimate goal of
creating the traceability database is to provide the confidentiality of data and distinguish it
from the original digital abstract on the blockchain.

The primary goal of food traceability is to determine the correct product information.
This can be possible when effective monitoring and tracing are done. The data carriers like
RFID and barcode are also used to identify logistics information like positions, members,
and objects. The blockchain-based FSTS allow the writing of quality-controlled data in the
blockchain. Other nodes in the FSTS network validate these transactional data.
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Fig. 6 FSTS network architecture using blockchain

• The smart contracts are used to examine the safety conditions, food quality, and data
format. The analyzed data is measured as a digital abstract and transmitted over the
P2P network. After checking, the data information is transferred to the trading pool
for verification before packaging. The sender’s private key and both parties need to
reach a consensus for signing the transaction information. In the blockchain network,
the transaction data is validated by each node in the system. Finally, the transaction
information is placed in the blockchain.

• After saving the necessary details in the block, it still needs to be verified through each
node in the system. In the blockchain, the verified block is linked in chronological order.
After that, the blockchain technology returns the identical hash value for the entered
detailed data information. The returned value is a query index to validate whether the
information stored has been altered or not. In conclusion, every data and index is saved
in the traceability database guaranteeing that the stored data is not modified.

3.4 Layered architecture of FSTS

The architecture of FSTS based on blockchain consists mainly of three layers, as shown in
Fig. 7. The function of each layer is defined below:

1) Data gathering layer: This layer is mainly responsible for collecting operational data.
This layer included data sources that are used for tracking and security purpose. In this
layer, multiple sources (entities) provide operational data. The following entities reside
on the data gathering layer and produce the operational data.

• Production: Operator, production base, quantity, implementation time, variety,
medication, inspector, inspection date, environment, planting enterprise, certificate
number.

• Purchase: quantity, unit, variety, environment, the purchaser
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Fig. 7 FSTS layered architecture

• Processing: processing process, date, operator, batch quantity, processing enter-
prise, ingredient.

• Storage: quality grade, operator, storage environment, specification quantity, shelf
life.

• Transportation: GPS information, transporter, distribution enterprise, transport
vehicle, arrival time, receiving enterprise, weight, consignee, quantity, environ-
ment.

• Sales: sales status, shelf time, salesperson, purchase time, environment, sales
method.

2) Blockchain Layer: The blockchain layer mainly contains the smart contract, transac-
tional hash data, and consensus mechanisms.

• Data level: It comprises blockchain data like hash function, Merkle tree value,
chain structure, and many more. All the timestamped blocks are connected in
a chain. The information stored in blocks cannot be tampered or altered by
unauthorized parties.

• Network consensus level: It executes the Consensus and data verification which
assures the data verification and validity.

• Contract level: At the smart contract level, the agriculture management and safety
regulations are embedded to determine the human mismatch activities. The smart
contract will help to develop standard management rules and protocols.

3) Physical Layer: The physical layer includes the application level, interface level, and
user level. The interface and application levels provide the corresponding permissions
or interfaces for different users according to users needs. This shows the essential data
information. The user level illustrates organizations and individuals like supply chain
consumers, internal participants, governments, and regulatory authorities.

4 Blockchain solutions for FSTS

There are many solutions proposed for FSTS using blockchain [3, 78, 81, 82, 123, 156, 158,
163]. A detailed comparison of the existing solutions are presented in Table 3.

In [141], a Chinese FSTS that uses blockchain and RFID technology was discussed. The
RFID helps in data collection, tracking, and monitoring and blockchain ensures a secure
and decentralized framework. The main challenges of this system are the high cost of RFID
and the scale of the newly emerging blockchain. Biswas et al. [14] defined an FSTS for
wine supply. It was built on blockchain technology to eradicate fraud, adulteration, and
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harmful chemical additions. The current RFID systems do not prevent forgery, so this sys-
tem deployed a private blockchain to achieve stable, open, and non-tampered wine tracing.
The paper [142] proposed a decentralized FSTS based on blockchain, IoT, hazard analy-
sis and critical control points system. The system uses real-time information for tracing
with more security and transparency. This work uses the BigChainDB database to address
blockchain’s scalability issues. In the paper [62], the authors developed a traceability sys-
tem for agri-products based on blockchain and IoT technology. The blockchain makes it
decentralized and IoT makes it credible and reliable. They proposed the system structure,
architecture, and lifecycle management and used consortium blockchain to reduce the oper-
ating costs between entities. Westerkamp et al. [153] proposed a decentralized FSTS based
on blockchain. The system was implemented on Ethereum Virtual Machine using smart
contracts. The production process is considered a token recipe. In [84], the author proposed
an FSTS based on blockchain and IoT technology. It involves blockchain into a Low-power
WAN IoT to make the system faster and more efficient. The IoT devices reduce human
intervention and blockchain ensures protection and verification. This system creates a safe,
transparent, and environmentally friendly smart agriculture system. Participants use smart
contract technology to create automatic alert codes to monitor device issues. The authors of
[17] proposed an FSTS based on blockchain and RFID tags, allowing only authorised users
to enter in the system securely. The solution is implemented using REST API, Javascript,
and the NoSQL database. Arduino hardware nodes, virtual blockchain networks, and WiFi
were used to deploy the actual system prototype. The success rate was 100% with almost
1800 readers in the system. Its future scope includes developing real blockchain networks,
focusing on Algorand blockchain networks, and smart contract improvements.

In [22] discussed a practically implemented FSTS based on decentralized blockchain
and IoT named AgriBlockIoT. First, a classical use case was defined after the development
of the system. After that, Hyperledger Sawtooth and Ethereum blockchain is implemented.
The latency, cost-effectiveness, CPU load, consensus algorithm, and network usage shows
Hyperledger Sawtooth has better performance than Ethereum. Suzuki et al. [136] proposed
a product history management system in the food supply chain using a private blockchain,
IC cards. They also use an unspent transaction output strategy for history management
using the Proof of Proof (PoP) mechanism. Its practical implementation was conducted
in the organic farm products market, showing the system’s feasibility. The future scope
includes integrating the system with IoT sensor devices to enhance data reliability. The
paper [58] proposed a blockchain-based FSTS named FoodTrail Blockchain. The system
uses four blockchain abstraction layers. It is implemented on Hyperledger Sawtooth with
Proof of Elapsed Time consensus. This is achieved using a depth-first search algorithm.
Results show that the system is distributive, immutable, and verifiable. But, sometimes,
transactions are slow due to limited server capacity. Leng et al. [79] proposed an FSTS
for agri-food that is based on blockchain. The system follows a dual chain architecture to
utilize business resources and consensus algorithms. It uses a public blockchain with two
chain structures: “transaction chain” and “user information chain”. It enhances the credibil-
ity of public service platforms. Huang et al. [64] proposed an FSTS based on blockchain
with Electronic Product Code Information Services (EPCIS) and InterPlanetary File System
(IPFS) techniques. EPCIS encoded the data and IPFS prevented data explosion, providing a
secure, transparent, and efficient system. The system is implemented using Ethereum smart
contracts.

An FSTS prototype was developed using blockchain and EPCIS technology by [85]. It
developed a management model that uses on-chain and off-chain data and smart contracts
at the enterprise level. It solves trust, data explosion, and sensitive information leakage
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problems. The paper [143] proposed an FSTS based on blockchain and IoT technology that
tracks the food supply chain and ensures food quality. It deployed IoT technologies under
traceable resource units (TRUs), Proof of Supply Chain Share (PoSCS) consensus algo-
rithm, lightweight blockchain network, and fuzzy food quality assurance. Further, at the
enterprise level, PoSCS is extended by integrating flows in the supply chain. In [149], a
blockchain-based FSTS has been proposed to utilize smart contracts. It includes an event
response mechanism to check the involved parties reliability. The event is stored in perma-
nent logs and transaction history is stored in a distributed ledger. A decentralized system
prototype is developed using the Truffle framework. They deployed and tested the frame-
work using TestRpc. They also created a web page based on their prototype. The future
scope includes the integration of IoT and QR code technology. Surasak et al. [135] devel-
oped a Thai-based agri-products traceability system using blockchain and IoT technology.
The IoT technology is used for real-time data gathering. It uses the OurSQL mechanism
so unauthorized parties cannot change the data. There are no block creation fees and user
queries are executed efficiently. The system can also track the humidity and temperature of
the product. The paper [49] proposed an FSTS for restaurants based on blockchain technol-
ogy and the Food Quality Index (FQI). The FQI algorithm uses standard storage rules and
regulations to generate FQI values. These values provide the quality assurance of the food.
It also helps to identify the quality of food intake by consumers.

Salah et al. [120] proposed a solution based on blockchain for tracing soybean. The solu-
tion was implemented using Ethereum smart contracts and IPFS for recording and storing
transactions. It alleviates the use of a centralized system and ensures traceability, trans-
parency, and integrity of involved entities. Baralla et al. [10] developed a blockchain-based
FSTS, which enhances the reliability and traceability of the European Union’s current “farm
to fork” model. The system is based on the Hyperledger Sawtooth blockchain framework.
The customers can know the whole product history by scanning the QR code. Gao et al. [45]
proposed a blockchain-based FSTS that also tracks supply chain trading among enterprises.
It is implemented on HyperLedger Fabric using three smart contracts: Storage, Trading &
Traceability, along with the CouchDB database and REST APIs.

In the paper [124], an end-to-end solution for agri-food supply has been proposed using
blockchain. The FSTS fulfils traceability, trading, delivery, and reputation services using
blockchain and Ethereum smart contracts. It ensures credibility between the entities par-
ticipating in the supply chain activities. The authors in [57] proposed an FSTS based on
blockchain. They also proposed visualization methods that highlight the risks and their
causes. The visualisation risks are developed with the help of heat maps. The traceability
analysis is performed using migration and force-oriented graphs. The authors focus on a
quantitative rather than qualitative analysis to assess safety risk. In paper [116], an agricul-
tural products traceability and visibility system has been proposed based on blockchain. The
solution uses Ethereum-based smart contracts and private blockchain. The proposed system
is secure, cost-efficient, transparent, and tamper-free. The solution was effective and pro-
vided 161 transactions/second. In the paper [83], the authors have discussed blockchain’s
basic principles and applications in the current agriculture sector. The technical aspects
include consensus algorithms, data structures & cryptography. The authors reviewed and
identified critical challenges like scalability, security, and integration. They also demon-
strated an improved solution based on the post-COVID-19 situation, which uses Artificial
Intelligence to predict retail sales. Zhang et al. [159] proposed an FSTS for grains using
blockchain, EPC technology, and a cloud database. The system uses smart contracts on
Hyperledger Sawtooth that combine blockchain and node databases to achieve a multimode
data storage mechanism. It guarantees safe traceability and data security.
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4.1 Advantages of related literature

From the above works, we have identified the following technical merits of blockchain
integration in FSTS.

• The immutability, smart contracts, decentralized, transparency and data integrity
features of blockchain improve the trust among different entities.

• The blockchain-based tracking system can securely track the source of various food
items and assets starting from the farm.

• The blockchain plays an essential role in controlling the risk in the FSTS.
• Other technical merits include improved food safety, customer service satisfaction, fast

query resolution, fulfilling customer demand, and many more.

4.2 Limitations of related literature

Much work has been done in the previous years, including blockchain and other related
technologies with the FSTS. Regarding the survey article, several limitations of the related
literature are tabulated in Table 1. Other limitations of the related literature are as follows:

• The blockchain integration in FSTS may slow the network functionality. Most of the
article does not focus on this issue.

• The technological growth in the FSTS attracts many new types of attacks which are
lightly focused on by most of the related literature.

• A common security framework applicable to all the platforms is missing in the
literature. This creates interoperability, compatibility, and standardization issues.

• A lack of proper implementation knowledge is a barrier to integrating blockchain in
FSTS.

5 Consensus Algorithm in blockchain-based FSTS

Consensus refers to an agreement in which all the nodes in the distributed network should
agree on the proposed transaction state. Various algorithms help the nodes to reach an agree-
ment on the transaction history. In this section, we will be reviewing some of the commonly
known consensus algorithms.

• Proof of Work (PoW) PoW was first implemented in Bitcoin and introduced by Satoshi
Nakamoto. But, now, it is used in other blockchain technology like Ethereum and Lite-
coin. In a blockchain network, the decentralized nodes are miners. The miners in a
network try to compete and solve a cryptographic puzzle. Once a miner finds the solu-
tion, they can broadcast the block into the network. The other miners verify whether
the solution is correct or not. This whole process is called mining. The main issue with
PoW is that mining requires costly computing hardware and high power.

• Proof of Stake (PoS) PoS was first proposed by a BitcoinTalk forum in 2011. It follows
the concept that a node is chosen randomly to validate the next block based on the
number of coins they have [101]. The validators are chosen based on coins they fixed
deposit in the network. The high fixed deposit creates a higher chance they have of
becoming a validator. The validator checks all the transactions within the block are valid
or not. If the transaction is valid, then it is added to the chain. They earn reward fees
after successful validation. The approval of any fraudulent transaction will lose more
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costs than they gain. This consensus mechanism is used in Peercoin and Nxt blockchain
[111].

• Delegated Proof of Stake (DPoS) This consensus method is a variant and democratic
version of PoS introduced in 2014 by Daniel Larimer [77]. Here, the nodes elect dele-
gates for validating blocks in the network. The stakeholders of the network vote together
for several delegates. These delegates then validate blocks and get rewards. They are
assigned fixed time slots for producing new blocks in the chain. This reduces compu-
tational power consumption as only the delegates are involved in block creation. The
delegates who perform malicious acts will lose credibility and be removed and replaced
by a new representative. Some DPoS systems require delegates to deposit funds which
will be seized if the delegates indulge in fraud. Bitshares blockchain uses this algo-
rithm. Thus DPoS is considered fair, democratic, and efficient compared to PoW and
PoS consensus.

• Proof of Elapsed Time (PoET) Intel introduced the PoET consensus algorithm with the
main aim of developing an efficient consensus. It is low-cost and energy efficient. In
this mechanism, each node in the network is assigned a random wait time. The node
with the shortest waiting time will wake up first and win the block. The winning node
is elected as the validator and adds the following block in the blockchain [28]. PoET is
said to be like a fair lottery game where the chances of winning are equal and proper
for every participant. This algorithm is mainly used in permissioned blockchain.

• Practical Byzantine Fault Tolerant (pBFT) pBFT was proposed in 1999 by Miguel Cas-
tro and Barbara Liskov [23]. Byzantine general’s problem illustrates how a group of
generals with their armies can have conflicts while deciding their next move. In terms
of blockchain, a general represents a node in the network that needs to reach Consen-
sus. The BFT feature of the system provides tolerance against faulty nodes and pBFT is
an algorithm that optimizes BFT in asynchronous networks. In this mechanism, a new
block is confirmed when more than 66% of the validators agree. It is faster and cheaper
than PoW, but a central authority elects the validators. Hyperledger Fabric and Zilliqa
currently use pBFT [134].

• Delegated Byzantine Fault Tolerant (dBFT) Delegated BFT is an improved version of
PBFT. It was introduced by NEO Foundation and called “Ethereum of China”. dBFT
is an algorithm used to achieve Consensus through proxy voting. This voting sys-
tem enables large-scale participation in the same way as DPoS. Proxy voting means
that NEO token holder can delegate their votes to representatives that are consensus
nodes. In every round, a group of nodes is selected and then use the BFT mechanism
to reach a consensus. DBFT is considered suitable for permissioned blockchains with
several nodes because of its scaling capability [30]. The other nodes in the network
behave as ordinary nodes that can receive and verify those nodes. It is a bit com-
plex and confusing, but one of the largest cryptocurrency exchanges Binance uses this
mechanism.

• Proof of Activity (PoAc) PoAc was developed in 2014 [13]. The PoAc system com-
bines PoW and PoS techniques. When the mining process begins, the system follows
the PoW approach. After successfully mining the block, it switches to the PoS system.
The PoW method included several miners competing against each other with high com-
puting power to add a new block. After the block is mined, the system follows the PoS
approach with the mined block containing a header and address for rewards. A group
of validators is selected randomly based on header details. The validators then validate
the new block. Decred (DCR) is a popular cryptocurrency that uses PoAc consensus.
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• Proof of Authority (PoAu) This consensus algorithm is a hybrid of both PoS and BFT.
It is a prominent algorithm because it offers fault tolerance and increased perfor-
mance concerning typical BFT algorithms [108]. The private networks of the Ethereum
blockchain platform first proposed PoAu. PoAu is a modified version of PoS where
the stake is not financial; instead, the real identity and reputation of the authority are at
stake. This eliminates any misuse of the blockchain network as the participant can face
real-world repercussions if they indulge in fraudulent behaviour. Parity and VeChain are
the blockchain implementations that use PoAu algorithms for permissioned blockchain.
PoAu prioritizes availability over consistency [33].

• Proof of Burn (PoB) PoB was proposed in 2012 [132]. This algorithm uses distributed
Consensus. It is an alternative to PoS and PoW. In PoB, the validators are selected
through a random process. Then they ’burn’ the native or mined cryptocurrencies such
as Bitcoin. The rewards received are in the native cryptocurrency of the blockchain.
They send some portion of coins to a wallet whose address is not reachable and irre-
trievable. This makes it impossible to spend those coins. PoB uses less hardware and
energy. The rewards are based on entrepreneurial risks rather than wealth [75].

• RAFT consensus algorithm RAFT is a distributed consensus algorithm developed in
2014. It is an alternate solution to the Paxos algorithms [106]. It primarily focuses on
the consistency of log replication and maintaining minimum failures. RAFT divides the
Consensus into three essential elements: leader election, log replication and safety, and
three states (leader, follower, and candidate). One leader is elected from a distributed
cluster if a follower node can’t reach the leader. Then, the leader becomes a candidate
and a new leader selection process starts.

• Ripple Protocol Consensus Algorithm (RCPA) Ripple is an open-source system devel-
oped in 2014 for making transactions and reaching Consensus within the Ripple internet
[121]. All the transactions are stored in a distributed ledger. In RCPA, each node votes
for the nodes they trust within the network, creating a Unique Node List (UNL). Each
node sends its transaction list to other validating nodes. Then each validating node
needs to reach a consensus on the transaction with nodes in the UNL. If the validat-
ing node finds an identical one in its local transaction set, that transaction will get one
vote. If the transaction receives more than 80% votes, the decision is finalized, and the
transaction is recorded in the ledger. This protocol is efficient in terms of speed and
energy.

• Stellar Consensus Protocol (SCP) David Mazières introduced this consensus method in
2015 [90]. SCP is a decentralized alternative to BFT in a federated Byzantine agreement
system. The Stellar payment network uses it. In SCP, each validator elects a few other
trusted validators listed as ‘quorum slice’. These slices overlap each other to form a
network-wide transaction. SCP favours safety and fault tolerance. It has low latency
due to no mining process. Thus transactions get validated every few seconds. In case of
fraudulent activity, the network’s progress is paused until Consensus can be restored.

• Proof of Capacity (PoC) Dziembowski proposed this Consensus in 2013. It is also
called Proof of Space or Proof of Storage [40]. PoC is based on the proof of work
consensus except that instead of computation speed, storage is used. In this consensus
algorithm, the miners are selected for validating a new block in the network based on
the remaining storage of their hard drive space. It involves two processes: the plotting
of the hard drive and the actual mining process. It is efficient against PoS and PoW.
Burstcoin, SpaceMint, and Storj cryptocurrencies use this consensus mechanism.
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6 Security attacks in blockchain based FSTS and its solution

The rapid evolution and digitization of FSTS and integration of blockchain technology in
FSTS bring new types of attacks. The FSTS contains several emerging attacks, such as
masquerade, tracing, forgery, template, malicious code, repudiation, spoofing, and botnet
attacks that may damage or compromise the system. These attacks lead to serious security
issues in the global food market. The most common attacks are cybersecurity, data integrity,
data loss, unauthorized access, and authentication [16, 50, 80]. The digitization and internet-
based device-specific features attract more attacks. The blockchain-based security solution
attacker’s main aim is to attack the blockchain. Once the blockchain is hacked, the FSTS
is automatically hacked. Thus, some of the security attacks are directly related to attacks
on blockchain. These security attacks can be used to hamper blockchain features such as
P2P networks, smart contracts, Consensus, ledger, mining, and wallet. The Decentralized
Autonomous Organization (DAO) hack was one of the most significant attacks due to a code
bug. This leads to a loss worth 70 million dollars at the time [35]. The first hack occurred
in 2011 with a loss of 25,000 Bitcoins [15]. Various vulnerabilities, like time dependency,
signatures, immutable bugs, etc., can lead to significant losses [5]. These significant attacks
can be possible in FSTS, resulting in financial losses and leaked sensitive data. This section
analyzes all the security attacks in blockchain-based FSTS, which can be complicated and
cause huge damage. Also, some of the countermeasures are addressed to prevent the system
from such attacks.

• Sybil attack: In this attack, the attacker tries to affect the whole network by creat-
ing multiple identities/nodes, just like making various fake accounts on social media
[38]. This attack hampers the security and reputation of FSTS by accessing multiple
resources simultaneously using multiple active identities. These attacks affect the hon-
est nodes, block other nodes, and lead to double-spending. This attack can be restricted
using Consensus like PoW, PoS, and DPoS [137].

• Eclipse attack: The attacker node targets a specific user in the FSTS. The attacker tries
to isolate the victim node from the FSTS network and eclipses his view of the network
[60]. The attacker controls the IP addresses of the victim nodes. This can lead to double
spending, a fork in the ledger, self-mining, etc. The solution for this attack is limiting
the number of outgoing connections and allowing limited connections from the same
IP [66].

• Distributed Denial of Service (DDoS) attacks: The attacker influences the network and
brings down the resources and servers by sending a massive amount of traffic and
requests to the FSTS node [146]. The decentralized FSTS reduced the chances of attack.
Several anti-DDoS software and tools like Project Shield and Cloudflare are available
to mitigate the risks of DDoS attacks.

• 51 percent attack: 51% attack occurs when a single or group of nodes (miners) can
acquire more than 50% of the hash rate of the blockchain network (PoW-based sys-
tems). Once the miners in FSTS have control, they can prevent, modify, and reverse
the transactions. Also, they can prevent block validation and fork the blockchain-based
FSTS network [155]. The only way of prevention is to ensure that no minor or group of
miners attain more than 51% computational power of FSTS.

• Finney attack: This attack is a double-spending threat. In this attack, the miner or
attacker mines his transaction into a block, keeps it secret, and then creates another
transaction before the pre-mined block gets confirmed into the blockchain network
[131]. Thus, the second transaction gets invalidated. The risks of this attack can be
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reduced if the FSTS actors wait for multiple confirmations before providing the product
to the users.

• DAO attack: The DAO hack was one of the most potent attacks in cryptocurrency his-
tory. It was launched on the Ethereum blockchain in 2016. An attacker found a loophole
in the code where Ether was retrieved without updating balance when the split function
was called. This loophole turned into a vulnerability. The hacker called the split func-
tion recursively to extract funds. This is called recursive call exploit [91]. The attacker
was able to retrieve 3.6 million Ether worth 70 million USD.

• Timejacking attacks: Timejacking attacks are based on the timestamps of blocks. The
attacker places nodes in the network with fake timestamps and forces the victim node
to enter an alternative network. This will lead to double spending. Malicious peers can
be put in the network using the Eclipse attack. This attack can be prevented by synchro-
nized clocking, using the node’s system time, not the network time, and allowing only
trustworthy peers [18].

• Selfish mining attack: This attack is a mining pool threat. Here, instead of publishing a
block immediately after its generation, a miner(s) keeps it secret and then tries to put
out only selected blocks or publish all of them at once, making it the longest chain. The
selfish miner has the greed of receiving more significant rewards and making others
waste their resources [41]. The other miners will lose their blocks. It is possible to
prevent this attack by assigning the miners randomly to the pool branches or choosing
the more recent timestamp block.

• Time dependency attack: This attack is a vulnerability in the smart contracts-based
blockchain. Most applications use a timestamp to decide on actions in the contract in
the blockchain. Here, the attacker tries to influence the timestamp of transactions as the
time is set according to the miner’s local clock.

• Vulnerable signature: In FSTS, due to lack of randomness, actors use the same nonce
more than once in the transactions. This may allow attackers to compute private keys.
This flaw is still an open issue.

7 Discussion and open issues

An FSTS based on blockchain technology is discussed in this survey-based article.
This paper provides a comprehensive overview of blockchain technology which helps to
develop the FSTS system. The work’s main theme starts with conceptualising FSTS using
blockchain technology, followed by existing solutions for FSTS. The blockchain consensus
algorithms are discussed, which makes the system achieve a common agreement. Several
security attacks and their solutions were also discussed. Finally, we depicted some signif-
icant issues and challenges that could be barriers to developing blockchain-based FSTS.
All the necessary information about food is stored in the blockchain. Only the authorized
user can access the stored food information from the blockchain. This will ensure authentic
product information and guarantee the food’s quality. The FSTS typically uses smart con-
tracts at the enterprise level to secure sensitive food data rather than conventional transaction
records. The smart contracts verify the enterprise identity and protect the system from spam
attacks. It will take appropriate measures to ensure food data protection. The discussed
FSTS using blockchain technology provides 1) privacy protection, 2) tamper-proof ability,
3) immutability in chain data, and 4) the degree of decentralization. It also reduced the cost
value of the traceability system for small and medium-scale food businesses. The literature
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covered the FSTS solutions regarding trading, traceability, credibility, and distribution using
the current model.

FSTS using blockchain still has problems and open issues that must be addressed in the
future for improved food traceability and protection [97]. The following are some research
directions where improvements are required to strengthen the FSTS.

• Optimization of P2P network: The knowledge about the food products in the system is
an essential factor that can improve the FSTS system’s efficiency. The system cannot
achieve complete traceability if the network have lack details. A fragmented blockchain
network can be used to solve this problem. We can split the P2P network into different
fragments or regions. Each area will be able to store information about food products in
various categories. Any super nodes will then be in control of these regions/areas. As a
result, this will help the network’s better organization and optimization.

• Information security: A consensus mechanism validates the reliability and transactions
of the information. The scalability, security and trust are required more attention n the
context of the global food chain. Thus, the system required standard security protocols
to handle transactions and accessibility-related issues and provide security to consensus
algorithms.

• Optimization of consensus algorithm: Consensus algorithms help to reach a common
decision and validate the transaction FSTS. But they can slow down the data rate. As a
result, it is essential to keep optimizing the consensus algorithms to increase the FSTS
output and speed up the data uploading method.

• Blockchain complexity: A transaction in the blockchain is complex, distributed, and
encrypted. It may take extra time to process the transactions compared to traditional
systems like debit or cash transactions. The integration of blockchain in FSTS may
degrade system efficiency. Thus, some solutions need to maintain the FSTS efficiency
after integrating blockchain.

• Concerns of identity and quality-preservation: An active RFID tag in the food supply
chain provides information about environmental features such as humidity, temperature,
etc. These features measure the product’s quality and lifetime and trace any information
about the product at any stage [2]. It can provide real-time routing and sizing of fresh
food supplies and information on biodegradable products. Such real-time information
is also needed in blockchain, which is still an open issue.

• The system performance is an open challenging issue that needs to be addressed in
future. The food industry contains a bulk of biodegradable products that are required
proper tracing. The researcher must develop a database that supports blockchain
integration in FSTS with proper tracing and lower latency.

• This is a new emerging technology with advanced features. Most people are unaware of
the blockchain infrastructure. Thus, it is not fully accepted by all people. It is challeng-
ing to develop a fully supported blockchain infrastructure that meets all requirements
in FSTS.

• The blockchain development required significant capital investments. The digitalization
of supply chain processes requires huge infrastructure costs, knowledge, expert people,
and skills. The initial set-up and maintenance costs might outweigh the benefits of
FSTS.

• The compatibility and standardization of blockchain technology among different types
of FSTS are important. A standard architecture that supports blockchain-based FSTS
with interoperability features is needed.
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8 Conclusion and future scope

FSTS is implemented using several technologies like RFID, NFC, data mining, etc.
However, blockchain is integrated into these systems due to security, transparency, and
immutability shortcomings. The decentralized, distributed, and transparent characteristics
of blockchain help to track and authenticate food product origin and improve credibility.
Some concerns about security and privacy may be overcome by including P2P architecture,
consensus algorithms, and other cryptographic techniques.

In this systematic review, we have developed a conceptual framework of FSTS using
blockchain technology that covers all aspects. A blockchain-based FSTS is conceptualized
with a detailed explanation of its requirement, architecture, and a few associated secu-
rity issues. The background of blockchain includes its architecture, technologies, entities,
deployment, characteristics, and advantages. Subsequently, this survey paper presented a
comparative analysis of the previous proposed works based on blockchain. The merits and
demerits of the previous works are listed in mind while developing such systems. Further,
we have discussed various consensus mechanisms for the system and examined possible
security attacks and their solutions. At last, we have discussed some of the open issues that
need to be solved in the future. However, this survey-based research study has certain lim-
itations. Future work will investigate a common standardization and protocol for product
recognition. The discussed blockchain frameworks should be further tested and empirically
need to validate with accuracy. Future studies try to build a trusted FSTS in which access
will be regulated based on participants’ trust. In the future, technology should be focused
on hardware deployment, storage space, and time complexity to execute the transactions.
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