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Abstract We determine the secrecy capacities under common randomness
assisted coding of arbitrarily varying classical-quantum wiretap channels. Fur-
thermore, we determine the secrecy capacity of a mixed channel model which
is compound from the sender to the legitimate receiver and varies arbitrarily
from the sender to the eavesdropper. We examine when the secrecy capac-
ity is a continuous function of the system parameters as an application and
show that resources, e.g., having access to a perfect copy of the outcome of
a random experiment, can guarantee continuity of the capacity function of
arbitrarily varying classical-quantum wiretap channels.
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1 Introduction

In the last few years, the developments in modern communication systems have
produced many results in a short amount of time. Quantum communication
systems, especially, have developed into a very active field, setting new proper-
ties and limits. Our goal is to deliver a general theory considering both channel
robustness against jamming and security against eavesdropping in quantum
information theory, since many modern communication systems are often not
perfect, but are vulnerable to jamming and eavesdropping. The transmitters
have to solve two main problems. First, the message (a secret key or a secure
message) has to be encoded robustly, i.e., despite channel uncertainty, it can
be decoded correctly by the legitimate receiver. Second, the message has to
be encoded in such a way that the wiretapper’s knowledge of the transmitted
classical message can be kept arbitrarily small. This work is an extension of
our previous paper [22].

In our earlier work [22], we investigated the transmission of messages from
a sending party to a receiving party. The messages were kept secret from an
eavesdropper. Communication took place over a quantum channel which was,
in addition to noise from the environment, subjected to the action of a jammer
which actively manipulated the states. The Ahlswede Dichotomy for arbitrar-
ily varying classical-quantum wiretap channels has been established, i.e. either
the deterministic capacity of an arbitrarily varying channel was zero or equal
to its shared randomness assisted capacity. We also analyzed the secrecy capac-
ity of arbitrarily varying classical-quantum wiretap channels when the sender
and the receiver used various resources and studied the helpfulness of certain
resources for robust and secure information transmission. We found out that
even using the weakest non-secure resource (the correlation), one could achieve
the same security capacity using a strong resource as the common randomness.
But, nonetheless, a capacity formula was not given in [22].

In this paper, we carry on our investigation of arbitrarily varying classical-
quantum wiretap channels and shared randomness. We deliver a capacity
formula for secure information transmission through an arbitrarily varying
classical-quantum wiretap channel using correlation as a resource. Together
with the result of [22], it yields a formula for deterministic secrecy capacity of
the arbitrarily varying classical-quantum wiretap channel. Using this formula,
we analyze the stability of secrecy capacity, i.e., we ask under which condition,
it is discontinuous as a function of channel parameters, in other words, when
small variations in the underlying model dramatically change the effect of the
jammer’s actions.

To determine our capacity formula, we follow the idea of [I3] and [39]
in the classical cases: At first, we consider a mixed channel model that is
called the arbitrarily varying classical-quantum wiretap channel. Then, we ap-
ply Ahlswede’s robustification technique to establish the common randomness
assisted secrecy capacity of an arbitrarily varying classical-quantum wiretap
channel.
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Quantum mechanics differs significantly from classical mechanics; it has its
own laws. A quantum channel is a communication channel which can trans-
mit quantum information. In this paper, we consider the classical-quantum
channels, i.e., the sender’s inputs are classical data and the receiver’s outputs
are quantum systems. The capacity of classical-quantum channels has been
determined in [32] and [38].

In the model of an arbitrarily varying channel, we consider channel uncer-
tainty, i.e. transmission over a channel which is not stationary, but can change
with every use of the channel. We interpret it as a channel with a jammer who
may change his input with every channel use and is not restricted to using
a repetitive probabilistic strategy. It is understood that the sender and the
receiver have to select their coding scheme first. After that, the jammer makes
his choice of the channel state to sabotage the message transmission. However,
due to the physical properties, we consider that the jammer’s changes only take
place in a known set. The arbitrarily varying channel was first introduced in
[17].

As was already mentioned in our earlier work [22], we are interested in
the role that shared randomness plays for the arbitrarily varying classical-
quantum wiretap channel. This is used in [2], [3], and [4] for the determination
of the random capacity. [2] showed a surprising result which is now known as
the Ahlswede Dichotomy: Either the capacity of an arbitrarily varying chan-
nel is zero, or it equals its shared randomness assisted capacity. After this
discovery, it has remained an open question as to exactly when the determin-
istic capacity is positive. In [29], a sufficient condition for this has been given,
and in [26] it is proved that this condition is also necessary. In [1I] it has also
been shown that the capacity of certain arbitrarily varying channels can be
equated to the zero-error capacity of related discrete memoryless channels.
The Ahlswede Dichotomy demonstrates the importance of shared randomness
for communication in a very clear form.

A classical-quantum channel with a jammer is called an arbitrarily varying
classical-quantum channel. The arbitrarily varying classical-quantum channel
was introduced in [6]. A lower bound for its capacity has been given. An
alternative proof and a proof of the strong converse are given in [I3]. In [5], the
Ahlswede Dichotomy for the arbitrarily varying classical-quantum channels is
established, and a sufficient and necessary condition for the zero deterministic
capacity is given. In [23], a simplification of this condition for the arbitrarily
varying classical-quantum channels is given.

In the model of a wiretap channel, we consider communication with secu-
rity. This was first introduced in [42] (in this paper, we will use a stronger
security criterion than [42]’s security criterion, cf. Remark [2). We interpret
the wiretap channel as a channel with an eavesdropper. The relation of the
different security criteria is discussed, for example, in [19] with some generality
and in [39] with respect to arbitrarily varying channels.

A classical-quantum channel with an eavesdropper is called a classical-
quantum wiretap channel, its secrecy capacity has been determined in [27]
and [25].
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In the model of an arbitrarily varying wiretap channel, we consider trans-
mission with both a jammer and an eavesdropper. Its secrecy capacity has been
analyzed in [I6]. A lower bound of the randomness assisted secrecy capacity
has been given.

A classical-quantum channel with both a jammer and an eavesdropper is
called an arbitrarily varying classical-quantum wiretap channel. It is defined
as a family of pairs of indexed channels {(W;,V;) : t =1,---,T} with a com-
mon input alphabet and possible different output alphabets and connects a
sender with two receivers, a legitimate one and a wiretapper, where ¢ is called
a channel state of the channel pair. The legitimate receiver accesses the out-
put of the first part of the pair, i.e., the first channel W; in the pair, and the
wiretapper observes the output of the second part, i.e., the second channel V;,
respectively. A channel state ¢, which varies from symbol to symbol in an arbi-
trary manner, governs both the legitimate receiver’s channel and the wiretap
channel. A code for the channel conveys information to the legitimate receiver
such that the wiretapper knows nothing about the transmitted information
in the sense of the stronger security criterion (cf. Remark [2)). This is a gen-
eralization of compound classical-quantum wiretap channels in [2I], when the
channel states are not stationary, but can change over time.

The secrecy capacity of the arbitrarily varying classical-quantum wiretap
channels has been analyzed in [I8]. A lower bound of the randomness assisted
capacity has been given, and it has been shown that this bound is either a
lower bound for the deterministic capacity, or else the deterministic capacity
is equal to zero.

References [11] and [I0] are two well-known examples for secure quantum
information transmission using quantum key distributions. Good one-shot re-
sults for quantum channels with a wiretapper who is limited in his actions
have been obtained. But our goal is to have a more general theory for channel
security in quantum information theory, i.e., message transmission should be
secure against every possible kind of eavesdropping. Furthermore, we are in-
terested in asymptotic behavior when we deliver a large volume of messages
by many channel uses. Therefore, we consider a new paradigm for the design
of quantum channel systems, which is called embedded security. Instead of
the standard approach in secret communication, i.e. first ensuring a success-
ful transmission of messages and then implementing a cryptographic protocol,
here we embed protocols with a guaranteed security right from the start into
the physical layer, which is the bottom layer of the model of communications
systems. The concept covers both secure message transmission and secure key
generation.

In [23], a classification of various resources is given. A distinction is made
between two extremal cases: randomness and correlation. Randomness is the
strongest resource, and it requires a perfect copy of the outcome of a random
experiment, and thus, we should assume an additional perfect channel. On
the other hand, correlation is the weakest resource. The work [23] also puts
emphasis on the quantification of the differences between correlation and com-
mon randomness and used the arbitrarily varying classical-quantum channel
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as a method of proof. It can be shown that common randomness is a stronger
resource than correlation in the following sense: An example is given where not
even a finite amount of common randomness can be extracted from a given
correlation. On the contrary, a sufficiently large amount of common random-
ness allows the sender and receiver to asymptotically simulate the statistics of
any correlation.

In view of the aforementioned importance of shared randomness for robust-
ness, it is clear that the shared randomness is not allowed to be known by the
jammer (In stark contrast to this, we assume the eavesdropper has access to the
outcomes of the shared random experiment). Therefore, backward communi-
cation from the eavesdropper to the jammer would render the shared random-
ness completely useless. Thus we concentrate our analysis on the case without
feedback, i.e. the eavesdropper cannot send messages toward the jammer. The
communication from the jammer to the eavesdropper is explicitly possible, i.e.
the eavesdropper could know the jammer’s strategy. It is a challenging task for
future studies when the resource is secure against eavesdropping and two-way
communication between the jammer and the eavesdropper is allowed. In this
case, we have to build a code in such a way that the transmission of both the
message and the randomization is secure.

As an application of our results, we turn to the question: when the secrecy
capacity is a continuous function of the system parameters? The analysis of
the continuity of capacities of quantum channels is raised from the question
whether small changes in the channel system are able to cause dramatic losses
in the performance. The continuity of the message and entanglement trans-
mission capacity of a stationary memoryless quantum channel has been listed
as an open problem in [43] and was solved in [33]. Considering channels with
active jamming faces an especially new difficulty. The reason is that the ca-
pacity in this case is, in general, not specified by entropy quantities. In [24]
it has been shown when the message transmission capacity of an arbitrarily
varying quantum channels is continuous. The condition for continuity of mes-
sage transmission capacity of a classical arbitrarily varying wiretap channel
has been given in [39).

As a direct consequence of our capacity formula, we show in this paper
that a sharing resource is very helpful for the channel stability in the sense
that it provides continuity of secrecy capacities.

This paper is organized as follows:

The main definitions are given in Section

In Section Bl we determine a capacity formula for a mixed channel model,
i.e. the enhanced secrecy capacity of compound-arbitrarily varying wiretap
classical-quantum channels. This formula will be used for our result in Section

4@

In Section [] our main result is presented. In this section we determine the
secrecy capacities under common randomness assisted coding of arbitrarily
varying classical-quantum wiretap channels.
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As an application of our main result, in Section [l we discuss when the
secrecy capacity of an arbitrarily varying classical-quantum wiretap channel
is a continuous quantity of the system parameters.

2 Preliminaries
2.1 Basic Notations

For a finite set A, we denote the set of probability distributions on A by P(A).
Let p; and p2 be Hermitian operators on a finite-dimensional complex Hilbert
space G. We say p; > p2 and ps < p; if p1 — po is positive semidefinite. For
a finite-dimensional complex Hilbert space GG, we denote the set of density
operators on G by

S(G) :={p € L(G) : p is Hermitian, p > 0¢g , tr(p) =1} ,

where £(G) is the set of linear operators on G, and O¢ is the null matrix on
G. Note that any operator in S(G) is bounded.

For finite-dimensional complex Hilbert spaces G and G/, a quantum channel
N: S(G) — S(G"), S(G) 3 p — N(p) € S(G') is represented by a completely
positive trace-preserving map which accepts input quantum states in S(G)
and produces output quantum states in S(G’).

If the sender wants to transmit a classical message of a finite set A to the
receiver using a quantum channel N, his encoding procedure will include a
classical-to-quantum encoder to prepare a quantum message state p € S(G)
suitable as an input for the channel. If the sender’s encoding is restricted to
transmitting an indexed finite set of quantum states {p, : « € A} C S(G), then
we can consider the choice of the signal quantum states p, as a component
of the channel. Thus, we obtain a channel o, := N(p,) with classical inputs
x € A and quantum outputs, which we call a classical-quantum channel. This
isamap N: A — S(G'), A > . — N(z) € S(G') which is represented by the set
of |A| possible output quantum states {0, = N(z) := N(p,) : x € A} C S(G),
meaning that each classical input of x € A leads to a distinct quantum output

o € S(G"). In view of this, we have the following definition.
Let A be a finite set and H be a finite-dimensional complex Hilbert space.
A classical-quantum channel is a linear map W : P(A) — S(H), P(A) > P —
1 ifd =
W (P) € S(H). Let a € A. Fora P, € P(A), defined by Py(a/) = ¢ - .~ ¢,
0 ifd #a

we write W (a) instead of W (P,).

Remark 1 In much literature, a classical-quantum channel is defined as a map
A— S(H), A>a— W(a) € S(H). This is a special case when the input is
limited on the set {P, : a € A}.
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For a probability distribution P on a finite set A and a positive constant
0, we denote the set of typical sequences by

1 5
P = {a” eA": |5N(a/ |a™) — P(d)] < EVa’ € A} ,

where N(a’ | a™) is the number of occurrences of the symbol a’ in the sequence

a™.

Let n € N. we define A" := {(a1, -+ ,an) : a; € AVi € {1,--- ,n}}. The
space which the vectors {v1®- - -Qu,, : v; € H Vi € {1,--- ,n}} span is denoted
by H®". We also write a” for the elements of A™.

Associated to W is the channel map on the n-block W®": P(A") —
S(H®™), such that W®"(P") = W(P,) ® --- @ W(P,) if P" € P(A™) can
be given by P"(a") = []; Pj(a;) for every a™ = (a1, ,a,) € A™. Let 0 :=

{1,---,T} be a finite set. Let {Wt it e 9} be a set of classical-quantum

channels. For t" = (t1, - ,t,), t; € 6 we define the n-block W;» such that
for Win (P™) = Wy, (P1) ® -+- @ Wy (Py,) if P € P(A™) can be given by
pr(a") =1 Pj(a;) for every a™ € A™.
For a quantum state p € S(G) we denote the von Neumann entropy of p
by
S(p) = —tr(plogp) .
Let B and Q be quantum systems. We denote the Hilbert space of 3 and

9 by G¥ and G2, respectively. Let ¢*2 be a bipartite quantum state in
S(G®9). We denote the partial trace over G¥ by

trp(¢P7) = (Upd¥ 2Dy
l

where {|l)g : [} is an orthonormal basis of G¥. We denote the conditional
entropy by
SR | Q)s = S(@F7) — 5(¢7) .

The quantum mutual information is denoted by

I(P; )y = S(6%) + 5(7) — S(6¥2) .

Here ¢ = trgn (¢¥*9) and ¢¥ = trq(¢%2). Let V: A — S(G) be a classical-
quantum channel. Following [7], for P € P(A) the conditional entropy of the
channel for V with input distribution P is denoted by

S(VIP) =Y P(x)S(V(z)) .

Let @ := {p, : a € A} be a set of quantum states labeled by elements of A.
For a probability distribution P on A, the Holevo x quantity is defined as

x(P;®) =S5 (Z P(a)pa> —=> P(a)S (pa) -

acA acA
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For a set A and a Hilbert space G, let V: A — S(G) be a classical-quantum
channel. For a probability distribution P on A, the Holevo x quantity of the
channel for V with input distribution P is defined as

x(V; @) := S(V(P)) = S(V|P) .

Let G be a finite-dimensional complex Hilbert space. Let n € N and o > 0.
We suppose p € S(G) has the spectral decomposition p = Y P(x)|x)(x|.
Notice that by definition of the spectral decomposition, the eigenvectors {|z) :
x} form an orthonormal system (sometimes also called the “computational
basis”). Its a-typical subspace is the subspace spanned by {|x"> NS T’];,ya}7

where |z") := ®7_,|z;). The orthogonal subspace projector onto the typical
subspace is
Dya= Y |a")a"|
z"’ETf‘;,a

Similarly let A be a finite set, and G be a finite-dimensional complex Hilbert
space. Let V: A — S(G) be a classical-quantum channel. For a € A, suppose
V(a) has the spectral decomposition V(a) = >, V'(jla)|j)a(jla for a stochastic
matrix V(:|-). In an effort to enhance readability, we will typically suppress
the subscript @ in the above decomposition and typically write >, V (jla)|7) (/]
whenever this causes no ambiguity. The same reasoning applies to the next
definition. The a-conditional typical subspace of V for a typical sequence a™

is the subspace spanned by {®aeA [19)q 1 jte € T%ﬁ(_|a)75}. Here I, := {i €
{1,--+,n}:a; = a} is an indicator set that selects the indices i in the sequence
a™ = (a1, ,ay) for which the ith symbol a; is equal to a € A. The subspace

is often referred to as the a-conditional typical subspace of the state V€™ (a™).
The orthogonal subspace projector onto it is defined as

Myo(a®) =@ Y. [5G

a€cA jla ETI”

V(-]la™),a

The typical subspace has following properties:
For o0 € S(G®") and « > 0, there are positive constants 8(«), v(«), and
d(a), depending on «, such that

tr(oll,q) > 1— 27" (1)
9n(S(0)=6(a)) < ¢y (Iy0) < gn(S(o)+5(e)) , (2)
2 S@OHNNT, < [1, 0011, <27 MS@N (3)

For a™ € T} ,, there are positive constants B()’, v(a)’, and é(a)’, de-
pending on « such that

tr (V®"(a")ﬂv7a(a")) >1— 9 B , (4)
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27n(S(V|P)+7(a)’)HV,a(an) < Hvﬂ(a”)V@” (an)Hv a(an)

)

< 2SR @) 17, (0™ (5)

2 (SVIP)=0(e)) < gy (ITy o (a™)) < 2MSVIP)HO()) (6)

For the classical-quantum channel V : P(A) — S(G) and a probability
distribution P on A, we define a quantum state PV := V(P) on S(G). For
a > 0, we define an orthogonal subspace projector IIpy . fulfilling (), @),
and (). Let 2" € T} . For Ilpy, there is a positive constant B(a)” such
that following inequality holds:

tr (VE(a") - ITpy ) > 1 — 2778@)" )
We give here a sketch of the proof. For a detailed proof, please see [40].

Proof ([I) holds because tr(clls o) = tr(llsa0lls0) = P(Tp,). @) holds
because tr (I, o) = ‘T’])ya‘. @) holds because 2-S(@)+v(@) < pr(zn) <
2-(S(@)=v(2) for z € T%, and a positive y(a). @), (@), and (@) can be
obtained in similar way. (7)) follows from the permutation-invariance of IIpy 4.

O

2.2 Communication Scenarios and Code Concepts

Definition 1 Let A be a finite set, let H be a finite-dimensional complex
Hilbert space, and 6 := {1,--- ,T} be an index set. For every ¢t € 6, let W,
be a classical-quantum channel P(A) — S(H). We call the set of the classical-
quantum channels {W; : t € } an arbitrarily varying classical-quantum
channel when the channel state ¢ varies from symbol to symbol in an arbitrary
manner.

When the sender inputs a sequence a™ € A" into the channel, the receiver
receives the output W/ (a™) € S(H®"), where t" = (t1,ta,- -+ ,t,) € 0™ is the
channel state of W/.

Definition 2 We say that the arbitrarily varying classical-quantum channel
{W; : t € 6} is symmetrizable if there exists a parametrized set of distribu-
tions {7(- | a) : a € A} on @ such that for all a, o’ € A,

S Tt a)Wi(a) =D 7t | a')Wila) .

teo teo

When the sender inputs a sequence a™ € A" into the channel, the receiver
receives the output W2"(a") € S(H®"), where t" = (t1,t2, - ,t,) € O"
is the channel state, while the wiretapper receives an output quantum state
V2" (a™) € S(H'®™).
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Definition 3 Let A be a finite set. Let H and H’ be finite-dimensional com-
plex Hilbert spaces. Let 8 := {1,2,---} be an index set. For every t € 0,
let W; be a classical-quantum channel P(A) — S(H) and V; be a classical-
quantum channel P(A) — S(H'). We call the set of the classical-quantum
channel pairs {(W;, V;) : t € 6} an arbitrarily varying classical-quantum
wiretap channel when the state ¢ varies from symbol to symbol in an ar-
bitrary manner, while the legitimate receiver accesses the output of the first
channel, i.e., W; in the pair (W, V), and the wiretapper observes the output
of the second channel, i.e., V; in the pair (W;, V), respectively.

Definition 4 Let A be a finite set. Let H and H’ be finite-dimensional com-
plex Hilbert spaces. Let 0 := {1,2,---} and 6 := {1,2,---} be index sets. For
every s € 0 let W be a classical-quantum channel P(A) — S(H). For every
t € 0 let V; be a classical-quantum channel P(A) — S(H'). We call the set of
the classical-quantum channel pairs {(W,,V;) : s € 0,t € §} a compound-
arbitrarily varying wiretap classical-quantum channel, when the chan-
nel state s remains constant over time, but the legitimate users can not control
which s in the set 6 will be used and the state ¢ varies from symbol to symbol
in an arbitrary manner, while the legitimate receiver accesses the output of
the first channel, i.e., W, in the pair (W, V;) and the wiretapper observes the
output of the second channel, i.e., V; in the pair (W, V}), respectively.

Definition 5 An (n,J,) (deterministic) code C for a classical-quantum
channel consists of a stochastic encoder E : {1,---,J,} — P(A™), specified
by a matrix of conditional probabilities E(-|-) and a collection of positive-
semidefinite operators {D; : j € {1,---,J,}} C S(H®"), which is a partition
of the identity, i.e., Zj;l D; = idyen. We call these operators the decoder
operators.

A code is created by the sender and the legitimate receiver before the message
transmission starts. The sender uses the encoder to encode the message that
he wants to send, while the legitimate receiver uses the decoder operators on
the channel output to decode the message.

Definition 6 An (n,J,) randomness assisted quantum code for the ar-
bitrarily varying classical-quantum wiretap channel {(W;, V;) : ¢t € 0} is a dis-
tribution G on (4, 0), where we denote the set of (n,J,,) deterministic codes
by A and o is a sigma-algebra so chosen such that the functions v — P.(C7,t™)
and v — X (Runi; Zcv ») are both G-measurable with respect to o for every
" € 07, Beve Zer gn = {Vin (B (- | 1), Vin (B7(- | 2)), -+ Vi (B (- | Ju))}-

Definition 7 A non-negative number R is an achievable (deterministic) se-
crecy rate for the arbitrarily varying classical-quantum wiretap channel {(W;, ;) :
t € 0} if for every € > 0, 6 > 0, ¢ > 0 and sufficiently large n there exists an
(n,Jn) code C = (E,{D?:j =1,--J,}) such that &2 > R —§, and

Inax Fe(C,t") <e, (8)
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"Zn
mnax X (Runi; Zen) < € (9)

where Ryp; is the uniform distribution on {1,---J,}. Here P.(C,t™) (the av-
erage probability of the decoding error of a deterministic code C, when the
channel state of the arbitrarily varying classical-quantum wiretap channel
{(We, Vi) 1t €0} is t™ = (t1,t2,- -+ ,t,)), is defined as

‘]’Vl

PCH") =1 =Y (W (B(1)D5)

_] 1

and Zyn = {‘/tn (E(5):1e{1,--- ,Jn}} is the set of the resulting quantum

state at the output of the wiretap channel when the channel state of {(W;, V4) :
tef}istr.

Remark 2 A weaker and widely used security criterion is obtained if we replace
@) with max;ecq %x (Runi; Zin) < €. In this paper, we will follow [15] and use

@.

Definition 8 An (n,J,) common randomness assisted quantum code
for the arbitrarily varying classical-quantum wiretap channel {(W;, ;) : t € 6}
is a finite subset {C’V = {(E'Y,D}) cj=1,,Jn} v € F} of the set of
(n, J,) deterministic codes, labeled by a finite set I".

Definition 9 A non-negative number R is an achievable enhanced secrecy
rate for the compound-arbitrarily varying wiretap classical-quantum channel
{(Ws,Vy) : s € 0,t € 0} if for every € > 0, § > 0, ¢ > 0 and sufficiently
large n there exists an (n,J,) code C = (E™,{D} : j = 1,---J,}) such that
ogdn > R— 6, and

max P, (C,s,n) <€, (10)

seb
unz,Z" ™ ) 11
max max x (R i) < (11)

where R,,,; is the uniform distribution on {1, - - - J,, }. Here P.(C, s,n) is defined
as follows

P.(C,s,n) —1——Zt “(E"(15)D}) ,

and Zpn x = { S pnepn B (r(@) D)V (7(0"), gnean B (r(@)2)VV" ((a")),
s Lanean B (@) IV (w(a™) }.
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Definition 10 A non-negative number R is an achievable secrecy rate for
{(W, Vi) : s € 0,t € 0} if for every e > 0, > 0, ¢ > 0 and sufficiently
large n there exists an (n,J,) code C = (E™,{D} : j = 1,---J,}) such that
% > R — 4, and

max P.(C,s,n) <€,

seb

fnax max x (Runi; Zn) < C .

Definition 11 A non-negative number R is an achievable secrecy rate for
the arbitrarily varying classical-quantum wiretap channel {(W;,V;) : t € 6}
under common randomness assisted quantum coding if for every 6 >
0, ¢ > 0, and € > 0, if n is sufficiently large there is an (n,.J,) common
randomness assisted quantum code ({C” : v € I'}) such that % > R -9,

and
1 ||

max —- P.(C7,t") <€
tnegn I Z o(C7,2) ’
y=1
1 ||
maX Th > X Runis Zevan) <€

=1
This means that we do not require common randomness to be secure against
eavesdropping.

Definition 12 Let X and Y be finite sets. We denote the sets of joint prob-
ability distributions on X and Y by P(X,Y). Let (X,Y) be a random vari-
able distributed to a joint probability distribution p € P(X,Y). An (X,Y)-
correlation assisted (n, J,,) code C(X,Y) for the arbitrarily varying classical-
quantum wiretap channel (W;, V;)iep consists of a set of stochastic encoders
{Exn : {1,--+ , Jo} = P(A™) : x™ € X"}, and a set of collections of positive

semidefinite operators {{Dg»yn) j=1, Ju iyt € Y"} on S(H®™) which
fulfills Zj;l Dg-yn) = idgen for every y® € Y™,

R is an achievable (X,Y") secrecy rate for (W;, V)i if for every positive
€, 0, ¢ and sufficiently large n there exist an (X, Y')-correlation assisted (n, J,,)

code C(X,Y) = {(Exn,Dyn)) cje{l, - dpt, XT € Xy € Y"} such

that % > R — 0, and

max Y p(x"y")P(C("y") ) <€,
xnEXn yneyYn

max z;( pxE™ (@)X (Runi; Zen ) < C
o

where Po(C(x",y"),t") = 1= = 327" 57w B (a7]5)tr(Win (a™) DY),
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Definition 13 The supremum of all achievable (deterministic) secrecy rates
of {(W,V;) : t € 6} is called the (deterministic) secrecy capacity of {(Wy, ;) :
t € 0}, denoted by Cs({(We, V4) : t € 0}).

The supremum of all achievable secrecy rates under common randomness
assisted quantum coding of {(W;,V;) : ¢ € 6} is called the common randomness
assisted secrecy capacity of {(W,V;) : t € 6}, denoted by Cs({(We, Vi) : ¢t €
0};cr).

The supremum of all achievable enhanced secrecy rates of {(W,V;) : s €
0,t € 0} is called the enhanced secrecy capacity of {(W,,V;) : s € 0,t € 0},
denoted by Cs({(Ws, Vi) : s € 0,t € 6}).

The supremum of all achievable (X,Y") secrecy rate of {(W;,V;) : t € 0} is
called the (X,Y) secrecy capacity of {(W,V;) : t € 6}.

3 Compound-Arbitrarily Varying Wiretap Classical-Quantum
Channel

Let A, H, H', 0, and (W, V;)ieo be defined as in Section 21
Following the idea of [39], we first prove the following Theorem.

Theorem 1 Let 0 :={1,--- T} and 0 := {1,--- , T} be finite index sets. Let
{(Ws, Vi) : s € 0,t € 0} be a compound-arbitrarily varying wiretap classical-
quantum channel. We have

Co{(W,, V) :s€0,t €0}
1

= lim — HELX(I?;?X(W; BE") — max x(pu; Ztn)) ; (12)
where By are the resulting quantum states at the output of the legitimate re-
cetver’s channels. Zyn are the resulting quantum states at the output of wire-
tap channels. By max,,, we mean that the mazimum is taken over all en-
sembles that arise from taking an arbitrary finite set U and defining ensembles
{pu (), 2 gnean Panju (@ [W)WE (@) buecy and {pu (u), 3 4o epn Panju(@”|u)Vin (a™) bueu
for every s € 6, and t™ € 6™ to calculate the respective Holevo quantities. A™ is
here a random variable taking values on A™, U a random variable taking val-
ues on U with probability distribution py, and pany € P(A™) the conditional
distribution of A™ given U.

Proof We fix a probability distribution p € P(A). Let

Jn _ L2nminsegx(p;35)flogLn72n,uJ )

n(gn )
Let p(2") = pIZL((TZ,z) ;2 E T
0, else .
Let X™ :={Xj1}jeq1,....Jn}.1€{1,....L,,} De a family of random variables tak-
ing value according to p’, i.e., with the uniform distribution over T'p - Here
L., is a natural number which will be specified later.
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We fix a t™ € 6™ and define a map V : P() x P(A) — S(H) by
V(t,p) :=Vi(p) -

For t € 6 we define ¢(t) := % t™ is trivially a typical sequence of ¢. For
p € P(A), V defines a map V(-,p) : P(8) — S(H).
Let

Qin (") = Iy p),a(t" ) v o (t", 2") - Vin (2") - Ilv,o (t", 2" ) Iy(. p),a(t") -

Lemma 1 (Gentle Operator, cf. [41] and [36]) Let p be a quantum state
and X be a positive operator with X <1 and 1 —tr(pX) < A < 1. Then

lp = VXpVX]l < V2X. (13)

The Gentle Operator was first introduced in [41], where it has been shown
that ||p— VX pvX |1 < V8. In [36], the result of [41] has been improved, and
([@3) has been proved.

In view of the fact that Ily(. p) o(t") and Ily (", 2") are both projection
matrices, by (@), (@), and Lemma [l for any ¢ and =", it holds that

1Qin (") = Vin (2™ < v/2- 5] 1273 (14)

The following Lemma was first given in [7]. Here we cite the lemma as it
was formulated in [40].

Lemma 2 (Covering Lemma) Let V be a finite-dimensional Hilbert space.
Let M be a finite set. Suppose we have an ensemble {p,, : m € M} C S(V) of
quantum states. Let p be a probability distribution on M.

Suppose a total subspace projector II and codeword subspace projectors
{Il,, : m € M} exist which project onto subspaces of the Hilbert space in
which the states exist, and for all m € M there are positive constants € €]0, 1],
D, d such that the following conditions hold:

tr(pmll) > 1—€,
tr(pmnm) Z 1—e )
tr(I1) < D ,
1

We denote p := 3", p(m)pm. We define a sequence of i.i.d. random vari-
ables X1,...,X 1, taking values in {py, :m € M}. If L > %, then
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L
Pr(||leH-HXl cXp - Ix, - IT—pl|y < 6+4\/E+24\4/E)
=1

3Ld
>1-2Dexp (261 2D> . (15)
n

For our result we use an alternative Covering Lemma.

Lemma 3 Let V be a finite-dimensional Hilbert space. Let M and M' C M be
finite sets. Suppose we have an ensemble {p, : m € M} C S(V) of quantum
states. Let p be a probability distribution on M.

Suppose a total subspace projector II and codeword subspace projectors
{II, : m € M} exist which project onto subspaces of the Hilbert space in
which the states exist, and for all m € M’ there are positive constants € €]0,1[,
D, d such that the following conditions hold:

tr(pmll) > 1—€,

tr(pmllm) > 1 —€,
tr(IT) < D ,
and

1

We denote w := Y~ -\ p(m)pm. Notice that w is not a density operator
in general. We define a sequence of i.i.d. random variables X1, ..., X, taking
values in {pp, : m € M}. If L > £ then

L
Pr<||leH Mx, - X I, - 1T = wl

=1

<1-—p(M)+4y/1—pM)+ 42%)

eLd
>1—2Dexp (p(M/)an QD) : (16)

Proof We define a function 1y : M — M’ U {0V} by

1 ) pm, fmeM
M (Pm) =00 e W

where 0 is the zero operator on V, i.e., (j|0Y|j) = 0 for all j € V. Notice that
0Y is not a density operator.



16 Holger Boche et al.

We have

tr (Z p<m>nw<pm>>

meM

= tr ( > p(m)pm>

= 3 pm)tr (o)

meM’
=p(M') . (17)

Let II be the projector onto the subspace spanned by the eigenvectors of
Zm/eM, p(m) I Iy, p 1T, IT whose corresponding eigenvalues are greater than
p(M) 5.

The following three inequalities can be shown by the same arguments as
in the proof of Lemma [2 in [40]:

S plm)d- I Ty Lo (o) T L1 > p(M') 5 17 (18)

meM

[ Z p(m)II - Iy - T (i) - L - 1T — Z p(m) - In(pm) 1

meM meM
< Z p(m)| L - Iy pm - I - 1T — pialf1
meM’
< > p(m) <2\/E+ 2/ €+ 2\/2)
meM’

= p(M’) <2\/E+ 24/ €+ 2\/E>
< 2Ve+2¢y/e+2v/e

< 6v/e . (19)

The last inequality holds because y/€ + 2y/e < 2/e for 0 < e < 1.
When {p1,---,pr} fulfills

(1—€) Y p(m)IIT - My - Ty (i) - i - I

L
< LilZﬁH'H i (]]-M’(pi))'HPi Hﬁ
1=1

<(1+e) Z p(m)ﬁﬂ-ﬂm . ]lM/(pm)-Hm-Hﬁ ,
meM

(i.e. we assume the event considered in (22) below),
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then
L
|L= S AL 01, - (L (p)) - 1, - 111
i=1
— > p(m)III - Iy - L (pi) - Iy - I |
meM
<e. (20)
i) Application of the Operator Chernoff Bound
For all m € M’ we have
d - ITIT I, Wy (g ) I ITIT
=d - [T, po I, ITIT
<II (21)

as a consequence of the inequality ATBA < A'A which is valid whenever

B <id.
By () and the fact that d - 0¥ < IT, we have for all m € M.

0Y < d- ITIT I,y Wy (o) I ITIT < IT

Now we apply the Operator Chernoff Bound (cf. [40]) on the set of oper-
ator {dlm (pm) : m € M}} and the subspace spanned by the eigenvectors of
> mem P(m) I Iy, po ITIT,,, whose corresponding eigenvalues are greater than

p(M’)5; here IT acts as the identity on the subspace.
By (I8)) we obtain

Pr((l —€) > p(m)IIIT - Iy, - I (prm) - My - ITIT
meM
L
< LYY O Iy, - (Iw (X)) - Hx, - I

i=1

L
<@+ eL™' Y I - Ik, - (W (X3)) - Ix, - 11T
i=1
= Pr (d(l —€) > p(m)IIIT - Iy, - U (p) - Iy - ITIT
meM

L
<dL'Y I - Ik, - (Iw(X)) - Hx, - I

i=1

<d(1+e) > p(m)IIT - My, - I (pm) - ~Hf7)

meM
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eLd
>1—2Dexp <p(M/)21n2D> . (22)

ii) Upper Bound for |3, 2(m) Lt (pm) =3 en P(m) I Iy Lps (pin ) I ILIT |4

Let >, Ai]4)(i| be a spectral decomposition of -\ ((m)) o, pm I, I1.

In view of the fact that IT is the projector onto the subspace spanned by the
eigenvectors of the density operator ZmeM/ ((,\7,)) 111, pm 11, IT whose corre-
sponding eigenvalues are greater than 5, we have

m

< p ']]-M/(pm)'Hm'H>

mEM
“tr p(m,) [T - Iy - T (prn) - I - ITIT

o, p(M)
i

AiZ 5

<e€

We apply the gentle operator lemma (cf. [40]) to obtain

1> p(m)IT - Iy, A (p) + Iy - I = > p(m) LT - Iy, - Ut (prn) + I - 11T |y

meM meM
m m) -~ ~
M) p o (o) - o - 11—y p( ))nn.nm.]lM,(pm).nm.nml
meM meM
< 2¢/e+2/e
< 4. (23)

When {p1,---, pr} fulfills

L
L7 T - (o) - 1 11

- Z m)IIII - Iy - T (prn) - oy - IIT ||
meM

<e
(i.e. we assume the event considered in (22]) occurs and thus (20) holds), then
by ([I3) and ([23) it holds that

L
|78 - 0T (L (p)) - 2T - LTI =Y p(m) Lo (o) s

i=1 meM
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<e+10¥e
<11 . (24)

iii) Upper Bound for || L= S5 | ITI (1w (pi) ) I I — L= S0 [T (e (pi) ) ILITIT |4

When the event considered in (22)) is true, i.e., when (24]) holds, then by
@@

L
tr (Ll > HIT 1T - (w (pi)) - T Hﬁ)

> p(M') =11
We apply the gentle operator lemma (cf. [40]) to obtain
L L
IL=Y HIT - 11 - (T (pi)) - I0 - IO — L™ DI 01 - (T (i) - I - 1T |4
i=1 i=1
< 2\/1 —p(M') + 11/e
< 2¢/1—p(M) +22/e . (25)
The last inequality holds because v/a + b < v/a 4+ v/b for positive a and b.
iv) Upper Bound for || L~} ZiL:1 Ip ;11— L1 Zle I, (T (ps)) I I || 1

In view of the fact that II and II; are projection matrices for every p;
€ {p1, -, pr} it holds that

tr(I;p L) < tr(p) =1

and

L
tr(L7} Z I IT;pyIT07)

=1
L
<te(L7Y ML)
=1
<1.
When {p1,---,pr} fulfills
L
L= I T (T (pe) - I - T = p(m) L (pm) |11
=1

meM
S 2\/ 1 _p(MI) +20\8/E7
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i.e., we assume that the event considered in (22)) is true, and then by ([T) and
the triangle inequality, we have

tr (I I1; - (A (ps)) - 11; - IT)

> p(M') = 2¢/1 — p(M’) — 20/ . (26)
Since
L
L—lzn-m-pi-m-n
=1
L
=LY -1 - T (ps) - 1T - 1T
=1
+L’1ZH-Hi-pi-Ui-H, (27)
i¢M/
we have

L= I 10 - p - 11, - T

igm
tr(leHJprZszwH)
z'¢|v|'
<1—p(M)+2y/1—p(M) + 20/, (28)

which implies

1L~ 1217 I pi - I - 11— p(m) L (pm)|n

meM
<1—p(M") +4y/1 —p(M’) + 42/e . (29)
By ([29)), we have
Pr(I S T 1 plo) - Dl
=1 meM
< 1 (W) + 4T () + 22
eLd

>1-2D —p(M")—= | .
> 1= 20w (o350 ) (30)

By (@), we have

tr(HV(.yp)ya(t"))
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< 9S(V(-p)la)+é(e))
— on(3, a(®V(t,p)+d(a))
— on(X, a()S(Vi(p))+6(@)) (31)

Furthermore, for all 2™ it holds that

Iy o (t", 2™ )Vin (") Iy o (", 2™)
< 27n(S(V\T)+6(a)’)HV a(tn’ xn)
_ 9 r(a) SV @) IRy, (7 ) (32)

We define
0" :={t €0:nq(t) >n} .

By properties of classical typical set (cf. [41]). there is a positive 5(«) such
that

R 10| .
Pr <x” € {x” €A™ (z,) € T"UD vt € 9’}) > (1 - 2*W’<a>) > 12" Vi@
p/

p,0
(33)
where Iy := {i € {1,--- ,n} : t; = t} is an indicator set that selects the indices
i in the sequence t" = (t1, - ,t,).
We denote the set {z" : (z1,) € TZ%(t) YVt € '} C A" by M. For all
" € My, if n is sufficiently large, we have

Yo rlta)S(V(t ) =D a(t)S(Vilp)

t,x t

<| Y rto)S(V(ta) = Y a()S(Vilp)

ted’ x tco’

+1 37 r(ta)S(V(t,2) = > a®)S(Velp)

t¢o’ .z tgo’

< 313 0t 0)S(V(E 7)) — g(D)S(Vilp) +2|9|%c
teo’ | x
< 2|9|%c+2|9|%c , (34)

where C':= maxtecg maxzea(S(V(t, z)) + S(Vi|p)).

We set Opn =3 ey, P(2")Qn(2"). For given 2" € My and t" € 0",
(2™]O¢n|2™) is the expected value of (2™|Q¢n (2™)|2™) under the condition 2™ €
M,n.
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We choose a positive 3(c) such that f(e) < min(2~"F(®) 2-75()") and

set € := 27"%(®) In view of 2), we now apply Lemma Bl where we consider
the set My» C A™: If n is sufficiently large, for all j we have

L
" )
Pr <|Z L_Qt" (X;1) — O|l1 > 9—vnghla) 4 40\8/E>
=1 "
< 92t o T(8,2)S(V(E,2))+6(a))

"21In?2

,eXp< o (12ﬁ;ma)).zn(z,,q(t)smw))z,,q(t)sm|p>>+6<a>+6<a>'+2e30+2e;ZC)
_ 2'”(211 r(t,z)S(V(t,z))+d(a)

- exp <_Ln & (1 —Qﬁéé(a>)2n(Ztq(t)x(p;zt)+6<a>+6<a)’+2|0|iC+2|0|j;0>> .

2In2
(35)
The equality holds since S(Vi(p)) — S(Vilp) = x(p; Z¢).
Furthermore,
Ln )
r (IZ 7 Qi (X)) = Ol > 9~ Vnshle) 4 40/€ vin w)
1=1""
< Jn|9|n2n(ztmr(t,z)S(V(t,m))-{-é(a)
- exp €’ ——(1-2" Vg ﬂ(a)) n(= 3, a(O)x(p;Ze)+8(a)+8(a)’ +26] 2 C+2|6| - C) .
"2In2
(36)

Let qbg be the quantum state at the output of wiretapper’s channel when
the channel state is ¢ and j has been sent. We have

> alt)x (1 Ze) — x < ;ZQ(t)Zt>

ted t
NS o1 :
a®s | 3ol | =D a5 (o)
ted j=1°"" teh j=1 n
JIn
~s {0 awed +Z—S <Z W)
" teo j=1 In teo

Let H* be a |f]-dimensional Hilbert space spanned by an orthonormal basis
{[t) : t =1,---,|0]}. Let HY be a J,, dimensional Hilbert space spanned by
an orthonormal basis {|j) : j =1, -, J,}. We define

In
n 1
pIH :=J—ZZ 1)) (] @ [£)(t @ ¢7 -
j=1teo
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We have
JTI,
P = ez (V) = 3OS gl @ ¢
" j=1tco
1 & :
P =ty (p7TH") = ) @ ¢l ;
" j=1teco
1 Jn
o1 = T (V) - q(t)¢]
" j=1 teo
Thus,
1 &
S(‘PJH ) = H(Runi) + A S < q(t) g) ;
=1 teo
1 &
S ) = H(Yy) + ) _a(t)s J—Zaﬁi ;
teo =1
1 In
S(@VH") = H(Runs) + HY) + >3 ()8 (1)
" j=1 teo

where Y, is a random variable on § with distribution ¢(¢).
By strong subadditivity of von Neumann entropy, it holds that S(@3") +
S(e™") > S(pM") + S(P*H"), therefore

> at)x (9 Ze) — x <p; ZQ(t)Zt> >0. (37)

t t

For an arbitrary ¢, we define L, = [2maX x(PiZm)+nC] and choose a
suitable a, B(a), and sufficiently large n such that 63(a) + 26(a) +25(c)’
+2|9|%C +2|9|ﬁ0 < (. By (3D), if n is sufficiently large, we have L, >
[2”(21, Q(t)x(p;Zt)JrC)] and

< (1 — 2~ VAEA(@))9n(= Te aOx®:20) +5(e) +5(e) 420015 C+2101 ) o g3nc

L,
2In2

When n is sufficiently large for any positive ¢ it holds that
Jn|9|n2n(zt,z r(t,z)S(V(t,z))+6(x) eXp(—QinC)

< 277119

and ) A
9-Vnghla) 4 40¥/e < 9—vnighla)
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Thus for sufficiently large n we have

L
~ 1 —/niB(a n -
PT<||1—21 L_thn(Xj,l)*@thl <2 Vrieh) Vj>
>1-2" (38)
for any positive p.

Now we have J,, - L,, < 2n(mins x(p;iBs)—p)
In [T2] and [14], the following was shown (using results of [31]). Let {ijl}je{L___7Jn},le{17m,Ln}
be a family of random variables taking value according to p € P(A™). If n is
sufficiently large, and if J, - L,, < 2™ins n(x(®:Bs)=1) for an arbitrary positive u
there exists a projection ¢,» on H for every z" € A™ and positive constants 3
and ~, such that for any (s, j,1) € 0 x {1,...,J,} x{1,..., Ly}, it holds that

Pr [tr (W?%Xj,lmx l) >1- |5|2*n””ﬂ >1-27"",  (39)
P Js

where for j € {1,...,J,},1 €{1,...,L,}, we have

W=

_1
2

DXj,z = Zqu’,z’ qXN Zqu'vl’

Jn Jnt

Notice that by this definition, for any realization {&;; : j,1} of {X;; : 7,1} it
holds that 37" 37/ Dy, < idgen.

(Actually in [20], it was shown that there exists a collection of positive
semidefinite operators {D&XN cseb,jed{l,...,Jn},le{l,...,Ly}} such
that for any s, j, and [ it holds that

Pr {tr (Wf”(Xj,l)Ds,Xj l) >1- 2'5|2—"B} S1-27"
and for any realization {;,; : 7,1} of {X;; : j,1} it holds that D oech Zj;l Zleni D, <
idH@n .)
For any given s € 6, it holds that

N, n =ON , yn
Ws (p )7Ws (p/)

1 TN, n ne N\ n
<1m> S op @)W @)+ Y i@ W " (0

aneTy s angTy s

Thus, we have |tr (W?n(p”) — W?n(p’"))‘ < 2P(T25) < 27" for a posi-

tive n(d).
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Lemma 4 (Fannes-Audenaert Ineq., cf. [30], [9]) Let & and ¥ be two
quantum states in a d-dimensional complex Hilbert space and || — |1 < p <
%, then
19(@) = S(¥)| < plog(d —1) + h(u) , (40)
where h(v) := —vlogv — (1 — v)log(1 — v) for v € [0,1].
The Fannes Inequality was first introduced in [30] where it has been shown

that |[S(®) — S(¥)| < plogd — plogp. In [9], the result of [30] has been im-
proved, and (0] has been proved.

By Lemma [ for any positive w, if n is sufficiently large, we have

|5 (W) =5 (W)
< 27 Jog(d™ — 1) + h(270¥))
<w.

Furthermore, we have

> @S (W) = > P s (W @)

aneTy s aneTy s

=\(1—ﬁ> > @) (W @)) + Y pian)s (W @)
P07 ) aneTn | angTr

<2P(Ty,) max 5 (W, (@"))

<w

for any positive w, if n is sufficiently large.

We now have
IX(p: BE™) = x(0'; BE™)|
< |s (W em) -5 (W)
| Y P@)s (W) = 3 oS (W )]

am™ ETS,J a”'eTgwé

< 2w

for any positive w, if n is sufficiently large.
Thus, when J,, - L,, < 2™ x(2:B:)=1 holds, we also have

Jy, - L, < 2™ins nx(p';Bs)—p (41)

if n is sufficiently large.
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By (1)), we can apply (89) to X;;. We have: If n is sufficiently large, the
event

(ﬂ{ max max  tr (W;@H(ijl)DXj l) >1-— |§|2n1/16ﬁ}>
et et L) ;

Lo 4 )
m0§354%4xﬂ)@wmggﬂmﬁmmvwvo

1=1""

has a positive probability with respect to p’.

This means that for any € > 0, if n is sufficiently large we can find a
realization x;; of X;; with a positive probability such that for all s € 0,
t"e ", well,, and j € {1,...,J,}, we have

Ztr( W™ xj,l)Dzj,l)y_e, (42)

and

||Z Qtn Ti1) — Ol <27 Vnighla) (43)

We define for © € II, its permutation matrix on H®" by P,. We have
Vin (m(2™)) = PrVi-1(4ny (™) PL. For 7 € II,,, we define O  := D aneT, s P (") Qe (w(z™)).

We have O, = Pr (ZI"ETP ap’(x”)er(tn)(x")) Pl = PO, P}

We choose a suitable positive . For any given j' € {1,...,J,}, we have
Ln
7 Ver(m(2j 1)) = Ot x
n
=1 1
L L
n 1 n 1
S Ve (g ) = 3 - Qen(mlayra) s
1=1 1=1
Ln 4
) Qe (m(zy0)) = Orn xla
n
=1
LTI,

L
—Jm Ba !
=27Vl 4| %" T Q@rm1m) (2500) = Ox-1m 11
=1""

< 9 VAtfe) | \/2*%71(3(&) 4 9-inBa)"
< 27VARA) (44)
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where the first inequality is an application of the triangle inequality and the
second is again the triangle inequality combined with (Id]). The following equal-
ity follows because |U - A - Uf|ly = ||A]j; for all A € B(H®") and unitary
matrices U € B(H®"). At last, we use ([@3).

By (@4), we have

J, L
1 n n
|72 > Vin(n(@10) = O el

j=11=1
< 9—Vngzha)

By Lemma [ and the inequality ([@4), for a uniformly distributed random
variable Ry,; with values in {1,...,J,} and all = € IT, and t" € 6", we have

X(Runu Zt",ﬂ')
JTI,

< 2.27VrmA@) Jog(nd — 1) 4 2h(2~ V@) (45)
By (@#), for any positive A if n is sufficiently large, we have

tlglgg% X(Runi; Zin ) < A (46)
For an arbitrary positive 9§, let

J, = 2" min, g X (p; Bs) —maxineon x(p;Zen)—nd

Now we define a code (E,{D; : j =1,...,J,}), by E(z" | j) = L%L if 2™ €
{zjp:1e{l,...;L,},and E(z" | j) =0ifx & {x;;, : 1 € {1,...,L,}, and
D; = ﬁ ZZL:"1 D, ,. For any positive A and € if n is sufficiently large, by (42])

and (G, it holds that

1 & ®
max — E"a”jtr(Wsna"D-)Zlfe,
3 T e (T,

max max X (Ryni; Zin r) < €.
tredn nell,



28 Holger Boche et al.

‘We obtain

N _ — 1
Cs({(Ws,V;) : s € 0,t € 0}) > minx(p; Bs) — lim — max x(p; Zg) . (47)
(4

s€ n—oo N tnegn

The achievability of lim,,_, o % (minseg X(pv; BE™) — maxynegn X (pus; Ztn))

is then shown via standard arguments (cf. [27]).

Now we are going to prove the converse.

Let (C,) = (E™, {D](") : j}) be a sequence of (n, J,) code such that

max P (Cp,5,n) < Ay
s€b

max max X (Runi; Zin x) < €n ,
tnefn nell,

where lim,, o, A, = 0 and lim,, , €, = 0, where R,,; is the uniform distri-
bution on {1,---J,}.

It is known (cf. (J41])) that the capacity of a classical-quantum channel W
cannot exceed I(Ryn;; B). Since the capacity of a compound classical-quantum
channel (W), 5 cannot exceed the worst channel in {W, : s € 6}, its capacity
is bounded by %(minseg X(pu; Bs). The enhanced achievable secrecy rate for
the compound-arbitrarily varying wiretap classical-quantum channel cannot
exceed the capacity without a wiretapper; thus for any £ > 0 let us choose
€n = %E , if n is sufficiently large, the secrecy rate of (C,) cannot be greater
than

s€bl
< min I(Ryni; Bs) — 1 max X(Runi; Zin) — &+ len
s€b n tnefr n
< min I(Ryni; Bs) — 1 max X(Runi; Zin) — lf
T seo n tnehn 2
=min H(Ryn;) + H(Bs) — H(RuniBs) — 1 max X(Ruyni; Zin) — 15
scO n tncon 2
< min x(Ryni; Bs) — 1 max X(Runi; Zin) — 15
scl n tncon 2
< 1 max(min x(py; BY) — max x(pu; Zgn) — 15 . (48)
N A, sep TS tnefn ’ 2

The third inequality holds because Ryn; — A — {B?", Zn @ 8, tn}+ is always
a Markov chain.
This and @T) prove Theorem [ O
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Corollary 1 Let 0 := {1,--- ,T} be a finite index set. Let 0 := {1,2---} be
an infinite index set. Let {(Ws,V;) 1 s € 0,t € 0} be a compound-arbitrarily
varying wiretap classical-quantum channel. We have

R — — 1
Cs({(Ws,V;):s€0,t€f})= lim — max(mf x(pv; BE™)— Inax x(pu; Ztn)) .

n—oo N A, \gep neon

Proof For a linear map W : S(H') — S(H") let

Wlle :=su max L, @ W)(a . 49
IWlo=sup _max (1@ W)(a)]s (49)

It is known [37] that this norm is multiplicative, i.e., |[WQW’'|o = ||[W|l¢ -
W' llo-

A 7-net in the space of the completely positive trace-preserving maps
S(H') — S(H") is a finite set (W(k))k , of completely positive trace-preserving
maps S(H') — S(H") with the property that for each completely positive
trace-preserving map W : S(H') — S(H"), there is at least one k € {1,..., K}
with |[W — W®|, < 7.

Lemma 5 (7—net [34]) Let H' and H" be finite-dimensional complex Hilbert
spaces. For any 7 € (0,1], there is a T-net of quantum channels (W(k) K

=1
in the space of the completely positive trace-preserving maps S(H') — S(H")
with K < (2)2" where d’ = dim H'.

We now consider a 6 such that |0| is not finite. For n € N we define 7,, := n?.
{7n : n € N} is a series of positive constants such that (2 )2’ " <238 and

lim,, yoc N7, = 0. By Lemma [B there exists a finite set HTHI with |0, | <
(T%)Qd, and 7,-nets (W )s’ern"
find a s’ € K/ with HWS — Wy o < Tn-

We assume that the sender’s encoding is restricted to transmitting an in-
dexed finite set of quantum states {p, : z € A} ¢ S(H'®™).

By Theorem [ the legitimate transmitters are able to build a code Cy =
{E,{D; : j}} such that for all s” € 8, , t € 0, and 7 € II,, it holds that

(Vo) o reg such that for every ¢ € 0 we can

3 /4 1716 _1.1/16
T LS5 (@ )t (W (par) Dy ) 2 1 ()2 20 > g0

-
j=1zneAn n

(50)

X(Runis Z1) <27 (51)

Let [thgn ) (then| € S(H'®"™ @ H'®™) be an arbitrary purification of the quan-
tum state pn, then tr [(W?n — W?n) (pan )} = tr (trH/®n [IH7 ® (W®n

We™) (e thar])] ).
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We have
| Y B | 5) (W =W (pan)
T EAT
tr< S E@" | ) |15Y © (W" W?”)(wznmnn\)
T EeAn
=tr| Y B |05 @ (W = W) (Jthan ) (than])
T EAN
= > B 1) |G e (0, = W3 () (an )|,
xeEAn
< N B | HIWT =W o (o) (Wan Dy
T EAN
< N7, .

The second equality follows from the definition of trace. The third inequality
follows by the definition of || - ||¢. The second inequality follows from the facts

—®n  —®N = = \®N
that || (Y)W} |1 = 1 and [ =Y = |7, - .)°"|
N-[[W,-Wy o Since I - |o is multiplicative.

It follows that
n ® n
L35S B e (W5 (o) 23)
" j=1zneAn
n ® n
- DI (@ | §)tx (W3 (pan) DY)
j=1lxneAn
1 o n o TN Tron n
<30 Ba ) | (W -W0") (o) D} |
" j=1azneAn
PR 3 E@ |j)tr[(W® —W®”) (pun) D ]
T Jn 4 *
j=1lxneAn
1 & n —® ®n
<+ B | jyee [(W" =W3") (pan)]
n]:lz”EA"
1
S j;JﬁnTn
=, . (52)
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Thus,

CL{(Wo Vi) s s €8¢ € 0)) > lim ~(inf x(p: BE™) — max x(p3 Zn)) - (53)

n—00 N sch tneon

The achievability of lim,, s %(minse@ X(pu; Bs) — maxnegn X(pu; Ztn))
is then shown via standard arguments.
The proof of the converse is similar to those given in the proof of Theorem

o O

Corollary 2 Let 0 and 0 be finite index sets. Let {(Ws, Vi) : s € 0,t € 0} be a
compound-arbitrarily varying wiretap classical-quantum channel. The secrecy
capacity of {(Ws, Vi) : s € 0,t € 0} is equal to

1
li —a(' : B¥™) — ma 'Zn).
Jim - max I;lelgx(pu, « ") = max X(pu; Zen)
Proof The corollary follows immediately from the fact that the enhanced se-
crecy capacity of a compound-arbitrarily varying wiretap classical-quantum
channel is less or equal to its secrecy capacity. O

4 Secrecy Capacity of Arbitrarily Varying Classical-Quantum
Wiretap Channel

In this section, we use the results of Section [B] to prove our main result: the
formula for the secrecy capacities under common randomness assisted coding
of arbitrarily varying classical-quantum wiretap channels.

Theorem 2 Let § := {1,--- ,T} be a finite index set. Let (Wi, Vi)ico be an
arbitrarily varying classical-quantum wiretap channel. We have

Cs({(Wy, V;) : t € 0} ¢r)

= lim —max

nooo N An (BqECOvi?((B,,)tEe)X(pU a )~ max x(pus Zin) (54)

tnegn
Here Conv((By)iep) is the conver hull of {By : t € 0}.

Proof i) Achievement

Our idea is similar to the results for classical arbitrarily varying wiretap
channel in [39]: Applying Ahlswede’s robustification technique (cf. [13]), we
use the results of Section [3] to show the existence of a common randomness
assisted quantum code. Additionally, we have to consider the security.

We denote the set of distribution function on 6 by P(8). For every ¢q € P(0),
we define a classical-quantum channel W, := > __,q(s)Ws. We now define a
compound-arbitrarily varying wiretap classical-quantum channel by

{(W4,Vi)iq € P(0),t €0} .
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We fix a probability distribution p € A. We choose arbitrarily e > 0, § > 0,
and ¢ > 0. Let

J = L2ninqu€Con1r((Bs)S€9) x(p;Bq)—maxin con X(p§Zt")7n5J
= .

By Corollary [ if n is sufficiently large, there exists an (n,J,) code C =
(E" A{D} :j=1,---J,}) such that

max 1 — — tr(W. (E™( )) D} ,
qeP(0) Z |J )

523%;§2%5/X<}L“”?2Q””” <¢.

Similar to the proofs in [13], we now apply Ahlswede’s robustification tech-
nique.

Lemma 6 (cf. [3], [4], and [5]) Let S be a finite set and n € N. If a function
f 8™ —[0,1] satisfies

> F(sMals)a(s2) - alsn) > 1—¢,

smesn

for all g € P(0) and a positive € € [0, 1], then

— Z fr(s™) >1—=3(n+1)%. (55)

" well,
We define a function f : 6™ — [0,1] by

Ztr (Wen (B™( [5))D2) -

For every g € P(6) we have

> Fa(t) - qlta)

tnefn
Jn
> > W (B C)D}attr) -altn)
tnegn "7 j=1
Jn
= St < > a(tr) - q(tn) Win (B™( IJ))D}’>
moj=1 treon
JIn
= J_n Ztr(Wq(E"( |J))D?)
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Applying Lemma [6] we have
1—3(n+ 1)|9|2*"f’/2

_Zf

well,
DI Ztr <y (B"(17))D})
well,
n,Z ZZE” a" )t (Wi (eny(a™) D7)
mell, " j=1aneAn
-~ Z > B @)W (r (@) PIDSPL) , (56)
mel, " j=1ameAn

where for m € II,,, Py is its permutation matrix on H®".
We now define our common randomness assisted quantum code by

{(mo E",{P:D}P, Tief{l, -, Ju3}) imeIl,} .

P, D"PJf is Hermitian and positive semidefinite. Furthermore, it holds that
S Pr D"PT = Y0, Pridgen P} = idpen.

By (&8), and by the fact that

n, > mnax X (Runi; Zen,x)
well,

< max max X (Ryni; Zin
fnax max X (Runis Zin )

<¢,

for any positive € when n is sufficiently large, it holds that:

1
: : cor) > inf -B,)— lim ~ Tn
Co{(Wy, Vi) : t € 0} er) _qulel&(Bs)see)x(py a)= lim — max X(p; Zn)—¢
(57)

The achievability of lim,,_, o, % (mianecom((Bs)see) x(pu; B(‘?") — maxnecon X(PU; Ztn))

is then shown via standard arguments (cf. [27]).
it) Converse

Now we are going to prove the converse. Similar to the results for classical
arbitrarily varying wiretap channel in [39], we limit the amount of common
randomness.
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Let ({C) : v € I'}) be a sequence of (n,J,,) common randomness assisted
codes such that

||
P.(C),t"
nsrleaex |F| Z CL ™) < An s (58)
1 ||
ZX (Runi; ZCW,t”') < €n , (59)

eon T
y=1

where lim,, oo A\, = 0 and lim,, s €, = 0.

We consider a |I'|-long sequence of outputs (1,--- ,|I'|) has been given by
the common randomness and a n |I'|-long block has been sent. The legitimate
receiver obtains the quantum states {B] : v € I'}. By (B8), he is able to

decode 277118 Jn messages. By [13], for every B, € Conv((Bs)seg) we have

|7l
1OgJ X unu ) )
T Z

and by ([B9), for and every t" € 6™, we have

17|

1
Z(X(Runi; Bg@n) — X(Runi; Z?ﬂ)) +éen -

logJ <
|Tn

Lemma 7 Let ¢ > 0. For every q € P(6) and s™ € 6™, let a function Iy g :
I' = [0,c] be given. We assume that these functions satisfy the following: for
every v € I' and s"™ € ™

|Iq,sn( ) q S"( |<f(

if ¢,q' € P(0) satisfy |lg — ¢'||1 < & for some f(8) which tends to 0 as § tends
to 0. We write p(Ig,sn) = 3 cp p(7)1g,sn (7), where p(y) is the probability of
~. Then, for every e > 0 and sufficiently large n, there are L = n? realizations
Y1, ,YL Such that

L
1
z Z q,s™ 71 1 - E)M(Iq,s") -

for every q € P(0) and s™ € ™.

Proof Let 0 < § < % and K be a positive integer. We denote the set of possible
types of sequences of length K by P (6). As in the approximation argument
in [I7], one can show that every ¢ € P(f) is at most a distance § away from

some ¢' € PE(0) if K > QW%.
16|
Let K := fQW%]. Then, |PE(9)] < (2%) . This approximating set is
used to handle the infinite set P(6).
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Now let Gi,---,Gr be ii.d. random variables with values in I" and dis-
tributed according to p. Set p1. := mingepp) mingneon (g sn ). Using the union
bound and the Chernoff bound (cf. [28]), we obtain

L
1 n n
Pr {Z Z[w (G1) < (I, sn) Vg € PE(0) Vs" €6 }

=1

2(0 Lé pus
< exp (|9| log (%) +nlog |0 — %) .

This, probability is smaller than 1 if L tends to infinity faster than n, e.g., if
L =n2

Thus we have proved the existence of 7, --- , vy which satisfies

LZIW 1) = (1= (L)

for every ¢ € PX(0) and s™ € 6™. Now let ¢ € P() be arbitrary and let
q' € PE(0) satisty ||¢ — ¢'||1 < 6. Then

1 L
z Z I, ,8" (’7l)
l11 3
> Z Zlq/,s"(’)/l) - f(5)
=1

> (1—e)u(ly,sn) — f(0)
> (1 - plTper) — (2 — OF)

Choosing ¢ sufficiently small proves the claim of the lemma. a

For g € Conv({s : s € 0}), we define

1

Iq,s" (7) = E (X(Runz, BV@") - X(Runza Zt’yn)) .

In [24], the continuity of ¢ — %X(Rum,B'@") has been shown; thus,
there is a f(5) such that |Ie () = Iy sn (¥)] &y S0 (X (Runss BY®™) —

2 S (X(Rumi; B®™) < £(8) for a f(6) that fulfills f(5) — 0 when
Hq ¢|li =9 — 0. By Lemmal[7 there is a set " C I" such that |I”| = n? and

11 . :
|1—,,|g Z (X(RunuB’Y(8 )_X(R’U,W,HZ;Y"))
,Ylel"/
11 .
- (1 E)nm Z (X(RunzaB’Y® ) X(Run“Zt")) ’
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where Bg/ and 7. are the quantum states at the output of legitimate receiver
channel and the wiretapper’s channel, respectively, when the output of the
common randomness is 7’.

Thus,

. ®ny _ 7Y
Log, < Tl S (0B B3~ xR Z0) ) - (60

yET”

To prove the converse, we now consider

1
|F,| Z unu B'Y®") - X(Runi; Z;);?)) - E (X(Runu B?n) - X(Runi; Zt"'))
'yGF’
GF’
1
- unu 'y®n - unzy Z’);L
n 7 ZF 7 2.4
®n _ 'y®n
|F,| Z unu ) unu |F,| Z
~yel ~er’

|['/| Z u"“ t")+ X(Run17 |1—,/| Z Zt’);z

yeI” ~er’

Let Gyn; be the uniformly distributed random variable with value in I"”.
We have

|1—,,| Z unu )

yerl’
= unz B'Y®"
|r'| 2 TR i)
yel’
7 Z unz - ( unz|Bg®n))
IFI
yer’
1 1
—H Runz - —H Runz B'Y®"7["
—H (Runi) =~ H(Runi| B3, I")
1 1
1 n
= o { Bus o 32 By |+ H Guns)
n unz, |1—,,| uni

e
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1
— ®n
=X Runi; 777 |F’| Z B] +2logn . (61)

yel’

Let (b{ﬁ be the quantum state at the output of the wiretapper’s channel
when the channel state is ", the output of the common randomness is v, and
7 has been sent.

We have
|F/| Z unz, - unz, |F'| Z Z
yer’ yer’
Jn
IF’IZ Z“‘ |F’|J ZZS( )
yer’ yel” j=1
1 &
|[V|J ZZ(’b JrJ_ZS |[’/ Zd) ! (62)
~er” j=1 n ~er’

Let H® be a |I"'|-dimensional Hilbert space, spanned by an orthonormal
basis {|i) : i = 1,---, |I"'|}. Let HY be a J,,-dimensional Hilbert space, spanned
by an orthonormal basis {|j) : j =1,---, J,}. Similar to (&), we define

gpﬁQ’Hn:*J |F/|ZZ|j () ® [i)(i] @ ol

j=1~er’

By strong subadditivity of von Neumann entropy, it holds that S (3" ) +
S(e®H") > S(pH") + S(p3®H"), therefore

|1—,,| Z unu - X unu |F,| Z Z;);’ Z . (63)

yerl’ yel’

By (€1) and (G3), we have

1
. n .
X(Runi; By )——x(Rum,Ztn)—i—Qlogn > — |F,| § X(Runi: B]®™) = X(Runi; Zin)) -

'VEF/
Thus for every B, € Conv((Bs)seo) and every t™ € 6™ we have

1 1 1 1
—log J, < 1 — (X(Rum'; Bg?”) — X(Runi; Zn) + €, + 2= log n) . (64)
n n

—en
Similar to the proof of Theorem[I], we have % (inquGCOm((Bt)tee) X(Runi; B?”)

—maxsneon X(Runi; Zt")) < Lmax,, (inqucom((Bt),,ee) X(pu; BE™) — maxnecon X (puU; Zt"))-
The converse has been shown. (&7) and (64]) prove Theorem
O
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Corollary 3 Let {(Wy, V) : t € 0} be an arbitrarily varying classical-quantum
wiretap channel.

1) Let X and Y be finite sets. If I(X,Y) > 0 holds for a random variable
(X,Y) which is distributed to a joint probability distribution p € P(X,Y), then
the (X,Y) correlation assisted secrecy capacity of {(Wy, Vi) : t € 0} is equal to

1
lim — max( inf ;B®n — max Ty )
n—oon A, \ByeConv((Bi)ico) X(pU q ) ineon X(pU t )

2)If the arbitrarily varying classical-quantum channel {Wy : t € 0} is not
symmetrizable, then the deterministic secrecy capacity of {(Wy, Vi) : t € 0} is
equal to

1
lim —max( inf : B®™) — max Zyn ) )
n—oon A, quconv((Bt)tee)X(pU’ 1 ) tnefn X(pU, ¢ )

Proof 1) follows immediately from Theorem [2] and the results of [22].

To show 2) we use a technique similar to the proof of Theorem 3.1 in
[22]: We build a two-part code word which consists of a non-secure code word
and a common randomness assisted secure code word. The first part is used to
create the common randomness for the sender and the legitimate receiver. The
second part is a common randomness assisted secure code word transmitting
the message to the legitimate receiver.

We consider the Markov chain U — A — {B(‘?",Ztn : q,tn}, where we
define the classical channel U — A by Ty. Let

J = \_2ninqu€COnv((Bs)SEe) X(pu;Bq)—maxn con X(PU;Zt")*msJ
n = .

By Theorem [2], for any positive e if n is sufficiently large, there is an (n, J,)
code (E", {D;‘ =1, Jn}) for the arbitrarily varying classical-quantum
wiretap channel {(W; o Ty, Vs 0 Ty) : t € 6} such that

» > 7 Z S EMaf) e (Win (n (") PIDIP) 21— €

nel, " j=1amneAn

and

n' Z tI"HEaG)ELX uni;Zt"Jr) S €.
71'6 n

By Theorem 3.1.2 in [22], for any positive X if n is sufficiently large, there is an

(n, Jn) common randomness assisted code {Cy,Ca,- - ,Cp3} for the arbitrarily

varying classical-quantum wiretap channel {(W; o Ty, V; o Tyy) : t € 0} such

that

Jmax —ZP (Ci,t™) <

9"7’L
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and
1

3

n

nax —g > X (Rumis Ze,an) < X
=1

Similar to the proof of Theorem 3.1.1 in [22], for any positive 9 if {W; : ¢t € 6} is

not symmetrizable and n is sufficiently large, there is a code ((cf (")) oy’ {D! )

i€{l,--,n
ied{l,--- ,n?’}}) with deterministic encoder of length j(n), where 24" =

o(n) for the arbitrarily varying classical-quantum wiretap channel {(W;, V}) :
t € 0} such that

3
1 < n)y pypi(n
1-=5> tr(Wn (™Y DHM)y < 9 .
=1

We now can construct a code Ct = (E“(")+", {D;(an cj=1,--- ,Jn})7
where for @M+ = (gt gn) ¢ AR+

LER (@) if ah) = )

E,u(n)Jrn p(n)+n|s\
(a ) 0 else

and

77,3

p(n)+n () n
D; =) D™ @Dy
i=1
Similar to the proof of Theorem 3.1.1 in [22], for any positive A if n is suffi-
ciently large, we have
Pe(Cdet,t“(")Jr") <A,

max
tr(n)+ncgu(n)+n
max Runi, Zodet gunytn) < A .
fr(n)+n g grn)+n X( uniy LCdet tu(n n)
(]

Remark 3 For the proof of Corollary B 2), it is important to assume that
(cf("))_e{l 3},{Df(") : i € {1,---,n3}} ) is a code for the channel
{(We, Vi) : t € 0} and not for {(W; o Ty, V; o Ty) : t € 6}, since it may
happen that {W; o Ty : t € 0} is symmetrizable although {W; : t € 6} is not
symmetrizable, as the following example shows:

We assume that {W; : ¢t € 0} :P(A) — S(H) is not symmetrizable, but
there is a subset A" C A such that {W, : t € 0} limited on A’ is symmetrizable.
We choose a Ty such that for every u € U there is a € A’ such that Ty (a |
u) =1, and Ty(a | u) = 0 for all @ € A\ A" and v € U. It is clear that
{WioTy : t € 0} is symmetrizable (cf. also [35] for an example for classical
channels).
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5 Investigation of Secrecy Capacity’s Continuity

In this section we show that the secrecy capacity of an arbitrarily varying
classical-quantum wiretap channel under common randomness assisted quan-
tum coding is continuous in the following sense:

Corollary 4 For an arbitrarily varying classical-quantum wiretap channel {(Wy, V;)
t € 0}, where Wy : P(A) = S(H) and V; : P(A) — S(H') and a positive 0,
let Cs be the set of all arbitrarily varying classical-quantum wiretap channels
{W", V') - t € 0}, where W'y : P(A) = S(H) and V' : P(A) — S(H'), such
that

max [[We(a) = Wi(a)l <6

and
ma [Vi(a) = V'e(a) 1 < &

for allt €6.
For any positive € there is a positive 0 such that for all {(W's,V'y) : t € 0}
€ Cs we have

|ICs({(W, Vi) st € 0};er) — Cs({(W', V'y) st € 0}s0r)| <€ . (65)

Proof By Corollary [ the secrecy capacity of {(W;,V;) : t € 0} is

. 1
lim — max

inf :BY™) — max x(pui Zin))
n—oon A (BqEConv((B,,)tee)X(pU q ) X(pU tn)

tregn
and for every {(W'y,V'}) : t € 0} € Cs the secrecy capacity of {(W';,V'y) :
teb}is

1

lim — max

inf By _ -Z’n)
Jim — ma: (B,QGCO;&(B/t)tEG)X(pU, g ) — max x(py; Z'tn)) ,

treon
where B’; is the resulting quantum state at the output of W’; and Z’; is the
resulting quantum state at the output of V's.

To analyze |x(p; Zin) — x(p; Z'tn)|, we use the technique introduced in [33]
and apply the following lemma given in [§].

Lemma 8 (Alicki-Fannes Inequality) Suppose we have a composite system
PO with components P and Q. Let G¥ and G2 be Hilbert space of P and Q,
respectively. Suppose we have two bipartite quantum states ¢*2 and o2 in
S(GFR) such that ||p¥2 — oF2||; = € < 1, it holds that

S(B1Q), — SB|Q)s < 4delog(d—1) — 2h(e) , (66)

where d is the dimension of G¥ and h(e) is defined as in Lemma[j
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In contrast to [8], we consider here classical-quantum channels instead of
quantum-quantum channels.

We fix ann € N and a t" = (t1,---t,) € 0™. For any o™ € A" we have

S (Vin(a™)) = S (V'n (a™))]

Z S (V(tla“‘tkfl) ® V/(tka“‘tn)(an)) -5 (V(tla“‘tk) ® V/(tkﬂa‘“tn)(an))‘
k=1

n
<D
k=1

S (Vitate) @Vt (@) = 8 (Vity oty @ V’(ml,wtn)(“n))} '

Fora ke {1,---,n} and a™ = (a1,---an) € A" by Lemma [§ we have
5 Vi 0000 Va0 =8 (Vi) V0 a)
= ‘S (‘/(tlv'“tk) ® V/(tk»“'tn)(an)) -5 (‘/(tly"'tk—l) ® V/(tk+17"'tn)((a1’ crQk—1, k41, " an)))

-5 (‘/(tlv"'tk) ® V’(tHl,---tn)(an)) + S (V(t1,~~~tk,1) ® Vl(tk+1,~~~tn)((ala i Ak—1,Ak41, "t 'an)))

‘S (V' (an) | Viey jotiy) @V (tga oot (@1, - @k, Gy 1, - - an)))
=8 (Vi (@) | Vit oot @ V' 4y oty (@1, - - a1, Gk 1, - - a))
<4élog(dg — 1) —2-h(J) ,

where dg is the dimension of H€.

Thus,
S (Vir (a™) — 8 (Vin (a"))] < 4nlog(dp — 1) — 2 h(3) . (67)
For any probability distribution p € P(A), n € N, and " € 6", we have
IX(p; Zen) — x(p3 Z"4n)|
=[S p(@)Vin (@) = D pla)S (Vin (@)

= (Y p@)Vin (@) + S(Y p@)V e (@)
< [S(X p(@)Vir (@) = S(Y_ pla)V'in (@)
+ Y p@S(Vin(@) = Y- p@)S(V'1m ()

< 8ndlog(dg — 1) —4n - h(d) . (68)
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We fix a probability distribution ¢ on 6, a probability distribution p € P(A),
and an n € N. By Lemma [ we have
IX(p; By) = x(p; B'y)]

]; SO p@Wia) = 323 altpla)S(W:(a)
= S aS p@W ) + S 3 ap@W )
<\Z S p(Wi(@) = 3245 paWs(a)
+ \;;q@)p(a) - S0 at Wi(a))|

< 8log(dp — 1) —4-h(d) , (69)
where dp is the dimension of H®.
Thus, for any probability distribution g on 6, n € N, p € P(A), and t" € 6™,
we have for all {(W',V'y) :t €6} € Cs
1 1
(Oc(pi Bg) = —x(p: Zin)) = (x(p; B'q) = —x(pi Z'sn))
< 8dlog(dp — 1) +8dlog(dr — 1) — 8- h(J) . (70)

For any positive € we can find a positive ¢ such that 8dlog(dp — 1) +
8ilog(dp —1) — 8- h(d) < e

Thus for all n € N and any positive € we can find a positive § such that for
all {(W/t,V/t) it e 9} e Cs

max inf : By) — max x(p; Zin
( P  BgeConv((Bt)ico) X(p q) tnepn X(p t ))
1
f gyt 2
(mng/qECoéy((B/t)tee) X(p’ q) n tIPEaG)E? X(p, ))
<e. )
((TT)) shows Corollary [l ;

Corollary 5 The deterministic secrecy capacity of an arbitrarily varying classical-
quantum wiretap channel is in general not continuous.

Proof We show Corollary Bl by giving an example.

Let 6 := {1,2}. Let A= {0,1}. Let H® = C®. Let {|0)®, [1)®,]2)%,3)®,[4)*}
be a set of orthonormal vectors on H®. Let A be € [0, 1].

For r € [0, 1], let P, be the probability distribution on A such that P.(0) = r
and P.(1) = 1 — 7. We define a channel W} : P(A) — S(H?) by

W (Pr) = (1= X)r[0){0® + (1 = N1 =)L + A3)(3[%
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and a channel W3 : P(A) — S(H®) by
W3 (Pr) = (1= A1) (1% 4 (1= A)(1 = )[2)(2[® + A4) (4] .
In other words:
W7(0) = (1= N)[0)(0]* + A3) (3,
W (1) = (1= N)[1)(A[P + A3)(3

W3'(0) = (1= NP + Al4)(4[*
W3'(1) = (1= N)[2)(2[® + A4)(4[* .

Let H® = C5. Let {|0)%,]1)¢,|2)¢, 3)¢,|4)¢ be a set of orthonormal vectors
on HE.
We define a channel V) : P(A) — S(H®) by

VN(P) = Arf0)(0]% + A(L = 7)[1)(L[ + (1= N)[3)(3|%,
and a channel V3 : P(A) — S(H®) by
Va (Pr) = A1) (1] + A1 —7)[2)(2] + (1 = \)[4) (4] .
In other words:
VN0) = A0)(0]® + (1 = N)I3)(3[*
V(L) = A+ (1= N)B)(3[

V3H(0) = AL)(LI® + (1= A)4)(4[¢
V3 (1) = A2)(2]€ + (1= N4/ .

For every a € A and t € § we have
W7 (a) = W (a)lh
=|\t+a—-1Dt+a—1" = ANt +2)(E+ 27|
=2\
and
IV (a) = V(@) la
== At+a—1){t+a—1|%+ Nt +2){t+ 2%
=2\.

{(W},V}) : t € 0} defines an arbitrarily varying classical-quantum wiretap
channel for every A € [0, 1].
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At first, we consider {(W?,V,?) : t € 6}.
i) The deterministic secrecy capacity of {(W2, V) : t € 0} is equal to zero.

We set,
7(110)=0; 7(2]0)=1;
7(1]1)=1; 7(2]1)=0.
It holds that

DT OWPL) = [1)(1® =Yt | HP(0)

teh teh
and of course for every a € A
dortla)Wi(a) =Y 7(t|a)W(a) .
tco teo

{(W?) : t € 0} is therefore symmetrizable. By [22], we have

C.({(WO, V)t e0)) =0 (72)

ii) The secrecy capacity of {(W2,V,?) : t € 0} under common randomness
assisted quantum coding is positive.

We denote by p’ € P(A) the distribution on A such that p'(1) = p/'(2) =
Let g € [0,1]. We define Q(1) = ¢, Q(2) = 1 — ¢. We have
X (¢ AWg(a) s a € A})
1 1 1 1 1 1
— ——qlog =g+ =(1—q)log =(1 — ¢) — = log =
5alog5a+ 5 (1 —q)log 5 (1 —¢) — 5 log
+qlogg + (1 —¢)log(l —q) .

N [=

When we differentiate this term by g, we obtain

1 1.1 1 1. 1 1
—~log —q— = + ~log =(1 — | 1—log(l—q)—1
10g€< slogga—5+35 0g2( q)+2+ ogq+ og(1 —q) )

— log g — log(1 — q)) .
21Oge(ogq og(1—q))

log g —log(1 — q) is equal to zero if and only if ¢ = % By further calculation,
one can show that x (p/, {Wg(a) : a € A}) achieves its minimum when ¢ = 3.

This minimum is equal to —% 1ogi + %log% = % > 0. Thus,

N =

i BY%) >
mzz)ixmqlnx(p, q) >
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For all ¢ € 6 it holds that V,2(0) = V,°(1); therefore for all t" € ™ and any
p" € P(A™) we have

X(p; Zn)

=SV (™) - Z p"(a™)S(Vi (a™))
a™eA”

= S(VRO™") = > p"(am)SVL(0™)
a™ eA™

-0.

Thus,

1
C.({WR, V2 it €6}, ¢er) > 30>0. (73)
Now we consider {(W},V,}) : ¢ € 8} when X\ # 0.

i) When X # 0, the deterministic secrecy capacity of {(W}, V) 1t € 6}
is equal to its secrecy capacity of under common randomness assisted quantum
coding.

We suppose that for any a,a’ € A there are two distributions 7(- | a) and
7(- | a’) on 6 such that

dort]d) Wi a) =) r(t|a)- W)

teo teo

= (1-2)) ZT(t |la)t+a—1){t+a—1" + (1] d)3)(3|C + Ar(2 | a)|4)(4]®
teh

=1=N> rt|a)lt+a —1)t+d =1+ r(1]a)[3)(3] + Ar(2 ] a)[4)(4]® .
teo

(74)

Since [t +a — 1)(t +a— 1% € {|0)(0[¢, [1){1[¢, [2)(2]*} for all ¢ and a, if
A # 0, ([[[4) implies that
T(t|ad)=71(t]a)
for all t € 6. This means we have a distribution p on 6 such that p(¢t) = 7(¢ | a)
for all a € A.
But there is clearly no such distribution p such that >, , p(t)W;*(0) =
> 1o P(E)W (1), because then we would have

BL)[0)O® +p(2)[1) (1]
= pO(® +p(2)12)(2* .

This would mean p(1) = p(2) = 0, which obviously cannot be true. Thus,
(W) iep is not symmetric.
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By [22], if X # 0

Co({W V) st € 0)) = Ca({(WR, V) s t € O} er) (75)

When A N\, 0 for every a € A and t € 6 we have ||[W0(a) — W (a)|1
IV (a) = VA(@)ll1 = 24 N, 0.

By Corollary M the secrecy capacity of {(W, V) : t € §} under common
randomness assisted quantum coding is continues. Thus for any positive &
there is a 4, such that for all A €]0, §[, we have

Cl{WA VA e 0)) > C({(WO, V) £ € 0}, er) — ¢ > % Ce. (76)

In other words, when A # 0 tends to zero, the deterministic secrecy capacity
of {(WX, V) : t € 0} tends to the secrecy capacity of {(W?2, V) : t € 0}
under common randomness assisted quantum coding, which is positive, but
the deterministic secrecy capacity of {(W?,V;?) : t € 0} is equal to zero. Hence,
the deterministic secrecy capacity of {(W},V;}) : t € 0} is not continues at
Zero. O

CorollaryBlshows that small errors in the description of an arbitrarily vary-
ing classical-quantum wiretap channel may have severe consequences on the
secrecy capacity. Corollary [4] shows that resources are very helpful to protect
these consequences.

6 Conclusion

In this paper, we deliver the formula for the secrecy capacities under common
randomness assisted coding of arbitrarily varying classical-quantum wiretap
channels. In our previous paper [22], we established the Ahlswede Dichotomy
for arbitrarily varying classical-quantum wiretap channels: Either the deter-
ministic secrecy capacity of an arbitrarily varying classical-quantum wiretap
channel is zero or it equals its randomness assisted secrecy capacity, depending
on the status whether the legitimate receiver’s channel is symmetrizable or not.
When we combine the results of these two works we can now completely char-
acterize the secrecy capacity formulas for arbitrarily varying classical-quantum
wiretap channels (cf. Corollary [3]).

As an application of these results, we turn to the general question: When
is secure message transmission through arbitrarily varying classical-quantum
wiretap channels continuous? Our results show the discontinuity in general and
demonstrate the importance of shared randomness: it stabilizes the secure
message transmission through arbitrarily varying classical-quantum wiretap
channels.
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