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Abstract

A notion of quantum conference is introduced in analogy it usual notion of a conference that happens
frequently in today’s world. Quantum conference is definedaamultiparty secure communication task that
allows each party to communicate their messages simultashet all other parties in a secure manner using
guantum resources. Two efficient and secure protocols fantgun conference have been proposed. The security
and efficiency of the proposed protocols have been analy#ézaty. It is shown that the proposed protocols can
be realized using a large number of entangled states ang gfaperators. Further, it is shown that the proposed
schemes can be easily reduced to protocol for multipartyiguma key distribution and some earlier proposed
schemes of quantum conference, where the notion of quardnference was different.

Keywords: quantum conference, quantum cryptography,reequantum communication, multiparty quantum communica-
tion.

1 Introduction

In 1984, an unconditionally secure key distribution pratacsing quantum resources was proposed by Bennett andaBdass
[1]. The scheme, which is now known as BB84 protocol drew merable attention of the cryptography community by its
own merit as it offered unconditional security, which wascimevable by any classical protocol of key distributiolowéver,

the relevance of BB84 quantum key distribution (QKD) praicand a set of other schemes of QKD were actually established
very strongly in 1994, when the seminal work of Shar [2] ekishled that RSA[[B] and a few other schemes of classical
cryptographyl[[4] would not remain secure if a scalable quian¢omputer is built. The BB84 protocol, not only establishe
the possibility of obtaining unconditional security, bla@amanifested enormous power of quantum resources thétded
maneuvered since then. Specifically, this attempt at thendfitonal security of QKD was followed by a set of protocfuls

the same task[5+7]. Interestingly, the beautiful appieret of quantum mechanics in secure communication did moaire
restricted to key distribution. In fact, it was realized sdbat the messages can be sent in a secure manner withoatipgep
prior key [8]. Exploiting this idea various such schemesey@oposed which fall under the category of secure direatigua
communication ([8=12] and references therein).

The schemes for secure direct quantum communication camtegarized into two classes on the basis of additional
classical communication required by the receiver (Bob)doadle each bit of the transmitted message- (i) quantumesecur
direct communication (QSDC) [B=110] and (ii) deterministiecure quantum communication (DSQC)I[11]. In the former,
Bob does not require an additional classical communicdtoiecode the message, while such a classical communication
is involved in the latter (se€ [13] for review). It is worthtimg that in a scheme of QSDC/DSQC meaningful information
flows in one direction as it only allows Alice to send a mesgag@ob in an unconditionally secure manner using quantum
resources and without generation of a key. However, in oily lif@, we often require two way communication (say, whea w
speak on a telephone). Interestingly, a modification of drikeofirst few QSDC schemes (i.e., ping-pong scheme [8])ded t
a new type of protocol that allows both Alice and Bob to cominate simultaneously using the same quantum channel. This
scheme for simultaneous two way communication was firstgseg by Ba An[[14] and is known as quantum dialogue (QD).
Due to its similarity with the task performed by telephorescheme for QD are also referred as quantum teleptaé]l
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or quantum conversatiEdII_?l] scheme, but in what follows, we will refer to them as QDueDto its practical relevance,
schemes of QD received much attention and several new sshef™@D have been proposed in the last decade [18-21].
However, all these schemes of QD, and also the schemes of @RBOSQC, mentioned here are restricted to the two-
party scenario. This observation led to two simple questig) Do we need a multiparty QD for any practical purpose?
and (ii) If answer of the previous question is yes, can we tanssuch a scheme? It is easy for us (specially for the
readers of this paper and the authors of the similar papecsoften participate in conferences and meet as members of
various committees) to recognize that conferences andimgsgbrovide examples of situation where multiparty dialeg
happens. Specifically, in a conference a large number ofcahts can exchange their thoughts (inputs, which may be
viewed as classical information). Although, usually papants of the conference/meeting are located in one plateayith

the advent of new technologies, tele-conferences, welandrsimilar ideas that allow remotely located users torgetived

in multiparty dialogue, are becoming extremely popularr #h@ participants of such a conference or meeting that allow
users to be located at different places, desirable chaistate of the scheme for the conference should be as foll()sA
participant must be able to communicate directly with aflestparticipants, or in other words, every participant niagsable

to listen the talk/opinion delivered by every speaker agjfigens in a real conference. (B) A participant should notieta
communicate different opinion/message to different usetsser groups. (C) lllegitimate users or unauthorizedigaisay
those who have not paid conference registration fees) wilba able to follow the proceedings of the conference. Ibisaus

that criterion (C) requires security and a secure schemeftdtiparty quantum dialogue satisfying (A)-(C) is essahtor
today'’s society. We refer to such a scheme for multipartusecommunication that satisfies (A)-(C) as a scheme fortyuan
conference (QC) because of its analogy with the traditicoaferences (specially with the tele-conferences). Tlaogly
between the communication task performed here and theitraali conference can be made clearer by noting that Wiképed
defines conference as “a conference is a meeting of people'samder” about a topic”[[22]. Similarly, Oxford dictionary
describes a conference as “a linking of several telephonesmputers, so that each user may communicate with thesother
simultaneously”[[2B]. This is exactly the task that the megd protocol for QC is aimed to perform using quantum resssur
and in a secure manner. Thus, QC is simply a conference, vidh@hn-party communication, where each participant can
communicate his/her inputs (classical information) usjngntum resources to remainifig — 1) participants. However, it
should be made clear that it is neither a multi-channel QSBiGmulti-channel QD scheme. To be precise, one may assume
that each participant maintains private quantum channifsall other participants and uses those to communicatadris
input to others via QSDC or QD. This is against the idea of dem@mce, as in this arrangement, a participant may send
different information/opinion to different participants violation of Criterion (B) listed above. The fact thatttoe best of
our knowledge, no such scheme for multiparty secure quantummunication exists has motivated us to introduce thenoti

of QC and to aim to design a scheme for the same.

Here it would be apt to note that although no scheme for QCtiprggposed, various schemes for other multiparty quantum
communication tasks have already been proposed. For eramqumintum schemes for votirig [24], auctibnl[25, 26], and e-
commercel[2]7] are necessarily expected to be multipartytyua communication schemes. Interestingly, there are a few
schemes for all these tasks proposed in the pasi [[[24-2#edednces therein). Another recently discussed mutgigask
is quantum key agreement (QKA) (28] and references thgreimere the final key is generated by the contribution ofradl t
parties involved, and a single or a few parties can not deieléinal key. For instance, a multiparty QKA scherme [28] was
proposed in the recent past, in which encoded qubits travelcircular manner among all the parties. In fact, most cfehe
multiparty quantum communication schemes, except QKA bmimtrinsically viewed as a (many) sender(s) sending some
useful information in a secure manner to a (many) receiyar(der the control of a third party. Further, all these scb&ran
be broadly categorized as secure multiparty quantum conmation and secure multiparty quantum computation. Though
the line between the two is very faint to distinguish and gat&ze a scheme among one of them, QKA and e-commerce may
be considered in the former, while voting and auction falllemnthe latter. Some efforts have also been made to introduce
a notion of QC as a multiparty quantum communication taskwéi@r, earlier ideas of QC can be viewed as special cases
of the notion of QC presented here and they are not suffickepetform a conference as defined above in analogy with the
definition provided in Oxford dictionary and other sources.

Bose, Vederal and Knight [29] proposed a generalized efgarant-swapping-based scheme for multiparty quantum
communication that led to a set of quantum communicatiorses related to QC, viz., cryptographic conferencé [29],
conference key agreement and conference(call [30], andesrselvhere many senders send their messages to single receive
via generalized superdense codingl[29]. In cryptograpbiderence, all parties share a multipartite entanglee sféhey
perform measurement in the computational or diagonal paisisthe results of those measurements in which the basssrcho
by all the users coincide are used to establish the secratkigh will be known to all the users within the group. A sinnila
notion of conference key agreement was used_in [30], wherenarglized notion of dense coding was used. Clearly the
notion of conference is weaker here, and in our version ofezence such keys can be distributed easily if all the users
communicate random bits instead of meaningful messagesenRsuccess of designing the above mentioned schemes for

11t may be noted that in an ideal scheme of QD, information daddy two parties exist simultaneously in a channel, buhénprotocol for quantum
conversation introduced iaT17], it was not the case. Howehe communication task in hand was equivalent.



multiparty quantum communication further motivated usotoki for a scheme for QC.

A two party analogue of QC can be considered as QD, where lastiep can communicate simultaneously. The group
theoretic structure of Ba-An-type QD schemes has been sliscuin Ref.[[31]. The group theoretic structure discussed
in [28,[31/32] will be exploited here to introduce the conoefpQC. Further, an asymmetric counterpart of the Ba-Aretyp
QD scheme is proposed in the recent past [32]. Following lvhie will also introduce and briefly discuss an asymmetric QC
(AQC), where all the parties involved need not to send anleuaunt of information. With the recent interest of quantum
communication community on quantum internet/[33, 34] angkeedxnental realization of multiparty quantum communiaati
schemed[35], the motivation for introducing a QC or AQC subhe&an be established.

Remaining part of the paper is organized as follows. Bec.d2dkcated to a brief review of QD and the group theoretic
approach of QD for the sake of completeness of the paperhwids been used in the forthcoming sections to develop the
idea of QC. Two general schemes for the task of QC have beerlinted in Sed.]3. In the next section, we have considered
a few specific examples of both these schemes. The feagsitifiliin AQC scheme has also been discussed in[$ec. 4. Finally,
the security and efficiency of the proposed schemes havedisamssed in Sef] 5 before concluding the paper in[Sec. 6.

2 BaAn protocol of QD and its generalization using modified Paili group

It would be relevant to mention that some of the present aathad presented the general structure of QD protocdls jrajsd
established that the set of unitary operators used by AfiddBmb must form a group under multiplication. The groupcne

has also been found to be suitable for the asymmetric QD sehE3&], where Alice and Bob use encoding operations from
different subgroups of a modified Pauli group, like = {I, X, iY, Z}. This particular Abelian groupd;) is of order 4
under multiplication and is called a modified Pauli group asneglect the global phase in the product of any two eleménts o
this group, which is consistent with the quantum mechararsietail see[3L,32]). The generalized gragip can be formed

by n-fold tensor products ofr, i.e.,G,, = G{". In the original QD protocol[14], the encoding is done byo&liand Bob,
respectively, using the same set of operatiftis} from the modified Pauli groug;. The entire scheme of Ba Ah [114] can
be summed up in the formul@;) rinat = UpUal¥i)initial tinituat (Vil¥j) finat = di,5, where[y) are the Bell states. It

is required that all the possible final states obtained @ftiee’s and Bob’s encoding operations should remain ortoral

to each other and also with the initial state. Once the irdtial final states are known to both the legitimate users, thay
exploit knowledge of their own encoding operation to extesch other’'s message.

Interestingly, Alice and Bob encode information with thengeoperators, say,for 00, X for 01,:Y for 10, andZ for 11.

In this scenario, Alice obtains a unique bijective mappiragrf the composite encoding of Alice and Bdbg.U 4) to Bob’s
operation /) using her unitary operatiord/(s). This is obvious where there are only 2 parties, we may askpiossible to
extend this scheme for QD to design a scheme for multipartjecence? Let us examine two cases with 3 parties: in Case 1:
when all the parties encode the same bits say, 00 i.e., thBy &8p,, Up, andU4,; and in Case 2: when one of them encodes
the same bits used in Case 1, i.e., 00 and other two will enttwaleimilar bits but other than 00, say 0dr 10, 11), i.e.,

they applyUc,, Ug,, andU 4,, respectively. In these two cases, the resultant statevsyalthe same as what was prepared
initially, and none of the parties can deterministicallyclude each others encoding. In fact, there will be many saskes,
hence, Ba An’s original protocol for QD cannot be generalidieectly to design a scheme for multiparty conference.

To design a scheme for QC, we will use the idea of disjoint soilygs introduced by some of the present authors in the
recent past [28]. Disjoint subgroups refer to subgroupsgs@ndg;, of a groupG,, such that they satisfy; N g; = {I}.
Thus, except Identity; andg; do not contain any common element. The modified Pauli g@uas 3 mutually disjoint
subgroupsy, = {I, X}, go = {I,iY} andgs = {I, Z}. Whenever there are more than two parties, we can encodg usin
disjoint subgroups of operators, i.e., each party may lmvall to encode with a unique disjoint subgroup. For example,
if Alice, Bob and Charlie want to set up a QC among them, theneAtan encode using, Bob can encode using and
Charlie can encode using. The use of disjoint subgroups circumvents the limitatiohhe original two-party QD scheme
and provides a unique mapping required for multiparty cosatgon.

In what follows, we have proposed two protocols to accorhphie task of a QC scheme.

3 Quantum conference

Here, we have designed two multiparty quantum communicatbemes where prior generation of key is not required.& hes
schemes may be used for QC, i.e., for multiparty commurnaif meaningful information among the users. Additionatly

is easy to observe that these schemes naturally reducegottemes for multiparty key distribution if the parties sesatdom
bits instead of meaningful messages.



3.1 Protocol 1: Multiparty QSDC scheme for QC

Let us start with the simplest case, whe¢ré — 1) parties send their message Agh party. This can be thought of as a
multiparty QSDC. Suppose all the parties decide to encodemmunicaté:-bit classical messages. In this case, each user
would require a subgroup of operators with at lesbperators. In other words, each party would need at leasigrsupg;

of order2* of a groupG. Here, we would like to propose one such multiparty QSDC sehe

Step 1.1 First party Alice be given one subgroyp = {A1, As, ..., Asx } to encode hek-bit information. Similarly, other
parties (say Bob and Charlie) can encode using subgrggips {Bi, Bs, ..., By}, andge = {C1,Cs, ..., Cor},
and so on fof N — 1)th party Diana, whose encoding operations@se= { D1, Da, ..., Do }.

All these subgroups are pairwise disjoint subgroups, they are chosen in such a way thatn g; = {I}Vi,j €
{1,2,---, N — 1}. As the requirement for encoding operations to be from #@isgubgroups has been already estab-
lished beforehand.

Additionally, here we assume that all the parties do notf@ogivalent to operator Identity) on their qubits for enicad

a string ofk zeros. As Identity is the common element in the set of engpdperations to be used by each party it will
be convenient to consider this as a convention in the resteopaper.

Step 1.2 Nathan (the'th party) prepares am-qubit entangled state)) (with n > (N — 1) k).
It is noteworthy that maximum information that can be enebde the(N — 1) k-qubit quantum channel igV — 1) &
bits and heré N — 1) parties are sendingbits each. In other words, after encoding operation of al(ffi — 1) parties
the quantum states should be one of2f&~1* possible orthogonal states.

Step 1.3 Nathan sends: qubits (n < n) of the entangled state)) to Alice in a secure manner, who applies one of the
operationsA; (which is an element of the subgroup of operators availalitle iner) on the travel qubits to encode her
message. This will transform the initial state|to,) = A;|¢). Subsequently, Alice sends all these encoded qubits to
the next user Bob.

Step 1.4 Bob encodes his message which will transform the quantute &i&/s) = B, A;|¢). Finally, he also sends the
encoded qubits to Charlie in a secure manner.

Step 1.5 Charlie would follow the same strategy as followed by Aliceld@ob. In the end, Diana receives all the encoded

D, ---CyBj;A;v). She returns all the travel qubits to Nathan.

Step 1.6 Nathan can extract the information sent by(&ll — 1) parties by measuring the final state using an appropriate bas
set.
It may be noted that Nathan can decode messages sent(By alll) parties, if and only if the set of all the encoding

operations gives orthogonal states after their applinaiiothe quantum state, i.%.1¢§7j,k,___,l>} are orthogonal for all

i, k,....,l € {1, . -2’“}. In other words, after the encoding operation of all (hé— 1) parties the quantum states
should be a part of a basis set wit’ ~1)* orthogonal states for unique decoding of all possible emgpadperations.

This scheme can be viewed as the generalization of ping-patgcol [8] to a multiparty scenario, where multiple sersle
can simultaneously send their information to a receivea similar way, if all the senders wish to send and receive dinges
amount of information, then all of them can also choose tparetheir initial statéy)) independently and send it to all other
parties in a sequential manner. Subsequently, all of theynfall@aw the above protocol faithfully to perforiy simultaneous
multiparty QSDC protocols.

In fact, N simultaneous multiparty QSDC schemes of the above form peitform the task required in an ideal QC
scheme. However, as each sender has to encode his secriglertuttes (V — 1 times), it would allow him to encode
different information in each round. Though it may be adegebus in some communication schemes, where a sender is
allowed to send different bit values to different receiydmst is undesirable in a scheme for QC. Specifically, to stoas
the relevance of a scheme that allows each sender to endfetet bits to all the receivers, we may consider a situnatio
where each party (or a few of them) publicly asks a questiod,the receivers answer the question independently (for an
analogy think of a panel discussion in television). In thase, all the receivers may have different opinions (say ocayg m
agree with some of them and may not with the remaining) abatbus questions being asked. As far as a scheme for QC
is concerned, Protocol 1 described here would work undeaseamption of semi-honesty. Specifically, a semi-honesy pa
may try to cheat, but he/she would follow the protocol faithf This assumption would enable us to consider that eacty p
is encoding the same information every time. In what followse will establish that such an assumption is not required.
Specifically, in Protocol 2, we aim to design a genuine QC sehavhich does not require the semi-honesty assumption to
restrict a user from sending different information to diffiet receivers.



3.2 Protocol 2: Multiparty QD-type scheme for QC

Here, we will attempt to design an efficient QC scheme, whahlwe thought of as a generalized QD scheme. In analogy of
the original Ba-An-type QD scheme, we will need the set ofoelitng operations for thé/th party (Nathan). Here, firstly we
propose the protocol which is followed by a prescription ldain the set of operations fdyth party, assuming a working
scheme designed for the Protocol 1.

Step 2.1 Same as that of Step 1.1 of Protocol 1 with a simple modificati@at also provide Nathan a subgrogp =
{N1, Na, ..., Ny }which enables him to encodeéiebit message at a later stage.
The mathematical structure of this subgroup will be disedster the protocol.

Step 2.2 Same as Step 1.2 of Protocol 1.
Step 2.3 Same as Step 1.3 of Protocol 1.
Step 2.4 Same as Step 1.4 of Protocol 1.
Step 2.5 Same as Step 1.5 of Protocol 1.

Step 2.6 Nathan applies unitary operatid¥y,, to encode his secret and the resulting state Woul|d/)§lgkml,m> =N,,D;---
CrBjA;|¢).

Step 2.7 Nathan measurquz’.fj’kml,m) using the appropriate basis as was done in Step 1.6 of Pidi@a announces the
measurement outcome. Now, with the information of theahgtate, final state and one’s own encoding all parties can
extract the information of all other parties.

It is to be noted that the information can be extracted onthéf set of all the encoding operations gives orthogonal

states after their application on the quantum state, lleh@elements ol{|¢gfj,kml7m>} are required to be mutually

orthogonal fori, j, k---1,m € {1, e 2’“}. In other words, after the encoding operation of all figarties the set of
all possible quantum states should for@&—Y* dimensional basis set.

Nathan'’s unitary operation can be obtained using the fatttte remaining N — 1) parties have already utilized the channel
capacity. Hence, his encoding should be in such a way thett laig encoding operatioN,,,, the final quantum state should
remain an element of the basis set in which the initial state prepared. However, the bijective mapping between thialini
and final states present in Protocol 1 would disappear hehés i3 not a limitation. It is actually a requirement. This is
so because, in contrast to Protocol 1 where the initial arad §itates are secret, in Protocol 2, the choice of the irstate
and the final state are publicly broadcasted. Existence géetive mapping would have revealed all the secrets to Etés
condition provides us a mathematical advantage. Spedyfidadllows us to construct the set of unitary operatioret thathan
can apply. To do so we need to use the information about themisubgroups of operators that are used by other parties.
The procedure for construction of Nathan'’s set of operatismlescribed below.

For simplicity, let us write the encoding operations of b# parties as follows:

0 1 e (20 —1)
Alice Al A2 s AQk
Bob Bl BQ s BQk
Charlie C; Oy e Cor
Diana D; Do . Dy
Nathan N1 N2 """ N2k .

Here,z corresponds to the binary value of the decimal numbeand it represents the classical information to be encogled b
user X*** (listed in Column 1) using the the operatat, . (listed inxz + 1th column in the row corresponding to the user
X**¥)For example, to encod®1 = 1, Alice would use the operatot; ., = A,, whereas for the same encoding Bob and
Charlie would useB; andCs, respectively. Further, we would like to note that by comstion operatorsy; = Xi‘1 asX;
is an element of the modified Pauli group, and it is assumetdttieaencoding operations of the different users are chosen
from the disjoint subgroups of the modified Pauli groups ichsa way that the product of operations listed in any column is
Identity, i.e.,

A;B;C;---D;N,; =1Vi. 1)



Number of cbits by Groups Number of Entangled states
parties(N) | each partyk) travel qubit(m)
3 1 G 1 Bell
4 1 Go 2 4-qubit cluster oi{2) state
4 1 G1(8),G3(8),G3(8),G5(8) 2 GHz
5 1 Go 2 4-qubit cluster oi{2) state
2 2 G 1 Bell
3 2 Go 2 4-qubit cluster oi{2) state
2 3 G 2 4-qubit cluster of() state
2 3 G3(8),G3(8),G3(8),G5(8) 2 GHZ
2 4 Go 2 4-qubit cluster oif2) state

Table 1: Various possibilities of QC scheme with a maximurmbar of N parties each encodingbits using a group of
unitary operators with at leagt’y —1* elements. The quantum states suitable in each case angmmmding number of
travel qubits are also mentioned.

This implies that if all the parties encode the same secest the final state and the initial state would be the same. To
illustrate this we may consider following example

0 1

Alice T X
Bob I Y @)

Nathan 1 Z.

From Egs. [(L){(R), it is clear that the choice of encodingrapens of the other users (i.e4,.B;,C;, - -+, D;) would
uniquely determineV;. Further, it is assumed that the encoding operations usetiffieyent users to encodeare selected
in a particular order that ensuré§ X, = X, VX and particular choice of, j. For example, this condition implies that if
Alice’s operators satisfyl, A3 = As, then Bob and Charlie would be given the encoding operatoas inrder that satisfy
ByBs = Bs andCyCs = (s, respectively, and the same ordering of operators will bdiegdge to all other users. Now,
using the above mentioned facts and convention, we needablisk that{V,.} forms a group under multiplicationEq.
(@ and the self reversibility of the elements lead to following identity-N; = D;*---C;'B; A7t = D;--- C;B; A;.
This may be used to establish the closure property of thepg{dd, } as N;N; = (D;---C;B;A;) (D;---C;BjA;) =
(D;Dj)---(C;C;) (B;iB;) (AiAj) = (D ---CpBrAy) = N € {N,}. This is so because the Pauli operators commute
with each other under the operational definition of mulgigtion used in defining the modified Pauli group. All the remrag
properties of the group follows directly from the nature aluR operators used to desidn,. Thus, it is established that the
generalized multiparty QSDC scheme can be modified to a gimed QD scheme. It will be interesting to obtain the orain
Ba An’s QD scheme as a limiting case as follows.

o 1 2 3
Alice 1T X Y Z
Bob Bl B2 B3 B4.

This particular case and all the discussions leave us{aith = {I, X, Y, Z}, which is identical with Alice’s operations.
In Table[d, we have provided a list comprising of the numbeggasticipants in the QC and the number of chits they want
to encode. The table explicitly mentions different multifia states or quantum channels that can be utilized fosanee.

Finally, it is also worth mentioning here that this prototofree from the individual participant’s attack as eachruse
allowed to encode only once. The remaining attack stragemyiel security against them will be discussed in detail in Bec
Before doing so, it may be noted that the message is extrarctéffierent ways in Protocol 1 and 2. Specifically, in Praibt,
the encoding of each sender is inferred from the bijectivppimey between the initial and final states, in analogy to t&®Q
protocols. In Protocol 2, the same task is achieved by eaxtk pw exploiting the bijective mapping between the finateta
and his/her own encoding, which is analogous to the QD pod$od herefore, Protocol 1 (2) proposed here can be viewed as
a generalized multiparty QSDC (QD) scheme.

4 Examples and possible modifications

Let's elaborate the proposed idea by discussing a partientample of the proposed Protocol 2 for a 3 party case, wizate e
party encodes only one bit. To begin with, let us assume tiabdthe parties, say, Nathan, prepares an entangledrsthi i



Party | c-bits Quantum state Set of encoding operations
3 1 Bell or GHZ {P - {I,X}, P, {LiY}, Py : {I,Z}}
3 2 4-qubit cluster state {P:{ILIoX,XLX®X},
P {I®LI®iY,iY @LiY @iV}, Py {IQLI® Z,ZQ1,Z® Z}}
4 1 GHZ (P {IQLXQI}, P {IQLX® X},
4 1 4-qubit cluster statg {P:{ILX®iY}, P :{IL X ® Z},
Py {I®LiY ® Z}, Py - {I®L,iY ®iY}}

Table 2: We present some examples of the quantum statesaddor QC and corresponding encoding operations. In these
examples, if one of the party do not encode (consider Idgritien Protocol 2 will reduce to Protocol 1.

Bell basis|v, ) in Step 2.2 (the same is also illustrated through Figlire Brevthe quantum state transforming in the various
intermediate steps is mentioned). Nathan sends one of thisa the Bell state to Alice in Step 2.3, who encodes a uypita
operation/x : Ux € {I, X} corresponding to her secret and sends it to Bob. Similad, &so encodes his message in Step
2.4 using a unitary operatidii;y : U;y € {I,iY}. Finally, Nathan receives the encoded qubit in Step 2.5 acddes his
message using a unitary operatién : U, € {I, Z} in Step 2.6. Finally, in Step 2.7, Nathan measures the firahjum state
[van) = UzU;yUx|tin) in the Bell basis and announces the measurement outcome tReoknowledge of the encoding
operation performed by himself/herself, and the initia final Bell states all three parties would be able to decodsdtrets
sent by the remaining two parties, for which they have to tsehijective mapping present between his/her own encoding
and the pair of encoding operations performed by the othewusers. For instance, we may consider a particular casegwhe
Nathan’s choice of the initial state and measurement outscane the same, s@y ™). This announcement leaves only two
possibilities, eithet/; = U;y = Ux =l1orUx = X, U,y = iY andUz = Z. In this particular case, each party knows
whether they have encoded O (i.e., applied Identity) or bising which they can extract the message sent by the rengainin
users. We may further note that if we restrict Nathan to asa&ycode Identity, then this scheme (Protocol 2) will redoce
Protocol 1.

o Step 2.3 Step 2.4
Vi) ¢ [Yim) € {[¥F),]05)} Uiy Ux [¢in) [Van) = UzUsiy Ux |in)

Figure 1: The evolution of the quantum channel with all thelimediate states and corresponding encoding in an example
scheme are summarized. Here, the unitary operations Ux € {I, X}, U;y € {L,iY},andUz € {I, Z} .

Further examples with the higher number of parties invoiveithie QC are summarized in Taljle 2. The examples listed
are not the unique choices and similar set of unitary opesaty be easily obtained using the prescription defineden th
previous section.

The proposed QC scheme may also be extended to an asymnoetniegart of the QC scheme, where each party may
not be encoding the same amount of information. One suclesastample is a lecture, where the orator speaks most of
the time while the remaining users barely speak. In suchsgdise parties sending redundant bits to accommodate the QC
scheme may choose an AQC scheme. To exploit the maximum behstich schemes a party encoding more information
than others (say Alice) should prepare (and also measwag)uhntum state (in other words, start the QC scheme). In this
case, the choice of unitary operations by each party wosldl laécome relevant and Alice should use a subgroup of higher
order than the remaining users. For instance, in a 3-pagtyass, Alice may use & from Row 2 of Tabl€ R to encode 2 bits
message, while the remaining three users may chBpsad P;, respectively. It is worth noting here that the securitytaf t
QC scheme discussed in the following section ensures theigecf the AQC scheme designed here as well.

Further, the proposed schemes can also be easily modifiditdmma@orresponding schemes for controlled QC, where an
additional party (who is referred to as the controller) vebptepare the quantum channel in such a way that the QC task can
only be accomplished after the controller allows the ottemrsito do sd [12,36]. Controlled QC can be achieved in variou
ways. For example, the controller may prepare the initetestnd keep some of the qubits with himself, and in absenite of
measurement outcome of the corresponding qubits the ethiéinhate parties would fail to accomplish the tdsk [12]e Bame
feat can also be achieved by the controller without keepisiggle qubit with himself by using permutation of partic[8§].
Thus, it is easy to generalize the proposed schemes for Qigltbschemes for controlled QC. Such a scheme for controlled
QC would have many applications. For example, a direct egfitin to that scheme would be quantum telephone where the
controller can be a Telephone compahnyi [16] that providesitia@nel to the respective users after authentication. , thes
present scheme can be used to generalize the scheme prapEéjdand thus to obtain a scheme for multiparty quantum
telephone or quantum teleconference. Additionally, thétiparty communication schemes proposed here can be rddace



schemes for secure multiparty quantum computation. Istiegly, a recently proposed secure multiparty computeaheme
designed for quantum sealed-bid auction task [26] can beedes a reduction of the Protocol 1 proposed here. Therefore
we hope that the proposed schemes may also be modified to sbtations of various other real life problems.

5 Security analysis and efficiency

A QC protocol is expected to confront the disturbance attacldenial of service attack), the intercept-and-resetatit

the entangle-and-measure attack, man-in-the-middlekattad Trojan-horse attack by implementing the BB84 sulimeut
strategy (for detail seé [32,B7]), which allows sendersngeit decoy qubits prepared randomlyXnrbasis orZ-basis in
analogy with BB84 protocol and to reveal the traces of eawggiing by comparing the initial states of the decoy qubits
with the states of the same qubits after measured by thevezsaiandomly usingX-basis orZ-basis. In fact, quantum
communication of all the qubits from one party to other, asitioed in both the protocols (for example, in Step 1.3), is
performed in a secure manner. To accomplish the secure camation of message qubits using BB84 subroutine, an equal
number of decoy qubits (the number of decoy qubits are redtidirbe equal to the number of message qubits travelingghrou
the channel) are inserted randomly in the string of travbitgu On the authenticated receipt of this enlarged sequeitcavel
qubits, the sender discloses the positions of the decoygjabd those qubits are then measured by the receiver rapdomi
X-basis orZ-basis. Subsequent comparison of the initial states anch#@surement outcomes reveals the error rate. If the
computed error rate is obtained below a tolerable limitntthee quantum communication of message qubits is considered
be accomplished in a secure mannef[[37, 38], and the steesaftes are followed. Therefore, the above mentionedlestan

the proposed schemes can be defeated simply by adding debity gnd following BB84 subroutine.

Further, Bob’s intimation by Alice that she has sent her tpidind Bob’s acknowledgment of the receipt of qubits, via an
authenticated classical channel, is necessary to avoidrthvanted circumstances under which Eve pretends as thedesi
party. There also exist some technical procedures to civeairthe Trojan-horse attack[( [32] and references thereis)

a scheme of QC incorporates multiusers we have discussed g security in two scenarios where (1) an outsider (Eve)
attacks the protocol, or (2) an insider (one or some of thitihegte users) attacks the protocol. Further, all the &tand
counter measures mentioned in this section are applicaleth the schemes, unless specified.

Outsider’s attacks

In the entangle-and-measure attackEve entangles her quhit|0) + 5 |1) with the travel qubit in the channel. Eve can
extract the information by performing th&-basis measurement on her ancillae. To counter this atteldecoy state),
|1, |+) and|—) are randomly inserted and when they are examined for sgctitéin Eve is detected with probabilig|®
when she attack®)) and|1) states, otherwise the states remain separableHioand|—). Consequently, the total detection

probability of Eve is@ taking into account that the probability of generation aftedecoy qubit state i§.

In theintercept-and-resend attack Eve prepares some fresh qubits and swaps one of her quiiitdwiaccessible qubit
in the channel whefi — 1)th user sends it téth user. Thereafter, Eve retrieves her qubit during theinmainication fromith
user to(i + 1)th user and obtains the encodingtif user by performing a measurement on her qubits. Thiskattdicalso be
defended by incorporating decoy qubits. However, Eve maglimder strategy to measure the intercepted qubits rangoml
in either the computational or diagonal basis before senttie freshly prepared qubits corresponding to the measmem
outcomes. It is evident that Eve’s measurement of the deabjtgjwill produce disturbance if she measures in the wrong
basis. Letn be the total number of travel qubits such tBaare decoy and message qubits each. Eve intereemabits
which will entail both decoy and message. Without a loss ofgality, we assume that half of the qubits are decoy and the
other half are message qubits. Since the security checkfisrpe=d on the decoy qubits alone, we are interested imtj2
decoy qubits which Eve measures in her lab out ofghiecoy qubits in the channel. The fraction of qubits meashyeiive

out of the total decoy qubits is given by= ’7’37/22 = . From which the information gained by EveligA : E) = f/2. This
implies thatf /2 times the correct basis will be chosen by Eve. The error iadloy Eve is observed by Alice and Bob only
when Bob measures in the same basis as of Alice aaa(;l:is’cé—2 = %. The amount of information Bob receives is given by
I(A:B)=(1- H[%]), whereH [u] is the Shannon binary entropy. The security is ensured Ofdil: B) > I(A : E).
One can calculate the fractigh= 0.68 for secure communication with the tolerable error re&& ( [39,40] and references
therein). Eve’s success probabilityjsand it would decrease with the increasing valueds (2)™.

Information leakage attack is inherent in the QD schemes, and consequently, is apji¢atiProtocol 2 proposed here
as well. It refers to the information gained by Eve about theogling of the legitimate parties by analyzing the cladsica
channel only. In brief, the leakage can be thought of as tifierdince between the total information sent by both thdilegite
users and the minimum information required by Eve to exttlaat information (i.e., Eve’s ignorance). The mathemética
prescription for an average gain of Eve’s information is

I (Az : E) = Ha priori — Haposteriori7 (3)



where H, priori 1S the total classical information all the legitimate pestihave encoded; anfl, posteriori IS EVE’s igno-
rance after the announcement of the measurement outcomis andraged over all the possible measurement outcomes
as) ., P (r)H (i|r), with the conditional entropy/ (i|r) = — >, P (i|r) log (P (i|r)). If the party authorized to prepare
and measure the quantum state selects the initial statemdnénd sends it to all the remaining users by using a standar
unconditionally secure protocol for QSDC or DSQC then tleéége can be avoided as it increasesiigosteriori, and thus
decreases$ (A; : F) to zero corresponding to no leakagel[32].

Insider’s attacks

Participant attack is possible in both the schemes proposed here. In the firstrsgha participant can send different cbits to
different members unless we assume semi-honest partisough this scheme is advantageous in certain applicatiéas
sealed bid auction (where this attack is detected in pasfircoation steps)[26] or where each participant wants tadac
different values to respective participant, but in the eoafice scenario where it is required that each participaddes the
same message to all other participants then this attaclomipent, and it is wise to follow the second scheme, whiclnas f
from the assumption of semi-honest parties.

In the second scheme, the authorized party (authorizeafmpe and measure the quantum state) encodes his infonmatio
at the end just before performing the joint measurement anduncing the outcome. If he wants to cheat he can disclose
an incorrect measurement outcome corresponding to hisfied@incoding once he comes to know others’ encoding. This
action can be circumvented, and we can implement this pob&ither with a trusted party or we can randomly select aryy tw
participants and run the scheme twice considering thaeadise party encodes same information. Another solutionld/be
that the initiator sends the hash value of his message afetjiariing to all the remaining users, and if the hash valuef h
encoding revealed at the last do not match with that of th&llyi sent hash value, then he had cheated and will be odytai
identified.

Collusion attack is a kind of illegal collaboration of more than one party whie aot adjacent to each other, to cheat
other members of a group to learn their encoding (precisellgase who are in between them). The proposed schemes are
circular in nature. In this type of an attack, the attackemsggate an entangled state and circulate the same numtadeof f
qubits as that of the travel qubits. The attackers at the Eaddy possess the home photons of the fake qubits circlitgte
the first attacker and performs a joint measurement to léerencoding of the participants in between them. It will beeno
effective ifith and(z‘ + g)th participants collude. This is so, as both of them get tlhesg of the travel particles at least once
after knowing the secret of all the remaining parties. Thtack can be averted by breaking the larger circle irgob-circles
such that if less thahattackers collude, they will not be able to cheat (§eé [26ffdails). This attack and the solution are
applicable in both the proposed schemes.

Qubit efficiency:
The qubit efficiency of a quantum communication scheme sutated as

c

n=—q+b,

wherec bits of classical information is transmitted usiggnumber of qubits, and an additional classical communioabio
b bits [?]. In the first QC scheme; = Nk, ¢ = (n+ mN) N, andb = 0 as each party sendsbits and prepares-qubit
entangled state and decoy qubits in each round of quantum communication. Thoeeethe efficiency is calculated to be
TlProtocol 1 = ch_‘_m

Similarly, the qubit efficiency of the second QC scheme amahparties such that each party encodekits can be
computed by noting that in this case= Nk, ¢ = n+ Nm, andb = n. Here,b # 0, as the classical communicationotbits
is associated with the broadcast of the measurement outbgriinee authorized party. Thus, the qubit efficiency is ol#din
asnprotocol 2 = m From thenp.otoco12 ONE can easily calculate the qubit efficiency of various ipbs€QC schemes
detailed in Tabl€]1l. For example, one can check that the gffitency of a two party QC with each party encoding 2 bits
(which is Ba An’s QD protocol) using Bell state as quantumreied is 67%. Similarly, the qubit efficiency for a QC scheme
involving three parties sending 1 bit each with Bell statéh@sguantum channel can be obtained as 43%. Hence, we find that
for the same initial state as quantum channel the efficiercyehses as the number of parties increases and/or the noimbe

encoded bits decreases.

© Conclusion

In summary, the notion of QC is introduced as a multipartyuse@uantum communication task which is analogous with
the notion of classical conference, and two protocols fause QC are designed. The proposed protocols are novel in



the sense that they are the first set of protocols for QC, asetime QC used earlier were connected to communication
tasks that were not analogous to classical conferencehétuit is shown that protocols proposed here can be reduced t
protocols for QC proposed earlier considering much weakéion of conference. One of the proposed protocols can be
viewed as a generalization of the ping-pong protocol for @S®hereas the other one can be viewed as a generalization of
the schemes for QD. It is noted that Protocol 1 composes nuafilbeunds of multiple-sender to single receiver secureddir
communication, which accomplishes the task of QC under$karaption of semi-honesty of the users. However, this semi-
honesty assumption is not required for Protocol 2, whichregopsed here as multiple-sender to multiple-receiverrsehe
where the task is performed in a single round. Subsequdnttia, the proposed schemes are elaborated with the help of an
explicit example.

We have discussed the utility and applications of theseopois in different scenarios. Specifically, the proposéeetes
may be reduced to a set of multi-party QKD and QKA schemeddfgarties involved in QC send random bits instead of
meaningful messages. Further, feasibility and signifieaof¢he controlled and asymmetric counterparts of the pe@@C
schemes have also been established. The modified versitmesmoposed schemes may also be found useful in accomplish-
ing some real-life problems, whose primitive is secure ipafty computation. For example, one can employ the prapose
schemes for voting among the five countries having power wf weUnited Nations, where it is desired that the choice of a
voter is not influenced by the choice of the others. The pregasheme can also be extended to obtain a dynamic version of
QC, where a participant can join the conference once it leatest and leave it before its termination. Such a genetaliza
is possible using the method introduced by some of the ptesghors in Ref.[[42]. Further, the effect of various typés o
Markovian and non-Markovian noise on the schemes proposezldan be investigated easily using the approach adopted
in [43/44].

Security of the proposed schemes has been establishediagmiious types of insider and outsider attacks. Further, t
qubit efficiency analysis established that Protocol 2 iserefficient than Protocol 1. Further, one can easily obsdrat t
the proposed schemes are much more efficient compared topgesimmded scheme that performs the same task by using
multiple two-party direct communication schemes, which again work only under the assumption of semi-honest users

Finally, we have also presented a set of encoding operasioitesble with a host of quantum channels for performing
the QC schemes for number of parties. This provides expetatists a freedom to choose the encoding operations and
the quantum state to be used as quantum channel as per cam@niFurther, experimental realization of quantum secure
direct communication scheme, which can demonstrate potstplike quantum dialogue, quantum authentication, h&nbe
successfully performed i [45], and it paves way for experital realization of QC. Keeping these facts in mind, we aae
this paper with a hope that the schemes proposed here ahdilovariants will be realized in the near future.
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