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Abstract: In this paper, we propose an efficient semiquantum key distribution (SQKD) protocol which is based on single photons in both polarization and
spatial-mode degrees of freedom. This protocol is feasible for a quantum communicant distributing a random private key to a classical communicant. This protocol
needn’t require the classical communicant to use any quantum memory or unitary operation equipment. We validate the complete robustness of the transmissions of
single photons between two communicants. It turns out that during these transmissions, if Eve wants not to be detected by two communicants, she will obtain
nothing useful about the final shared key bits. Compared with Boyer et al.’s famous pioneering SQKD protocol (Phys Rev Lett, 2007, 99:140501), this protocol has
double quantum communication capacity, as one single photon with two degrees of freedom for generating the key bits can carry two private bits; and this protocol
has higher quantum communication efficiency, as it consumes less qubits for establishing a private key of the same length. Compared with the only existing SQKD
protocol with single photons in two degrees of freedom (Int J Theor Phys, 2020, 59: 2807), this protocol has higher quantum communication efficiency.
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1 Introduction

Quantum cryptography, invented by Bennett and Brassard [1] when they put forward the first quantum key distribution
(QKD) scheme in the year of 1984, is famous for its theoretically unconditional security. It is well known that QKD aims to
establish a random private key between two remote communicants through the law of quantum mechanics. In the year of 2007,
Boyer et al. [2-3] invented a novel branch for quantum cryptography named as semiquantum cryptography, which permits the
classical communicants to have limited quantum capabilities. Obviously, semiquantum cryptography allows the classical
communicant not to be involved into the preparation and measurement of quantum superposition states and quantum entangled
states. Consequently, it is beneficial for the classical communicant to reduce the burdens of quantum state preparation and
measurement. Soon after the birth of semiquantum cryptography, many researchers quickly threw their enthusiasms onto the study
of semiquantum key distribution (SQKD). As a result, numerous SQKD schemes [4-13] have been constructed, such as the ones
based on single photons [4-7], Bell entangled states [8-10], three-qubit entangled states [11,12], four-particle cluster states [13],
and so on.

In the quantum cryptography protocols based on single photons [14-17], the quantum communication capacity usually
increases along with the number of degrees of freedom for single photons. In order to enlarge the quantum communication
capacity for SQKD, in the year of 2020, we put forward a novel SQKD protocol with single photons in both polarization and
spatial-mode degrees of freedom [18]. It is popularly accepted that quantum communication efficiency is a great concern for a
quantum cryptography protocol. In this paper, for improving the quantum communication efficiency of the SQKD protocol in
Ref.[18], we propose an efficient SQKD protocol with single photons in the same degrees of freedom by increasing the number of
kinds of initial quantum states.

2 Preliminary knowledge
It is popularly known that two nonorthogonal measuring bases in the polarization degree of freedom can be represented

asZ, ={|H),|V)}and X, ={|R),|A)} , where
1 1
Ry=—7=(H)+|V)), |A)=—=(H)-[V)]. 1
R) = (1)), [4)=—(H)-1v) ®
Here,|H>and |V> are the horizontal and the vertical polarizations of photons, respectively. Likewise, two nonorthogonal

measuring bases in the spatial-mode degree of freedom can be described as Z ={|b;),|b,)} and X ={|s),|a)} , where|b,) and|b, )

are the upper and the lower spatial modes of photons, respectively; and
1

1
|S>=E(Ib1>+|b2>)’ |a>=Eﬂb1>_|bz>)- 2
Then, we can use [14]
19)=19)s =|9); ®
to depict a single-photon state in both polarization and spatial-mode degrees of freedom. Here,|¢), €{|H),|V),|R),|A)} is the




single-photon state in the polarization degree of freedom, while |¢), e{|bl>,|b2>,|s>,|a>} is the single-photon state in the
spatial-mode degree of freedom.

3 The designed SQKD protocol

Suppose that quantum Alice wants to distribute a random private key to classical Bob via the quantum channel. The
following SQKD protocol is designed to make it possible. Here, the CTRL operation refers to sending back the received single
photon directly; and the SIFT operation refers to measuring the received single photon with the Z, ® Z basis, recording the

measurement result and resending a fresh one in the same state as found.
Step 1: Alice generates1.5n(1+5)single photons in both polarization and spatial-mode degrees of freedom randomly in the

Z, ® Zg basis. Then, Alice produces0.5n(1+5)ones randomly in theZ, ® X, basis, 0.5n(1+5)ones randomly in the X, ® Z
basis and 0.5n(1+ &) ones randomly in the X, ® X basis, respectively. Afterward, Alice randomly reorders all single photons in her

hand. Finally, Alice sends them to Bob one by one. Note that after Alice sends the first one to Bob, she sends another one only
after receiving the previous one. Here, 6 > 0 is some fixed parameter.

Step 2: For each coming single photon, Bob randomly chooses to SIFT or CTRL. Note that there are 0.75n(1+ &) single
photons Alice prepared in the Z, ® Z basis and Bob chose to SIFT.

Step 3: Bob publishes which single photons he chose to SIFT. Alice publishes which single photons were prepared in
the Z, ® Z basis. Alice uses her corresponding preparing basis to measure the single photons Bob chose to CTRL and

the Z, ® Z,; basis to measure the single photons Bob chose to SIFT. For security check, Alice randomly chooses0.25n(1+5)single
photons among the ones she prepared in the Z, ® Z basis and Bob chose to SIFT, and tells Bob the positions of these chosen
ones. For simplicity, these chosen ones are called as the Z, ® Z, _SIFT_CHECK single photons.

For the single photons Bob chose to CTRL, Alice computes the error rate through comparing their initial prepared states with
her own measurement results on them. For the single photons Bob chose to SIFT and Alice prepared in the Z, ® X basis,
the X, ® Z; basis or the X, ® X basis, Alice requires Bob to tell her his measurement results and computes the error rate through

comparing Bob’s measurement results on them with her own measurement results and their initial prepared states. For the
Z,®Z4 _SIFT_CHECK single photons, Alice also asks Bob to tell her his measurement results and also calculates the error rate

by comparing Bob’s measurement results on them with her own measurement results and their initial prepared states. If all of the
above error rates are low enough, the communication will be continued; otherwise, the communication will be halted.
Step 4: Alice and Bob select the first 0.5n single photons from the remaining 0.5n(1+5) ones Alice prepared in

the Z, ® Z,; basis and Bob chose to SIFT to generate the final shared key bits according to the following rule: if the state of thet ™"
single photon is|H)®|b,), then(k,_,,k,, ) =(0,0); if the state of thet " single photon is|H)®|b, ), then (k,_;,k, ) =(0,1) ; if
the state of thet ™ single photon is|V)®|b,), then(k,_;,k, )=(10); and if the state of thet ™ single photon is|V)®|b,),
then (K, K, )=(11) . Here, k
andt=1,2,---,0.5n.

It concludes the description of the proposed SQKD protocol. It is worthy of emphasizing that the classical communicant,
Bob, is not required to use any quantum memory or unitary operation equipment. In addition, some important differences between
this protocol and the SQKD protocol of Ref.[18] are worthy of being pointed out: (1) in the former, Alice generates single

and k,, are the 2t—1™ and the 2t ™ bits of the final shared key, respectively,

2t-1

photons in two degrees of freedom randomly in the Z, ® Z basis, the Z, ® X basis, the X, ® Z, basis and the X, ® X basis,
hence the former adopts sixteen kinds of initial quantum states; in the latter, Alice generates single photons in two degrees of

freedom all in the state of|R>®|s> , hence the latter only employs one kind of initial quantum states. We will prove later that by

increasing the number of kinds of initial quantum states, the former has higher quantum communication efficiency than the latter;
(2) the security check processes of the former are different from those of the latter.



4 Security analysis

Firstly, we consider the double CNOT attack from an outside eavesdropper, Eve, which was first suggested by Boyer et al.
for Eve to attack the mock SQKD protocol of Ref.[2]. Similar to Boyer et al.’s secure SQKD protocol in Ref.[2], the proposed
protocol can also resist the double CNOT attack from Eve. Concretely speaking, during the transmission of an original single
photon with two degrees of freedom from Alice to Bob, Eve may perform the CNOT operation on the original single photon and

her auxiliary target photon|H>®|bl> . After that, Eve stores her auxiliary target photon and sends the original single photon to

Bob. Bob reflects the original single photon back to Alice or sends a fresh single photon in the same state he found to Alice. In
order to make her attack behavior undetected, Eve has to perform the second CNOT operation on the photon from Bob to Alice
and her auxiliary target photon. As a result, Eve has no knowledge about the final key bits at all, because the final state of her

auxiliary target photon is always |H) ®|b,) .

Secondly, we show that the transmissions of single photons between Alice and Bob are completely robust.

When Alice sends single photons to Bob in Step 1, Eve may begin to implement the entangle-measure attack shown as Fig.1.
This kind of attack from Eve can be modeled as two unitaries [2-3]: LjE attacking the single photons from Alice to Bob

andU ¢ attacking the single photons back to Alice, where a common probe space is shared byU ¢ and U -

4). ®|9)s > » Bob

Ue
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A

Fig.1 Eve’s entangle-measure attack
Theorem 1. Suppose thatU . andU . attack the single photon from Alice to Bob and back to Alice, respectively. For no error

is caused by this attack in Step 3, the final state of Eve s probe should be irrelevant to Bob s choice of operation and the state in
Bob's hand. Hence, Eve obtains nothing useful about the final shared key bits.

Proof. As|¢)=|¢), ®|4), is within either of the four bases, Z, ®Zs,Z, ® X , X, ®Z and X, ® X, we prove this

theorem according to the following four cases, respectively.
Case 1: |¢)=|4), ®|4), is within the Z, ® Z basis

(1) Assume that|¢) = |¢) , ®|¢), is in the state of|H) ®|b, )
The global state of the composite system formed by the single photon|H)®|b, ) and Eve’s auxiliary particle| &) before Eve’s
attack can be represented as(] H) ®|b1>)®|g> . After Eve implementsU . , the global state is turned into

UAE ((I H) ®|b1>)®|5>): | Hb1>|7Hb1>+| Hb2>|7Hbz >+|Vb1>|be1>+|Vb2>|bez > , )
where | 7 v, > , |7/Hbz > , |7/Vbl > and | Yvb, > are un-normalized states of Eve’s probe.

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesUAF on the state
returned to Alice.
i) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either 0f| Hb1>|yHb1>,

|Hb, >| Vo, > , |Vb1>| om, > and|Vb, >| P, > . For Eve not being discovered in Step 3, it should have
UF(IHb1>|7Hb1>):|Hb1>|ﬂ'Hbl>’ ®)
UF(IHb2>|7Hb2>):|Hb2>|ﬂ'Hb2>’ (6)



UF(IVb1>| 7Vb1>): |Vb1>|ﬂ«/b1> ’ %

UF(IVbZ >| b, >): |Vb2 >| A\/b2 >’ ®)
which imply thatU ¢ cannot alter the state of single photon after Bob’s measurement, and further
|/1Hbz>:|/1vq>:|/7~vbz>zov 9)

which means that Alice should obtain the measurement results|Hb, ) ,|Vb, ) and|Vb, ) each with the probability of 0 after her

measurement with the Z, ® Z basis. Otherwise, Eve can be discovered by Alice with a non-zero probability.
ii) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.
After Eve imposesLj ¢ on the state returned to Alice, due to Egs.(5-9), the global state is turned into

U (Hoy) 7, ) [ H0,)] 710, )+ VB 7y ) +V2)] 20, )= | HB)| A, ) = Hiy ) 2). (10)
For Eve not being discovered in Step 3, Alice’s measurement result should be|H)®|b,). Apparently, Eq.(10) automatically

meets this requirement.
It can be concluded from Eq.(5) and Eq.(10) that, in this circumstance, for Eve not inducing errors in Step 3, the final state of
Eve’s probe should be independent of Bob’s choice of operation.

(2) Assume that|¢) =|¢), ®|4). is in the state of|H) ® |b, )
The global state of the composite system formed by the single photon| H) ®|b, ) and Eve’s auxiliary particle | ) before Eve’s

attack can be represented as(] H) ®|b2>)®|g> . After Eve implementsU . , the global state is turned into

Ue((H)®]b,))®|)) =] Hby ) day, )+ HO Y s, )+ VB, ) s, )V, e, ) 11)
where | qub1> . |,qu2 > , |be1 > and |,UVbZ > are un-normalized states of Eve’s probe.

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesUAF on the state
returned to Alice.
i) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>| ,qul>,

|Hb, >| i, > , |Vb1>| bel> and|Vb, >| be2> . For Eve not being discovered in Step 3, it should have

U (HB,) 1, )= H Y v, ) 12)
U [ H,) e, )= Hb, Y11, ) (13)
U (Vo) 0, )= VL) Vi, ) (14)
G (Vo) 4, )=V, ) i, ) (15)
which imply thatU £ cannot alter the state of single photon after Bob’s measurement, and further
[V ) =) =[50, ) =0 (19)

which means that Alice should obtain the measurement results| Hb, ) , [Vb, ) and Vb, ) each with the probability of 0 after her
measurement with the Z, ® Z basis. Otherwise, Eve can be discovered by Alice with a non-zero probability.

ii) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.

After Eve imposesU ¢ on the state returned to Alice, due to Egs.(12-16), the global state is turned into

G (o, ) [0, ) 1, )+ 1V, ) + VB 1, )= [HB, o1, ) = | H ) a7)
For Eve not being discovered in Step 3, Alice’s measurement result should be|H)®|b,) . Apparently, Eq.(17) automatically

meets this requirement.
It can be concluded from Eq.(13) and Eq.(17) that, in this circumstance, for Eve not inducing errors in Step 3, the final state of
Eve’s probe should be independent of Bob’s choice of operation.

(3) Assume that|¢) = |¢), ®|4). is in the state of |V ) ®|b; )
The global state of the composite system formed by the single photon |V ) ®|b, ) and Eve’s auxiliary particle| &) before Eve’s



attack can be represented as (]V) ®|bl>)®|g> . After Eve implements U . , the global state is turned into
Uc((v)®[b))@|2))=Hb, )61, )+|Hb, )| B, ) +]V,)| 4 )+ V0, )|k, ) (18)
where | 9Hb1> , |t9Hb2 > , |9Vb1 > and | O, > are un-normalized states of Eve’s probe.

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesUAF on the state
returned to Alice.
i) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>|(9Hbl> ,

|Hb, >| > Vb, >| >and |Vb, >| > For Eve not being discovered in Step 3, it should have

U (HB)| 01, )= HBL)| S, ) (19)
Ur(HD,) 0y, ))=|Hb,)| 9y, ) (20)
U (VB,)| G, )= VB, &, ) (22)
U (V0,)[ 8, )) = VB, S, ) (22)
which imply thatU ¢ cannot alter the state of single photon after Bob’s measurement, and further
|86, =[ %0, ) =, ) =0. 3)

which means that Alice should obtain the measurement results|Hb, ) ,| Hb, ) and|Vb, ) each with the probability of 0 after her

measurement with the Z, ® Z basis. Otherwise, Eve can be discovered by Alice with a non-zero probability.
ii) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.
After Eve imposesLj ¢ on the state returned to Alice, due to Egs.(19-23), the global state is turned into

U (H,) Gy, )+ [ HD, ) G, )+ [V, ) G, ) +[V0,)| B, )= (VL) Sy ) = [VEL)| ) (24)
For Eve not being discovered in Step 3, Alice’s measurement result should be|V ) ®|b, ) . Apparently, Eq.(24) automatically meets

this requirement.
It can be concluded from Eq.(21) and Eq.(24) that, in this circumstance, for Eve not inducing errors in Step 3, the final state of
Eve’s probe should be independent of Bob’s choice of operation.

(4) Assume that|¢) = |¢) , ®| ), is in the state of |V ) ® b, )
The global state of the composite system formed by the single photon |V ) ®|b, ) and Eve’s auxiliary particle| ) before Eve’s
attack can be represented as (|V>®|b2>)®|g> . After Eve implements U . , the global state is turned into

Ue((V)®]b,))® &) =] Hb, )| o, )+ Hb,) o, )+ VB, 0, )+ VB, 0, ) (25)
where | GHbl> , |0'Hbz > , |O'Vbl > and | O, > are un-normalized states of Eve’s probe.

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesUAF on the state
returned to Alice.
i) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>|o-Hb1> ,

|Hb, >| o-Hb2> ,|Vb1>| Oy, > and|Vb, >| o-Vb2> . For Eve not being discovered in Step 3, it should have

U (IHbl |GHbl >) |Hb1>|THb1> (26)
Ur(HD,) o, )= Hb,)| 1, ). (27)
U (Vo) o, )= VB 720, ) (28)
(]Vb |O'Vb >) |Vb, >| TVb2> (29)
which imply thatU ¢ cannot alter the state of single photon after Bob’s measurement, and further
)=l =[5 =0, @)



which means that Alice should obtain the measurement results|Hb, ) ,|Hb, ) and|Vb, ) each with the probability of 0 after her
measurement with the Z, ® Z basis. Otherwise, Eve can be discovered by Alice with a non-zero probability.
ii) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.
After Eve imposesU ¢ on the state returned to Alice, due to Eqgs.(26-30), the global state is turned into
U (Hb,) o, )+, v, )+ VB, Y )+ VD, ) o, ))= [V, )| 7, ) = [V, ) 7). (31)
For Eve not being discovered in Step 3, Alice’s measurement result should be [V ) ®|b, ) . Apparently, Eq.(31) automatically meets

this requirement.
It can be concluded from Eq.(29) and Eq.(31) that, in this circumstance, for Eve not inducing errors in Step 3, the final state of
Eve’s probe should be independent of Bob’s choice of operation.

Case 2: |¢)=|4), ®|4), is within the Z, ® X basis

(1) Assume that|4) = |¢) , ®|¢), is in the state of|[H)®|s)

The global state of the composite system formed by the single photon|H ) ®|s) and Eve’s auxiliary particle | &) before Eve’s
attack can be represented as (] H)®| s>)®|g>. According to the linearity of quantum mechanics together with Eq.(4) and Eq.(11),

after Eve implements U e , the global state is turned into

il @lslola)-e Iy 5 ) 1ol

=%QHQ>|;/HbI>+|Hb2>|;/Hbz>+|Vbl>|;/Vbl>+|Vb2>|7/Vb2>)

+%Q Hbl>|NHbl > +| Hbz>| Hib, > +|\/bl>|/“vnl > +|Vb2>| Hup, >) (32)

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesljF on the state

returned to Alice.
i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.

After Eve imposesLjF on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10) and
Eq.(17), the global state of Eq.(32) is turned into

(Ul @ls))ele)) | = Ui )+ 110, ) V0] ) V0.1 )
+%UAF Q Hb1>| Hi, > +|Hb, >|M—|b2 > + |Vbl>|zuvt11 > +|Vb, >| Hp, >)

1 1
:E|Hb1>|ﬂ>+E|Hbz>|v>. (33)

For Eve not being discovered in Step 3, Alice’s measurement result should be|H ) ®|s) . Thus, it can be obtained from Eq.(33)
that

|2y =|v). (34)

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>|yHb1>,

|Hb2>| )/Hb2> , |Vb1>| 7Vb1> , |Vb2 >| y\,b2> , | Hbl>|yHb1> , |Hb2>|yHb2> , |Vb1>|,u\,b1> and |Vb2>|;¢\,b2> . According to Egs.(5-8) and
Eqs.(12-15),l.jF automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to
Egs.(9-10), Eqs.(16-17) and Eq.(34), Alice can only randomly obtain the measurement results|Hb,) and |Hb,) after her

measurement with the Z, ® Z basis. Hence, in this situation, Eve is not detectable in Step 3.

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be
independent of Bob’s choice of operation.

(2) Assume that|¢) = |#) , ®| ) is in the state of|[H) ®|a)



The global state of the composite system formed by the single photon |H ) ®|a) and Eve’s auxiliary particle | ) before Eve’s
attack can be represented as (] H) ®|a>)®|g> . According to the linearity of quantum mechanics together with Eq.(4) and Eq.(11),

after Eve implements U e . the global state is turned into

Uil @laele)-U |1} o)l |

=07, 8, VL) )+, )

= 0 ) 0, ) 1V s, Vs 1, ) )

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesLjF on the state

returned to Alice.
i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.

After Eve imposesLjF on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10) and
Eq.(17), the global state of Eq.(35) is turned into

Ue [ul ( H>®|a>)®|s>)] = %ulQHbl» oo )+ HO ) 70, ) VL) 74 )+ VB, 70, )

1 A
- ( HI0)| 1y, Y+ HI0, ) 1, )+ [V, ) 24, )+ VD, ) 1, >)

= = IH)2) | Ho ). )
For Eve not being discovered in Step 3, Alice’s measurement result should be|H)®|a) . It is naturally derived after Eq.(34) is
inserted into Eq.(36).

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>|;/Hb1>,
[HD, ) 71, )+ (VB 24, )+ [V )| 7, )+ [HOL)| g, ) o [H, )| 1, )+ VL) 4, ) @ VI, 11, ) - According to Egs.(5-8) and
Eqs.(12-15),LjF automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to
Egs.(9-10), Egs.(16-17) and Eq.(34), Alice only can randomly obtain the measurement results|Hb,) and |Hb,) after her

measurement with the Z, ® Z basis. Hence, in this situation, Eve is not detectable in Step 3.

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be
independent of Bob’s choice of operation.

(3) Assume that|¢) = |¢#) , ®|g), is in the state of |V ) ®|s)
The global state of the composite system formed by the single photon|V ) ®|s) and Eve’s auxiliary particle|¢) before Eve’s
attack can be represented as (]V> ®|s>)®|g> . According to the linearity of quantum mechanics together with Eq.(18) and Eq.(25),

after Eve implements U e , the global state is turned into
UAE ((Iv> ®|s>)®|g>): UAE(@V) ®%(|b1> +|b2>)j®|8>J
1
=EQ Hb,)| 0, )+ Hb, ) 01, ) +[V, ), )+ VD, B, )

1
# (Mo )+ oo, ) Vb, ) V0, o, ) (37)

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesLjF on the state
returned to Alice.



i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.
After Eve imposesLjF on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(24) and
Eq.(31), the global state of Eq.(37) is turned into

U, (u“E ((|V>®|s>)®|g>)j _ %ul (Ho,)| 610, )+ H0. ) 8, )+ [VB,) 0, ) + VB, )|, )
+%UAFQHb1>|aHb1>+|Hb2>|aHb2>+|Vbl>|c7Vb1>+|Vb2>|o\,b2>)

- %|Vb1>| 9) +%|Vb2 o). (38)

For Eve not being discovered in Step 3, Alice’s measurement result should be |V ) ®|s) . Thus, it can be obtained from Eq.(38)
that

|9)=|7). (39)

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>|9Hbl> ,

| HD, ) 61, )+ [VBL)| O, ) [V, )| 6o, ) | HBL) G, ) [ HB, )| 0, ) +[V,)| o, ) @l [V, )| vy, ) - According to Egs.(19-22) and

Eqs.(26-29),LjF automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to

Egs.(23-24), Eqs.(30-31) and Eq.(39), Alice only can randomly obtain the measurement results Vb, ) and Vb, ) after her

measurement with the Z, ® Z basis. Hence, in this situation, Eve is not detectable in Step 3.

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be
independent of Bob’s choice of operation.

(4) Assume that| @) = |4) , ®|4). is in the state of [V ) ®|a)
The global state of the composite system formed by the single photon|V ) ®|a) and Eve’s auxiliary particle | &) before Eve’s
attack can be represented as (IV) ®|a>)®|g> . According to the linearity of quantum mechanics together with Eq.(18) and Eq.(25),

after Eve implements U e , the global state is turned into
A A 1
i) olaele)) Ui vhe 1)1 )

:%Q Hb,)| 01, )+ HD, )| G, )+ [V, )| O, )+ VD, ) o, >)

1
5 (Hboe )+ Hou o, )+ Voo ) V0, o, ) (40)
After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesLjF on the state

returned to Alice.
i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.

After Eve imposesUAF on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(24) and
Eq.(31), the global state of Eq.(40) is turned into

U, [uAE ((|V>®|a>)®|g>)) = %UAF (HB,) G, )+ H,)| O, )+ V0] ) +]V, ) 4, )

1 A
—EUFQHb1>|aHbl>+|Hb2>|aHbz>+|Vbl>|aVbl>+|Vb2>|oVbz )

1 1
= E|Vb1>| 9) —E|Vb2 7). (41)

For Eve not being discovered in Step 3, Alice’s measurement result should be|V ) ®|a) . It is naturally derived after Eq.(39) is
inserted into Eq.(41).



ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>|9Hbl> ,
|Hb2>|9Hb2>,|Vb1>|9Vb1>,|Vb2>|6\,b2>,|Hb1>|aHbl> ,|Hb2>|o-HbZ> ,|Vb1>|o-Vb1>and |Vb2>|o-\,b2>. According to Egs.(19-22) and
Eqs.(26-29),LjF automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to

Egs.(23-24), Egs.(30-31) and Eq.(39), Alice only can randomly obtain the measurement results Vb, ) and [Vb, ) after her

measurement with the Z, ® Z basis. Hence, in this situation, Eve is not detectable in Step 3.

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be
independent of Bob’s choice of operation.

Case 3: |¢)=|4), ®|4), is within the X, ® Z basis

(1) Assume that|¢) =|¢), ®|4). is in the state of |R) ®|b)

The global state of the composite system formed by the single photon |R) ®|b, ) and Eve’s auxiliary particle | ) before Eve’s
attack can be represented as(] R) ®|b1>)®|g> . According to the linearity of quantum mechanics together with Eq.(4) and Eq.(18),

after Eve implementsLjE , the global state is turned into
A A l
Uil ele)-u [ )l el
= %Q Hb1>| Y vib, > +| Hb, >| Y wb, > + |Vb1>| Vv, > + |Vbz >|7va >)

+%Q Hbl>| eHbl>+| Hb2>| HHb2>+|Vb1>| 9Vb1>+|Vb2>| O, >) (42)

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesUAF on the state

returned to Alice.
i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.

After Eve imposesUAF on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10) and
Eq.(24), the global state of Eq.(42) is turned into

Ue(Uel(Rrele)ole)| = Ul b+ 0o, V)0 )+ Vo))

1 A
+5Ur (H,) 0, )+ HB,)| O, )+ V0] ) +V, ) 4, )

1 1
- L {Hb)4)+ V) 8. @

For Eve not being discovered in Step 3, Alice’s measurement result should be|R) ®|b, ). Thus, it can be obtained from Eq.(43)
that

|2)=]9). (44)

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>|7Hb1>,

[HD, ) 71, ) VL) 74, )+ (VB )| 7, ) | HB Gra ) | HD, Y 61, ) [V1)| 6 ) @l VD, )|, ) - According to Egs.(5-8) and
Eqs.(19-22),LjF automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to
Egs.(9-10), Eqs.(23-24) and Eq.(44), Alice only can randomly obtain the measurement results |Hb,) and |Vb, ) after her

measurement with the Z, ® Z4 basis. Hence, in this situation, Eve is not detectable in Step 3.

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be
independent of Bob’s choice of operation.

(2) Assume that| @) = |4) , ®|4). is in the state of | A) ®|b, )
The global state of the composite system formed by the single photon | A) ®|b; ) and Eve’s auxiliary particle| &) before Eve’s



attack can be represented as(] A) ®|b1>)®|g> . According to the linearity of quantum mechanics together with Eq.(4) and Eq.(18),

after Eve implements U ¢ » the global state is turned into
A A 1
Gl el [ Fn)- el ol

= %Q Hb1>| Y hp, > +| Hb2>|7’Hb2 > +|Vb1>| N, > +|Vb2>|7/Vbz >)

1
_EQ Hb, )| 1, )+ [ Hb, )| G, )V, ) Gy )+ VD) 4, >) (45)

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesLjF on the state

returned to Alice.
i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.

After Eve imposesLjF on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10) and
Eq.(24), the global state of Eq.(45) is turned into

UAF (UAE ((I A> ®|b1>)®|5>)j = %UAF Q Hb1>|7/Hb1 > +| Hbz>|7’Hb2 > "'|Vb1>|7/vn1 > +|Vb2>| Vb, >)

1 A
- U He)fon )+ He o ) Vo), ) Vo), )

=%| Hb1>|ﬂ>—%|Vbl>| 9). (46)
For Eve not being discovered in Step 3, Alice’s measurement result should be| A)®|b; ). It is naturally derived after Eq.(44) is
inserted into Eq.(46).

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>|;/Hbl>,
[HD, ) 71, ) VL) 74, )+ VB )| 7, ) | HB Gr ) + | HD, Y 61, ) [V1)| 6 ) @l VD, )|, ) - According to Egs.(5-8) and
Eqs.(19-22),LjF automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to
Egs.(9-10), Egs.(23-24) and Eq.(44), Alice only can randomly obtain the measurement results |Hb,) and |Vb,) after her

measurement with the Z, ® Z basis. Hence, in this situation, Eve is not detectable in Step 3.

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be
independent of Bob’s choice of operation.

(3) Assume that| @) = |¢) , ®|g), is in the state of |R) ®|b, )

The global state of the composite system formed by the single photon|R) ®|b, ) and Eve’s auxiliary particle | ) before Eve’s
attack can be represented as(|R>®|b2>)®|g>. According to the linearity of quantum mechanics together with Eq.(11) and
Eq.(25), after Eve implements U e , the global state is turned into

Uil eelole)- [ Sy wilele el
= (o), 0, e, V), V) )

1
e (o )+ Hou o, ) Vb, ) V0, o, ) (@7)
After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesLjF on the state

returned to Alice.
i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.
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After Eve imposesljF on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(17) and
Eq.(31), the global state of Eq.(47) is turned into

UAF [UAE ((I R> ®|b2>)®|g>)j = %UAF q Hb1>| Hip, > +| Hb, >| Hip, > "'|Vb1>|,“vt;1 > + |Vbz >| Hp, >)
# U (Mo, ) ] Hos o, ) VB o, )+ V), )

:%| Hb2>|v>+%|Vb2 7). (48)

For Eve not being discovered in Step 3, Alice’s measurement result should be |R) ®|b, ). Thus, it can be obtained from Eq.(48)
that

|v> = |z’> . (49)

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>| qul>,

|Hb2>| ,qu2>,|Vb1>|,u\,bl> ,|Vb2>| y\,b2> ,|Hb1>|aHbl> ,|Hb2>| GHb2> ,|Vb1>| O'Vb1> and |Vb2>| a\,bz>. According to Egs.(12-15) and

Eqs.(26-29),LjF automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to

Egs.(16-17), Eqs.(30-31) and Eq.(49), Alice only can randomly obtain the measurement results|Hb,) and|Vb,) after her

measurement with the Z, ® Z basis. Hence, in this situation, Eve is not detectable in Step 3.

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be
independent of Bob’s choice of operation.

(4) Assume that| @) = |#) , ®|4). is in the state of | A) ®|b, )
The global state of the composite system formed by the single photon | A) ®|b, ) and Eve’s auxiliary particle| &) before Eve’s
attack can be represented as(]A>®|b2>)®|g>. According to the linearity of quantum mechanics together with Eq.(11) and

Eq.(25), after Eve implementsU e , the global state is turned into
A A 1
Ul ela-i] [ ()-els) el |

= %Q Hbl>|1qul > +| Hb, >|/”HbZ > +|Vbl>| Hyp, > +|Vb2 >| Hp, >)

L
J2
After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesUAF on the state

returned to Alice.
i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.

After Eve imposesLjF on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(17) and
Eq.(31), the global state of Eq.(50) is turned into

U Uel(Wlec))ele))) = U)o, s, ) V0 ) V0, )

(H,Y o, )+ Hb Y, )+ VB, ) i, ) VD, )|, ) (50)

1 ~
—EUFQHbl>|aHb1>+| Hb, )7, )+ VB 0y, )+ VD, o))

1 1
= {Ho, )b ). 2

For Eve not being discovered in Step 3, Alice’s measurement result should be|A) ®|b, ). It is naturally derived after Eq.(49) is

inserted into Eq.(51).
ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>| ,qu1>,
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|Hb2>|yHbZ>,|Vb1>|y\,bl> ,|Vb2>|y\,bz> *|Hb1>|o-Hbl> ,|Hb2>|o-Hb2> ,|Vb1>|o-\,b1>and |Vb2>|o-\,b2>. According to Egs.(12-15) and
Eqs.(26-29),ljF automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to
Egs.(16-17), Eqs.(30-31) and Eq.(49), Alice only can randomly obtain the measurement results|Hb,) and|Vb, ) after her

measurement with the Z, ® Z basis. Hence, in this situation, Eve is not detectable in Step 3.

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be
independent of Bob’s choice of operation.
Case 4: |¢)=|4), ®|4), is within the X, ® X basis

(1) Assume that|¢) =|¢), ®|4). is in the state of |R) ®|s)

The global state of the composite system formed by the single photon|R) ®|s) and Eve’s auxiliary particle| &) before Eve’s
attack can be represented as(]R>®|s>)®|g>. According to the linearity of quantum mechanics together with Eq.(4), Eq.(11),
Eq.(18) and Eq.(25), after Eve implementsljE , the global state is turned into

(R olslolz) - [ ) vlo )+l

_1
2

(0 1, )+ 0, ), )41V, )+ VD ) o, )

Q Hbl>|7/r-|b1 > +| Hb, >| 7 Ho, > "'|Vb1>|7’Vb1 > +|Vbz >| Vb, >)

+%Q Hb,)| 0, )+ Hb, )| 01, ) +V, )|y )+ VD, 4, )

+ (M0, )+ Hb.) 0, )+ VB, 3, )+ V. i, ) (52)

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposesLjF on the state

returned to Alice.
i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.

After Eve imposesUF on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10),
Eq.(17), Eq.(24) and Eq.(31), the global state of Eq.(52) is turned into

UAF (UAE ((I R> ® | S>)®|€>)j = %UAF Q Hb1>| Y v, > +| Hb, >| Y v, > + |Vb1>| Vv, > +|Vb2 >| v, >)
+ %UAF Q Hb1>|,UHb1 > +| Hb, >| Hip, > +|Vb1>| Hup, > +|Vbz >| Huyp, >)
+%UAF (HB,) B, )+ HD, | O, )+ VD) s, )+ V0, )|, )

U (HB) o, )+ ) i, )+ VB 0, ) +1VE,) i, )

+
1 1 1 1
=§| Hb1>|/1>+5| Hb2>|v>+E|Vb1>| 3>+E|Vb2>|r> : (53)
Combining Eq.(34), Eq.(39), Eq.(44) and Eq.(49), we have
12)=[v)=9)=[7)=]@). (54)

After inserting Eq.(54) into Eq.(53), we have
U Ullmelsel)|-(Rels)el). e
which can guarantee Eve not being detectable in Step 3, since Alice’s measurement result is|R) ®|s) .

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of| Hb1>|7Hb1>,
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|Hb2>|7Hb2> ) |Vb1>|7vt>1> ) |Vb2>|7vb2> ) |Hb1>|:qu1> ) |Hbz>|ﬂHb2> ) |Vb1>|/UVb1> ) |Vb2>|/‘vb2> ) |Hb1>|HHb1> ' |Hb2>|9Hb2> '
|Vb1>|9\/b1> , |Vb2>|9\,b2> : |Hb1>|0'Hbl> : |Hb2>|o-Hbz> , |Vb1>|0'\/bl> and |Vb2>|o-\,bz> . According to Egs.(5-8), Egs.(12-15),

Eqs.(19-22) and Eqs.(26-29),LjF automatically keeps the state of single photon after Bob’s measurement unchanged. Further,
according to Egs.(9-10), Eqgs.(16-17), Eqgs.(23-24), Egs.(30-31) and Eq.(54), Alice only can randomly obtain the measurement
results| Hb, ) ,| Hb, ) ,|Vb, ) and |Vb, ) after her measurement with the Z, ® Z basis. Hence, in this situation, Eve is not detectable

in Step 3.
It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be
independent of Bob’s choice of operation.

(2) Assume that| @) = |4) , ®|4). is in the state of|R) ®|a) ,| A) ®|s) or| A) ®|a)
When the single photon from Alice to Bob is in the state of|R)®|a),| A)®|s) or|A)®|a), after the similar deduction

process as above, we can also draw the conclusion that for Eve not inducing errors in Step 3, the final state of Eve’s probe should
be independent of Bob’s choice of operation.

After summarizing Cases 1, 2, 3 and 4, it can be easily derived that, for no error is caused by this attack in Step 3, the final
state of Eve’s probe should be irrelevant to Bob’s choice of operation and the state in Bob’s hand. As a result, Eve gets nothing
useful about the final shared key bits. Therefore, the transmissions of single photons between Alice and Bob are completely robust.
In other words, the proposed SQKD protocol is complete robust.

Thirdly, we consider how to defeat the Trojan horse attacks from Eve for this protocol, containing the invisible photon
eavesdropping attack [19] and the delay-photon Trojan horse attack [20-21]. In accordance with Refs.[21-22], Bob can prevent
the former attack by employing a filter in front of his devices and the latter attack by utilizing a photon number splitter (PNS).

5 Discussions and conclusions

Now we compare the proposed protocol with Boyer et al.’s famous pioneering SQKD protocol in Ref.[2] and the only
existing SQKD protocol with single photons in two degrees of freedom in Ref.[18]. The comparison results are summarized in
Table 1, after the classical bits needed for the security check processes are ignored. Here, the quantum communication efficiency

b
is characterized as [23]7=—
Ay
number of consumed qubits and the number of classical bits needed, respectively.
Table 1 Comparison results among the proposed protocol, the protocol of Ref.[2] and the protocol of Ref.[18]

x100% , whereb, ,b, andb_ are the expected number of private key bits established, the

b, b, b, n I Number of Whether the Whether
kinds of initial classical suffering from
quantum communicant the double
states need a quantum CNOT attack
memory or a from Eve
unitary operation
equipment
The protocol n 12n(1+ 5) 0 8.33% 1 Four No No
of Ref.[2]
The protocol n 12n(1+ 5) 0 8.33% 2 One No No
of Ref.[18]
The n 4.5n (1+ 5) 0 11.11% 2 Sixteen No No
proposed
protocol

In the protocol of Ref.[2], for establishing n private key bits between quantum Alice and classical Bob, Alice needs to
generate 8n(1+ &) polarized single photons in one degree of freedom, while Bob needs to prepare 4n(1+ &) ones when he chooses

to SIFT. There are no classical bits needed for helping establish the private key bits. Hence, we
have b, =n, b, =8n(1+5)+4n(1+5)=12n(1+5) and b, =0 . As a result, the efficiency of the protocol of Ref.[2]

isn = M 4100% ~8.33% , since o is always small enough to be neglected.
12n(1+6)

In the protocol of Ref.[18], for establishing n private key bits between quantum Alice and classical Bob, Alice needs to
generate 4n(1+ &) single photons in two degrees of freedom, while Bob needs to prepare 2n(1+ &) ones when he chooses to SIFT.
There are no classical bits needed for helping establish the private key bits. Hence, we have b =n ,
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b, =4n(1+58)x2+2n(1+5)x2=12n(1+5) and b,=0 . As a result, the efficiency of the protocol of Ref.[18]

iS7=— 0 %100% ~ 8.33% .
12n(1+5)
In the proposed protocol, for establishing n private key bits between quantum Alice and classical Bob, Alice needs to

generatel.5n(1+5),0.5n(1+68), 0.5n(1+5)and 0.5n(1+ 5) single photons in two degrees of freedom randomly in the Z, ® Z, basis,
the Z, ® X basis, the X, ® Z; basis and the X, ® X, basis, respectively, while Bob needs to prepare1.5n(1+¢&)ones when he

chooses to SIFT. There are no classical bits needed for helping establish the private key bits. Hence, we
have b, =n, b, =1.5n(1+6)+0.5n(1+6)x3+1.5n(1+5)=45n(1+5)and b, =0 . As a result, the efficiency of the proposed

protocol is7 = —— ' x100% ~11.11%.
4.5n(1+ 5) x 2
It can be concluded from Table 1 that:
(DIn the protocol of Ref.[2], one single photon in one degree of freedom for establishing the private key bits always carries
one private bit, while in the proposed protocol, one single photon in two degrees of freedom for establishing the private key bits
always carries two private bits. Therefore, the quantum communication capacity c, of the proposed protocol is twice that of the

protocol in Ref.[2];

@The proposed protocol exceeds the protocol of Ref.[2] and the protocol of Ref.[18] in quantum communication efficiency,
as it consumes less qubits for establishing a private key of the same length.

To sum up, in this paper, an efficient SQKD protocol with single photons in both polarization and spatial-mode degrees of
freedom is suggested, which is feasible for a quantum communicant distributing a random private key to a classical communicant.
The proposed protocol needn’t require the classical communicant to employ any quantum memory or unitary operation equipment.
The complete robustness of the transmissions of single photons between two communicants is validated. Compared with Boyer et
al.’s famous pioneering SQKD protocol in Ref.[2], this protocol has double quantum communication capacity and higher
quantum communication efficiency. Compared with the only existing SQKD protocol with single photons in two degrees of
freedom in Ref.[18], this protocol has higher quantum communication efficiency. In the future, we will study how to design other
semiquantum cryptography protocols based on single photons in two degrees of freedom.
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