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Abstract

Quantum secure direct communication (QSDC) and deterministic secure quantum com-
munication (DSQC) are two important branches of quantum cryptography, where one can
transmit a secret message securely without encrypting it by a prior key. In the practical sce-
nario, an adversary can apply detector-side-channel attacks to get some non-negligible amount
of information about the secret message. Measurement-device-independent (MDI) quantum
protocols can remove this kind of detector-side-channel attacks, by introducing an untrusted
third party (UTP), who performs all the measurements during the protocol with imperfect
measurement devices. In this paper, we put forward the first MDI-QSDC protocol with user
identity authentication, where both the sender and the receiver first check the authenticity
of the other party and then exchange the secret message. Then we extend this to an MDI
quantum dialogue (QD) protocol, where both the parties can send their respective secret
messages after verifying the identity of the other party. Along with this, we also report the
first MDI-DSQC protocol with user identity authentication. Theoretical analyses prove the
security of our proposed protocols against common attacks.

Keywords– Collective attacks Deterministic secure quantum communication Identity au-
thentication Measurement-device-independent Quantum cryptography Quantum dialogue

1 Introduction

Quantum cryptography is an application of quantum mechanical properties into the field of cryp-
tography, where the security does not depend on some mathematical hard problems. Here the
fundamental principles of quantum mechanics are used to guarantee the unconditional communi-
cation security of the quantum cryptographic protocols. In 1984, Bennett and Brassard proposed
the first quantum key distribution (QKD) protocol [1], based on Wiesner’s theory of quantum
conjugate coding [2], and this is the first protocol of quantum cryptography. Since then, QKD
has received extensive attention both theoretically [3, 4, 5, 6] and experimentally [7, 8, 9, 10, 11].
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QSDC and DSQC: Besides QKD, quantum secure direct communication (QSDC) [5, 12, 13,
14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29] and deterministic secure quantum
communication (DSQC) [30, 31, 32, 33, 34, 35, 36, 37] are also two important primitives of
quantum cryptography. The basic difference between QKD and QSDC or DSQC is that, QKD is
designed for generating the random keys between communication parties, while QSDC or DSQC
is used for direct transmission of secret information. Both QSDC and DSQC are used to securely
transmit a secret message directly over a quantum channel, without using any pre-shared secret
key for encryption and decryption. In QSDC, no other classical information is needed other
than the security checking process, whereas, in DSQC, at least one bit of additional classical
information is required to decode one qubit.
Quantum dialogue (QD): It is a natural generalization of QSDC, i.e., a bidirectional QSDC,
where both the parties can exchange their secret messages simultaneously through a quantum
channel. In 2004 Nguyen proposed the first QD protocol [38] by generalizing the ping-pong-
protocol [39]. Over the past two decades, QD has gone through rapid developments [40, 41, 42,
43, 44, 45, 46, 47]. QSDC protocols for more than two parties are discussed in [48, 49, 50, 51, 52,
53, 54, 55, 56].
MDI-QSDC: However in practice, due to lack of perfect measurement devices, an adversary
(Eve) can take advantage of this loophole of an imperfect measurement device and tries to steal
information without being detected. In order to solve this problem, Lo et al. first proposed
the concept of measurement-device-independent (MDI) QKD protocol [57]. In MDI protocols,
a UTP performs all the measurements during the protocol using imperfect devices, and thus it
removes all the detector side-channel attacks introduced by Eve [58, 59, 60, 61]. Using the same
technique as MDI-QKD, Zhou et al. proposed the first MDI-QSDC protocol [62], and some other
MDI-QSDC and MDI-QD protocols also proposed recently [63, 64, 65, 66, 67, 68, 46, 23, 47].
Similar to MDI-QKD, in 2021 Yang et al. proposed the first MDI-DSQC protocol [69] based on
the polarization-spatial-mode hyperencoded qudits.
QSDC with authentication: For any secure communication, identity authentication of each
user is very necessary to defeat an impersonation attack. The first-ever quantum user identifi-
cation scheme was proposed by Crépeau et al. [70] in 1995. After that, Lee et al. proposed the
first QSDC protocol with user authentication [71]. Later on, a number of new QSDC protocols
with authentication are presented [72, 73, 74, 75, 24, 25].
Our contribution: Here in this paper, we compose both the above concepts of MDI-QSDC
and user identity authentication and present the first protocol of MDI-QSDC with user authen-
tication. We extend our MDI-QSDC protocol to an MDI-QD protocol, which also provides user
authentication. Then we also propose an MDI-DSQC protocol with user authentication and prove
the security of all the above three protocols.
Comparison with existing works: We compare the efficiency of our proposed MDI-QSDC
protocol with the existing works (see Table 1). In [62], authors proposed an MDI-QSDC
protocol based on the idea of quantum teleportation, where the sender prepares a Bell state and
the receiver prepares a single qubit state. First, they do a Bell measurement, by UTP, to teleport
the receiver’s qubit to the sender, and then the sender encodes its secret message. To decode the
secret message they do a single qubit measurement on Z basis by UTP. Therefore the protocol [62]
requires three qubits and two measurements to communicate a single-bit message. In [63], the
authors proposed an MDI-QSDC protocol using entanglement swapping. To share a two-bit
secret message, both the sender and the receiver prepare Bell states and perform entanglement
swapping with the help of a third party. After that, the sender encodes the secret message.
This protocol requires two Bell states and two Bell measurements for sending a two-bit message.
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In [68], authors found a security loophole in [63] and proposed a modification over that. The
modified version also requires the same resource as before. In [67], the authors proposed a long-
distance MDI-QSDC protocol by using ancillary entangled photon-pair sources and relay nodes.
To transmit a single-bit message, they use two Bell states and a single qubit state. The protocol
also requires two Bell measurements and a Z-basis measurement. Here in our present protocol, to
send a two-bit message, we only use a Bell state and a Bell measurement. Therefore, on average
it requires a qubit and half measurement to transfer a single-bit message. Also, none of the above
existing works provide the user authentication feature before transferring the secret information.

Table 1: Comparison between existing MDI-QSDC and our work

Paper
No. of qubits No. of Bell Meas. No. of S.B. Meas. User

per message bit per message bit per message bit authentication

Zhou et al. [62] 3 1 1 No

Neu et al. [63] 2 1 0 No

Gao et al. [67] 5 2 1 No

Das et al. [68] 2 1 0 No

Present protocol 1 1/2 0 Yes

*Bell Meas.: Bell basis measurement, S.B. Meas.: Single basis measurement.

The rest of this paper is organized as follows: in Section 2, we briefly describe our proposed
MDI-QSDC with user authentication protocol and its security analysis. Then in the next section,
we generalize MDI-QSDC protocol into an MDI-QD with user authentication protocol. Then
Section 4 presents our MDI-DSQC protocol and finally Section 5 concludes our results.

Notations

Throughout the paper, we use some notations and we describe those common notations here.

• Z basis = {|0〉 , |1〉} basis.

• |+〉 = 1√
2
(|0〉+ |1〉), |−〉 = 1√

2
(|0〉 − |1〉).

• X basis = {|+〉 , |−〉} basis.

• I = |0〉 〈0|+ |1〉 〈1|.

• σx = |1〉 〈0|+ |0〉 〈1|.

• iσy = |0〉 〈1| − |1〉 〈0|.

• σz = |0〉 〈0| − |1〉 〈1|.

• H = 1√
2
(σx + σz) is the Hadamard operator.

• |Φ+〉 = 1√
2
(|00〉+ |11〉) = 1√

2
(|++〉+ |−−〉).

• |Φ−〉 = 1√
2
(|00〉 − |11〉) = 1√

2
(|+−〉+ |−+〉).

• |Ψ+〉 = 1√
2
(|01〉+ |10〉) = 1√

2
(|++〉 − |−−〉).
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• |Ψ−〉 = 1√
2
(|01〉 − |10〉) = 1√

2
(|+−〉 − |−+〉).

• Bell basis = {|Φ+〉 , |Φ−〉 , |Ψ+〉 , |Ψ−〉} basis.

• Si = i-th element of finite sequence S.

• SA,i = i-th element of finite sequence SA.

• Pr(A) = Probability of occurrence of an event A.

• Pr(A|B) = Probability of occurrence of an event A given that the event B has already
occurred.

2 Proposed MDI-QSDC protocol with user authentication

In this section, we propose our new MDI-QSDC protocol with user identity authentication pro-
cess.

Suppose Alice has an n-bit secret message m, which she wants to send Bob through a quantum
channel with the help of some untrusted third-party (UTP), who performs all the measurements
during the protocol. Alice and Bob have their secret user identities IdA and IdB (each of 2k bits)
respectively, which they have shared previously by using some secured QKD. The protocol is as
follows:

1. Alice chooses c check bits and inserts those bits in random positions of m. Let the new bit
string be m′ of length n + c. We assume this length to be even, i.e., n + c = 2N for some
integer N .

2. Bob:

(a) Prepares (N + k) EPR pairs randomly in |Φ+〉, |Φ−〉, |Ψ+〉 and |Ψ−〉 states. He
separates the entangled qubit pairs into two particle sequences SA and SB each of
length (N + k), where SA is formed by taking out one qubit from each pair, and the
remaining partner qubits form SB.

(b) He also prepares k EPR pairs according to his identity IdB. For 1 ≤ i ≤ k, the
i-th qubit pair Ii is prepared as one of |Φ+〉, |Φ−〉, |Ψ+〉 and |Ψ−〉, if the value of
IdB,(2i−1)IdB,2i is one of 00, 01, 10 and 11 respectively. He creates two sequences IA
and IB of single photons, such that for 1 ≤ i ≤ k, the i-th qubits of IA and IB are
partners of each other in the i-th EPR pair Ii.

(c) Bob chooses two sets DA and DB, each of d many decoy photons randomly prepared in
Z-basis or X-basis. Then he randomly interleaves the qubits of IA(IB) and DA(DB)
and SA(SB) (maintaining the relative ordering of each set) to get a new sequence of
single qubits QA(QB) (i.e., QP = SP ∪ IP ∪DP , P = A,B).

(d) Bob retains the QB-sequence and sends the QA-sequence to Alice through a quantum
channel.

(e) After Alice receives QA-sequence, Bob announces the positions of the qubits of IA and
DA.

3. Alice:
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(a) She separates the qubits of SA, IA and DA from QA. Then from the sequence SA, she
randomly chooses N qubits to encode the secret message and the remaining k qubits
(say, the set CA) are used to encode her secret identity IdA. The encoding processes
for m′ and IdA are the same. Alice encodes two bits of classical information into
one qubit by applying an unitary operator. To encode 00, 01, 10 and 11, she applies
the Pauli operators [76] I, σx, iσy and σz respectively. After encoding the classical
information, let SA become S′A.

(b) Alice randomly applies I, σx, iσy and σz on the qubits of IA and resulting in a new
sequence I ′A. She randomly inserts the qubits of I ′A into random positions of S′A and
the new sequence be Q′A.

(c) She randomly applies cover operations from {I, iσy, H, iσyH} on the qubits of DA,
resulting in a new new sequence D1

A.

(d) Alice sends D1
A sequence to UTP to check the security of the channel from Bob to

Alice.

4. After the UTP receives the sequence D1
A, Bob announces the preparation bases of the qubits

of DA and Alice announces the corresponding cover operations which she applies on those
qubits.

5. UTP measures the qubits of D1
A in proper bases and announces the measurement result.

Note that if the cover operation belongs to the set {H, iσyH}, then UTP changes the basis
to measure the corresponding qubit. For example, let the i-th qubit of DA be prepared in
Z-basis and the i-th cover operation be iσyH, then UTP measures the ith qubit of D1

A in
X-basis. From the measurement results, Alice and Bob calculate the error in the channel
from Bob to Alice, and decide to continue or abort the protocol.

6. Alice inserts a new set of d′ decoy photons D′A into random positions of Q′A, resulting in a
new sequence Q′′A. Alice sends Q′′A-sequence to UTP.

7. Alice announces the positions and the preparation bases of the decoy qubits of D′A. UTP
measures the decoy qubits and publishes the measurement results, and from that Alice
calculates the error in the quantum channel between Alice and UTP. If the estimated error
is greater than some threshold value, then they terminate the protocol and otherwise go to
the next step.

8. Bob sends the sequence QB to UTP and when all the qubits of QB are reached to UTP,
Bob announces the positions and the preparation bases of the decoy qubits of DB. UTP
measures those qubits in proper bases and discloses the measurement results, and Bob
calculates the error in the quantum channel between Bob and UTP. If the estimated error
is greater than some threshold value, then they terminate the protocol and otherwise go to
the next step.

9. Authentication process:

(a) Alice announces the positions of the qubits of I ′A and Bob announces the positions of
the qubits of IB. For 1 ≤ i ≤ k, UTP measures the i-th qubit pair (I ′A,i, Ib,i) in Bell
basis and announces the result. As Alice knows IdB, she knows the exact state of each
Ii, which is the joint state IA,iIB,i. Since she randomly applies Pauli operators on
IA,i, the joint state changes to I ′A,iIB,i. Alice compares the measurement result with
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I ′A,iIB,i to confirm Bob’s identity. If she finds a non-negligible error then she aborts
the protocol.

(b) Alice announces the positions of the qubits of CA corresponding to her identity IdA
and UTP measures those qubits with their partner qubits from SB (say, the set CB) in
Bell bases and announces the measurement result. Since Bob knows IdA, he compares
the measurement results with IdA and checks if Alice is a legitimate party or not. If
he finds a non-negligible error, he aborts the protocol.

10. The UTP measures each qubit pair from (S′A, SB) in Bell basis and announces the mea-
surement result. From the knowledge of (SA, SB) and (S′A, SB), Bob decodes the classical
bit string m′ using Table (2).

11. Alice and Bob publicly compare the random check bits to check the integrity of the mes-
sages. If they find an acceptable error rate then Bob gets the secret message m and the
communication process is completed.

Table 2: Encoding and decoding rules of our proposed MDI-QSDC.

Bob prepares Secret message Alice’s unitary Final joint Decoded

(SA, SB) bits of Alice SA to S′A state (S′A, SB) message bits

00 I |Φ+〉 00

01 σx |Ψ+〉 01

10 iσy |Ψ−〉 10
|Φ+〉

11 σz |Φ−〉 11

00 I |Φ−〉 00

01 σx |Ψ−〉 01

10 iσy |Ψ+〉 10
|Φ−〉

11 σz |Φ+〉 11

00 I |Ψ+〉 00

01 σx |Φ+〉 01

10 iσy |Φ−〉 10
|Ψ+〉

11 σz |Ψ−〉 11

00 I |Ψ−〉 00

01 σx |Φ−〉 01

10 iσy |Φ+〉 10
|Ψ−〉

11 σz |Ψ+〉 11

Figure 1 represents the block diagram of the proposed MDI-QSDC with user authentication
protocol. We also present it in the form of an algorithm in figure 2, where we use the following
notations.

• X → Y : X changes to Y .

• P(Q): Positions of the qubits of Q.

• C(Q): Cover operations on the qubits of Q.
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• B(Q): Bases of the qubits of Q.

• M(Q) & A: Measures the qubits of Q in proper bases and announces the results.

• BM(Q1, Q2) & A: Measures the qubit pairs of (Q1, Q2) in Bell bases and announces the
results.

• Sec.chk (A, B): Checks the security of the channel from A to B.

• Cov. op.: Cover operation.

• Ins.: Inserts.

Figure 1: Block diagram of the proposed MDI-QSDC with user authentication protocol
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Figure 2: Proposed MDI-QSDC with user authentication protocol

Alice (Identity IdA) UTP Bob (Identity IdB)

1. Ins. c check bits into the

secret message m and m→ m′.

2(d). QA 2(a)-(c). Prepares QA = SA ∪ IA ∪DA

and QB = SB ∪ IB ∪DB, where qubits

2(e). P(IA), P(DA)←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−− pair of (SA, SB), (IA, IB) are entangled,

and qubits of DA, DB are decoy states.

3(a). Separates SA, IA, DA from QA.

Encodes m′, IdA on SA, SA → S′A.

CA: qubits corresponding to IdA. CB: partner qubits of CA

3(b). Random unitaries on IA, IA → I ′A.

Ins. I ′A into S′A and Q′A = S′A ∪ I ′A.

3(c). Cov. op. on DA and DA → D1
A.

3(d). D1
A

4′. C(DA)−−−−−−−−−−−−→ 5.M(D1
A) & A 4′. B(DA)←−−−−−−−−−−−− 5′. Sec.chk (Bob, Alice)

6. Ins. D′A into Q′A, Q′A → Q′′A.

D′A: set of new decoy states.
6′. Q′′

A

7′′. Sec.chk (Alice,UTP)
7. P(D′

A), B(D′
A)

−−−−−−−−−−−→ 7′.M(D′A) & A

8. QB

8′′.M(DB) & A 8′. P(DB), B(DB)←−−−−−−−−−−−− 8′′′. Sec.chk (Bob, UTP)

9(a)′′′. Verifies Bob’s identity.
9(a). P(I′A)

−−−−−−−−−−−→ 9(a)′′. BM(I ′A, IB) & A 9(a)′. P(IB),←−−−−−−−−−−−

9(b). P(CA)−−−−−−−−−−−→ 9(b)′. BM(CA, CB) & A 9(b)′′. Verifies Alice’s identity.

10. BM(SA − CA, SB − CB) & A 10′. Decodes m′.

11. Compare the check bits←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→ 11′. Extract m from m′.

99K denotes quantum channel,

−→ denotes classical channel.

Step (i)′ happens just after Step (i).
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2.1 Example of our MDI-QSDC protocol

Let us now take an example of the above discussed MDI-QSDC with user authentication protocol,
where we assume all channels are noiseless.

Suppose Alice has a 6-bit secret message m = 011010 and the secret identities of Alice and
Bob are IdA = 1011 and IdB = 0111 respectively, i.e., n = 6 and k = 2. Then the protocol is as
follows.

1. Alice chooses c = 4 check bits 1001 and inserts those bits in random positions of m. Let
the new bit string be m′ = 0101100110 (bold numbers are check bits, i.e., the 2nd, 3rd,
7th and 9th bits) of length n+ c = 10 = 2N , i.e., N = 5.

2. Bob:

(a) Randomly prepares N + k = 7 EPR pairs∣∣Ψ+
〉
a1b1

,
∣∣Φ+

〉
a2b2

,
∣∣Φ+

〉
a3b3

,
∣∣Ψ−〉

a4b4

∣∣Φ−〉
a5b5

,
∣∣Ψ−〉

a6b6
, and

∣∣Ψ+
〉
a7b7

.

He separates the entangled qubit pairs into two particle sequences

SA = {a1, a2, a3, a4, a5, a6, a7} and SB = {b1, b2, b3, b4, b5, b6, b7},

each of length 7.

(b) He also prepares 2 EPR pairs I1 = |Φ−〉a′1b′1 and I2 = |Ψ−〉′a2b′2 corresponding to

his identity IdB = 0111, and creates two single-qubit sequences IA = {a′1, a′2} and
IB = {b′1, b′2} by separating the EPR pairs.

(c) Bob chooses two sets DA = {|+〉 , |1〉 , |0〉 , |+〉} and DB = {|−〉 , |0〉 , |1〉 , |0〉}, each
of d = 4 many decoy photons randomly prepared in Z-basis or X-basis. Then he
randomly interleaves the qubits of IA(IB) and DA(DB) and SA(SB) (maintaining the
relative ordering of each set) to get a new sequences of single qubits QA(QB). Let

QA = {a1, a2, a′1, |+〉 , a3, |1〉 , a′2, a4, a5, |0〉 , a6, a7, |+〉}

and QB = {b1, b′1, b2, b3, b4, |−〉 , |0〉 , b′2, b5, |1〉 , b6, b7, |0〉}.

(d) Bob retains the QB-sequence and sends the QA-sequence to Alice through a quantum
channel.

(e) After Alice receives QA-sequence, Bob announces the positions of the qubits of IA (3rd
and 7th) and DA (4th, 6th, 10th and 13th).

3. Alice:

(a) She separates the qubits of SA, IA and DA from QA, i.e., she has

SA = {a1, a2, a3, a4, a5, a6, a7}, IA = {a′1, a′2} and DA = {|+〉 , |1〉 , |0〉 , |+〉}.

She randomly chooses 5 qubits a1, a3, a4, a6 and a7 from SA to encode m′ = 0101100110
and the remaining 2 qubits a2 and a5 (say, the set CA = {a2, a5}) are used to encode
IdA = 1011. After encoding the classical information, let SA become S′A, then

S′A = {σx(a1), iσy(a2), σx(a3), iσy(a4), σz(a5), σx(a6), iσy(a7)}.

9



(b) Alice randomly applies σz and I on the qubits of IA and the resulting new sequence
is I ′A = {σz(a′1), I(a′2)}. She randomly inserts the qubits of I ′A into random positions
of S′A and the new sequence is

Q′A = {σx(a1), σz(a
′
1), iσy(a2), σx(a3), I(a′2), iσy(a4), σz(a5), σx(a6), iσy(a7)}.

(c) She randomly applies cover operations from {I, iσy, H, iσyH} on the qubits of DA and
the resulting new sequence is

D1
A = {H(|+〉), iσyH(|1〉), iσy(|0〉), I(|+〉)} = {|0〉 , |+〉 , |1〉 , |+〉}.

(d) Alice sends D1
A to UTP to check the security of the channel from Bob to Alice.

4. After the UTP receives the sequence D1
A, Bob announces the preparation bases (X,Z,Z

and X) of the qubits of DA and Alice announces the corresponding cover operations
(H, iσyH, iσy and I).

5. UTP measures the qubits of D1
A in proper bases (Z,X,Z and X) and announces the mea-

surement results |0〉 , |+〉 , |1〉 , |+〉. Since there is no error, Alice and Bob continue the
protocol.

6. Alice prepares a new set of d′ = 4 decoy photons D′A = {|0〉 , |+〉 , |−〉 , |1〉}. She inserts
the decoy qubits into random positions of Q′A and sends the resulting new sequence Q′′A to
UTP, where

Q′′A = {σx(a1), σz(a
′
1), iσy(a2), |0〉 , σx(a3), I(a′2), |+〉 , iσy(a4), |−〉 , σz(a5), σx(a6), |1〉 , iσy(a7)}.

7. Alice announces the positions (4th, 7th, 9th and 12th) and the preparation bases (Z,X,X
and Z) of the decoy qubits of D′A. UTP measures the decoy qubits and publishes the
measurement results |0〉 , |+〉 , |−〉 , |1〉. Since there is no error, Alice and Bob continue the
protocol.

8. Bob sends the sequence QB to UTP and when all the qubits of QB are reached to UTP,
Bob announces the positions (6th, 7th, 10th and 13th) and the preparation bases (X,Z,Z
and Z) of the decoy qubits of DB. UTP measures those qubits in proper bases and discloses
the measurement results |−〉 , |0〉 , |1〉 , |0〉. Then Bob calculates the error rate (which is zero
for this example) in the quantum channel between Bob and UTP and goes to the next step.

9. Authentication process:

(a) Alice announces the positions (2nd and 6th) of the qubits of I ′A in the sequence Q′′A
and Bob announces the positions (2nd and 8th) of the qubits of IB in the sequence
QB. UTP measures the i-th qubit pairs (σz(a

′
1), b

′
1) and (I(a′2), b

′
2) in Bell basis and

announces the results |Φ+〉 and |Ψ−〉. As Alice knows IdB = 0111, she knows the
exact states of I1 = |Φ−〉 and I2 = |Ψ−〉. Since she randomly applied Pauli operators
σz, I on a′1, a

′
2 respectively, the joint state changes to |Φ+〉 , |Ψ−〉. Alice confirms Bob’s

identity and continues the protocol.

10



(b) Alice announces the positions (2nd and 5th) of the qubits of CA in the sequence
S′A and UTP measures those qubits with their partner qubits from SB (say, the set
CB = (b2, b5)) in Bell bases and announces the measurement results |Ψ−〉 , |Φ+〉. Since
the initial states of the EPR pairs are |Φ+〉 , |Φ−〉, Bob decodes the identity of Alice
as IdA = 1011 and confirms Alice as a legitimate party and continues the protocol.

10. The UTP measures each qubit pair from (S′A, SB) in Bell basis and announces the measure-
ment result |Φ+〉 , |Ψ+〉 , |Φ+〉 , |Φ−〉 , |Φ−〉. From these results, Bob decodes the classical bit
string m′ = 0101100110.

11. Alice and Bob publicly compare the random check bits (2nd, 3rd, 7th and 9th bits of m′)
to check the integrity of the messages. Bob discards those bits to obtain the secret message
m = 011010 and the communication process is completed.

2.2 Security analysis of our MDI-QSDC protocol

In our proposed MDI-QSDC with user authentication, the secret message is transmitted between
two legitimate parties, and the potential adversary is kept ignorant of the content. There are
also broadcast channels between Alice, Bob and UTP, for the necessary classical information,
to execute the protocol. First, we show the security of our proposed MDI-QSDC protocol for
user authentication by establishing the security against impersonation attack. Then we prove
the security of the message transmission part.

2.2.1 Security for user authentication

Let us now discuss the security of our proposed MDI-QSDC protocol against impersonation
attacks. An eavesdropper, Eve, may try to impersonate Alice in order to send a fake message to
Bob. But since Eve does not know the pre-shared key IdA, Bob can easily detect Eve with a very
high probability. In the proposed MDI-QSDC protocol, suppose Eve may intercept the sequence
QA sent from Bob to Alice in Step 2d. However, without knowing the pre-shared key IdA, Eve
applies Pauli operators randomly on k qubits of CA, instead of performing the correct unitary to
encode IdA. She sends it to UTP, who measures these qubits with their partner qubits from CB
on the Bell basis and announces the results. Since Bob knows the initial state of those k EPR
pairs (CA, CB) and the value of IdA, he compares the measurement results with the expected
EPR pairs and detects Eve. Since Eve applies Pauli operators randomly on each qubit, she
applies correct unitary with probability 1

4 and hence the detection probability of Bob is 1− (14)k.
On the other hand, Eve may try to impersonate Bob to get the secret message from Alice. In

the proposed MDI-QSDC protocol, suppose Eve initiates the protocol and generates the sequences
of qubits QA and QB, which contain the sequences IA and IB respectively, by following the
process described in Step 2. Now, since Eve does not know the value of IdB, she prepares each
Ii (1 ≤ i ≤ k) as one of the EPR pairs randomly with probability 1

4 . After Alice applies cover
operations on the qubits of IA, the set becomes I ′A. In the authentication process (Step 9a), UTP
measures the joint states of (I ′A, IB) in proper bases and announces the results. As Alice knows
the value of IdB, she compares the measurement results with the expected results and detects
Eve with probability 1− (14)k.
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2.2.2 Security for message transmission

In our MDI-QSDC protocol, we are ignorant of the measurement process and strategy that
an adversary may exploit, hence we focus on the system after Bob sends the sequence QA to
Alice, where a joint state ρjntAB, consisting of maximally entangled photon pairs shared between
Alice and Bob. We consider a situation where an adversary Eve attacks the system with an
auxiliary system and performs a coherent attack. Here, in our protocol, Alice and Bob use decoy
states to obtain the gain and quantum bit error rate (QBER) after each transmission of qubits
sequences where both of them send single qubits to the UTP. Now we use the concept of virtual
qubits [77, 57] and the proof technique of [65] to establish the security of our protocol against
this type of attack. The idea of virtual qubit is that, instead of preparing a single qubit decoy
state from {|0〉 , |1〉 , |+〉 |−〉}, Alice (Bob) prepares EPR pair, which is a combined system of her
(his) virtual qubit and the qubit she (he) is sending to the UTP. Subsequently, they measure
their virtual qubits to decide to continue or abort the protocol. For simplicity, let us assume that
initially Bob prepares all the EPR pairs in |Φ+〉 and he applies the cover operations I, σz, σx, iσy
on the qubits of SB while sending this sequence QB to the UTP. Note that this step is equivalent
to the fact that Bob prepares EPR pairs randomly from the set of all Bell states.

Let the system of Alice, Bob and Eve be A, B and E respectively. Then from Csiszár–Körner
theory [78], the secrecy capacity between Alice and Bob is CS ,

CS = max[I(A : B)− I(A : E)], (1)

where I(X : Y ) stands for mutual information of two random variables X and Y . Now if CS > 0,
then there is a forward encoding scheme with a capacity less than CS , which can be used to
transmit the message reliably and securely from Alice to Bob.

According to quantum De Finetti representation theorem [79], the joint state ρjntAB can be
asymptotically approximated as a direct product of independent and identically distributed (i.i.d.)
subsystems ρ⊗NAB , if a randomized permutation is applied to the system. Thus Eve attacks each
qubit separately by using a separate probe |E〉 and then the coherent attack model can be
considered as the collective attack by Eve.

According to [80], ρAB can be written as a linear combination of the Bell states as follows,

ρAB = δ1
∣∣Φ+

〉 〈
Φ+
∣∣+ δ2

∣∣Φ−〉 〈Φ−∣∣+ δ3
∣∣Ψ+

〉 〈
Ψ+
∣∣+ δ4

∣∣Ψ−〉 〈Ψ−∣∣ , (2)

where
∑4

i=1 δi = 1. Let |ΦABE〉 be a purification of the mixed state ρAB. Then it can be written
as

|ΦABE〉 =
4∑
i=1

√
δi |Ψi〉 |Ei〉 , (3)

where |Ψ1〉 = |Φ+〉, |Ψ2〉 = |Φ−〉, |Ψ3〉 = |Ψ+〉, |Ψ4〉 = |Ψ−〉 are the entangled pairs shared by
Alice and Bob, and |Ei〉, 1 ≤ i ≤ 4, are the orthonormal states of the system |E〉.

After Bob sends the sequence QA to Alice, they calculate the bit error rate εz and phase
error rate εx by measuring the virtual qubits by Bob and their partner qubits by Alice. They
choose the same bases, either (Z,Z) or (X,X) with probability 1

2 , and measure their respective
qubits. If no error occurs, then they should get the same outcomes as |Φ+〉 = 1√

2
(|00〉+ |11〉) =

1√
2
(|++〉 + |−−〉). If they get different outcomes while measuring in Z-basis, i.e., the shared

entangled state is either |Ψ+〉 or |Ψ−〉, then bit flip error occurs and thus εz = δ3 + δ4. Similarly,
when they measure in X-basis and get different outcomes, phase error occurs and thus εx = δ2+δ4.
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If both the error rates are less than some predefined threshold value, then they continue the
process and Alice encodes her message by applying proper unitary operators Uζ ’s on the qubits
of SA and Bob applies random cover operations from the set of all Pauli operators on the qubits
of SB, and send their respective sequences to the UTP. Then the shared state becomes

ρζABE =
1

4
Uζ(|ΦABE〉 〈ΦABE |+ σBz |ΦABE〉 〈ΦABE |σBz

+ σBx |ΦABE〉 〈ΦABE |σBx − σBy |ΦABE〉 〈ΦABE |σBy )U †ζ

= Uζρ
c
ABEU

†
ζ ,

(4)

where ζ ∈ {00, 01, 10, 11} and U00 = I, U01 = σx, U10 = iσy, U11 = σz are the message encoding
operations of Alice, and ρcABE = 1

4(|ΦABE〉 〈ΦABE |+σBz |ΦABE〉 〈ΦABE |σBz +σBx |ΦABE〉 〈ΦABE |σBx −
σBy |ΦABE〉 〈ΦABE |σBy ).

Let the 2N -bit message of Alice be m′ = ζ1ζ2 . . . ζN , where for 1 ≤ i ≤ N , ζi is a two-bit
binary number randomly chosen from B = {00, 01, 10, 11} and the probability distribution of each

ζi is 1
4 . For 1 ≤ i ≤ N , Alice encodes ζi by applying Uζi on ρcABE and the state becomes ρζiABE .

We now calculate the maximum amount of accessible information of Eve about ζi. Then from
Holevo theorem [81], we see the mutual information I(A : E) is bounded above as,

I(A : E) ≤ S

∑
ζ∈B

pζρ
ζ
ABE

−∑
ζ∈B

pζS(ρζABE) (5)

where pζ = 1
4 , the probability of randomly selecting one element from B, and S(·) is the Von

Neumann entropy.
One can see that Alice’s encoding and Bob’s cover operations make a maximal mixture of the

subsystems A and B. Thus we have S(ρζABE) = 2 for ζ ∈ B, and

I(A : E) ≤ S

∑
ζ

pζρ
ζ
ABE

− 2, (6)

and ∑
ζ

pζρ
ζ
ABE = ρmixAB ⊗ TrAB(|ΦABE〉 〈ΦABE |)

= ρmixAB ⊗
4∑
j=1

δj |Ej〉 〈Ej | ,
(7)
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where ρmixAB = I
4 is the maximally mixed state of the system AB. Now we have from Equation (7),

S

∑
ζ

pζρ
ζ
ABE

 = S

ρmixAB ⊗
4∑
j=1

δj |Ej〉 〈Ej |


= S(ρmixAB ) + S

 4∑
j=1

δj |Ej〉 〈Ej |


= S

(
I

4

)
+

4∑
j=1

δj log
1

δj

= 2 +H(δj),

(8)

where H(·) represents the Shannon entropy function.
Lemma 1: For a probability distribution {δi, 1 ≤ i ≤ 4}, −

∑4
i=1 δilogδi ≤ h(δ2+δ4)+h(δ3+

δ4), where h(·) represents the binary entropy function. (See appendix for proof.)
Then from Equation (6) and Equation (8),

I(A : E) ≤ H(δj) =
4∑
j=1

δj log
1

δj

≤ h(δ3 + δ4) + h(δ2 + δ4) (by Lemma 1)

= h(εz) + h(εx),

(9)

Let εe be the error rate calculated after message decoding step, and if there is a discrete
symmetric channel between Alice and Bob, then the secrecy capacity is

CS ≥ I(A : B)− I(A : E)

≥ H(A)−H(A|B)− h(εz)− h(εx)

= 2− h(εe)− h(εz)− h(εx).

For our protocol to be secure, we need CS > 0, i.e., 2− h(εe) > h(εz) + h(εx).
In the next two sections, we propose MDI-QD and MDI-DSQC protocols with mutual identity

authentication respectively.

3 Proposed MDI-QD protocol with user authentication

In this section, we generalize the MDI-QSDC protocol into an MDI-QD protocol, which also
provides mutual user authentication. Here, both Alice and Bob send their n-bit secret message
to each other simultaneously after confirming the authenticity of the other user. They use one
EPR pair to exchange one-bit messages from each other. Bob randomly prepares (n + c) EPR
pairs |Φ+〉 or |Ψ+〉 (|Φ−〉 or |Ψ−〉) corresponding to his secret message bit 0 (1), where c is the
number of check bits. He also randomly prepares k EPR pairs from {|Φ+〉 , |Φ−〉 , |Ψ+〉 , |Ψ−〉} for
encoding the secret identity of Alice and inserts these into the previously prepared EPR sequence.
After Alice receives the qubit sequence, he announces the positions of randomly prepared EPR
pairs. Alice randomly applies Pauli operator I or σz (σx or iσy) to encode her message bit 0
(1) (see Table (3)). The rest of the procedure is the same as the above MDI-QSDC protocol
described in Section 2. The security of this protocol directly follows from the above MDI-QSDC
protocol.
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Table 3: Encoding rules of our proposed MDI-QD.

Message bit Bob prepares Alice’s unitary Final joint state

Alice Bob (SA, SB) SA to S′A (S′A, SB)

0 0

|Φ+〉
I |Φ+〉
σz |Φ−〉

|Ψ+〉
I |Ψ+〉
σz |Ψ−〉

0 1

|Φ−〉
I |Φ−〉
σz |Φ+〉

|Ψ−〉
I |Ψ−〉
σz |Ψ+〉

1 0

|Φ+〉
σx |Ψ+〉
iσy |Ψ−〉

|Ψ+〉
σx |Φ+〉
iσy |Φ−〉

1 1

|Φ−〉
σx |Ψ−〉
iσy |Ψ+〉

|Ψ−〉
σx |Φ−〉
iσy |Φ+〉

3.1 Example of our MDI-QD protocol

Let us now take an example of the above discussed MDI-QD with user authentication protocol,
where we assume all channels are noiseless.

Suppose Alice (Bob) has the 3-bit secret message ma = 011 (mb = 100) and 4-bit secret
identity IdA = 1011 (IdB = 0111), i.e., n = 3 and k = 2. Then the protocol is as follows.

1. Alice (Bob) chooses c = 2 check bits 10 (01) and inserts those bits in random positions of
ma (mb). Let the new bit string be m′a = 10101 (m′b = 10010) of length 5, where the bold
numbers represent the check bits.

2. Bob:

(a) Prepares 5 EPR pairs corresponding to m′b and those are∣∣Ψ−〉
a1b1

,
∣∣Φ+

〉
a3b3

,
∣∣Ψ+

〉
a4b4

,
∣∣Φ−〉

a6b6
, and

∣∣Φ+
〉
a7b7

.

He separates the entangled qubit pairs into two particle sequences

SA = {a1, a3, a4, a6, a7} and SB = {b1, b3, b4, b6, b7},

each of length 5.
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(b) He also randomly prepares 2 EPR pairs |Φ+〉a2b2 and |Φ−〉a5b5 and separates into two
particle sequences CA = {a2, a5} and CB = {b2, b5}. He inserts the qubits of CA and
CB into the sequences SA and SB to form two new sequences

S′A = {a1, a2, a3, a4, a5, a6, a7} and S′B = {b1, b2, b3, b4, b5, b6, b7}

respectively.

(c) Then he prepares 2 EPR pairs I1 = |Φ−〉a′1b′1 and I2 = |Ψ−〉′a2b′2 corresponding to

his identity IdB = 0111, and creates two single-qubit sequences IA = {a′1, a′2} and
IB = {b′1, b′2} by separating the EPR pairs.

(d) Bob chooses two sets DA = {|+〉 , |1〉 , |0〉 , |+〉} and DB = {|−〉 , |0〉 , |1〉 , |0〉}, each
of d = 4 many decoy photons randomly prepared in Z-basis or X-basis. Then he
randomly interleaves the qubits of IA(IB) and DA(DB) and S′A(S′B) (maintaining the
relative ordering of each set) to get a new sequences of single qubits QA(QB). Let

QA = {a1, a2, a′1, |+〉 , a3, |1〉 , a′2, a4, a5, |0〉 , a6, a7, |+〉}

and QB = {b1, b′1, b2, b3, b4, |−〉 , |0〉 , b′2, b5, |1〉 , b6, b7, |0〉}.

(e) Bob retains the QB-sequence and sends the QA-sequence to Alice through a quantum
channel.

(f) After Alice receives QA-sequence, Bob announces the positions of the qubits of CA
(2nd and 9th), IA (3rd and 7th) and DA (4th, 6th, 10th and 13th).

3. Alice:

(a) She separates the qubits of SA, CA, IA and DA from QA, i.e., she has

SA = {a1, a3, a4, a6, a7}, CA = {a2, a5}, IA = {a′1, a′2} and DA = {|+〉 , |1〉 , |0〉 , |+〉}.

She encodes m′a = 10101 and IdA = 1011 on the qubits of SA and CA respectively. Af-
ter encoding the classical information, let SA and CA become S1

A and C1
A respectively.

Then
S1
A = {σx(a1), σz(a3), iσy(a4), I(a6), iσy(a7)}

and
C1
A = {iσy(a2), σz(a5)}.

Then she randomly inserts the qubits of C1
A into the S1

A and let the new sequence be

S′′A = {σx(a1), iσy(a2), σz(a3), iσy(a4), σz(a5), I(a6), iσy(a7)}.

(b) Alice randomly applies σz and I on the qubits of IA and the resulting new sequence
is I ′A = {σz(a′1), I(a′2)}. She randomly inserts the qubits of I ′A into random positions
of S′′A and the new sequence is

Q′A = {σx(a1), σz(a
′
1), iσy(a2), σz(a3), I(a′2), iσy(a4), σz(a5), I(a6), iσy(a7)}.
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(c) She randomly applies cover operations from {I, iσy, H, iσyH} on the qubits of DA and
the resulting new sequence is

D1
A = {H(|+〉), iσyH(|1〉), iσy(|0〉), I(|+〉)} = {|0〉 , |+〉 , |1〉 , |+〉}.

(d) Alice sends D1
A to UTP to check the security of the channel from Bob to Alice.

4. After the UTP receives the sequence D1
A, Bob announces the preparation bases (X,Z,Z

and X) of the qubits of DA and Alice announces the corresponding cover operations
(H, iσyH, iσy and I).

5. UTP measures the qubits of D1
A in proper bases (Z,X,Z and X) and announces the mea-

surement results |0〉 , |+〉 , |1〉 , |+〉. Since there is no error, Alice and Bob continue the
protocol.

6. Alice prepares a new set of d′ = 4 decoy photons D′A = {|0〉 , |+〉 , |−〉 , |1〉}. She inserts
the decoy qubits into random positions of Q′A and sends the resulting new sequence Q′′A to
UTP, where

Q′′A = {σx(a1), σz(a
′
1), iσy(a2), |0〉 , σz(a3), I(a′2), |+〉 , iσy(a4), |−〉 , σz(a5), I(a6), |1〉 , iσy(a7)}.

7. Alice announces the positions (4th, 7th, 9th and 12th) and the preparation bases (Z,X,X
and Z) of the decoy qubits of D′A. UTP measures the decoy qubits and publishes the
measurement results |0〉 , |+〉 , |−〉 , |1〉. Since there is no error, Alice and Bob continue the
protocol.

8. Bob sends the sequence QB to UTP and when all the qubits of QB are reached to UTP,
Bob announces the positions (6th, 7th, 10th and 13th) and the preparation bases (X,Z,Z
and Z) of the decoy qubits of DB. UTP measures those qubits in proper bases and discloses
the measurement results |−〉 , |0〉 , |1〉 , |0〉. Then Bob calculates the error rate (which is zero
for this example) in the quantum channel between Bob and UTP and goes to the next step.

9. Authentication process:

(a) Alice announces the positions (2nd and 6th) of the qubits of I ′A in the sequence Q′′A
and Bob announces the positions (2nd and 8th) of the qubits of IB in the sequence
QB. UTP measures the i-th qubit pairs (σz(a

′
1), b

′
1) and (I(a′2), b

′
2) in Bell basis and

announces the results |Φ+〉 and |Ψ−〉. As Alice knows IdB = 0111, she knows the
exact states of I1 = |Φ−〉 and I2 = |Ψ−〉. Since she randomly applied Pauli operators
σz, I on a′1, a

′
2 respectively, the joint state changes to |Φ+〉 , |Ψ−〉. Alice confirms Bob’s

identity and continues the protocol.

(b) Alice announces the positions (2nd and 5th) of the qubits of C ′A in the sequence S′′A
and UTP measures those qubits with their partner qubits from CB = (b2, b5) in Bell
bases and announces the measurement results |Ψ−〉 , |Φ+〉. Since the initial states of
the EPR pairs are |Φ+〉 , |Φ−〉, Bob decodes the identity of Alice as IdA = 1011 and
confirms Alice as a legitimate party and continues the protocol.
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10. The UTP measures each qubit pair from (S′A, SB) in Bell basis and announces the mea-
surement result |Φ−〉 , |Φ−〉 , |Φ−〉 , |Φ−〉 , |Ψ−〉. From these results, Alice (Bob) decodes the
classical bit string m′b = 10010 (m′a = 10101).

11. Alice and Bob publicly compare the random check bits to check the integrity of the messages.
They discard those bits to obtain the secret message ma = 011 and mb = 100. This
completes the communication process.

4 Proposed MDI-DSQC Protocol with user authentication

In this section, we propose our new MDI-DSQC protocol with user identity authentication pro-
cess.

Let Alice has an n-bit secret message m, which she wants to send Bob through a quantum
channel with the help of some UTP, who performs all the measurements during the protocol.
Alice and Bob have their 2k-bit secret user identities IdA and IdB respectively which they have
shared previously by using some secured QKD. The protocol is as follows:

Steps 1, 2, 3(a) are the same as before in the MDI-DSQC protocol of Section 2.

3. Alice:

(a) She separates the qubits of SA, IA and DA from QA. Then from the sequence SA she
randomly chooses N qubits to encode the secret message and the remaining k qubits
are used to encode her secret identity IdA. The encoding processes for m′ and IdA are
the same. Alice encodes two bits of classical information into one qubit by applying
an unitary operator. To encode 00, 01, 10 and 11 she applies the Pauli operators [76]
I, σx, iσy and σz respectively. After encoding the classical information, suppose SA
becomes S′A.

(b) Alice randomly applies I, σx, iσy and σz on the qubits of IA to get, say, I ′A. She
randomly inserts the qubits of I ′A and DA into random positions of S′A and let the new
sequence be Q′A.

(c) She randomly applies cover operations from {I, iσy, H, iσyH} on the qubits of Q′A and
inserts a new set of d′ decoy photons D′A into random positions of Q′A, to obtain, say,
Q′′A, which Alice sends to UTP.

4. After UTP receives the sequence Q′′A, Alice announces the positions and the preparation
bases of the decoy qubits of D′A. UTP measures the decoy qubits and publishes the mea-
surement results, and Alice calculates the error in the quantum channel between Alice and
UTP. If the estimated error is greater than some threshold value, then they terminate the
protocol and otherwise go to the next step.

5. Bob sends the sequence QB to UTP and when all the qubits of QB are reached to UTP,
Bob announces the positions and the preparation bases of the decoy qubits of DB. UTP
measures those qubits in proper bases and discloses the measurement results, and Bob
calculates the error in the quantum channel between Bob and UTP. If the estimated error
is greater than some threshold value, then they terminate the protocol and otherwise go to
the next step.
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6. To check the security of the quantum channel from Bob to Alice, Bob announces the
preparation bases of the qubits of DA and Alice announces the corresponding positions and
the cover operations which she applies on those qubits. UTP measures those qubits, from
the announced measurement results Alice and Bob calculate the error in the channel and
decide to continue or stop the protocol.

7. UTP discards all the measured qubits and Alice announces all cover operations for the
remaining qubits.

8. Authentication process: Same as before in the MDI-DSQC protocol of Section 2.

9. UTP measures each qubit pair from (S′A, SB) in Bell basis and announces the measurement
result. From the knowledge of (SA, SB) and (S′A, SB), Bob decodes the classical bit string
m′.

10. Alice and Bob publicly compare the random check bits to check the integrity of the mes-
sages. If they find an acceptable error rate then Bob gets the secret message m and the
communication process is completed.

Using similar arguments as in Section 2.2, we can prove the security of our proposed MDI-
DSQC Protocol with user authentication.

4.1 Example of our MDI-DSQC protocol

Let us now take an example of the above discussed MDI-DSQC with user authentication protocol,
where we assume all channels are noiseless.

Suppose Alice has a 6-bit secret message m = 011010 and the secret identities of Alice and
Bob are IdA = 1011 and IdB = 0111 respectively, i.e., n = 6 and k = 2. Then the protocol is as
follows.

1. Alice chooses c = 4 check bits 1001 and inserts those bits in random positions of m. Let
the new bit string be m′ = 0101100110 (bold numbers are check bits, i.e., the 2nd, 3rd,
7th and 9th bits) of length n+ c = 10 = 2N , i.e., N = 5.

2. Bob:

(a) Randomly prepares N + k = 7 EPR pairs∣∣Ψ+
〉
a1b1

,
∣∣Φ+

〉
a2b2

,
∣∣Φ+

〉
a3b3

,
∣∣Ψ−〉

a4b4

∣∣Φ−〉
a5b5

,
∣∣Ψ−〉

a6b6
, and

∣∣Ψ+
〉
a7b7

.

He separates the entangled qubit pairs into two particle sequences

SA = {a1, a2, a3, a4, a5, a6, a7} and SB = {b1, b2, b3, b4, b5, b6, b7},

each of length 7.

(b) He also prepares 2 EPR pairs I1 = |Φ−〉a′1b′1 and I2 = |Ψ−〉′a2b′2 corresponding to

his identity IdB = 0111, and creates two single-qubit sequences IA = {a′1, a′2} and
IB = {b′1, b′2} by separating the EPR pairs.
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(c) Bob chooses two sets DA = {|+〉 , |1〉 , |0〉 , |+〉} and DB = {|−〉 , |0〉 , |1〉 , |0〉}, each
of d = 4 many decoy photons randomly prepared in Z-basis or X-basis. Then he
randomly interleaves the qubits of IA(IB) and DA(DB) and SA(SB) (maintaining the
relative ordering of each set) to get a new sequences of single qubits QA(QB). Let

QA = {a1, a2, a′1, |+〉 , a3, |1〉 , a′2, a4, a5, |0〉 , a6, a7, |+〉}

and QB = {b1, b′1, b2, b3, b4, |−〉 , |0〉 , b′2, b5, |1〉 , b6, b7, |0〉}.

(d) Bob retains the QB-sequence and sends the QA-sequence to Alice through a quantum
channel.

(e) After Alice receives QA-sequence, Bob announces the positions of the qubits of IA (3rd
and 7th) and DA (4th, 6th, 10th and 13th).

3. Alice:

(a) She separates the qubits of SA, IA and DA from QA, i.e., she has

SA = {a1, a2, a3, a4, a5, a6, a7}, IA = {a′1, a′2} and DA = {|+〉 , |1〉 , |0〉 , |+〉}.

She randomly chooses 5 qubits a1, a3, a4, a6 and a7 from SA to encode m′ = 0101100110
and the remaining 2 qubits a2 and a5 (say, the set CA = {a2, a5}) are used to encode
IdA = 1011. After encoding the classical information, let SA become S′A, then

S′A = {σx(a1), iσy(a2), σx(a3), iσy(a4), σz(a5), σx(a6), iσy(a7)}.

(b) Alice randomly applies σz and I on the qubits of IA and the resulting new sequence
is I ′A = {σz(a′1), I(a′2)}. She randomly inserts the qubits of I ′A and DA into random
positions of S′A and the new sequence is

Q′A = {σx(a1), |+〉 , σz(a′1), iσy(a2), |1〉 , |0〉 , σx(a3), I(a′2), iσy(a4), |+〉 , σz(a5), σx(a6), iσy(a7)}.

(c) She randomly applies cover operations from {I, iσy, H, iσyH} on the qubits of Q′A and
the resulting new sequence is

Q′A
1

= {iσyHσx(a1), H(|+〉), Iσz(a′1), Hiσy(a2), I(|1〉), iσy(|0〉), Hσx(a3),

HI(a′2), iσyHiσy(a4), I(|+〉), iσyσz(a5), iσyHσx(a6), Hiσy(a7)}.

Alice choses a set D′A = {|−〉 , |1〉 , |0〉} of d′ = 3 decoy qubits randomly prepared in
Z-basis or X-basis. Then she inserts those decoy qubits into some random positions
of Q′A and the resulting new sequence is

Q′′A = {|−〉 , iσyHσx(a1), H(|+〉), Iσz(a′1), Hiσy(a2), I(|1〉), |1〉 , iσy(|0〉), Hσx(a3),

HI(a′2), iσyHiσy(a4), I(|+〉), iσyσz(a5), iσyHσx(a6), |0〉 , Hiσy(a7)}.

Alice sends Q′′A to UTP.
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4. After the UTP receives the sequence Q′′A, Alice announces the positions (1st, 7th and 15th)
and the preparation bases (X,Z and Z) of the decoy qubits of D′A. UTP measures the
decoy qubits and publishes the measurement results |−〉 , |1〉 , |0〉. Since there is no error,
the quantum channel between Alice and UTP is secure and they continue the protocol.

5. Bob sends the sequence QB to UTP and when all the qubits of QB are reached to UTP,
Bob announces the positions (6th, 7th, 10th and 13th) and the preparation bases (X,Z,Z
and Z) of the decoy qubits of DB. UTP measures those qubits in proper bases and discloses
the measurement results |−〉 , |0〉 , |1〉 , |0〉. Then Bob calculates the error rate (which is zero
for this example) in the quantum channel between Bob and UTP and goes to the next step.

6. Bob announces the preparation bases (X,Z,Z and X) of the qubits of DA and Alice an-
nounces the corresponding positions (3rd, 6th, 8th and 12th) in the sequence Q′′A and the
cover operations (H, I, iσy and I) which she applies on those qubits. UTP measures those
qubits and from the announced measurement results, Alice and Bob find the channel is
secure. They decide to continue the protocol.

7. UTP discards all the measured qubits from Q′′A and QB, then UTP has the following
sequences

Q1
A = {iσyHσx(a1), Iσz(a

′
1), Hiσy(a2), Hσx(a3), HI(a′2), iσyHiσy(a4),

iσyσz(a5), iσyHσx(a6), Hiσy(a7)}

and

Q1
B = {b1, b′1, b2, b3, b4, b′2, b5, b6, b7}.

Alice announces all cover operations (iσyH, I,H,H,H, iσyH, iσy, iσyH and H) for the
qubits of Q1

A. Then UTP applies the inverse of the cover operation on the correspond-
ing qubits and gets back

Q2
A = {σx(a1), σz(a

′
1), iσy(a2), σx(a3), I(a′2), iσy(a4), σz(a5), σx(a6), iσy(a7)}.

8. Authentication process:

(a) Alice announces the positions (2nd and 5th) of the qubits of I ′A in the sequence Q2
A

and Bob announces the positions (2nd and 6th) of the qubits of IB in the sequence Q1
B.

UTP measures the qubit pairs (σz(a
′
1), b

′
1) and (I(a′2), b

′
2) in Bell basis and announces

the results |Φ+〉 and |Ψ−〉. As Alice knows IdB = 0111, she knows the exact states of
I1 = |Φ−〉 and I2 = |Ψ−〉. Since she randomly applied Pauli operators σz, I on a′1, a

′
2

respectively, the joint state changes to |Φ+〉 , |Ψ−〉. Alice confirms Bob’s identity and
continues the protocol.

(b) Alice announces the positions (2nd and 5th) of the qubits of CA in the sequence
S′A and UTP measures those qubits with their partner qubits from SB (say, the set
CB = (b2, b5)) in Bell bases and announces the measurement results |Ψ−〉 , |Φ+〉. Since
the initial states of the EPR pairs are |Φ+〉 , |Φ−〉, Bob decodes the identity of Alice
as IdA = 1011 and confirms Alice as a legitimate party and continues the protocol.
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9. The UTP discards the measured qubits and measures the remaining qubit pairs from
(S′A, SB) in Bell basis and announces the measurement result |Φ+〉 , |Ψ+〉 , |Φ+〉 , |Φ−〉 , |Φ−〉.
From these results, Bob decodes the classical bit string m′ = 0101100110.

10. Alice and Bob publicly compare the random check bits (2nd, 3rd, 7th and 9th bits of m′)
to check the integrity of the messages. Bob discards those bits to obtain the secret message
m = 011010 and the communication process is completed.

5 Conclusion

In this paper, we report the first-ever protocol for MDI-QSDC which provides mutual identity
authentication of the users. Here, both the parties have their previously shared secret identity
keys, and the sender first verifies the authenticity of the receiver and then sends the secret message
with the help of a UTP, who performs all the measurements. Similarly, the receiver also verifies
the sender’s identity before receiving the message. Then we extend it to an MDI-QD protocol,
where both the parties check the authenticity of the other party before exchanging their secret
messages. Next, we also present an MDI-DSQC protocol with user authentication and analyses
the security of these protocols.

Appendix: Proof of Lemma 1

Lemma 1: For a probability distribution {δi, 1 ≤ i ≤ 4}, −
∑4

i=1 δilogδi ≤ h(δ2+δ4)+h(δ3+δ4),
where h(·) represents the binary entropy function.

Proof: Let X be a random variable such that

X =


00 with probability δ1,

01 with probability δ2,

10 with probability δ3,

11 with probability δ4.

Let Y and Z be the following events,

Y =

{
1, if the least significant bit of X = 1 ,

0, otherwise.

Z =

{
1, if the most significant bit of X = 1 ,

0, otherwise.

In other words,

Y =

{
1 with probability δ2 + δ4 ,

0 with probability δ1 + δ3.

and

Z =

{
1 with probability δ3 + δ4 ,

0 with probability δ1 + δ2.
(10)
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Then the entropy of the events Y and Z are as follows

H(Y ) = −
∑

y∈{0,1}

Pr(Y = y)log[Pr(Y = y)] = h(δ2 + δ4).

H(Z) = −
∑

z∈{0,1}

Pr(Z = z)log[Pr(Z = z)] = h(δ3 + δ4).

The joint entropy H(Y, Z) of the events Y and Z is

H(Y, Z) = −
∑

y∈{0,1}

∑
z∈{0,1}

Pr(Y = y, Z = z)log[Pr(Y = y, Z = z)]

= −
∑

x∈{00,01,10,11}

Pr(X = x)log[Pr(X = x)]

= −
4∑
i=1

δilogδi.

Now using sub-additivity property of entropy, i.e., the fact that the joint entropy of a set of
variables is less than or equal to the sum of the individual entropies of the variables in the set.
Therefore,

H(Y,Z) ≤ H(Y ) +H(Z)

or, −
4∑
i=1

δilogδi ≤ h(δ2 + δ4) + h(δ3 + δ4).
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