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Abstract: In this paper, we put forward a novel single-state three-party semiquantum key agreement (SQKA)
protocol with three-particle GHZ entangled states first. Different with previous quantum key agreement (QKA)
protocols, the proposed single-state three-party SQKA protocol can realize the goal that a quantum party and two
classical parties who only possess limited quantum capabilities equally contribute to the generation of a
shared private key over quantum channels. Detailed security analysis turns out that the proposed single-state
three-party SQKA protocol is secure against several famous attacks from an outside eavesdropper, such as the
Trojan horse attack, the entangle-measure attack, the measure-resend attack and the intercept-resend attack.
Moreover, it can resist the participant attack, which means that the shared private key cannot be determined fully
by any nontrivial subset of three parties. The proposed single-state three-party SQKA protocol has the following
nice features: (1) it only employs one kind of three-particle GHZ entangled states as initial quantum resource; (2) it
doesn’t need pre-shared keys among different parties; (3) it doesn’t need unitary operations or quantum
entanglement swapping. Finally, we generalize the proposed single-state three-party SQKA protocol into the case
of N -party by only employing one kind of N -particle GHZ entangled states as initial quantum resource, which

inherits the nice features of its three-party counterpart.
Keywords: Semiquantum cryptography; multi-party semiquantum key agreement; single state; GHZ
entangled state

1 Introduction

In 1984, the first quantum key distribution (QKD) scheme was put forward by Bennett and
Brassard [1], which means the appearance of quantum cryptography. Different from classical
cryptography, whose security depends on the computing complexity of solving mathematical
problems, quantum cryptography gains its theoretically unconditional security through the laws of
physics such as quantum no-cloning theorem, Heisenberg's uncertainty principle et al. Since the
birth of quantum cryptography, many people have been devoted to studying it [1-30]. As a result,
various quantum cryptography branches have been established, such as QKD [1-6], quantum
secure direct communication (QSDC) [7-14], quantum secret sharing (QSS) [15-19], quantum key
agreement (QKA) [20-30] et al. QKA has been a hot topic of quantum cryptography in recent
years. Different from QKD, in which one party distributes his private key to the other parties via
quantum channels, QKA allows all participants to affect the shared key equally, which means that

the shared key cannot be decided by any nontrivial subset of all participants.
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In 2004, Zhou et al. [20] raised the first QKA protocol by utilizing quantum teleportation
technique. However, Tsai and Hwang [21] subsequently pointed out a weakness in Zhou et al. §
protocol, i.e., the shared key can be fully determined by any participant. Later, Hsueh and Chen
[22] proposed a QKA protocol based on maximally entangled states. In 2011, Chong et al. [23]
proposed an improvement to two flaws of the protocol in Ref.[22]. In 2013, Shi and Zhong [24]
presented the first multi-party QKA protocol using Bell states and entanglement swapping; Liu et
al. [25] pointed out that the protocol in Ref.[24] cannot resist the participant attack, and then put
forward a new multi-party QKA protocol with single particles; Yin et al. [26] presented a
three-party QKA protocol with two-photon entanglement. In 2014, Xu et al. [27] suggested a
novel multi-party QKA protocol with GHZ states. In 2016, Sun et al. [28] put forward an efficient
multi-party QKA protocol with cluster states; Zhu et al. [29] pointed out that the protocol in
Ref.[26] is not secure, as two dishonest participants can conspire to determine the shared key
alone, and suggested an improvement to remedy this flaw. In 2020, Wang et al. [30] proposed a
three-party QKA protocol with quantum Fourier transform.

The above QKA protocols always require all parties to possess full quantum capabilities,
which may be impractical in some circumstances. In order to ease the burdens of quantum state
preparation and quantum state measurement for partial parties, Boyer et al. [31-32] proposed the

concept of semiquantum cryptography for the first time, which permits partial parties to only have

limited quantum capabilities, such as measuring qubits with the Z -basis (i.e., ﬂ0>,|1>}), preparing

fresh qubits in the Z -basis, sending qubits without interference and reordering qubits through
different delay lines. Since the birth of the concept of semiquantum cryptography, many scholars
have applied it into different quantum cryptography branches to design different kinds of
semiquantum cryptography protocols, such as semiquantum key distribution (SQKD) protocols
[31-38], semiquantum private comparison (SQPC) protocols [39,40], semiquantum secret sharing
(SQSS) protocols [41-43], semiquantum controlled secure direct communication (SQCSDC)
protocol [44], semiquantum dialogue (SQD) protocol [44,45], semiquantum key agreement
(SQKA) protocols [44,46,47], et al. With respect to SQKA, in 2017, Shukla et al. [44] proposed a
two-party SQKA protocol with Bell states; Liu et al. [46] proposed a multi-party SQKA protocol
with delegating quantum computation. In 2020, Zhou et al. [47] put forward a three-party SQKA
protocol with four-particle cluster states.

Based on the above analysis, in this paper, in order to realize the goal that a quantum party
and two classical parties equally contribute to the generation of a shared private key over quantum
channels, we put forward a novel single-state three-party SQKA protocol by only adopting one
kind of three-particle GHZ entangled states as initial quantum resource. Then, we generalize it
into the case of N -party by using one kind of N -particle GHZ entangled states as initial quantum
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resource, which can realize the goal that a quantum party and N —1classical parties equally
contribute to the generation of a shared private key over quantum channels.

The remaining parts of this paper are arranged as follows: Section 2 describes the proposed
single-state three-party SQKA protocol based on three-particle GHZ entangled states; Section 3
conducts its security analysis; Section 4 generalizes the proposed single-state three-party SQKA

protocol into the one with N parties; and finally, discussion and conclusion are given in Section 5.

2 The proposed single-state three-party SQKA protocol based on three-particle
GHZ entangled states
Three-particle GHZ entangled states are three-qubit maximum entangled states, which are

defined as
1
\‘I’E,O@S,O@t>ABC =$(|0,0®S,O@t>+|l,l® 5,10t)),

1

|Pooesoet) 0 :E(—l)"(Bt (10,0@5,00t)-|L1®s,101)), (1)

where s,t €{0,1} .

Suppose that Alice possesses unlimited quantum abilities while Bob and Charlie are two
classical parties with limited quantum abilities. Alice, Bob and Charlie want to negotiate a shared
private key over quantum channels on the condition that each participant equally contributes to the

generation of this key which cannot be determined fully by any nontrivial subset of them. In order

to accomplish this goal, we adopt the three-particle GHZ entangled state“{’aolo>ABC as initial

quantum resource to design a single-state three-party SQKA protocol, which can be described as

follows. For clarity, its flow chart is given in Fig.1. Note that throughout this protocol, the

classical bit 0 corresponds to the state|0) , while the classical bit 1 corresponds to the state|1) .

Alice
ffffff quantum channel 1. Produce a random key K, and calculate h(k, )
—» Classical channel 2. Prepare GHZ entangled states |¥5,0) .

4. Check the transmission security of s, and s,

5. Calculate Qf_ =M[ @K}

6. Extract K, (K, ) toobtain n'(kg )( (K )), accept
Ke =K, ®Kg ®Kc as the final shared key when
(ks )=h(xg, ) and 1 (Kg,)= (k)

.
Charlie

1. Produce a random key Kg and calculate h(Ks, ) é ;rodduce |a ral}dutm(:l(_lg)éLKc; Salng_lf:alcdulatelh(gcr) th

3. Randomly select CTRL of SIFT and write down the 1. Publish h(K, ) ' ngsﬁznf:,i f;un Mc vl\)/Len sheazho‘évsré:tocg\{gT ¢
measurement result Mg when he chooses to SIFT 1. Publish N(Ke, ) 4. Check the transmission security of Sz and S

4. Check the transmission security of S, and sc S. Publish Qs 5‘ Calculate Q¢, =M @K ’ ’

5. Calculate Qf =Mj ®Kj 5. Publish Qc, 6. Extract K;r( KF,»CS to obtain (Ka ) (h'(Kg, ), accept

6. Extract K, (K. ) toobtainn(x, )(n (k) accept Kr =K, ®Kg, @K, as the final shared key when

Ke =K, ®Kg ®Kc, as the final shared key when

0 (Ky )=h(Ky ) a@nd 1 (Ke, )=h(Ke, ) W (Kp )=n(K, ) and (kg )=h(Kq, )

Fig. 1 The flow chart of the proposed single-state three-party SQKA protocol
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Step 1: Alice, Bob and Charlie make use of quantum random number generator (QRNG) to

produce the original random keys K, , Kg_and K¢ _, respectively. Here, K, = {K}* , Kf\F KRF } ,

Ko, ={Kh K o KE | Ko, ={KE KE oKL | where K} G KE <{03), r=12.-n

and n is the length of shared private key. Each of Alice, Bob and Charlie calculates the hash value

of the corresponding original random key and publishes the result to the other two parties. Here,

h ( Ka ) ,h ( Kg, ) and h ( Ke, )represents the hash values of K , Kg_and K¢_, respectively.

Step 2: Alice prepares8n GHZ entangled states all in the state of ‘\PE'O'°>ABC' Then, Alice

divides them into three sequences: S, = {8,1,8,2,---,8,8”}, where Slj is the j th particle of S, ,

I=AB,Cand j=12,---,8n. Specifically, all first, second and third particles of these GHZ
entangled states form the ordered sequence S, Sg and S , respectively. Alice sends the particles in

Sg (Sc ) to Bob (Charlie) one by one. Note that after Alice sends the first particle to Bob (Charlie),

she sends a particle only after receiving the previous one.

Step 3: For the jth (j=12,---,8n) received particle inSgz(Sc ), Bob (Charlie) randomly
executes one of the following two operations: (D the CTRL operation, i.e., reflecting the j th

received particle directly to Alice; and @) the SIFT operation, i.e., measuring the j th received
particle with the Z basis to obtain the bit value of the measurement result M é ( MCj ), preparing a

fresh particle in the same state as that he (she) found and resending it to Alice. Note that Bob
(Charlie) chooses to SIFT and CTRL with equal probability; and there are only 4n particles Bob

(Charlic) chooses to SIFT. Bob (Charlic) writes down Mg ={M%,M2,.,M&"|

(M¢ = {M(l: ME,.. M }) when he (she) chooses to SIFT.

Step 4: Bob (Charlie) tells Alice the positions of Sg ( S ) where he (she) chose to SIFT. Alice

performs different operations on the received particles according to Bob and Charlie’s choices, as
illustrated in Table 1. Case a, Case b and Case ¢ are used to check whether the transmissions of Sg
and S, are secure or not; and Case d is used for not only checking the transmission security of Sg
and S but also key agreement. Note that there are 2npositions where Case d happens; Alice

randomly choose n positions among these 2n ones to check the transmission security of Sz and S .

In Case a, for the position where both Bob and Charlie chose to CTRL, Alice performs

Action 1. If there is no Eve on line, Alice’s measurement result should be“{’ao‘o>ABC ;

In Case b, for the position where Bob chose to CTRL and Charlie chose to SIFT, Alice

performs Action II. If there is no Eve on line, Charlie’s measurement result on the original particle,
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Alice’s measurement result on the particle from Bob and Alice’s measurement result on the
corresponding particle in her own hand should be same; For checking whether there is an Eve or
not, Charlie needs to tell Alice her measurement result;

In Case c, for the position where Bob chose to SIFT and Charlie chose to CTRL, Alice
performs Action III. If there is no Eve on line, Bob’s measurement result on the original particle,
Alice’s measurement result on the particle from Charlie and Alice’s measurement result on the
corresponding particle in her own hand should be same; For checking whether there is an Eve or
not, Bob needs to tell Alice his measurement result;

In Case d, for the position where Bob chose to SIFT and Charlie chose to SIFT, Alice
performs Action IV. If there is no Eve on line, Bob’s measurement result on the original particle,
Charlie’s measurement result on the original particle and Alice’s measurement result on the
corresponding particle in her own hand should always be same; and Alice’s measurement result on
the particle from Bob (Charlie) should be same to the fresh state generated by Bob (Charlie). For
checking whether there is an Eve or not, Bob and Charlie need to tell Alice their measurement
results for the n chosen positions;

If either of the error rates of these four Cases is abnormally high, the communication will be
terminated immediately; otherwise, the communication will be continued.

Table 1 Alice’s actions corresponding to those of Bob and Charlie

Case Bob Charlie Alice
a CTRL CTRL Action |
b CTRL SIFT Action II
c SIFT CTRL Action III
d SIFT SIFT Action IV

Action I: Alice measures the particle from Bob, the particle from Charlie together with the corresponding particle
in her own hand with the GHZ basis;
Action II: Alice measures the particle from Bob and the corresponding particle in her own hand with the Z basis;
Action III: Alice measures the particle from Charlie and the corresponding particle in her own hand with the Z
basis.
Action IV: Alice measures the particle from Bob, the particle from Charlie and the corresponding particle in her
own hand with the Z basis.
Step 5: As for Case d, after the n particles used for security check are discarded, the
remaining n ones are used for key agreement, which are called as INFO particles for simplicity.

The bit values of Alice’s measurement results on the INFO particles in her own hand are

represented by M, = {MiF , ME\F MRF } Similarly, Mg_ = {M ép M SF M SF }denote the bits of



M corresponding to INFO particles, whileM¢_ = {M éF : MéF MSF }represent the bits of M ¢

corresponding to INFO particles. It is apparent that

Mp =Mg_ =Mc_. (2)
Alice calculates

Qp =M, ®Kj_, 3)
wherer =1,2,---,n, and publishes QAF to Bob and Charlie, where QAF = {Qi\F ,Q,iF QRF } In the

meanwhile, Bob calculates

Qf =Mf @K . @)
and publishes Qg_ to Charlie and Alice, where QBF = {Q%;F ,QéF ,...,QSF }; Charlie calculates

Qc, =Mc, @K, )
and publishes Q_to Alice and Bob, where Q¢ = {QéF ,QéF ,...,QSF }

Step 6: According to M _, Alice extracts Kg_ (K¢_) fromQg_(Qc_ ). Then, Alice calculates
the hash value of Kg (K¢ ) to obtain the result h (KBF )( h (KCF ) ). Ifh (KBF ) = h(KBF ) and
h (KCF ) = h(KCF ), Alice will accept Kg =K, ®Kg @K _ as the final shared key.

Bob deduces K5 (Kc_ ) fromQ, (Qc_ ) andMg_. Then, Bob calculates the hash value of
Ka. (K, ) to obtain the resulth’ (K, J(h'(Kc, ). Ifh (K, )=h(K, Jandh (K¢, )=h(Kc, ),
Bob will acceptKg =K, @Ky @K as the final shared key.

Charlie deducesK,_(Kg ) fromQ, (Qg_ ) andMc_. Then, Charlie calculates the hash
value of K, ( Kg ) to obtain the result h (KAF ) ( h'(KBF ) )., If (KAF ) = h(KAF ) and
h (KBF ) = h(KBF ) , Charlie will accept K =K, @ Kp @K as the final shared key.

If any of Alice, Bob and Charlie refuses Kg =K, ®Kg @ K¢ _as the final shared key, the

protocol will be terminated and restarted from the beginning.

3 Security analysis
3.1 Outside attack



In the proposed protocol, in order to obtain K, an outside eavesdropper, Eve may try her
best to get something useful during the whole transmission processes of the particles of Sy and S
by launching some famous attacks, such as the trojan horse attack, the entangle-measure attack,
the measure-resend attack and the intercept-resend attack.

(1) The Trojan horse attack

In the proposed protocol, the particles of S; (S ) go a round trip between Alice and Bob
(Charlie), so we should take actions to overcome the Trojan horse attack from Eve, including the
invisible photon eavesdropping attack [48] and the delay-photon Trojan horse attack [49,50]. As
pointed out in Refs.[50,51], for defeating the invisible photon eavesdropping attack, Bob (Charlie)
can put a wavelength filter in front of his (her) device to erase the illegitimate photon signal; and
for preventing the delay-photon Trojan horse attack, Bob (Charlie) can adopt a photon number
splitter (PNS: 50/50) to divide each sample signal into two parts, use the correct measuring bases
to measure them and check whether the multiphoton rate is abnormally high or not.

(2) The entangle-measure attack

Eve’s entangle-measure attack on the particles of Sgand S can be modeled as two unitaries:

U attacking particles from Alice to Bob and Charlie andU attacking particles back from Bob
and Charlie to Alice, whereU g andU share a common probe space with initial state|§>E . The

shared probe allows Eve to launch her attack on the returned particles depending on the

knowledge acquired fromU (if Eve does not make use of this fact, the “shared probe” can be

regarded as the composite system formed by two independent probes) [31,32]. Any attack where
Eve would makeU depend on a measurement after performingU_ can be realized byU g andU

with controlled gates. Eve’s entangle-measure attack on the particles of Sg and S; can be depicted

as Fig.2.

Sg —— > ———» Bob

———» Charlie —

|£)e —>
Alice
-]
| m—

Ale— L

Fig.2 Eve’s entangle-measure attack on the particles of Sg and S with two unitariesU g andU ¢
Theorem 1. Suppose that Eve performs attack (U e.Ug ) on the particles from Alice to Bob

and Charlie and back to Alice. For this attack inducing no error in Step 4, the final state of Eve's
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probe should be independent of Alice, Bob and Charlie’s operations and their measurement

results.

Proof. The effect ofU ¢ on the qubits |0) and |1) can be described as
UE(IO>|9K>E>::300|0>|§oo>+ﬂ01|1>|§01>, (6)
UE(|1>|§>E):/310|0>|§1o>+ﬂ11|1>|§11>, (7

where [0) [ £01)

510> and|§11> are Eve’s probe states depending onUg, ﬂ00|2 +|,6’01|2 =land

|,310|2 +|/311|2 =1.

According to Stinespring dilation theorem, the global state of the composite system before

Bob and Charlie’s operations is

Ug ( Y500 >ABC |§>E ) =Ug {%(|000> +|111>)ABC |§>E }

= %D 0>A (/300 |O>B |§oo>+/301|1>5 |§01>)(ﬁ00 |0>c |§oo> +Bo |1>c |501>)

+90 (Bol0)g |0+ Aa[)a ) (B0 |0 |10} + D) 1))
= 5[10)41006 0 (|0}l 20)) 100, 0 1 (s} )
+10),,[2)g 10} (Borfioo |01} 00)) +10) 4 1D [L)c (oe” [ o1)] o))
+1) 410)g [0} (B0 |€10)[€10)) +11) 105 [2)c (BroBra|€10)]21)
+[15[250)c (Aol )| o)) +1Da g [V (A’ [ur) 1) |
=10),10) 1) [ Eaoo) +10), 100 1) | Eqon) +10) 4 1) 100 [Eono)
+10) 5 [0 [1 [ Eo) + 1) 10)g [0)c | Exco)+11)4 |00 1) [ Excn)

+|1>A|1>B|O>C|E110>+|1>A|1>B|1>C|E111>’ ®)

where the subscripts A, B and C denote the particles from S,, Sz and S, respectively, and

| EOOO> = ﬁOO2 |§00>|§OO> ’ | E001> = ﬁ00ﬂ01|§00>|§01> ’ | E010> = ﬂOlﬁOO |§Ol>|§00> >

Eowt) = Bor” | €01) | Eon) »

|Es00) = B0’ |£10)] &r0) »

E101> = /310,311 | 510>|§11> ’

E110> = ﬂllﬂlo |§11>|§10>a | E111> = ﬂnz |§11>|§11> .

When Bob and Charlie receive the particles from Alice, they choose either to SIFT or to
CTRL. After that, Eve performsU ¢ on the particles sent back to Alice.

(i) Firstly, consider the case that both Bob and Charlie choose to SIFT. As a result, the state of



the composite system of Eq.(8) is collapsed into|x) , |y), |2). | Exyz> , wherex,y,z€{0,1}. For Eve

not being detectable in Step 4, Bob’s measurement result on the original particle, Charlie’s
measurement result on the original particle and Alice’s measurement result on the corresponding
particle in her own hand should always be same. Hence, we have

| E001> = | E010> = | E011> = | E100> = | E101> = | E110> =0. )

Moreover, Alice’s measurement result on the particle from Bob (Charlie) should be same to the
fresh state generated by Bob (Charlie), thusU ¢ should satisfy

Ue (|X>A|y>B|Z>C|EXVZ>)=|X>A|y>B|Z>C|FXVZ>’ X= y:Ze{O,l} > (10)

which means thatU g cannot alter the states of the particles from Alice, Bob and Charlie after Bob

and Charlie’s SIFT operations. Otherwise, Eve is discovered with a non-zero probability.

(i1) Secondly, consider the case that Bob chooses to SIFT and Charlie chooses to CTRL. As a

result, if Bob’s measurement result is|0),, the state of the composite system of Eq.(8) will be

collapsed into [0),0); |0). [Eooo) +]0)4[0)g [1)c | Eoor) +1)a10)g [0)c [Eroo) +]1) 4 0)g [L) | Eson) 5

and if Bob’s measurement result is|l>B, the state of the composite system of Eq.(8) will be

collapsed into|0) , |1)g |0}, |Eg1)+[0), [1)5 1) [Eor1) +[1) o [Dg [0)c | Ento) + [ [Dg [T [Ernr) -

Suppose that Bob’s measurement result is|0),. After Eve performsUg on the particles sent

from Bob and Charlie back to Alice, due to Eq.(9) and Eq.(10), the state of the composite system

is evolved into

UF (|O>A |O>B |O>c | E000> +|O>A |O>B |1>c | E001> +|1>A|0>B |O>c | E100> +|1>A|O>B |lC>c | E101>>

=10)10)5 |0)c [ Fooo) - (11)
For Eve not being detectable in Step 4, Alice’s measurement results on her own corresponding

particle and the particle reflected by Charlie should be in the states of]0),and|0) , respectively.

Apparently, Eq.(11) naturally satisfies this requirement.

On the other hand, assume that Bob’s measurement result is|1), . After Eve performsUg on

the particles sent from Bob and Charlie back to Alice, due to Eq.(9) and Eq.(10), the state of the

composite system is evolved into

Ur: (10)4[2)g [0)c [ Eoro) +]0)[1)g [1)c [ Bors) +12) 4 [9g 10)c | Easo) + 14 [1)g 1) [Ersa)

=150 [De [ Faa) - (12)

For Eve not being detectable in Step 4, Alice’s measurement results on her own corresponding



particle and the particle reflected by Charlie should be in the states of[1), and|1). , respectively.

Apparently, Eq.(12) naturally satisfies this requirement.
(ii1) Thirdly, consider the case that Bob chooses to CTRL and Charlie chooses to SIFT. As a

result, if Charlie’s measurement result is|0),, the state of the composite system of Eq.(8) will be

collapsed into |O>A|0>B|O>C|E000>+|0>A|1>B|0>C|E010>+|1>A|0>B|0>C |E100>+|1>A|l>B|O>C|E110> )

and if Charlie’s measurement result is|1>c , the state of the composite system of Eq.(8) will be

collapsed into|0),, |0) [1);. | Eger) +|0) 4 [1)g |V | Eors) +[1)[0)g [Dc | Eror) +[Da ) Ve | Eaza) -

Suppose that Charlie’s measurement result is|0). . After Eve performsU on the particles sent

from Bob and Charlie back to Alice, due to Eq.(9) and Eq.(10), the state of the composite system
is evolved into

Ur (|0>A |0>B |0>c | E000> +|0>A |1>B |0>c | E010> +|1>A|O>B |0>c | E100>+|1>A |1>B |0>c | E110>)

=10)10)g 0)c. | Foco) - (13)
For Eve not being detectable in Step 4, Alice’s measurement results on her own corresponding

particle and the particle reflected by Bob should be in the states of|0), and|0), , respectively.

B b
Apparently, Eq.(13) naturally satisfies this requirement.

On the other hand, assume that Charlie’s measurement result is |1>c . After Eve performsU

on the particles sent from Bob and Charlie back to Alice, due to Eq.(9) and Eq.(10), the state of
the composite system is evolved into

Ur (|O>A|0>B |1>c | E001> +|O>A |1>B |1>c | E011>+|1>A|0>B |1>c | E101> +|1>A |1>B |1>c | E111>)

=[DaDs e [Fa) - (14)
For Eve not being detectable in Step 4, Alice’s measurement results on her own corresponding

particle and the particle reflected by Bob should be in the states ofll), and|1),, respectively.

B’

Apparently, Eq.(14) naturally satisfies this requirement.
(iv) Fourthly, consider the case that both Bob and Charlie choose to CTRL. After Eve
performsUg on the particles sent back to Alice, due to Eq.(9) and Eq.(10), the state of the

composite system is evolved into

Ur (10)4]0)g [0)c [ Eooo) +10)4[0)g [1)c [Boos) +0) 4 15 10)c | Eoro) +10) [1g [V | Eour)

+|1>A|O>B |0>c |E100>+|1>A |O>B |1>c | E101>+|1>A |1>B |0>C | E110> +|1>A|1>B |1>c |E111>)
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=[0)A10)g [0)c | Fooo) +[1) 4 Vg L) | Fiaz)

1 +

= E(‘ ‘Pg,o,o>ABC +‘\P6,0,0>ABC )| Fooo) + %(‘ Y000 >ABC - ‘ Y000 >ABC )| Fiu)

= %‘T3,0,0>ABC (| F000> +| F111>)+%“P5,0,0>ABC (| F000> ‘| F111>) . (15)

For Eve not being detectable in Step 4, Alice’s measurement results on the particle reflected by

Bob, the corresponding particle reflected by Charlie and her own corresponding particle should be

in the state of ‘ \PS‘O’O>ABC . Thus, it can be obtained from Eq.(15) that

| Fooo) =|Fraa) =|F) - (16)
(v) Inserting Eq.(16) into Eq.(10) derives

UF(|X>A|y>B|Z>C|EXyZ>):|X>A|y>B|Z>C|F>’ x=y=2e{01}. (17)

Inserting Eq.(16) into Eq.(11) generates
Ur (|O>A|O>B |0>c | E000>+|O>A|O>B |1>c | E001>+|1>A|0>B |O>c | E100>+|1>A|0>B |1C>c | E101>)
:|O>A|O>B|O>C|F>' (18)
Inserting Eq.(16) into Eq.(12) produces
Ur (|O>A|1>B |0>c | E010>+|0>A|1>B |1>c | E011>+|1>A|1>B |O>c | E110>+|1>A|1>B |1>c | E111>)
:|1>A|1>B |1>c |[F). (19)
Inserting Eq.(16) into Eq.(13) derives

Ur (|0>A |O>B |0>c | E000> +|0>A |1>B |0>c | E010> +|1>A|O>B |0>c | E100>+|1>A |1>B |O>c | E110>)

=10)[0)g [0)c [F).- (20)
Inserting Eq.(16) into Eq.(14) generates

Uk (0)10)g [1)c [ Eoor) +10) 4 115 [1)c | Eors) + 1)1 0)g [1)c [Bron) + 1405 [1)c [Ersa)

=14 10g e |F)- @1
Tnserting Eq.(16) into Eq.(15) produces
Uk (/0),10)g[0)c | Egoo) +0) 410)g [ | Eoor) +10) [2)g 10)c | Eoso) +10) 4 [1)g [ | Eoaa)
+[D)A10)g [0)c [Exoo) +12) 00} [1)c | Eson) +[1) o [1)g [0)c | Evso) +11) 4 [1)g 1) | Easa)
=2|¥500) . IF)- (22)
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It can be concluded from Eqs.(17-22) that for this attack inducing no error in Step 4, the final
state of Eve’s probe should be independent of Alice, Bob and Charlie’s operations and their

measurement results.

It should be pointed out that when Alice publishes Q,_ to Bob and Charlie, Eve may hearQ,_ .
However, Eve still cannot decode out K A fromQ A » @S she has no idea about M A - Likewise,
when Bob (Charlie) publishes Qg_ (Qc_ ) to Charlie (Bob) and Alice, Eve may hearQg_(Qc_ ).
However, Eve still cannot decode outKg_ (K ) fromQg_(Qc_ ), as she has no idea aboutMg_

(Mg, ). As a result, Eve cannot get K¢ by launching this kind of entangle-measure attack.

(3) The measure-resend attack

In order to know Mg and M, Eve may intercept the particles of Sgand S sent from Alice,

measure them with the Z basis and resend the resulted states back to Bob and Charlie. After Eve’s

measurement, the initial state prepared by Alice is collapsed into|000),. . or|[111), . with the

ABC ABC

same probability. Without loss of generality, suppose that the j th initial state prepared by Alice is

collapsed into|000),, . after Eve’s measurement. When both Bob and Charlie choose to CTRL,

ABC

Bob and Charlie reflect the received particles back to Alice; and Alice measures the particle from

Bob, the particle from Charlie and the corresponding particle in her hand with the GHZ basis, and

obtains “Pao,o >ABC or “Pa,o,o >ABC with the same probability. Hence, Eve is detected by Alice, Bob

and Charlie with the probability of % in this case. When Bob chooses to CTRL and Charlie chooses

to SIFT, Bob reflects the received particle back to Alice; Charlie measures the received particle

with the Z basis to obtain the measurement result|0>C , prepares a fresh particle in the same state

as that she found and sends it back to Alice; and Alice measures the particle from Bob and the
corresponding particle in her own hand with the Z basis. Hence, Eve is detected by Alice, Bob and
Charlie with the probability of 0 in this case. Likewise, when Bob chooses to SIFT and Charlie
chooses to CTRL or both Bob and Charlie choose to SIFT, Eve is also detected by Alice, Bob and

Charlie with the probability of 0. To sum up, when Eve launches this kind of measure-resend

attack, she is detected with the probability of % x % + % x0+ % x0+ % x0= % . Therefore, Alice, Bob

n
and Charlie have a probability of 1—(%) to detect Eve, which will converge to 1 ifnis large

12



enough. The reason why Eve’s measure-resend attack can be detected lies in two aspects: on one
hand, the entanglement correlation among different particles of the initial state is destroyed by
Eve’s measurement; on the other hand, Bob and Charlie’s operations are random to Eve.

(4) The intercept-resend attack

In order to know Mg (M), Eve may prepare the fake sequenceSg(S¢ ) in theZ basis

beforehand, intercept the particles of Sg ('S¢ ) sent from Alice, and send the particles of S§ (S¢ ) to
Bob (Charlie). Without loss of generality, take the j th fake particle in Sg (S¢ ) being|0). (]0) )

for example here. When both Bob and Charlie choose to CTRL, Bob and Charlie reflect their

respective j th received fake particles to Alice; and Alice measures the particle from Bob, the
particle from Charlie and the corresponding particle in her hand with the GHZ basis, and obtains

“}’5’0'0> a‘q’a,o,o> ,“Pg’l’1> or ‘W6,1,1> with the same probability. Hence, Eve is

AE,E, AE,E, AE,E, AE,E,

detected by Alice, Bob and Charlie with the probability of% in this case. When Bob chooses to

CTRL and Charlie chooses to SIFT, Bob reflects the j th received fake particle back to Alice;

Charlie measures the j th received fake particle with the Z basis to obtain the measurement result

|O>E , prepares a fresh particle in the same state as that she found and sends it back to Alice; and

Alice measures the particle from Bob and the corresponding particle in her own hand with the Z
basis. Hence, Eve is detected by Alice, Bob and Charlie with the probability of % in this case.
Likewise, when Bob chooses to SIFT and Charlie chooses to CTRL or both Bob and Charlie
choose to SIFT, Eve is also detected by Alice, Bob and Charlie with the probability of % To sum

up, when Eve launches this kind of intercept-resend attack, she is detected with the probability of

E><§+1><£+£><1+£><£><1:£. Therefore, the probability that Alice, Bob and Charlie can
4 4 4 2 4 2 4 2 2 2

n
detect Eve is 1—(Ej , which will converge to 1 ifnis large enough. Eve’s intercept-resend

attack can be discovered for the two reasons: on one hand, Eve’s fake particles are likely to be
different from the genuine ones; on the other hand, Bob and Charlie’s operations are unpredictable
to Eve.
3.2 Inside attack

In 2013, Sun et al. [52] pointed out that a QKA protocol should have the fairness property,
i.e., all involved participants equally contribute to the final shared private key. In other words,

non-trivial subset of the participants cannot determine the final shared private key. In the
13



following, we will validate that the proposed three-party SQKA protocol can satisfy this
requirement.

In the proposed three-party SQKA protocol, as long as all of Alice, Bob and Charlie honestly

implement the protocol before Step 5, they can obtainM, =Mg_ =Mc_, which are used to

encrypt their respective random keys later. If they are clever enough, it will be not necessary for

them to launch attacks before Step 5 of the protocol. In Step 5, Alice publishesQ,_to Bob and

Charlie, Bob publishes Qg_to Charlie and Alice, and Charlie publishes Q¢ to Alice and Bob.

Hence, they may take the chance of publishing their encrypted results to conduct the cheating

behavior. Without loss of generality, suppose that Alice is dishonest and wants to set the final

shared key to be K™ alone. After hearing of Qg andQc_, she can decode outKp_ andKc_,
respectively, according to M ,_ . Then, Alice calculates

Qn =Mj ®(KT @Ky ®KE ), (23)
where K" is the r th bit of K” ,andr =12,---,n. Afterward, Alice publishes Q:F to Bob and Charlie,
where Q;F = {Q:Fl ,QZ Q;’: } . After hearing on;F and Qc, (QBF ), according to M B, ( Mc, ), Bob
(Charlie) can decode out K™ @ Kg. ®Kc, and K¢_ ( Keg, ), respectively. As a result, Bob (Charlie)

obtains the fake final key K by calculating ( K'® Kg, ©Kc, )@ Kg, ®Kc, = K" . It looks like that

Alice’s cheating behavior is successful. However, in Step 6, Bob (Charlie) calculates the hash

value of K" @ Kg, ® K¢ and discovers h (K* ©Kg, ®Kc ) #h ( Ka ) . As a result, Bob (Charlie)

refuses K" as the final shared key. Hence, Alice’s cheating behavior fails.

If two dishonest parties collude together to conduct the cheating behavior similar to the above
one, due to the usage of hash function, their cheating behavior will be also inevitably discovered
by the third party.

It can be concluded now that the proposed three-party SQKA protocol can resist the inside
attack and possess the fairness property, due to the usage of the collision resistance property of

hash function [44].

4 The proposed single-state N -party SQKA protocol based on N -particle GHZ

entangled states

Suppose that there are N (N > 3) parties P,,P,,---,Py, among which P, possesses unlimited
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quantum abilities and P,,P;,---,P, only have limited quantum abilities. P, P,,---,Py want to

negotiate a shared private key over quantum channels together on the condition that each party
equally contributes to the production of this key, which cannot be fully decided by any nontrivial
subset of them. In order to achieve this aim, we generalize the above single-state three-party

SQKA protocol into the one with N parties by adopting the N -particle GHZ entangled state
+ 1 ®N ®N s . .
“Po,o,m,o >N = $(| 0) " +|1) ) as initial quantum resource, which can be depicted as follows.
Step 1: P, utilizes QRNG to generate the original random key K;z , where

Kig = {KllF,KfF,---, K{k }, K{e €{01},r=12,---,n. Similarly, B, also employs QRNG to generate

the original random key Ky , where Ky = {KtlF KE - Kt”F} , K €{0,1} , t=23--- N,
r=12,---,n. Then, B calculates the hash value of her original random key K- and publishes the
result h(K,z ) to the other N -1 parties. Here, h(K ) represents the hash value of Kz, and
1=12,---,N.

Step 2: P, prepares 2" n N -particle GHZ entangled states all in the state of “PJ 0’___’0>N . Then,

P, divides these GHZ entangled states into N sequences: S; = iSi,S?,-+-, S,2N n }, where Slj is the j th

particle of S, ,1=12,---/N and j:1,2,--~,2Nn . Specifically, alll th particles of these GHZ
entangled states form the ordered sequence S, . P, sends the particles in S to P, one by one, where
S, = tl,StZ,---,Stan},t =23,---,N. Note that after P sends the first particle to P, she sends a
particle only after receiving the previous one.

Step 3: For the jth ( j=1,2,---,2Vn) received particle inS, (t=23,---,N ), P, randomly

executes one of the following two operations: (D the CTRL operation, i.e., reflecting the j th

received particle to P;; and @) the SIFT operation, i.e., measuring the j th received particle with
the Z basis to obtain the bit value of the measurement result M , preparing a fresh particle in the
same state as that she found and resending it to P,. Note that P, chooses to SIFT and CTRL with

equal probability; and there are only 2N7'n particles P, chooses to SIFT. P, writes down

M, = {Mtl M2, M2 " }when she chooses to SIFT.

Step 4: P, (t=23,---,N ) tells P, the positions of S, where she chose to SIFT. R, performs
different operations on the received particles according to P,, P;,---, Py ’s choices, which can be

summarized into Table 2. Case (D and Case @ are used to check whether the transmissions of
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S,,S3,---, Sy are secure or not; and Case (3 is used for not only checking the transmission security
of S,,S,,-++,Sy but also key agreement. Note that there are 2n positions where Case (3 happens;
P, randomly choose n positions among these 2n ones to check the transmission security of
5,55, SN

In Case (D, for the position where all of P,, P;,---, Py chose to CTRL, P, performs Action 1. If

there is no Eve on line, P, ’s measurement result should be“Pg,O,O,---,0>N ;

In Case @, for the position where not all of P,,P;,---, P, chose the same operations, P,
performs Action 2. If there is no Eve on line, the measurement results on the original particles
from the parties who chose to SIFT, P, ’s measurement result on the corresponding particle in her
own hand and P,’s measurement results on the particles from the parties who chose to CTRL
should be same. In order to detect whether an Eve exists or not, the parties who chose to SIFT
need to tell P, their measurement results on the original particles;

In Case (3, for the position where all of P, P,,---, Py chose to SIFT, P,performs Action 3. If
there is no Eve on line, P,,P;,---, Py ’s measurement results on their original particles and P, ’s
measurement result on the corresponding particle in her own hand should be same; and P,’s
measurement result on the particle from P, should be same to the fresh state generated by P,. In
order to detect whether an Eve exists or not, P, needs to tell P, her measurement results for the n
chosen positions;

If either of the error rates of these three Cases is abnormally high, the communication will be

terminated immediately; otherwise, the communication will be continued.

Table 2 P, ’s actions corresponding to those of P,, Py,---, Py

Case Py, Py, Py P
® All of them chose to CTRL Action 1
@ Not all of them chose the same operations Action 2
® All of them chose to SIFT Action 3
Action 1: P, measures the particles from P,, P;,---, Py together with the corresponding particle in her own hand

with the N -particle GHZ basis;
Action 2: P, measures the particles from the parties who chose to CTRL and the corresponding particle in her own
hand with the Z basis;
Action 3: P, measures the particles from P,, Py, - -+, Py and the corresponding particle in her own hand with the Z
basis.
Step 5: As for Case (3, after the n particles used for security check are dropped out, the
remaining N ones are used for key agreement, which are named as INFO particles for simplicity.

The bit values of P, ’s measurement results on the INFO particles in her own hand are denoted as
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M, :{MllF,MfF,---,MfF}. M :{MtlF,Mtf:,m,Mt',‘: }are the bits of M, corresponding to INFO
particles, wheret = 2,3,---,N . It is apparent that
Mg =Mgp =--=Mye . 24)
R calculates
QF =Mz ®Ke, (25)
where 1=12,---,N , r=12,---,n , and publishes Q¢ to the other N -1 parties, where
Qr ={Q|1F’Q|%:"":Q|r|]:}~
Step 6: According to Mg, B extracts K from Qg , wherel =1,2,---,N,v=12,---,Nandv =1 .
Then, R, calculates the hash value of K- to obtain the resulth (K, ). Ifh (K )=h(K ) for
v=12,---,Nandv =1, R will accept Kp =Kz @K, @---@ Ky as the final shared key. If any of

B, P,, -, Py refuses Kp =Kjr @K, @---@ Ky as the final shared key, the protocol will be

terminated and restarted from the beginning.

5 Discussions and conclusions
In a quantum communication protocol, we usually use the qubit efficiency to evaluate its

performance of efficiency, which is defined as [4]

f
1= (26)

where f is the number of bits of the final shared private key, g represents the number of
consumed qubits, and c denotes the number of classical bits needed for the -classical

communication. Note that the classical resources necessary for eavesdropping check are ignored

here. In our N -party SQKA protocol, B, P,,--+, Py can equally establish a n -bit final shared private

key, so it has f =n.P needs to prepare2"n N -particle GHZ entangled states and send the
particles in S, to P, one by one; and when P, chooses to SIFT the received particles in S, , she needs

2N 0 new particles, where t=23,---,N . As a result, it has

to  generate
q=2"nxN+2""nx(N-1)=2""n(3N -1) . B needs to publishh(Kc ) and Q- to the other N -1

parties, wherel =1,2,---,N . Hence, it has ¢ = mN +nN , where mis the length of h(Kg ) . Therefore,

. . . n
the qubit efficiency of our N -party SQKA protocol is7 = .
2"1n(3N -1)+mN +nN
To sum up, in this paper, in order to realize the goal that a quantum party and two classical

parties equally contribute to the generation of a shared private key over quantum channels, we
17



design a novel single-state three-party SQKA protocol, which only uses one kind of three-particle
GHZ entangled states as initial quantum resource. We validate its security in detail, and show that
it can resist both the outside attack and the participant attack. The proposed single-state three-party
SQKA protocol has several good features: (1) it only adopts one kind of three-particle GHZ
entangled states as initial quantum resource; (2) it doesn’t need pre-shared keys among different
parties; (3) it doesn’t need unitary operations or quantum entanglement swapping. Finally, we
generalize it into the case of N -party by only employing one kind of N -particle GHZ entangled

states as initial quantum resource, which inherits the nice features of its three-party counterpart.
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