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Abstract

Because quantum computers are expensive, it is envisaged that indi-
viduals who want to utilize them would do so by delegating their calcula-
tions to someone who has a quantum computer. When quantum computer
users delegate computations to quantum servers, they wish to keep infor-
mation about their calculations hidden from the servers. The protocol
of delegating a calculation while hiding information about the calcula-
tion from the server is called blind quantum computation protocol. Prior
research on single-server’s blind quantum computation protocol required
users to have quantum capabilities. Prior research on multiple-servers’
blind quantum computation protocols required users to have just classi-
cal capabilities but imposed limits on the server-to-server communication.
There are no known single-server blind quantum computation protocols
with a classical user and multiple-servers blind quantum computation pro-
tocols that allows servers to communicate freely with each other. We show
that the existence of these protocols is equivalence.

1 Introduction

Quantum computers are expected to become the next-generation computers be-
cause they can perform calculations that are considered impossible with classical
computers. For example, Shor’s algorithm [I] solves prime factorization prob-
lems in polynomial time using the quantum Fourier transform, and Grover’s
algorithm [2] is recognized as the quickest unordered database search. However,
due to the sensitivity of quantum states to external noise, the physical imple-
mentation of quantum computers is hard and requires expensive technology. As
a result, quantum computers will most likely be employed as servers in cloud
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services rather than being owned by individual customers. An essential con-
cern with such cloud services is that a service provider may gain information
on a calculation delegated by a user unlawfully. As a result, a form of security
is required, namely blind quantum computation protocols, which would allow
users to perform calculations without revealing their contents [3HI3]. The in-
puts, outputs, and processes of these blind quantum computation protocols are
encrypted. The classical analog is known as the classical delegated computa-
tion protocols [I4L[15]. However, those are only computationally-secure. The
blind quantum computation protocol has information-theoretic security. Thus,
blind quantum computation protocols are thought to be more secure than clas-
sical delegated computation protocols. Childs showed that a user with quantum
memory and the ability to manipulate qubits, i.e., a user with a mini quantum
computer, may execute blind quantum computation via quantum communica-
tion with a server equipped with a universal quantum computer [4]. Broadbent,
Fitzsimons, and Kashefi proposed a protocol that users, who do not have quan-
tum memory, create a specific quantum state, send it to a server, and do classical
communication with the server [6]. Several more blind quantum computation
protocols are also carried out by a user doing quantum communication with
a single server [{HIO]. Protocols utilizing many servers have been proposed to
ease the limitations on the user’s abilities [T11[12]. In these protocols, a user
requires a classical computer and classical communication with multiple servers
that share entangled qubits. These protocols are useful because the user does
not need to have any quantum equipment. However, it is vital to note that
classical and quantum communication is not allowed among multiple servers.

As mentioned above, thus far, several different blind quantum computation
protocols have been proposed. However, it is uncertain if there is a single server
protocol with users who only have classical capabilities and a multiple servers
protocol that allows servers to freely communicate. The standard users are
considered to have classical capabilities. In general, servers are considered to
communicate freely with each other. Therefore, if they exist, these protocols
would be the most user-friendly blind quantum computation protocols. Our
goal is to investigate the link between these protocols.

In this study, we show that if there exists a single-server blind quantum
computation protocol with users who have only classical capabilities, there is a
multi-server blind quantum computation protocol that enables servers to com-
municate freely with each other, and vice versa. We show specifically that if
the single-server protocol exists, it can be emulated with multiple servers, and
that if the multiple-servers protocol exists, it can be simulated with a single
server. We further show that these simulation approaches are not affected by
the particular blind quantum computation protocol configuration. As a result
of our findings, even investigating multi-server protocols can lead to the search
for blind quantum computation protocols that employ a single server with users
who only have classical computational capabilities.



2 Preliminaries

In this section, we describe a blind quantum computation protocol. Then, we
define single server protocol with users who only have classical capabilities and
a multiple-servers protocol that allows servers to freely communicate. Note that
in the following, n represents the number of input bits.

2.1 Blind quantum computation protocols

In this subsection, we first describe blind quantum computation protocols. A
blind quantum computation protocol, first proposed by Childs [4], is a secu-
rity feature that hides not only the input and output but also the computation
algorithms from the server. This means that when using a blind quantum com-
putation protocol, the server does not even know what calculation the user has
performed. Naturally, quantum computation trivially includes classical compu-
tation; thus, the classical computation can also use blind quantum computation
protocols as part of quantum computation. Broadbent, Fitzsimons, and Kashefi
gave the following definition for a blind quantum computation protocol [6].

Definition 1 (Blindness [6, Definition 2]). Let P be a quantum delegated com-
putation on input X and let L(X) be any function of the input. We say that a
quantum delegated computation protocol is blind while leaking at most L(X) if,
on user’s input X, for any fixed Y = L(X), the following two hold when given
Y :

1. The distribution of the classical information obtained by server in P is
independent of X.

2. Given the distribution of classical information described in 1, the state of
the quantum system obtained by server in P is fixed and independent of
X.

In this paper, let the condition of definition [I] be called blindness, and let
the protocol that satisfies the blindness be called a blind quantum computation
protocol. This definition refers to the fact that the server only gets information
obtained through calculations, such as the size of the circuit, and not information
that is dependent on the calculation.

2.2 Single-server Protocol and Multi-server Protocol

In this subsection, we define a single-server blind quantum computation proto-
col in which users can only use classical capabilities, and a multi-server blind
quantum computation protocol in which servers can freely communicate with
each other. We will assume in the following section that honest servers have
quantum computing power and malicious servers have unbounded computing
power.

We first define a single-server blind quantum computation protocol in which
the user has only classical capabilities.



Definition 2 (Single-server blind quantum computation protocol with a classi-
cal user). A user has classical computing and classical communication capabil-
ities. If the following user-server interaction’s delegating computation protocol
satisfies blindness, we define it as a single-server blind quantum computation
protocol with a classical user. The number of protocol steps p(n) is the polyno-
mial size of n.

Step 1. Send the first message to the server
The user sends a classical polynomial-sized message m1 to the server.

Step 2. Return a first message to the user
The server receives the user’s message m, and performs quantum compu-
tation based on the message. The server transmits to the user a classical
polynomial-sized message s1, the content of which is determined by the
server’s calculation.

Step 3. Send the second message to the server
The user gets the message s; and performs classical computation based
on the message. The user sends a classical polynomial-sized message ms
to the server, the size which relies on the content of the user’s calculation.

Step 2¢. Return an i-th message to the user
The server receives the user’s message m; and performs quantum compu-
tation based on the message. The server sends a classical polynomial-sized
message s;, which depends on the content of the server’s calculation, to
the user.

Step 2¢ + 1. Send a ¢ + 1-th message to the server
The user receives the message s; and performs classical computation based
on the message. The user sends a classical polynomial-sized message m; 1,
which depends on the content of the user’s calculation, to the server.

Step p(n). Calculation is complete
The user receives the last message s; and obtains the result of the dele-
gated calculation by executing a classical calculation.

By this definition, an honest server has quantum computing power, so obvi-
ously, a user can delegate quantum computation to it.

Next, we define a multi-server blind quantum computation protocol that
allows servers to communicate with each other during computation. We define
separately when servers share entanglement with each other and when they do
not.

Definition 3 (Multiple-servers without entanglement blind quantum compu-
tation protocol that allows servers to communicate freely with each other). A



user is capable of both classical computing and classical communication. The
number of servers is polynomial-size g(n). Servers do not share quantum en-
tanglements, and only classical communication is allowed between servers. If
the following user-server interaction’s delegating computation protocol satisfies
blindness, we define it as a multiple-servers without entanglement blind quan-
tum computation protocol that allows servers to communicate freely with each
other. The number of protocol steps p(n) is the polynomial size of n.

Step 1. Send first messages to the servers
The user sends classical polynomial-sized messages to all servers. Let m; ;
be the message that the user sends to the j-th server.

Step 2. Return first messages to the user
The j-th server receives the user’s message m; ; and performs quantum
computation and classical communication with other servers based on the
message. The j-th server sends a classical polynomial-sized message s ;,
which depends on the content of the server’s calculation, to the user.

Step 3. Send second messages to the server
The user gets the messages {s1;}; and performs classical computation
based on the message. The user sends classical polynomial-sized messages
to all servers, the size of which depends on the content of the user’s cal-
culation. Let my ; be the message that the user sends to the j-th server.

Step 2i. Return i-th messages to the user
The j-th server gets the user’s message m; ; and performs quantum com-
putation classical communication with other servers based on the message.
The j-th server sends a classical polynomial-sized message s; j, which de-
pends on the content of the server’s calculation, to the user.

Step 2¢ 4+ 1. Send i + 1-th messages to the server
The user receives the messages {s; ;},; and performs classical computation
based on the message. The user sends classical polynomial-sized messages
to all servers, the size of which depends on the content of the user’s calcu-
lation. Let m;y1; be the message that the user sends to the j-th server.

Step p(n). Calculation is complete
The user receives the last messages {s;,}; from the servers and obtains
a result about the delegated calculation by performing a classical calcula-
tion.

Definition 4 (Multiple-servers without entanglement blind quantum compu-
tation protocol that allows servers to communicate freely with each other). A
user has classical computing and classical communication capabilities. The num-
ber of servers is polynomial-size g(n). Servers share quantum entanglements,



and servers can communicate in both classical and quantum. If the following
user-server interaction’s delegating computation protocol satisfies blindness, we
define it as a multiple-servers without entanglement blind quantum computa-
tion protocol that allows servers to communicate freely with each other. The
number of protocol steps p(n) is the polynomial size of n.

Step 1. Send first messages to the servers
The user sends classical polynomial-sized messages to all servers. Let mq ;
be the message that the user sends to the j-th server.

Step 2. Return first messages to the user
The j-th server receives the user’s message m; ; and performs quantum
computation and classical/quantum communication with other servers
based on the message. The j-th server sends a classical polynomial-sized
message s1,j, which depends on the content of the server’s calculation, to
the user.

Step 3. Send second messages to the server
The user gets the messages {s1,;}; and performs classical computation
based on the message. The user sends classical polynomial-sized messages
to all servers, the size of which depends on the content of the user’s cal-
culation. Let mo ; be the message that the user sends to the j-th server.

Step 2i. Return i-th messages to the user
The j-th server gets the user’s message m; ; and performs quantum com-
putation and classical/quantum communication with other servers based
on the message. The j-th server sends a classical polynomial-sized mes-
sage s; j, which depends on the content of the server’s calculation, to the
user.

Step 2¢+ 1. Send 7 + 1-th messages to the server
The user receives the messages {s; ;},; and performs classical computation
based on the message. The user sends classical polynomial-sized messages
to all servers, the size of which depends on the content of the user’s calcu-
lation. Let m;y1,; be the message that the user sends to the j-th server.

Step p(n). Calculation is complete
The user receives the last messages {s; ;}; from the servers and obtains
a result about the delegated calculation by performing a classical calcula-
tion.

These these definitions just state that the blind protocols performed by the
aforementioned processes, if they exist, will be referred to by the names provided
in each definition and they do not prove the existence of these protocols.



Whether the server shares entanglement or not, the user can delegate quan-
tum computation to the server if the server is honest because the server has
quantum computation capability. There is no requirement for actual quantum
communication in the protocol with shared entanglement because quantum tele-
portation is conceivable by utilizing classical communication plus entanglement.

3 Equivalence of single server and multiple server
blind quantum computation protocols

In this section, we show that if the single-server blind quantum computation
protocol defined in the previous section exists, then there is a multi-server blind
quantum computation protocol that allows servers to communicate with each
other, and vice versa, if the multi-server blind quantum computation protocol
exists, then there is the single-server blind quantum computation protocol.

Theorem 1. If a single-server blind quantum computation protocol with a clas-
sical user exists, then a multiple-servers without entanglement blind quantum
computation protocol that allows servers to communicate freely with each other
also exists. Furthermore, if a multiple-servers without entanglement blind quan-
tum computation protocol that allows servers to communicate freely with each
other exists, then so does a single-server blind quantum computation protocol
with a classical user.

Proof. We first show that if there exists a single-server blind quantum computa-
tion protocol with a classical user, then there exists a multiple-servers without
entanglement blind quantum computation protocol that allows servers to com-
municate freely with each other. Assume there is a single-server blind quantum
computation protocol with a classical user. The number of servers is polynomial-
size q(n). The user chooses one of those servers. This chosen server can be the
first server without loss of generality. With the following protocol, we explore
the scenario when a user delegates computation to multiple servers. It is im-
portant to note that the terms m; and s; relate to messages in the single-server
blind quantum computation protocol with a classical user.

Step 1. Send first messages to the servers
The user sends classical polynomial-sized messages to all servers. Let mq ;
be the message that the user sends to the j-th server, and m; ; = m; and
j # 1 message mq ; is a meaningless string.

Step 2. Return first messages to the user
The j-th server receives the user’s message m; ; and performs quantum
computation and classical communication with other servers based on the
message. The j-th server sends a classical polynomial-sized message s1 ;,
which depends on the content of the server’s calculation, to the user.

Step 3. Send second messages to the server
The user gets the message s; 1, discards the messages from other servers,



and performs classical computation based on the message. The user sends
classical polynomial-sized messages to all servers, the size of which depends
on the content of the user’s calculation. Let my ; be the message that the
user sends to the j-th server, and mo ;1 = mo and j # 1 message mo ; is a
meaningless string.

Step 2i. Return i-th messages to the user
The j-th server receives the user’s message m;; and performs quantum
computation classical communication with other servers based on the mes-
sage. The j-th server sends a classical polynomial-sized message s; j, which
depends on the content of the server’s calculation, to the user.

Step 2+ 1. Send i + 1-th messages to the server
The user receives the message s; 1 and discards other server’s messages,
and performs classical computation based on the message. The user sends
classical polynomial-sized messages to all servers, the size of which depends
on the content of the user’s calculation. Let m;y; ; be the message that
the user sends to the j-th server, and m;y1,1 = m;y1 and j # 1 message
mM;41,; iS a meaningless string.

Step p(n). Calculation is complete
The user receives the last message s;,; from the first server and gets a re-
sult about the delegated calculation by performing a classical calculation.

This protocol delegates the computation to only one server out of multiple
servers. The information gained by multiple servers during this protocol is the
same as that obtained by a single server during the single-server blind quantum
computation protocol with a classical user. If malicious servers can obtain
information about the computation from this protocol, then the malicious server
can also obtain information from the single-server protocol. This contradicts the
assumption. Therefore, if there is a single-server blind quantum computation
protocol with a classical user, there is a multiple-servers without entanglement
blind quantum computation protocol that allows servers to communicate freely
with each other.

We then show that if there exists a multiple-servers without entanglement
blind quantum computation protocol that allows servers to communicate freely
with each other, then there exists a single-server blind quantum computation
protocol with a classical user. Assume there is a multiple-servers without en-
tanglement blind quantum computation protocol that allows servers to com-
municate freely with each other. We consider the scene where a user delegates
computation to a single server using the protocol described below. Note that
m;; and s;; refer to messages in the multiple-servers without entanglement
blind quantum computation protocol that allows servers to communicate freely
with each other.



Step 1. Send the first message to the server
The user sends a classical polynomial-sized message m1 = {ma 1, 7m1,q(n)}
to the server.

Step 2. Return the first message to the user
The server receives the user’s message m; and performs quantum com-
putation based on the message. The server sends a classical polynomial-
sized message s1 = {s1,1,- - 781,q(n)}7 which depends on the content of
the server’s calculation, to the user.

Step 3. Send a second message to the server
The user gets the message s; and performs classical computation based
on the message. The user sends a classical polynomial-sized message
ma = {mMa1, ", Mz q(n)}, Which depends on the content of the user’s
calculation, to the server.

Step 2i. Return a i-th message to the user
The server receives the user’s message m; and performs quantum com-
putation based on the message. The server sends a classical polynomial-
sized message s; = {51, ,Si q(n) }, Which depends on the content of the
server’s calculation, to the user.

Step 2¢+ 1. Send a i + 1-th message to the server
The user receives the message s; and performs classical computation based
on the message. The user sends a classical polynomial-sized message
Miy1 = {Mit1,1, "+ ,Mit1,qn)}, Which depends on the content of the
user’s calculation, to the server.

Step p(n). Calculation is complete
The user receives the last message s; from the server and gets a result
about the delegated calculation by performing a classical calculation.

This protocol may be thought of as a single server simulation of the multiple-
servers without entanglement blind quantum computation protocol that allows
servers to communicate freely with each other. Malicious servers can do classical
communication during computation in the multiple-servers without entangle-
ment blind quantum computation protocol that allows servers to communicate
freely with each other. In other words, malicious servers might transmit all user
messages to a single server and calculate them alone on that server. Since the
malicious server has unbounded computing power, there is no difference in com-
puting power whether all calculations are alone on one server or multiple servers.
The multiple-server blind quantum computation protocol satisfies blindness to
such attacks by malicious servers by assumption. If the malicious single server
can get calculation information from the aforementioned single-server protocol,



then malicious servers can also get calculation information from the multiple-
server protocol. This contradicts the assumption. Therefore, if a multiple-
servers without entanglement blind quantum computation protocol that allows
servers to communicate freely with each other exists, so does a single-server
blind quantum computation protocol with a classical user. o

Theorem 2. If a single-server blind quantum computation protocol with a clas-
sical user exists, then a multiple-servers without entanglement blind quantum
computation protocol that allows servers to communicate freely with each other
also exists. Furthermore, if a multiple-servers without entanglement blind quan-
tum computation protocol that allows servers to communicate freely with each
other exists, then so does a single-server blind quantum computation protocol
with a classical user.

Proof. The proof is the same as in Theorem [} If a single-server blind quantum
computation protocol with a classical user exists, then a multiple-server blind
quantum computation protocol with entanglement also exists.

We show that if there exists a multiple-servers without entanglement blind
quantum computation protocol that allows servers to communicate freely with
each other, then there exists a single-server blind quantum computation protocol
with a classical user. Assume a multiple-servers without entanglement blind
quantum computation protocol that allows servers to communicate freely with
each other exists. We consider the case where a user delegates computation to
a single server using the protocol described below. The number of servers is
polynomial-size ¢(n). Note that m, ; and s; ; refer to messages in the multiple-
servers without entanglement blind quantum computation protocol that allows
servers to communicate freely with each other.

Step 1. Send the first message to the server
The user sends a classical polynomial-sized message m1 = {ma 1, 7m1,q(n)}
to the server.

Step 2. Return the first message to the user
The server receives the user’s message m; and performs quantum com-
putation based on the message. The server sends a classical polynomial-
sized message s1 = {s1,1," - 781,q(n)}7 which depends on the content of
the server’s calculation, to the user.

Step 3. Send a second message to the server
The user gets the message s; and performs classical computation based
on the message. The user sends a classical polynomial-sized message
mg = {mMa1, ", Mz q(n)}, Which depends on the content of the user’s
calculation, to the server.

Step 2i. Return a i-th message to the user
The server receives the user’s message m; and performs quantum com-
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putation based on the message. The server sends a classical polynomial-
sized message s; = {si1,- ", sl-_’q(n)}, which depends on the content of the
server’s calculation, to the user.

Step 2¢+ 1. Send a i + 1-th message to the server
The user receives the message s; and performs classical computation based
on the message. The user sends a classical polynomial-sized message
Miy1 = {Mit1,1," "+ ,Mit1,qn)}, Which depends on the content of the
user’s calculation, to the server.

Step p(n). Calculation is complete
The user receives the last message s; from the server and gets a result
about the delegated calculation by performing a classical calculation.

A single server can also easily prepare entanglement, making such protocols
feasible. This protocol can be interpreted as a simulation by a single server of
the multiple-servers without entanglement blind quantum computation proto-
col that allows servers to communicate freely with each other. In the multiple-
servers without entanglement blind quantum computation protocol that allows
servers to communicate freely with each other, malicious servers can do classi-
cal/quantum communication during computation. However, we are not required
to consider the quantum communication that the malicious servers do, because
the quantum states that what each malicious server can prepare can also be
prepared by other malicious servers. In other words, malicious servers might
transmit all user messages to a single server and calculate them alone on the
server. Since the malicious server has unbounded computing power, it makes no
difference in computing power whether all computations are performed on a sin-
gle server or multiple servers. The multiple-server blind quantum computation
protocol satisfies blindness to such attacks by malicious servers by assumption.
If the malicious single server can get calculation information from the afore-
mentioned single-server protocol, then malicious servers can also get calculation
information from the multiple-server protocol. This contradicts the assumption.
Therefore, if a multiple-servers with entanglement blind quantum computation
protocol that allows servers to communicate freely with each other exists, so does
a single-server blind quantum computation protocol with a classical user. O

4 Discussion

In this research, we have defined a single-server blind quantum computation
protocol with a classical user, a multiple-servers without entanglement blind
quantum computation protocol that allows servers to communicate freely with
each other, and a multiple-servers without entanglement blind quantum com-
putation protocol that allows servers to communicate freely with each other,
and have proved the equivalence of the existence of these protocols. It is not
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known if a single-server blind quantum computation protocol with a classical
user exists [I6HIK]. As a result, it is a significant open problem. Multi-server
blind protocols are helpful but have received little attention. Our results im-
ply that investigating multi-server blind protocols can reveal the existence of a
single-server blind quantum computation protocol with a classical user.
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