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Abstract
This paper proposes a novel approach that uses a spectral clustering method to clus-
ter patients with e-health IoT devices based on their similarity and distance and con-
nect each cluster to an SDN edge node for efficient caching. The proposed MFO-
Edge Caching algorithm is considered for selecting the near-optimal data options 
for caching based on considered criteria and improving QoS. Experimental results 
demonstrate that the proposed approach outperforms other methods in terms of 
performance, achieving decrease in average time between data retrieval delays and 
the cache hit rate of 76%. Emergency and on-demand requests are prioritized for 
caching response packets, while periodic requests have a lower cache hit ratio of 
35%. The approach shows improvement in performance compared to other methods, 
highlighting the effectiveness of SDN-Edge caching and clustering for optimizing 
e-health network resources.
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ECG	� Electrocardiogram
EHR	� Electronic health record
EMR	� Electronic medical records
FDA	� Food and Drug Administration
GWO	� Grey wolf optimization
HL7	� Health level 7
HDP	� Health data popularity
IoT	� Internet of Things
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MFO	� Moth-flame optimization algorithm
MCDs	� Multiple chronic diseases
MFO-EC	� Moth-flame optimization-edge caching
PSO	� Particle swarm optimization algorithm
QoE	� Quality of experience
QoS	� Quality of service
RHMS	� Remote health monitoring systems
SDN	� Software-defined networking
SDWN	� Software-defined wireless network

1  Introduction

The need for healthcare services is increasing due to demographic shifts and a rise in 
chronic diseases. This situation is exacerbated by the temporary demand for services 
during disasters. Therefore, researchers are exploring how to improve healthcare 
service delivery networks to handle the rising demand. The healthcare industry is 
undergoing a digital transformation, including the use of wearable sensors to moni-
tor patients’ physiological and mobility data [1]. These sensors are connected wire-
lessly to a distant center that recognizes emergencies and alerts the emergency sup-
port center. Advances in technology are making therapeutic care accessible anytime, 
anywhere. However, transferring massive amounts of data processing and storage in 
the cloud is impractical and can negatively impact health-related decision-making 
processes [2]. Edge computing is an intermediary between the cloud and equipment, 
minimizing the data that needs to be sent to the cloud and providing more effec-
tive processing, analysis, and storage [3]. The deployment of IoT technologies in 
healthcare solutions has led to an exponential increase in data generated by medical 
devices, leading to a growing need for edge computing solutions that can provide 
low-latency, high-bandwidth communication between devices and servers [4].

The model we have considered for this problem is a content-centric network man-
aged by the SDN central controller. The controller manages the submission and 
setting of flow controls, monitors of the content, and decides which edge nodes to 
cache which content(s) [5]. It also decides which requests will be resolved by which 
edge nodes or cloud servers and through which links and routes [4]. SDN offers 
new features to IoT-enabled networks in addition to mitigating the drawbacks of 
traditional networks. Increasing patient numbers, hospitals joining these networks, 
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medical equipment, and so forth demand SDN to support and execute the functions 
[2]. Caching transient data at edge nodes in e-health IoT can improve network traffic 
management and QoS/QoE. Edge caching allows for low-delay data to be provided 
for delay-sensitive applications. Popularity prediction algorithms and freshness 
requirements should be considered when constructing caching strategies [6]. Previ-
ous studies on edge caching and IoT caching have focused on caching transient data 
or content popularity [7]. A multi-criteria caching solution that supports SDN and 
enables caching decisions for e-health IoT data at the edge is proposed in this study.

The proposed architecture allows for the efficient sharing of medical records 
between patients and nearby edge devices in e-health IoT. Edge computing enables 
the processing and caching of electronic medical records (EMR) for more secure and 
efficient services compared to regular cloud computing. Spectral clustering is used 
to identify similarities between patients based on age, gender, chronic or acute dis-
ease, electronic health record (HER), and distance, and link clusters with the nearest 
SDN edge node for caching and sending transient e-health IoT data. The moth-flame 
optimizing caching, "MFO-Edge Caching," algorithm is used to select near-optimal 
content for edge caching using multi-criteria decision-making, taking into account 
critical characteristics such as data freshness, sensing delay, popularity, priority of 
patients based on the severity of illness, and energy level parameters. This SDN-
based edge caching e-health IoT system improves data retrieval latency and enables 
quick reaction to demands for integrated health systems. Performance analysis of the 
proposed system shows improved access to medical records and better healthcare 
services. The contributions of the proposed approach are:

•	 Efficient clustering of patients: The approach uses spectral clustering to cluster 
patients with e-health IoT devices based on their similarity and distance, using 
both static and dynamic patient information. This clustering technique provides a 
more efficient way to group patients with similar healthcare needs.

•	 Smart caching mechanism: The approach uses a caching technique implemented 
at the SDN controller to determine what items need to be cached and which edge 
node should cache them. It gives priority to the patient’s data and increases the 
cache hit ratio for frequently accessed information. Additionally, to maximize 
content diversity, each content copy is stored only once at the edge.

•	 MFO algorithm for edge caching: The approach proposes the use of the MFO 
algorithm for caching multiple patients’ medical records, which involves deci-
sion-making with respect to multiple criteria. This algorithm is considered more 
logical, explicit, and effective than traditional approaches and can weight medi-
cal parameters based on illness severity and treatment policy.

•	 Fair and humane medical care system: The proposed approach prioritizes 
patients with more severe illnesses and reduces waiting times for them, leading 
to a fairer and more humane medical care system.

•	 It shows that the data retrieval latency that is required to communicate in an 
emergency cannot be accomplished using cloud technologies. The answer is pro-
vided by SDN-based edge caching e-health IoT, which allows for the creation of 
integrated health systems and the quick reaction to demands. Our final step was 
to examine the performance of the suggested system. Patients’ medical records 
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can be accessed more quickly and better services can be provided when e-health 
data is available.

Centralized management and dynamic caching mechanism improve the overall 
performance and reliability of IoT healthcare systems. This, in turn, enables health-
care providers to prioritize and deliver better services to patients, such as real-time 
monitoring, early detection of health issues, timely interventions, and personalized 
care. The contributions of the approach are the efficient clustering of patients, the 
smart caching mechanism, the use of the MFO algorithm for edge caching, and the 
creation of a fair and humane medical care system.

The rest of the paper is as follows. In Sect. 2, we provide the related works. Moti-
vation is explained in Sect. 3. Section 4 focuses on the problem formulation. Pro-
posed architecture is discussed in Sect. 5. In Sect. 6, the methodology is described, 
also the clustering model and multi-criteria caching decision-making are formu-
lated, and proposed algorithms are explained. The results of our performance evalu-
ation and simulation are presented in Sect. 7. We briefly point out the limitations 
in healthcare system and future works in Sect. 8. Lastly, the paper is concluded in 
Sect. 9.

2 � Related works

We conduct research relating to edge computing, SDN, and caching in e-health IoT. 
There is a brief description of the technological background and current research 
accomplishments of the above technologies. The following section provides an over-
view and analysis of recent research related to edge caching and SDN-IoT, catego-
rized caching techniques and identified innovations, algorithms, strategies, proposed 
methods, simulators, and solution limitations.

The medical body area network collects triage and physiological data using sen-
sors in urban areas to aid rescue operations. The remote health monitoring system 
(RHMS) aims to provide timely medical treatment using telecommunications tech-
nology in rural areas, and patients with multiple chronic diseases benefit signifi-
cantly from it [8]. Additionally, edge computing is another approach to enhancing 
health monitoring systems, which involves using a gateway to extract ECG features 
and implement various edge computing services. This results in increased sensor life 
and energy efficiency in Body Sensor Networks (BSNs) [9]. The authors in [10–12] 
discuss the benefits of using edge technology in healthcare. They suggest that 
mobile devices may not have sufficient processing and storage capabilities to handle 
medical data, and propose an architecture that involves caching and storing data on 
edge servers. Edge technology is said to be superior to cloud technology in terms of 
information transmission speed, security, and processing power. The authors claim 
that using an edge-based system can significantly reduce the amount of information 
that needs to be processed in the cloud, as most of the work is done at the edge. The 
proposed architectures are designed to improve healthcare monitoring and enable 
patients to access medical data quickly and securely. In [3], the authors focus on 
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edge computing and caching in Internet of Medical Things (IoMT) applications and 
introduce a benchmark, HERMIT, that enables edge devices to analyze data.

The proposed system in [13] involves location-aware edge caching with DVS 
(Descriptive Video Service) technology to reduce the size of medical videos and 
improve the efficiency of local hospitals. Simulation results showed that the scheme 
with DVS camera technology can reduce transmission delay. In [14], authors sug-
gest that E-health, due to its need for short delays and safe local storage, will require 
more IoT solutions in the future. Fog computing is proposed as a more relevant 
approach, using Content-Centric Network (CCN) technology to provide quick 
response, content distribution, and IoT-oriented technology. Simulation is used to 
evaluate the delay performance of the proposed solution. In [15], the authors pro-
pose an algorithm for optimizing fog network performance using caching place-
ment. They classify files based on popularity and replicate them on high-level fog 
nodes. They also select the cluster head for caching the file.

E-health IoT service based on SDN has an application that collects data via 
smartphone voice control. The proposed service by using mobile applications identi-
fies heart attack types. Cloud environments are not evaluated for the proposed appli-
cation’s performance, according to the authors [16]. A real-time security attack can 
be prevented through the use of SDN-IIoT technology. SDN can allow for efficient 
migration of healthcare loads to improve network performance and user experi-
ence. Consequently, medical treatments will be safer, more affordable, and better for 
patients. Real-time and efficient protection against security attacks is being investi-
gated using SDN-IIoT technology [4]. In [17], a centralized SDN cache controller 
and clustering mechanism are used in Extended Multi-Criteria Cooperative Caching 
(EM3C). Cluster heads make localized decisions about where to cache content semi-
hierarchically. [18] proposes a cache prefetching algorithm based on the UCBM 
model to speed up end-user access and the HFAP model for cache replacement to 
reduce cloud resource latency. [19] proposes the EM3C method for data caching in 
IoT environments using SDN routing to intelligently route requests and maximize 
resource usage while reducing cached content redundancy. [20] focuses on cache-
enabled SDWNs and proposes a polynomial-time algorithm to solve the joint prob-
lem of dynamic caching and adaptive video resolution, which increases QoE while 
improving resource consumption efficiency. [21] presents SD-RF, a replication man-
agement system for Content-Centric Networks based on SDN architecture, combin-
ing the benefits of SDN and CCN, [22] introduces RF-VS-SD-CCMN, a replication 
platform for video streaming in Content-Centric Mobile Networks that increases 
content distribution, perceived content quality, and network resource usage by con-
sidering user mobility and using offline and online methods for storage positioning 
and replica assignment. [23] proposes an efficient multifactorial function in the net-
work cache decision algorithm that takes into account content size, hop counts, data 
latency, and node energy level, enhancing hit rate, reducing data recovery delay, and 
increasing information reusability in IoT settings. [24] studies caching strategies for 
IoT networks and shows that periodic storage reduces retrieval latency and improves 
cache performance, disseminating information faster and bridging the distance 
between data and customers. [25] proposes a forward network prediction model for 
visual media in the active network that actively forecasts users’ demands through 



17624	 S. S. Jazaeri et al.

1 3

strategic caching to minimize peak-data traffic demand. [26] provides a comprehen-
sive study on the compatibility challenges of fog computing and IoT and investi-
gates various caching schemes to optimize IoT-based fog networks. [27] presents a 
low-latency edge caching strategy that reduces user access latency and proposes a 
migration approach that balances communication and migration overhead, increas-
ing cache reward while reducing delay and boosting revenue from service migration 
while lowering communication costs. [28] provides a comprehensive review of the 
current state of IoT Edge Caching and proposes a new taxonomy with five orthogo-
nal features, examining five prevalent use cases for IoT and conducting an in-depth 
analysis and performance evaluation of edge caching in a real SHM scenario.

The papers [2, 29–33] propose various solutions to improve edge caching in fog 
and mobile edge computing networks. [29] proposes a D2D fog network architecture 
based on federated learning and QoS to estimate user preferences for content cach-
ing decision-making, while [30] proposes MagNet, a decentralized and coopera-
tive edge caching system that utilizes Automatic Content Congregating and Mutual 
Assistance Group mechanisms to improve hit ratio and workload balance. [31] Dis-
cusses the advantages of SDN and edge caching in mobile edge computing networks 
and presents a proposed system model and caching algorithm that outperforms 
existing models in terms of hit rate, time delay, and traffic reduction. [2] proposes 
a mechanism to determine optimal content placement in a distributed edge deploy-
ment with limited storage resources to minimize data retrieval latency, and [32] pro-
poses a data prioritization-based approach that utilizes fog computing to improve 
cache efficiency in ICN for IoT data. Finally, [33] proposes an intelligent traffic pre-
diction mechanism for dynamic resource allocation using a long short-term memory 
neural network.

Additionally, some of the papers also propose clustering techniques as for IoT 
environments. Clustering helps to group together similar IoT devices or nodes to 
reduce communication overhead and improve data processing efficiency. In [34], the 
authors propose a multi-model patient similarity network (PSN) to address data het-
erogeneity and dimensionality in precision medicine. It uses deep learning models 
to analyze contextual data, generate word embeddings, and preserve temporal fea-
tures. [35] proposes similarity-based clustering for IoT device classification. This 
paper evaluated the limitations of device classification based on traditional device 
fingerprinting and black-box machine learning by proposing a semantic similarity-
based clustering method. The results showed that it can successfully classify a good 
number of to-be-classified devices with consistency and high granularity. [36] pre-
sents the design of a multi-hop similarity-based clustering framework for IoT-ori-
ented software-defined wireless sensor networks (MSCSDNs) to improve network 
performance. The study emphasizes the importance of routing protocols and deploy-
ment techniques in IoT-based wireless sensor networks and highlights the benefits 
of using SDN-based IoT architecture for on-demand network management proto-
cols and applications. [37] proposes an energy-efficient hybrid clustering technique 
(EEHCT) for IoT-based HWSN that minimizes energy consumption and distributes 
the network load evenly. It achieves a gain of up to 90.27% with respect to network 
lifetime and a statistical analysis to demonstrate the formation of energy-balanced 
clusters. [38] proposes an algorithm called DT-MAC to address issues related to low 
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computing capacity and mobility in wireless sensor networks used in various IoT-
enabled applications such as healthcare and body area networks. DT-MAC utilizes 
the concept of minimum connected dominating set for network formation and con-
siders node handover mechanism among virtual clusters to ensure successful mes-
sage delivery and efficient energy utilization. DT-MAC is recommended for real-
time applications requiring high packet delivery and response time. [23] proposes 
an efficient in-network caching decision algorithm for IoT, which utilizes similarity 
calculation to make optimal caching decisions. These studies provide guidance on 
selecting the best similarity measures for specific healthcare tasks and highlight the 
importance of choosing the right measure for accurate and effective analysis of IoT 
healthcare data.

Overall, these papers propose various cache management and clustering strate-
gies, including prefetching, SDN, and periodic storage, for different IoT environ-
ments, and edge computing. These strategies aim to improve network performance, 
reduce latency, enhance QoE, and lower communication costs. Table  1 illustrates 
the contribution of the proposed solution in recent articles, as well as the caching 
strategy/algorithms used, limitations, and the related examined attributes to those 
algorithms.

Table 1 presents a summary of recent research papers that discuss the deployment 
of edge caching approaches for Software-Defined Networking (SDN)-based Internet 
of Things (IoT) networks. The table includes information on the year of publication, 
the approach used, the objective, the method, Caching strategy /Used algorithms, 
and the Limitations of each paper. The table highlights the importance of edge cach-
ing in improving the performance and efficiency of SDN-based IoT networks. The 
approaches discussed in the papers range from centralized caching to distributed 
caching and from heuristic-based algorithms to machine learning-based approaches. 
The objectives vary from reducing the latency and energy consumption to improving 
the Quality of Service (QoS) and user satisfaction. The evaluation methods include 
simulation, mathematical modeling, and experimental validation. The summary of 
Table 1 emphasizes the diversity of edge caching approaches in SDN-based IoT net-
works and the potential benefits they offer. It also demonstrates the need for further 
research in this area to address the challenges of network.

The research paper proposes a new approach to caching patient medical records in 
an e-health IoT environment using edge computing and SDN. The proposed solution 
uses a multi-criteria caching algorithm that takes into account critical characteristics 
like data freshness, sensing delay, content popularity, patient priority, and energy 
levels to make caching decisions. Additionally, spectral clustering is used to identify 
similarities between e-health users and link these clusters with the nearest SDN edge 
node to improve healthcare efficiency by making EMRs more readily available at 
the edge. Centralized management and dynamic caching mechanisms are crucial for 
IoT healthcare systems to provide better services to patients. SDN-Edge caching is 
a more secure option for IoT healthcare systems than other caching solutions due to 
its proximity to end devices, controlled access, granular control, and flexibility. With 
SDN-Edge caching, data transmission can be closely monitored, limiting unauthor-
ized access. The importance of this research lies in the fact that it emphasizes the 
importance of fast data retrieval in emergency situations and highlights how the 
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proposed system can help create integrated health systems and improve patient ser-
vices. Centralized management and dynamic caching mechanisms are also essential 
for optimizing the system’s performance, reliability, and security in IoT healthcare 
systems.

3 � Motivation

Access to high-quality, affordable, and up-to-date medical services is a fundamental 
right that should be available to every human being. However, modern healthcare 
systems face numerous challenges, including the aging population crisis, chronic 
illnesses, and disasters that can lead to temporary shortages of healthcare services 
[41]. To meet the growing demand for healthcare services and address these signifi-
cant problems, an efficient system is essential. Effective communication and moni-
toring of risk are crucial for ensuring patient safety and system efficiency.

The emergence of the Internet of Things (IoT) and cloud computing has revolu-
tionized traditional healthcare delivery, enabling real-time applications that improve 
patient care. IoT and cloud-based healthcare systems have enabled easy commu-
nication between patients and clinicians, leading to increased patient participation 
and satisfaction [7]. Additionally, remote monitoring systems can reduce hospital 
stays and prevent readmissions, which in turn lowers healthcare expenditures while 
improving treatment outcomes [42]. As a result, there has been a surge in the num-
ber of IoT and cloud-based healthcare applications in recent years.

E-health IoT networks face numerous challenges that must be addressed to opti-
mize network infrastructure and deliver better healthcare services to patients. One 
of the key challenges is the need for centralized control and management to ensure 
effective network optimization. Another significant challenge is managing the mas-
sive amounts of data generated by e-health IoT devices, including patient medical 
records, vital signs, and other health-related data. Reducing data retrieval latency 
and improving the quality of service for healthcare providers and patients is another 
major challenge that must be addressed. Moreover, ensuring reliable and secure data 
transmission is crucial for the successful operation of e-health IoT networks. Lastly, 
the challenge of prioritizing and clustering patients based on their similarity and 
distance to allocate and cache patient medical records using SDN-Edge caching is 
of utmost importance. Addressing these challenges can lead to improved healthcare 
services, real-time monitoring, early detection of health issues, timely interventions, 
and personalized care for patients.

The proposed approach aims to address these challenges by leveraging IoT, soft-
ware-defined networking (SDN), edge, and cloud computing technologies to develop 
an IoT-enabled medical equipment system. The system can prioritize patients with 
more severe illnesses and reduce waiting times for them, leading to improved treat-
ment outcomes and patient satisfaction. By using real-time remote monitoring sys-
tems, healthcare providers can quickly identify patients who need urgent care and 
provide timely interventions. Additionally, the use of SDN and edge computing can 
improve the efficiency of healthcare delivery systems, reducing costs and ensuring 
that resources are allocated fairly to those who need them the most.
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In conclusion, the main motivation behind proposing this approach is to provide a 
more efficient and effective solution for IoT-based healthcare services that can meet the 
real-time requirements of healthcare providers and improve patient outcomes.

4 � Problem formulation

The deployment of Internet of Things (IoT) technologies in healthcare solutions has 
led to an exponential increase in the amount of data generated by medical devices. In 
order to efficiently process and analyze this data, there is a growing need for edge com-
puting solutions that can provide low-latency, high-bandwidth communication between 
devices and servers. However, the limited computing resources available at the edge 
make it challenging to perform complex analytics tasks, such as caching and classifica-
tion, in real-time.

The objective of this research is to propose a composition of caching and classifi-
cation techniques that can optimize the quality of service (QoS) for SDN-based IoT 
healthcare solutions. Specifically, the research aims to:

•	 Develop a caching mechanism that can store frequently accessed data at the edge, 
reducing latency and bandwidth requirements.

•	 Implement a classification algorithm that can accurately classify incoming data 
based on its type and priority.

•	 Optimize the performance of the caching and classification techniques by adjusting 
parameters.

•	 Evaluated the proposed solution in a simulated healthcare environment and exam-
ined how the clustering method and dynamic and centralized management of SDN 
affected caching IoT healthcare data at the edge of the network.

By addressing these research questions, this study aims to provide a dynamic and 
effective solution for optimizing QoS in SDN-based IoT healthcare solutions.

Also, this paper aims to address the challenges of managing large volumes of data 
generated by e-health IoT devices through the use of Software-Defined Network (SDN) 
technology and edge caching. The main objective of the proposed approach is to reduce 
the retrieval delay and enhance the Quality of Service (QoS) of e-health IoT systems. 
The paper presents an edge caching scheme based on a spectral clustering method that 
clusters patients with e-health IoT devices based on their similarity and distance. The 
scheme is designed to dynamically route traffic, enforce security policies, and cache 
data locally to reduce latency and the risk of data breaches during transmission. The 
proposed approach is compared with existing content-based caching strategies to dem-
onstrate its superiority in terms of performance and scalability.

5 � Proposed architecture

Figure 1 illustrates how SDN-Edge caching can be employed in e-health IoT sys-
tem architectures based on the OpenFlow framework. To reduce the latency in 
e-health IoT networks, the network architecture based on SDN uses the storage 
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and computing resources at the network edge. Using patient clustering and cach-
ing techniques, this section aims to reduce the response time after a user requests 
the patients’ data by storing the data on edge nodes. To deliver high-speed ser-
vices, OpenFlow switches are linked to SDN controllers. Because each controller 
is responsible for a specific geographical region in the control plane, its view of 
the network state will be local. The management of information is relevant to ser-
vice requests and flow transmissions. To handle network compatibility and enable 
dynamic access and handover, the southbound interface protocols are enhanced with 
middleware programs. This architecture uses global SDN controller knowledge to 
identify the edge content location and forward the request to the SDN edge node that 
stores it. The protocol stack of IoT e-health is illustrated in this Fig. 2B. The applica-
tion and its unique requirements have a significant impact on the choice of the most 
appropriate connectivity and communication technology. Wi-Fi is ideal for transfer-
ring large numbers of documents wirelessly, for instance, While BLE is best suited 
to communications with short range and low power.

Figure 2A depicts the architecture levels of SDN, Edge, and IoT consists of three 
planes containing SDN data, control, and an application plane. IoT devices use ser-
vices to offload their compute and time-consuming tasks in the data plane. Based on 
this architecture, customized northbound apps are hosted on the northbound applica-
tion plane. In addition to end-to-end caching service orchestration, control mecha-
nisms are determined by virtualized applications [43]. The data plane, the control/
management plane, and the application plane comprise the system architecture of 
the edge environment based on SDN. A data plane abstracts underlying network 
resources such as switches as part of the framework. The global SDN controller’s 
primary responsibility is to manage the local SDN controller in the control/manage-
ment plane.

By sharing operational statuses, an SDN controller changes its data plane rules. A 
client entity represents an application in the application plane.

Fig. 1   Proposed multilayer architecture of e-health IoT-based on SDN-Edge computing
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The proposed three-layer structure of e-Health IoT architecture depicts in Fig. 1. 
It includes the device layer, edge layer and cloud layer as explained in the following 
[13, 42, 43].

5.1 � Device layer

A continuous health monitoring system must have sensors operating round-the-
clock. The utilization and integration of diverse biomedical data can improve clini-
cal research, point of care, and clinical practice. In addition to real-time health data 
monitoring from any computer or mobile device, these smart IoT medical devices 
allow users to sync their data with cloud-based e-health platforms. All they have to 
do is connect to a gateway or an edge node through an appropriate communication 
protocol. The IoT e-health protocol stack is depicted in Fig.  2B. Application and 
individual use cases determine the near-optimal communication and connection pro-
tocol. The concepts related to e-health IoT devices can be explained as follows [2]:

•	 Sensors include physical and virtual sensors.

Physical sensor: With the use of any medical gadget that has a wired or wireless 
interface, an e-health system may track patients’ physical well-being and digitally 
monitor their health. Among these are ECG/EKG monitors, monitors for blood pres-
sure, body temperature, and glucose, pulse oximeters, hemoglobin monitors, activity 
monitors, smart shoes, smart garments, sleep monitors, knee sensors, skin conduct-
ance sensors, elderly monitors, medication management, food contamination detec-
tion, and early warning systems.

Virtual sensor: these sensors gather health information on patients as well as con-
text about their environment through the use of software, mobile apps, and e-health 
services. Remote monitoring, remote consultation, medical reference, nutrition, 

Fig. 2   A Architecture levels of SDN-Edge IoT, B e-health IoT protocol stack
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diagnostics, and patient health records are just a few of the various types of virtual 
sensors.

•	 Registration: the registration module allows physical devices to join or leave 
the network dynamically. In order to send and receive messages, registration is 
required. Devices should send registration requests to edge layers as an initial 
message. For authentication, devices are given a unique ID and key during the 
registration process.

•	 Collecting data and executing commands: data is collected by registered sensors 
and transferred to the edge layer. This module runs the commands received from 
the edge layer through actuators.

The integration of IoT in the healthcare sector has led to improved quality of life, 
decreased cost of care, and enhanced user experience. IoT e-health offers a com-
prehensive solution to health, beauty, safety, and fitness needs, seamlessly integrat-
ing different technologies, analyzing and processing data, providing customizable 
content and services, offering continuous monitoring, and being user-friendly. The 
benefits also include the reduction of costs, larger role for doctors, and global col-
laboration [44]. The recent trend in healthcare shows the growth and emergence of 
electronic medicine with IoT technology, and the advancements in cloud technolo-
gies are facilitating this progress.

5.2 � Edge layer

Latency is a major issue for e-health applications in the IoT. Time-sensitive data 
and circumstances must be analyzed and acted upon. As a result, the traditional 
cloud model and architecture cannot be used for analyzing sensitive bio signals, vital 
signs, and medical records spanning a wide specific region. A decision-making pro-
cedure that must be made quickly and with consideration of time-sensitive facts are 
performed on the edge nodes in the proposed e-health IoT platform. Patients and 
medical devices produce data closest to these edge nodes. Our main storage and 
computing resources, however, are the cloud. As depicts in Fig. 1 architecture, an 
edge node has the following characteristics [4, 42]:

•	 Network connectivity: multiple hardware interfaces and protocols are supported 
by edge nodes. Basically, they can communicate with any e-health device or 
cloud platform. Through the edge nodes, reliable and secure connections can be 
established through devices, networks, and across networks. This includes net-
working analytics, protocol translation, security, switching, and routing. By con-
verting incoming data to the correct format, edge nodes are able to send them 
between different networks.

•	 Exchange of data: there is a bidirectional data flow at edge nodes. In order to 
store and analyze the aggregated medical data for long periods of time, the edge 
node transfers the data to the cloud for prolonged storage on a regular basis. The 
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cloud also sends commands and configuration data to it. It is important to ensure 
that edge nodes can be reached from the cloud.

•	 Translating and integrating protocols: data is sent in real-time via sensors and 
medical equipment to edge nodes. In spite of this, several medical tools and 
gadgets are available from multiple manufacturers. To be compatible with such 
a variety of medical equipment, these edge nodes include a multi-standard inter-
face.

•	 Data annotation interoperability: in order to integrate, exchange, and retrieve 
electronic health records (EHR), various organizations developed different 
standards, such as HL7(set of international standards for the exchange, manage-
ment, and integration of electronic health information between different health-
care systems, devices, and applications) [45]. Health data can be processed and 
re-formatted by edge nodes at any time. It consists of:

•	 Aggregation, filtering, formatting, encoding, and decoding: Various sources 
of data are incoming, including ECGs, weighing scales, blood pressures, 
glucose levels, pulse oximeters, etc. Medical data collected at edge nodes is 
filtered, aggregated, compressed, and formatted in order must be compatible 
with other resources and accessible.

•	 Database for short-term use: incoming data can be stored on the node for a 
short time. The short-term database at the edge is an essential component of 
our proposed architecture. It is needed to store recent data samples generated 
by IoT devices, allowing for real-time processing and reducing latency. The 
short-term database serves as a buffer that temporarily stores data samples 
before sending them to the cloud for long-term storage.

•	 Protection of data and security: to completely adhere to FDA standards for 
patient data protection, edge nodes provide multilayer security for authentica-
tion, encryption, and access control.

•	 Assessing and notifying: incoming raw data can be evaluated and processed 
by edge nodes to determine whether alerts or notifications need to be tagged. 
Event generation and event transformation can be involved in this process.

•	 Processing at the local level: health applications and edge nodes can execute a 
rich set of applications based on their requirements. Time-series data mining, 
lightweight signal processing, event processing, automated reasoning, feature 
extraction, etc., are all included.

Edge computing is becoming increasingly important in healthcare due to the mul-
tidimensional, high-velocity, and diverse nature of health-related data generated by 
sensors and devices. By creating an additional layer of computing between sensors 
and the cloud, edge computing can overcome bandwidth and time limitations. It 
enables the implementation of edge computing in e-health IoT systems, and its capa-
bilities include advanced techniques, distributed storage, and notification services. 
Edge computing can simplify data management and processing, enable real-time 
and online analysis, reduce latency, and offload traffic to the edge from the cloud, 
thus lowering network latency and reducing bandwidth usage. It is not an alternative 
to cloud computing, but rather develops cloud computing closer to data-generating 
IoT devices at the network’s edge. Critical information, rather than raw data, is sent 
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to the cloud, edge, or network resource identified as the best place for processing 
incoming data based on the speed of decision-making.

5.3 � Cloud layer

Modules of the cloud layer include long-term storage, decision-making on a global 
scale, compression, and encoding. Detailed descriptions of each are provided in this 
section.

•	 Long-term storage: this module stores data from different edge zones perma-
nently.

•	 Decision-making on a global scale: during data processing, feedback is sent to 
lower layers and useful data is permanently stored. Whenever data is collected 
and analyzed, patterns are identified, and knowledge is discovered from it.

•	 Compression and encoding: having these modules at both the cloud and edge 
layers is essential for privacy and efficiency concerns. Both parties must agree on 
encryption and compression approaches.

Figure 3 shows the main steps of our proposed approach. The first step involves 
collecting patient data from e-health IoT devices. Next, patients are clustered based 
on their healthcare needs using spectral clustering. Traffic flows are then catego-
rized based on their QoS requirements using flow classification. The SDN control-
ler implements caching to store frequently accessed data at the network edge, and a 
smart caching mechanism is used to determine which items need to be cached and 
which edge node should cache them. Patient data is given priority to increase the 
cache hit ratio for frequently accessed information. The MFO algorithm is used for 
caching multiple patients’ medical records based on decision-making with respect to 
multiple criteria, such as illness severity and treatment policy. Finally, the proposed 
system’s performance is evaluated through simulations and experiments to demon-
strate its effectiveness in improving QoS in SDN-IoT healthcare solutions.

Fig. 3   Proposed methodology for composition of caching and classification in edge computing for SDN-
based IoT healthcare solutions
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6 � Methodology

Several communication challenges have arisen with the healthcare ecosystem in the 
recent COVID-19 pandemic situation, particularly in developing countries (Sect. 8). 
Patients’ conditions are not being diagnosed on time due to a lack of adequate hospi-
tal accommodations, resulting in unnecessary health deterioration. In SDN, the data 
plane is decoupled from the control plane, allowing users to configure the controller 
for their own needs. The ultimate goal of all healthcare providers is to achieve high 
levels of patient satisfaction by promoting patient care. One solution is to use mobile 
devices like fitness trackers, smartphones, and sensors/actuators that are a part of the 
IoT [46]. The purpose of a medical center server is to enable healthcare facilities and 
medical professionals to quickly and effectively examine patient data. In addition, 
the server can serve as a tool for managing, organizing, and supporting telemedi-
cine professionals. For telemedicine to be successful on a long-term basis, a remote 
medical center server is crucial. The purpose of a medical center server is to allow 
hospitals and physicians to analyze patient data in real time and deliver appropriate 
care. In addition, the server could serve as a tool for managing, organizing, and sup-
porting telemedicine professionals. For telemedicine to be successful on a long-term 
basis, a remote medical center server is crucial.

In order to transmit data effectively at the edge layer, it must be adaptively tuned. 
In monitoring a chronically ill patient, detecting abnormal signs may require the 
system to boost the number of requests (priority). Various parameters and services 
are prioritized to determine the frequency of cloud transmissions. For instance, it is 
more important to prioritize rates of patient data transfer to the cloud who are suffer-
ing from chronic conditions or acute illnesses. The adaptive edge computing process 
improves the sensitivity and specificity of critical parameters, thereby enhancing the 
performance of the system.

By hosting and caching e-health IoT contents at the network edge for monitor-
ing patients’ daily lives, closer to the data consumers, such as physicians, nursing 
staff, doctors, medical students, office managers, and accountants, and so on; each 
individual would need specific information. Accountants, for example, are more 
concerned about invoicing details and other financial information about patients 
than doctors in the oncology department. Depending on their role, each user type 
will have its own interest space. Consequently, the user queries the same data 
repeatedly. It may be possible to leverage the user’s workload for faster results. 
Caching is a good way to enable quicker retrieval of frequently used data. We 
may need to consider a number of aspects about caching in real-time IoT sce-
narios, remote healthcare, for example. Transmission delays might be reduced 
and patient care could be given more effectively and efficiently by utilizing the 
proposed solutions. The proposal can take advantage of the native SDN program-
mability for building routing paths and storing more effectively, as well as the 
built-in SDN routines for monitoring network status, by orchestrating edge cach-
ing using the SDN Controller.

To enable SDN edge nodes to cache based on the MFO-Edge caching algorithm 
on a regular basis, we suggested using a network application that implements a 
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caching strategy for caching and identifying which IoT e-health content ought to 
be stored in edge nodes’ cache. Given these algorithms and the transient nature of 
particular contents in e-health IoT systems, it is significant to keep them in mind. 
Also, edge nodes are chosen based on their proximity to the cluster. The ability 
to prioritize the most crucial information and remove the less crucial information 
from the cache is necessary due to the confined cache capacity. The e-Health IoT 
data flow, on the other hand, may be separated into three groups: emergent traffic, 
normal traffic, and on-demand traffic.

•	 Emergent traffic, which also contains significant data packets, is defined as 
traffic that is started when a typical threshold is surpassed by nodes.

•	 Periodic traffic is referred to data flow that is uncritical and generated under 
typically healthy patient circumstances. This kind of periodic traffic includes 
medical information that must be provided on a regular basis or by a certain 
time.

•	 On-demand traffic, for diagnostic purposes, the clients want on-demand traffic 
in order to receive precise data. They are consistent with standard evaluations of 
patients’ physiological data, which frequently reveal normal signals from those 
lower priority sensors.

On top of the softwarized edge architecture, we offer a caching technique that is 
implemented at the SDN Controller and makes use of the storage resources to detect 
what items need to be cached, and which edge node should do it:

•	 First of all, the clustering of the patients with e-health IoT devices is performed 
using spectral clustering, which takes into account their similarity and distance, 
and then each cluster is connected to the SDN edge nodes for efficient caching. 
We calculated similarities at the feature level, then combined them at the patient 
level. By using spectral clustering technique clustering the e-health IoT users 
according to their features. Patient similarity was estimated by applying patient 
information or features (static and dynamic factors).

•	 The second step is giving the patient’s data, greater priority and increasing the 
cache hit ratio for the most frequently accessed information. As a result, more 
requests can be made for the popular data during its validity period.

•	 To maximize content diversity, each content copy is only stored at the edge once 
by SDN controller stores only one copy of each content copy at the edge. To pre-
vent intra-domain cache redundancy, edge storage resources can be used to cache 
a larger number of unique contents. By using such an approach, network opera-
tors also benefit from a reduction in traffic leaving the domain to access cloud 
storage for content. We allocate patients’ medical records to the SDN edge node 
for caching which is set up appropriate to the patient’s life, close to the closest 
locations.

•	 Additionally, we proposed using the MFO algorithm [31] to cache multiple 
patients’ medical records. Essentially, MFO-Edge Caching involves decision-
making with respect to multiple criteria, and in operations research, it is con-
sidered. Because they can increase the quality of decisions by using a method 
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that is more logical, explicit, and effective than traditional approaches, the 
usage of nature-inspired algorithms is becoming more popular.

•	 A medical care system under the proposed plan is fairer and more humane 
than the last one. MFO-edge caching algorithm can weight medical parame-
ters based on illness severity and treatment policy in our architecture. The sys-
tem, however, prioritizes patients who have more severe illnesses and reduces 
waiting times for them.

6.1 � Selection of moth‑flame optimization algorithm (MFO) for dynamic edge 
caching

In this section, we explain the use of the moth-flame optimization algorithm 
(MFO) [47] in more detail and provide a justification for its selection in this 
study. MFO is a bionic intelligent algorithm that has shown better performance 
in solving complex optimization problems compared to other similar algorithms, 
such as the grey wolf optimization (GWO) [48] and particle swarm optimization 
algorithm (PSO). We chose these algorithms for comparison because they have 
been used in previous works for data classification in IoT networks [49–53]. The 
selection of MFO in this study is based on its ability to effectively solve optimiza-
tion problems, specifically in selecting the best cache content. We will first pro-
vide a brief overview of the MFO algorithm, followed by an explanation of how it 
was used in this study.

The moth-flame optimization (MFO) algorithm is a relatively new optimization 
algorithm inspired by the behavior of moths and flames. It was first introduced in 
2015 by Mirjalili and Lewis. The algorithm works by dividing the optimization pro-
cess into two stages: the exploration stage and the exploitation stage. In the explora-
tion stage, the algorithm searches for new regions of the search space by randomly 
generating new solutions. In the exploitation stage, the algorithm focuses on exploit-
ing the best solutions found so far in order to converge toward the optimal solution.

MFO, an optimization method that imitates moth flying patterns, is one of the 
most potent ones. During the night, moths attempt to maintain a constant position 
with respect to the moon [43]. Navigation is based on a transverse orientation. The 
method is, however, not always useful, especially if the distance to the light source 
is quite great. In irregular lighting, moths attempt to preserve analogous forms that 
pass it in a straight line. Although the moths are closer to this light source than the 
moon, retaining a comparable angle to the source of light causes a dangerous or 
inefficient spiral flight route for them. A killing flow such as this is used to uncover 
optimization issues in real-world settings since the origin of light is close by. The 
exploration space coordinate vectors of a moth are used as variables in this method 
[47]. In this paper, for optimizing caching, the MFO equation is shown in Eq. (1).

(1)flameno = round
(
N − l ∗

N − l

MaxIt

)
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The number of repetitions indicated by MaxIt is the current number. The number 
of flames is N represented by the highest quantity, and the number of repeats is l 
indicated by the largest quantity.

Algorithm 1 summarizes the moth-flame optimization (MFO) algorithm in Fig. 4.
The MFO algorithm has several advantages that make it suitable for use in con-

tent selection in edge caching. First, MFO is a global optimization algorithm, which 
means that it is capable of finding the global optimum of a problem, rather than 
getting stuck in a local optimum. This makes MFO a powerful tool for content selec-
tion, as it can effectively search a large space of possible solutions to find the best 
content to cache at the edge. Second, MFO is a population-based algorithm, which 
means that it maintains a population of candidate solutions and iteratively refines 
them to improve their quality. This makes MFO more robust than other optimization 
algorithms that rely on a single solution. We chose MFO due to its ability to effi-
ciently optimize multiple objectives, which is well suited for our proposed caching 
strategy that aims to minimize both latency and energy consumption. In addition, 
MFO has been shown to have better performance compared to other bionic intel-
ligent algorithms such as GWO and PSO in terms of convergence time and setting 
time.

In terms of convergence and setting time, MFO has been shown to outperform 
GWO and PSO in optimization problems in our study. MFO has a fast convergence 
rate, which means it can quickly find the optimal solution with fewer iterations com-
pared to GWO and PSO, Fig. 5. Moreover, MFO has shown good performance in 
terms of setting time, which is the time required to find the optimal solution. MFO is 
also less sensitive to the initial parameters, which means it is more robust and stable 
than other algorithms, Fig. 6. However, it is worth noting that the performance of 
MFO is highly dependent on the problem being solved, and it may not always be the 
best choice for all optimization problems.

In terms of caching, for small-scale systems, there is no significant difference 
between MFO, GWO, and PSO. However, as the scale of the system increases, cach-
ing algorithms may only be able to produce feasible solutions that are near opti-
mal. In this case, MFO has been shown to outperform other algorithms in terms 
of finding the optimal solution. MFO has a high exploration ability, which means 
it can explore a large search space and find the near-optimal solution quickly. On 
the other hand, GWO and PSO may struggle with large-scale systems due to their 
limited exploration ability. Therefore, the choice of optimization algorithm may 

Fig. 4   Moth-flame optimization (MFO) algorithm
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depend on the specific requirements and constraints of the IoT healthcare system 
being considered.

6.2 � Caching mechanism in SDN‑based IoT healthcare system

In our proposed solution, the caching process is carried out by the SDN con-
troller, which has a global view of the network topology and traffic flow. The 
controller uses this information to dynamically route traffic and manage network 
resources, including caching data at the edge node. When a data packet arrives at 
the SDN controller, it is inspected by the controller to determine if it should be 
cached. This decision is based on the set criteria, which include the type of data, 
the source and destination of the packet, and the current network conditions. If 
the data packet meets the caching criteria, the controller generates a flow table 
entry that includes the cache action for the edge node. The flow table entry is 

Fig. 5   The convergence comparison of MFO, PSO and GWO

Fig. 6   Comparison average convergence and setting times (S) MFO, PSO and GWO in proposed 
approach
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then installed on the appropriate switch along the path to the edge node. When 
subsequent data packets matching the flow table entry arrive at the switch, they 
are forwarded to the edge node for caching. The cached data can then be quickly 
retrieved by other devices on the same network, reducing latency and improving 
QoS.

To manage the cache, the SDN controller uses OpenFlow’s flow modifica-
tion messages to update the flow table entries and add or remove cached data. 
The controller periodically checks the cache usage and evicts old or infrequently 
accessed data to make room for new data. This dynamic management of the cache 
ensures that it is always up-to-date and optimized for efficient data retrieval. 
While OpenFlow does not provide explicit support for caching, its flexible archi-
tecture allows the SDN controller to configure and manage caches through flow 
table entries and flow modification messages. Our proposed solution leverages 
these capabilities to optimize the caching process and improve the performance 
of e-health IoT applications.

6.3 � e‑Health IoT clustering strategy

A design of electronic medical records for continuous-care patients is necessary 
to meet the ever-increasing demands of healthcare, and to assist patients after 
hospital discharge who require continuous care. To map the e-health IoT users 
to specific SDN edge nodes, we first use spectral clustering to identify the simi-
larities among the users based on their features. Using both static and dynamic 
patient information, the similarity between patients was estimated. In order to 
calculate similarity at the patient level, the features were first compared and then 
combined into a single measure of similarity [54]. This will significantly reduce 
the time needed to search for data on these SDN edge nodes when they cache 
only data relevant to a specific cluster.

Spectral clustering is a clustering algorithm that uses the spectrum (eigen-
values and eigenvectors) of a similarity matrix to group data points into clusters 
[55]. The idea behind spectral clustering is to transform the data into a new space 
where the clusters are more easily separable.

Here’s a simplified explanation of how spectral clustering works:

•	 Construct the similarity matrix: Compute the similarity between all pairs of 
data points and create a symmetric similarity matrix.

•	 Compute the Laplacian matrix: The Laplacian matrix is a measure of how the 
data points are connected in the graph.

•	 Compute the eigenvectors and eigenvalues of the Laplacian matrix
•	 Perform clustering: Use the eigenvectors and eigenvalues to perform k-means 

to clustering of the data points.

Overall, spectral clustering is a powerful tool for patient clustering based on 
e-health IoT data and edge computing, and its advantages make it a useful method 
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for healthcare professionals and researchers looking to analyze and understand large 
and complex patient datasets while maintaining privacy and reducing latency. On a 
graph, the spectral clustering procedure is shown in Fig. 7. Additionally, the graph 
is created by using patients who have e-Health IoT devices to represent vertices, and 
the edges are calculated by measuring the degree of integrity between the vertices, 
which in turn is affected by their similarity and Euclidean distances [56].

Vital signs are measured by a variety of medical sensors. They can be used in 
hospitals, homes, and other settings to monitor and identify medical issues. In tel-
emedicine and remote health monitoring, sensors play an essential role [57]. EHR 
items are assigned based on vital signs; most triage systems now utilize a four-level 
color-coded scale, with red indicating high risk, orange indicating most urgent, yel-
low indicating sick but not urgent, and green indicating minor, normal). In chronic 
and acute diseases, patient prioritization is essential. Using a clustering system 
based on the emergency status of patients, we propose a prioritization system and 
clustering of patients [1].

In simple terms:
Blood pressure: The ratio of the systolic and diastolic forces exerted by the heart 

during its circulation in the arteries.
Body temperature: Determines the body’s temperature.
Heart rate: pulse rate, measured in beats per minute. It is also important to assess 

the level of regularity, strength, and equality.
Respiratory rate: count how many times the chest rises and falls in sixty seconds.
Oxygen saturation: Determines the amount of oxygen in the blood by measuring 

peripheral capillary oxygen saturation, or SpO2.
According to Table 2, the system has four parts [1]. According to our assumption, 

the registered hospital (as cloud) has the entire electronic medical record (EMR) of 
each patient. Wearable sensors record patients’ locations and monitor their health 
status. Wearable sensors serve two main purposes. Detecting emergency situations 
(e.g., high-risk) is the first step. A patient’s body may produce an electronic impulse 
that is higher or lower than the critical value in an emergency situation. A hospital 

Distance 
factor

Fig. 7   Proposed e-Health IoT clustering strategy
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and clinical professionals would then receive an emergency alert from the sensor. 
Medical services can be provided to patients immediately. Emergency situations are 
communicated to the patient’s caregivers and family [1]. In many cases, the patient 
would also receive notifications if they needed help taking their medication. A clini-
cal decision can be made remotely if a patient’s status needs to be monitored. It is 
also used to record the location of patients. The caregiver or family member receives 
a notification regarding the subject’s location through SMS, email, or messages.

Wearable sensors are used to record patients’ health status. Ideally, the caching 
node will be located near the patient’s home, workplace, or the nearest hospital to 
the patient. As the cloud (the registered hospital), the EMR of the patient is updated 
accordingly in it. Medical records would be cached on the SDN edge node. Clinical 
professionals are able to retrieve medical records quickly because of where the edge 
caches are located (close to hospitals). Because edge caches have limited storage 
capacity, each edge cache suggests selecting medical files that are hospitals closest 
to homes are ideal and most significant, workplace, and others. Ideally, physicians 
should be able to check patients’ health without needing to ask their hospital for it. 
In the next section, we present a method for caching medical files.

6.4 � Static features

PSstatic represents the patient’s profile information, such as the patient’s age, gender, 
chronic or acute disease, and EHR items. The details are as follows [34]:

i.	 Feature similarity for age

As shown in Eq. (2), the patient i’s age and patient j’s age are denoted by Agei 
and Agej. A ratio of a smaller age to a larger age can be used to represent feature 
similarity (Fage) for age [58]:

	 ii.	 Feature similarity for gender

As shown in Eq.  (3), patients i and j were compared by the similarity feature 
Fgender , which we defined as 1 if their genders were the same and 0 if not [58].

(2)Fage(i, j) =
min (Agei ⋅ Agej)

max (Agei ⋅ Agej)

Table 2   Healthcare EHR items and levels

Parameters Unit
High risk

Urgent Sick
Normal 

Low High Low High Low High
Heart rate (HR) Beats/min < = 40 > = 131 111–130 41–50 91–100 51–90
Blood glucose mg/dL < = 20 > = 600 20–69 300–600 70–99 163–299 100–162
Oxygen saturation % < = 91 92–93 94–95 > = 96
Body temperature °c < = 35 > = 40 39.1–40 35.1–36.0 38.1–39.0 36.1–38.0
Blood pressure(BP) mmHg < = 90 > = 220 91–100 101–110 111–219
Respiratory rate Breaths/min < = 8 > = 25 21–24 9–10 12–20
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	 iii.	 Feature similarity for chronic or acute disease

Events like patients having a chronic or acute condition were represented as 
a Boolean value, along with other static attributes. When a patient had diabetes, for 
instance, we determined that if patient i and patient j had the same condition—either 
both had the disease or neither—the similarity feature Fchronic between them would 
have been 1 and 0, respectively, as shown in Eq. (4).

As shown in Eq.  (5), Wj stands for the weights associated with the three feature 
similarities. In the current investigation, the experimentally allocated in [58] values for 
w1 ⋅ w2 ⋅ and w3 were, in that order 0.4, 0.4, 0.2.

	 iv.	 Dynamic feature, similarity for EHR items

EHR data was used to extract the dynamic data part of the feature Eq. (10). All m 
items in the EMR for each patient were continuous. For the subsequent computation, 
they were first normalized to xi ∈ [0,1], where xi stands for the patient i’s normalized 
feature. Calculations must be made for every pairwise patient to find the feature simi-
larity between patients Pi and Pj (i, j ∈ 1, …, n). According to Eqs. (6), (7) and (8), the 
dynamic feature similarity for EHR items (FEHR) was calculated as Eq.  (9), 1 minus 
normalized min–max (Eq. (8)) [58]. The patient vectors Pe = {P1, P2, …, Pn} each have 
m features: {x1, x2, …, xm}. These features are represented in an m-dimensional vector 
space.

As a result, the patient set has n patients, whereas the feature set has m attributes.

(3)Fgender(i ⋅ j) =

{
1. if i ⋅ j had same gender

0. otherwise

(4)Fchronic (i.j) =

{
1. (if i ⋅ j had chronic or acute disease)

0. otherwise

(5)PSstatic(i ⋅ j) = w1 ∗ Fage(i ⋅ j) + w2 ∗ Fgender(i ⋅ j) + w3 ∗ Fchronic(i ⋅ j)

(6)Patients(x) =

⎡
⎢⎢⎢⎣

p1 ⋯ pn
xi⋅1 ⋯ xn⋅1
⋮ ⋮ ⋮

xm⋅1 ⋯ xn⋅m

⎤⎥⎥⎥⎦

(7)dEHR(i.j) =

√√√√ m∑
k=1

(
xi⋅k − xj⋅k

)2

(8)d� =
dEHR(i ⋅ j) −min

(
dEHR

)

max
(
dEHR

)
−min

(
dEHR

)
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•	 Patient similarity factor

As shown in Eq.  (11), to measure weighted patient similarity (PS) between 
patient i and patient j, the weighted sum of the two similarities factors was used 
[58]:

•	 Distance factor

Additionally, as shown in Eq. (12), the Euclidean Distance is used to determine 
how far the patient’s IoT-enabled e-health equipment is from the SDN edge nodes.

where (xi, yi) represents the ith user’s position and (xj, yj) represents the jth user’s 
position.

As a result, based on how similar the patients are and the distance between 
them, the degree of integrity σ between them is determined. In addition, the thresh-
old value and degree of integrity value are compared (the optimal threshold for 
the degree of integrity is 0.075 [55]). Upon determining that the value exceeds the 
threshold value, an edge between the two patients is created, forming the vertices of 
the graph. The degree of integrity is assessed by the weight of the edges. After the 
graph is created, given that the weight matrix (W) derives its value from the weight 
of the edges and that the degree matrix (DM) requires a specification in order to be 
generated, the weight matrix (W) and the degree matrix (DM) are computed. This 
definition is as Eq. (13):

The degree matrix is calculated accordingly based on Eq. (14):

In this case, the degree matrix will be calculated as follows:
Using the Degree Matrix and Weight Matrix, we calculate the Laplacian matrix 

(L), which is the difference between the two matrices, as shown in Eq.  (15). For 
mathematical efficiency, we further normalize Laplacian Matrix using Eq. (16)

(9)FEHR(i ⋅ j) = 1 − d�

(10)PSdynamic(i ⋅ j) = FEHR(i ⋅ j)

(11)PS(i ⋅ j) = 0.9 ∗ PSstatic(i ⋅ j) + 0.1 ∗ PSdynamic(i ⋅ j)

(12)Δ
(
pi ⋅ pj

)
=

√(
x2
i
− x2

j

)
+
(
y2
i
− y2

j

)

(13)DMi =
1

m

m∑
i=1

PS(i ⋅ j)

(14)DMi.j =

{
DMi. if i = j

0. otherwise
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Furthermore, k eigenvalues are chosen for k clusters as well as the correspond-
ing vectors. The eigenvectors are considered columns in the matrix. K centroids are 
found using the k-means clustering algorithm, and each node is then assigned to 
a cluster depending on how close it is to the centroids. The degree of integrity is 
measured as shown in Eq. (17):

Algorithm 2 summarizes the method as demonstrated in Fig. 8.

6.5 � Proposed e‑health IoT data caching strategy

There are two phases to the proposed caching strategy: the decision phase and the 
replacement policy phase. First the decision to cache each piece of data will be made 
taking into account factors like freshness of data latency of sensing the content pop-
ularity and IoT node energy. In order to keep the most important data for a specified 
amount of time in the cache. The edge nodes assign a value based on essential char-
acteristics of each data point. Those contents that exceed a predetermined threshold 
will be cached. The candidate data item will be compared against the stored contents 
once the cache is full. A periodic evaluation of all the cache contents will also take 

(15)L =
(
DMi⋅j

)
− PS(i, j)

(16)L =
(
DMi⋅j

)−1∕ 2
L DM

−1∕ 2

i⋅j

(17)�(i, j) =
PS(i ⋅ j)

Δ
(
pi ⋅ pj

)

Fig. 8   The pseudo-code of patient clustering algorithm
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place depending on the different applications. It will dynamically remove expired or 
invalid content from the cache if it is invalid.

Caching decisions are based on the attributes of the content navigating through 
each edge node. According to the healthcare application. each of these types of 
cached data has a different Quality of Information [59] value. In order to determine 
a cache’s quality of information, we select the health data popularity (HDP), energy 
level parameter (ELP), delay (D), Dfreshness(DF), patient priority based on the sever-
ity of illness (PP) whose combined value determines its QoI. Table 3 shows that we 
associate priorities with each of these attributes for each request type and that these 
priorities determine the importance of each attribute’s true value.

We suggest using a method that to use an algorithm that satisfies the edge cach-
ing problem as a nature-inspired paradigm named "MFO-EC." It is used to select 
the best option content for edge caching using multi-criteria moth-flame decision-
making, as described in the pseudo-code of the MFO-EC algorithm. Whenever 
the MFO-EC algorithm selects content for caching, the controller triggers cach-
ing actions in the SDN edge nodes and a message OF PACKET OUT is sent. The 
selected edge nodes receive an action type, known as caching, via the Experi-
menter instruction, which is stored locally. When the periodically run MFO-EC 
algorithm determines that the requested content should be stored, an SDN edge 
node is located. Whenever the cache node is unavailable, the cloud must be 
accessed to retrieve a new copy of the requested data. If the route is not already 
available in the edge nodes’ flow tables [2], the controller sets up the route using 
OF FLOW MOD messages. As the SDN controller is expected to have a broader 
range of processing capabilities, so it will be able to perform content selection 
periodically at appropriate times (Fig. 2A).

i.	 Health Data Popularity (HDP)

When many users request a data item within a short amount of time. It is con-
sidered popular. To ensure efficient data distribution. popular content should be 
retained for a longer amount of time in the cache. In terms of popularity, Total 
Requests is the total number of requests that a node has received over a given period 
of time and Request

(
dataq

)
 is the total number of requests for the dataq , as shown 

in Eq.  (18). Assuming Timestamp, a period of time from T0 to T1 , the SDN edge 
nodes in the network calculate the popularity of every content by counting each con-
tent request’s number and store the results in the edge node’s table. The number of 

Table 3   Weight of attributes

Attributes Emergency 
request l

V

Periodic 
request l

V

On-demand 
request l

V

�Emergency �Periodic �On−demand

F
pp

5 5 7 0.14 0.14 0.36
F
D freshness

9 7 3 0.46 0.36 0.06
F
SD

7 5 3 0.24 0.14 0.06
F
ELP

1 3 7 0.02 0.06 0.36
F
HDP

5 5 5 0.14 0.14 0.15
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historical times dataK is requested is Request(dataq ) by using the OF Experimenter 
extension fields [60].

During the timestamp, the current popularity of content dataK may be character-
ized as Eq. (19) [2]. We must normalize these numbers due to the differing scale of 
�
req
n

(
dataq

)
. according to Eqs. (20), (21) and (22); we use the following formulae to 

do so [19]:

where n = 1 … k.
FHDP is the calculated normalized value of metric popularity for dataq on Edge 

node k, and Preq +

(dataq)
 and Preq −

(dataq)
 are the upper and lower bounds of these values, 

respectively.

	 ii.	 Data freshness (DF)

An e-Health IoT application that relies on caching collected data would need to 
have high data freshness, but at the same time be able to respond quickly to varia-
tions in a patient’s heart rate and blood pressure etc. A key attribute that supports the 
stringent quality-of-service requirement is data freshness and reliable data delivery. 
Data items are considered valid if they meet the freshness requirements of the appli-
cation. To determine if a data item meets the desired freshness it will be evaluated 
when traversed to the edge node. Data freshness is calculated by Eq. (23).

The symbol for the distance between the edge node and the source of the data is 
dataage. The data’s lifetime is determined by Time.

(18)

|||Request
(
dataq

)||| =
|||ReqEmergency

(
dataq

)
+ ReqPeriodic

(
dataq

)
+ Reqon−demand

(
dataq

)|||

(19)�req
n

�
dataq

�
=

∑T1
T0

���Request
�
dataq

����
Timestamp

(20)P
req+

(dataq)
=

Max�
req

k

(
dataq

)
−Min�

req

k

(
dataq

)

Max�
req

k

(
dataq

)

(21)P
req −

(dataq)
=

Min �
req

k

(
dataq

)

Max �
req

k

(
dataq

)

(22)
FHDP = P

req −

(dataq)
+

(
�
req
n

(
dataq

)
−Min�

req
n

(
dataq

))(
P
req +

(dataq)
− P

req −

(dataq)

)

(
Max�

req
n

(
dataq

)
−Min�

req
n

(
dataq

))

(23)

FD freshness =
Time − dataage

Time
=

Time −
∑k

n=1

�
datapath(n) + datacaching(n)

�
Time
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	 iii.	 Patient priority based on the severity of illness (PP)

Considering the parameter related to patients’ priority according to their sever-
ity of illness (SOI) [61] enables to evaluate one of the factors for selecting whose 
e-health IoT data to cache. Each patient’s SOI is determined by the diagnoses and 
procedures they undergo during their medical visits. Healthcare resources are con-
sumed more frequently by patients with higher SOI (e.g., significant or extreme) 
in the same diagnosis-related group as those with lower SOI [13]. There are four 
levels of severity of illness as shows in Eq. (24). For comparison, we use the most 
recent priority level that a patient had. Medical records of patients with more severe 
illnesses have a higher priority for caching. This priority indicator is denoted by 
the letter patiente. patiente is calculated according to the equipment properties for a 
specific cluster. From SDN controller’s registration module, the priority patient list 
is gathered. We assume that the patient priority factor value patient e is as follows 
based on their severity of illness:

For one cluster the priority of the patient can be obtained by Eq. (25):

By scaling these values between zero and one, they can be normalized as follows 
as shown in Eq. (26) [19]:

	 iv.	 Sensing Delay (SD)

Sensing delay calculation in IoT healthcare systems involves measuring or esti-
mating the time it takes for a sensor to detect a physiological signal, transmit it to a 
processing unit, and analyze it. The delay is affected by several factors, including the 
type of sensor, communication protocol used, and processing power of the device. 
To calculate the sensing delay, we need to consider the response time of the sen-
sor, the transmission delay, and the processing delay. Once these factors have been 
measured or estimated, the sensing delay can be calculated by summing them up. 
The sensing delay is a measure of how much the consumer is willing to wait for the 
cached data content depending on the delay sensitivity. The use of delay-sensitive 
data is common in emergency situations (e.g., natural disasters and health emergen-
cies). To capture accurate readings, sensors should be placed in different environ-
ments for varying periods of time. However, sensor nodes have a limited lifetime, 
so the duration of the on-time affects their lifespan as well. Longer storage of the 
sensed data can help the sensor node last longer if the time it takes to get the reading 

(24)patientpriority =

⎧
⎪⎨⎪⎩

1. for SOI class type Minor lowest periority

2. for SOI class type Moderate medium periority

3. for SOI class type Major high periority

4. for SOI class type Severe highest periority

(25)patientp =
[
patientp1 ⋅ patientp2 ⋅ patientp3 … patientpn

]

(26)Fpp = patientpnorm (i) =
patientp(i) −min

(
patientn

)

max
(
patientn

)
−min

(
patientn

) ∀i ∈ n
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is longer, which is known as sensory delay. Additionally, the propagation delay of 
the data would increase so that each time data was needed, it had to be transferred 
from sensor nodes to SDN edge nodes each time data was sought, especially if the 
sensor nodes were distant from the cluster head. Therefore, it’s crucial to optimize 
the sensing delay and minimize the delay sensitivity in IoT healthcare systems to 
ensure timely and accurate detection of physiological signals, especially in emer-
gency situations. As a result, the sensing delay ϑ is taken into account Eq. (27).

Each patiente is equipped with m sensors. The sensing delay of the sensor type i 
is indicated by dsi. Activated sensor types that deliver fresh data contribute the long-
est delay to the sensing delay. These value of FSD(i) can also be normalized as fol-
lows by scalability between 0 and 1. 

	 v.	 Energy level parameter (ELP)

As a result of sensor nodes’ limited resources, data processing at sensor nodes 
has several disadvantages. The execution of complex algorithms at sensor nodes is 
sometimes possible, but at a high energy cost. By moving computation from the sen-
sor nodes to the edge layer, which are typically not battery-powered. We can poten-
tially address the aforementioned issues.

Energy (E) of an e-Health IoT node is indeed modeled as a parameter with a nor-
malized value [0.1] (Eqs. 29 and 30), with 0 denoting the lowest level of energy and 
1 denoting the highest level. Each patient is equipped with k sensors. Each device’s 
energy consumption should be estimated so that the remaining energy levels can 
be adjusted accordingly. Each device’s estimated energy consumption should be 
updated because sending and receiving data consumes energy.

6.5.1 � Weight calculations for attributes

Using these normalized parameters, weights are examined to optimize caching deci-
sions. Since transient data and resource constraints are among the main challenges 
of e-heath IoT, we used the proposed method in [62] for calculating the weights 
for attributes. This method incorporates the concept of Weighted Product Model 
(WPM) to enhance the accuracy of the decision-making process. The role of each 
attribute will also differ depending on the application type. It is more important to 

(27)� ∝ max
(
ds1, ds2, ds3,… dsm

)

(28)FSD(i) =
� −min

(
ds
)

min
(
ds
)
−min

(
ds
)

(29)� ∝ min
(
Es1 ⋅ Es2 ⋅ Es3 ⋅… ⋅ EsK

)

(30)FELP(i) =
� −min

(
ES

)

max
(
ES

)
−min

(
ES

)
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prioritize attributes related to the quality of the content ( FD freshness , FPP, FSD) than 
other attributes ( FELP and FHDP ) for emergent traffic. Conversely, for normal traffic 
and on-demand traffic, FELP and FHDP attribute parameters are more significant than 
any content parameter [23]. As part of the evaluation criteria for caching, each edge 
node must recognize and apply this priority rule. The best way to accomplish this 
task is to calculate the attributes’ weights. The computation is shown in Eqs.  (31) 
and (32):

The linguistic meanings lV{1.3.5.7.9} describe the scale of significance (very low, 
low, medium, high, and very high) in order. For the pairwise comparison ‘apq’ of 
the quality’s ’p’ and ’q’, if p is more important than q and the inverse of q is more 
important than that of p. Lv stands for the importance scale and m for the number of 
features, apq{1∕9.1∕7.1∕5.1∕3.1.3.5.7.9}.

6.5.2 � Caching decision‑making

Choosing the useful contents to cache is the main purpose of the caching decision. 
The range [0.1] for all attribute values is the same after modeling and normalization (
FA(j)

)
 . According to Eqs. (33), (34) and (35), the Fitness function is often stated as 

follows in relation to the weight vector:

It has been noted that the value assigned truly describes the significance of the 
content. It is necessary to establish a minimum threshold in order to decide if the 
present content is valuable enough to reserve in the cache as a selection. The values 
of the χmin(j) and χmax(j) attribute thresholds of the different application types must 
be used to precisely calculate this threshold as indicated in Eq. (36) since they are 
essential to the efficiency of the caching decision.

(31)�j =
1

m

m�
p=1

ajp∑m

q=1
aqp

(32)apq =

⎧
⎪⎨⎪⎩

1⋅ if Lq = Lp
Lq − Lp + 1⋅ if (Lq − Lp) > 0

1

Lq−Lp+1
⋅ if (Lq − Lp) < 0

(33)FA (j) ∈
[
FD freshness

;F
PP
;F

SD
;F

ELP
;F

HDP

]

(34)
m∑
p=1

�j = 1

(35)Fitness function Fj =

m∑
p=1

�p ∗ FA(j)
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In conclusion as shown in Fig. 9. Algorithm 3 is used to summarize the pro-
cess of proposed making caching decision.

(36)�j =
1

m

m∑
i=1

�min(j)

�max(j)

Fig. 9   The pseudo-code of the algorithms for content selection and request for caching
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7 � Performance evaluation

Rapid decision-making and agile reactions are necessary as a permanent, round-
the-clock remote health monitoring system in the case of multiple acute illnesses 
and emergencies. When data should be processed and transmitted as rapidly as 
feasible, raw data is sent from sensor nodes to the cloud in cloud computing. 
Response latencies may be unclear if the network state is unexpected. On con-
trast, the system is more beneficial when high priority data analyses are imple-
mented in remote edge nodes and when crucial and urgent decisions are made 
locally. The processed data may then be uploaded to the cloud for archival and 
additional examination. In a vast sensor network. local processing at the edge 
layer can also lessen traffic between gateways and the cloud. Additionally, cen-
tralized administration offers control over data flow, which may assist guarantee 
that applications function as intended. Applications that are not deemed mission-
essential can be prioritized for quick delivery over more vital data information 
needed for medical diagnosis. For instance, the correct services are supplied first 
thanks to the capacity to shape and manage data traffic [63]. Table 4 shows the 
list of simulation parameters. This section discusses the simulation setup and out-
comes before introducing the assessment measures.

The simulation was run in a java-based simulator, depending on IoTSim [64]. 
The proposed scheme as depicted in Fig. 1 includes one centralized cloud server, 
and 10 edge nodes and 100 patients with 6 IoT devices each are used to simulate 
the model. The patients are distributed randomly in a two-dimensional space of 
1050, 1050. The time interval for IoT devices to generate data is set to 20–45 s 
depending on their type. The storage size was defined as the same for all for SDN 
edge node 200 GB and the average of link bandwidth consider as 100 Mbps. The 
suggested method begins by employing spectral clustering to group the patients. 
The effectiveness and typical retrieval latency of the suggested strategy are com-
pared to other ways. The spectral clustering approach, covered in Sect.  6.1, is 
used to group the patients. To execute spectral clustering. The patients are 

Table 4   Simulation parameters Attributes Value

Simulation time (s) 3000
Patients 100
IoT devices per patient 6
Edge nodes 10
Packet size (B)
Emergency requests 50
Periodic requests 150
on-demand requests 300
Number of clusters 10
Serving packet requests during simulation 1000
Patient’s deployment strategy Random
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regarded as the graph’s vertices. The threshold value from Eq. (17) is used to cal-
culate the degree of integrity between the two patients.

The patients are divided into 10 clusters. The age of patients is categorized in 
decade and each cluster is allocated to a certain SDN edge node following the 
suggested methodology. The requested file is checked for in the cloud if the cor-
responding SDN edge nodes are unable to satisfy the request for the desired data. 
Considering that each application type’s packet data size emergency, periodic, and 
on-demand requests are set to 50,150, and 300 bytes, respectively. The simulations 
end after serving around 1000 packet requests. The packet requests are randomly 
generated.

The suggested scheme is compared with the content-based caching strategy [54]. 
This scheme is worth considering since it was recently recommended to keep the 
most useful content in the cache, boost cache usage efficiency, consider delaying an 
effective caching technique and compare it to the baseline schemes that came before 
it [55].

a)	 Proposed scheme—with SDN-Edge caching and with clustering:

The proposed scheme with both SDN-Edge caching and clustering has the lowest 
average time between data retrieval delays. This is because clustering reduces the 
number of hops between nodes, and SDN-Edge caching reduces the time it takes to 
retrieve data by storing frequently requested content at the edge nodes.

b)	 Without SDN-Edge caching and with clustering:

Without SDN-Edge caching, the average time between data retrieval delays is 
higher than with the proposed scheme. However, clustering still helps to reduce the 
number of hops between nodes, which can improve performance.

c)	 With SDN-Edge caching and without clustering:

With SDN-Edge caching but without clustering, the average time between data 
retrieval delays is lower than without SDN-Edge caching but higher than the pro-
posed scheme with both SDN-Edge caching and clustering. This is because SDN-
Edge caching alone still helps to reduce the time it takes to retrieve data, but cluster-
ing further reduces the number of hops between nodes.

d)	 Content-based caching strategy:

The content-based caching strategy performs worse than the proposed scheme in 
terms of average time between data retrieval delays. This is because it does not take 
into account node energy levels or cache size and does not use clustering to reduce 
the number of hops between nodes. However, it may still be useful in certain sce-
narios where content is requested infrequently and caching based on content type is 
more effective.
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7.1 � Cache hit rate

The probability of obtaining a cache hit from content stored on SDN edge nodes 
rather than the original cloud servers is known as cache hit ratio, and it is calculated 
and showed the percentage of cache hits to all request messages. For all of the tech-
niques, the hit ratio could be demonstrated to increase with time. The hit ratio is the 
most fundamental indicator for measuring the caching decision policy’s efficacy. As 
a result, the hit ratio may be expressed as shown in Eq. (37):

|Request(t)| is the whole number of requests received at a period of time t. Simu-
lation time is T. As a result, the goal is to develop a useful caching decision strategy 
that outperforms existing rules in terms of caching efficiency.

Figure 10 shows an increase in hit ratio over time for all tactics, with a similar 
LRU replacement policy. The proposed MFO-SDN-Edge caching scheme demon-
strates a significant improvement in the cache hit rate, achieving 76%, which out-
performs the content-based caching and "With clustering and With SDN-GWO-
Edge caching" and "With clustering and With SDN-PSO-Edge caching" methods 
by 70.6%, 61.9%, and 59.5%, respectively. The scheme also outperforms the aver-
age hit ratio for "Without clustering and With SDN-MFO-Edge caching" and "With 
clustering and With SDN-MFO-Edge caching" by 37% and 57%, respectively, high-
lighting the effectiveness of using clustering for improving this parameter. During 
simulation, the proposed scheme achieved an average hit ratio of 57% for "With-
out clustering and With SDN-MFO-Edge caching," 36% for "caching content-based 

(37)

Hit ratio =

∑T

t=1
total number of requests satisfied from the cache on the edge nodes Ek

�Request(t)�

Fig. 10   The comparison of cache hit ratio
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technique," 43.7% for "With clustering and With SDN-PSO-Edge caching," and 
38.9% for "With clustering and With SDN-GWO-Edge caching," as discussed in 
Sect. 6.2. This outcome demonstrates the superior performance of MFO over other 
bionic intelligent algorithms such as GWO and PSO in the proposed scheme. These 
findings underscore the efficacy of the clustering method and the role of SDN for 
orchestrating and network management, as well as MFO-caching for data selection 
and caching.

7.2 � Average time between data retrieval delays

The data retrieval latency is a crucial parameter that measures how long the cus-
tomer is pleased with the answer to the data requests and reflects the efficiency of 
caching. The cached content is often discarded in e-health IoT due to short data item 
lifetimes and long delay times. The data retrieval delay must therefore be investi-
gated, which is the interval between sending the request for the data item and receiv-
ing it. In SDN edge nodes, effective caching allows the capability of responding to 
consumer requests where the content is frequently updated. This solution also takes 
into account the node energy level and cache size so that the nonpotential e-health 
nodes’ batteries do not run out of power as well as decreasing caching delay times.

The average retrieval latency is used to determine how quickly a user can retrieve 
the content requested. High retrieval delay negatively affects the QoE, which empha-
sizes the importance of efficient caching mechanisms in e-health IoT [65]. Equa-
tion (38) can be used to compute the average retrieval delay.

Rdelay denotes the average retrieval delay. �request
(
dataK

)
 The popularity of content 

dataK at the current time.
The delay time for retrieving data in e-health IoT is a crucial parameter that meas-

ures how long it takes for a customer to receive an answer to their data request and 
reflects the efficiency of caching. Effective clustering and caching in SDN edge 
nodes can reduce the average retrieval delay, as demonstrated in Fig. 11. Consider-
ing the edge nodes for caching and SDN orchestrating. So, by reducing the aver-
age retrieval time delay in the proposed approach the edge nodes would be able to 
reuse the cached content more easily. During the simulation, the proposed scheme 
achieved an average time between data retrieval delays of 0.019 s, which is better 
than the other scenarios. Specifically, the average time between data retrieval delays 
for the ’caching content-based technique’ was 0.023 s, while it was 0.029 s for ’With 
clustering and With SDN-PSO-Edge caching’ and 0.032 s for ’With clustering and 
With SDN-GWO-Edge caching’. Compared to these scenarios, the proposed scheme 
with SDN-MFO-Edge caching and clustering showed a decrease of approximately 
10%, 27%, and 34%, respectively, in the average time between data retrieval delays. 
These experimental results demonstrate the effectiveness of the proposed approach 
in improving the retrieval time of e-health data in an IoT environment.

(38)

Rdelay =
1

�Request(t)� ∗
∑T

t=1
request travel delay

�
dataK

�
+ response travel delay

�
dataK

�

�request
�
dataK

�
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7.3 � Caching ratio based on request the type

The study considers emergency and on-demand requests as randomly generated 
packet requests, while periodic requests for e-health data follow a Poisson distri-
bution. Figure 12 shows the distribution of requests and the proportion of cached 
response in the associated SDN edge node according to the proposed method. In 
the investigated cluster, the importance and prioritization of the requests are con-
sidered, taking into account the weight of features for emergency and on-demand 
requests. The results show that 96% and 86% of the response for emergency and 
on-demand requests, respectively, are cached in the related SDN edge node. 
This high proportion of cached responses indicates that the proposed method is 
effective in addressing emergency and on-demand requests, which are critical in 
e-health applications.

Fig. 11   Comparison of the average data retrieval delay time
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0%

10%

20%

30%

40%

50%

60%

70%

80%

Emergency Request On-demand Request Periodic Request

Request Caching rate on the edge node

Fig. 12   Request response caching rate on the edge node
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Periodic requests are generated at regular intervals, and the data requested is 
often static and not time-sensitive. Therefore, caching may not be as effective in 
addressing these requests as it is for emergency and on-demand requests. The low 
proportion of response packets cached for periodic requests in the investigated clus-
ter (35%) suggests. However, it is important to note that the effectiveness of the pro-
posed method in addressing periodic requests may vary depending on the specific 
characteristics of the e-health IoT network being investigated. Overall, the results 
suggest that the proposed method is effective in distributing requests and caching 
response packets based on their importance and features, thus improving the effi-
ciency and effectiveness of caching in e-health IoT applications.

8 � Limitations in the healthcare system and future works

Despite the fact that IoT devices have slow processing speeds and limited comput-
ing power, the idea of SDN and edge computing in healthcare is a good one. It is 
important for the healthcare system to transmit data in real-time. Any delay could 
prove fatal. Due to rapid changes in network configurations and settings, IoT devices 
may encounter compatibility issues if a change occurs in a platform or environment. 
It will be difficult to design a topological structure model for multi-device, multi-
protocol networks and methods for a healthcare network based on IoT to fulfill eve-
ryone’s needs in a computing environment as it is similar to the system of IoT-based 
healthcare. By utilizing edge computing, research in the Internet of Healthcare 
Things is also gaining popularity. The IoT has benefits, but it also has significant 
drawbacks that need to be addressed. In this article, we describe problems that need 
to be solved that e-health IoT devices face [1, 6, 8, 42, 43].

•	 Implementation of standards: many vendors manufacture a variety of products 
for the healthcare industry. The communication protocols, data aggregation, and 
gateway interfaces of these E-Health devices need to be standardized by a dedi-
cated group. Also the standardization and validation of EMRs recorded by the 
E-health devices must be taken into account extensively. By collaborating with 
researchers, information Technology and Innovation Foundation (IETF) and 
other organizations and standardization bodies ETSI and IPSO can form working 
groups to standardize devices.

•	 Managing data: IoT environment generates massive amounts of data through 
interconnected objects, which need to be stored and processed according to the 
IoT standards. Providing enough storage for all IoT data would be beneficial for 
some enterprises.

•	 Constant observation: as with chronic diseases, heart diseases, etc., many med-
ical circumstances need for ongoing patient observation. Real-time data monitor-
ing must be possible with IoT devices effectively in such situations.

•	 Energy-related problems at the device level: keeping IoT devices connected 
is a major challenge. Communication between devices is a major energy-con-
suming process. Batteries power most E-Health devices. The battery cannot 
be replaced easily once a sensor is attached. For such a system. a high-power 
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battery was needed. Globally, researchers are developing medical devices that 
can self-power. IoT systems could be integrated with renewable energy sys-
tems as a potential solution. As a result, these systems may help reduce the 
global energy crisis to some extent.

•	 Effects on the environment: To develop an e-Health system, biomedical sen-
sors must be integrated with semiconductor-rich devices. Earth metals and 
other toxic chemicals are typically used in manufacturing and fabrication. The 
environment may be adversely affected by this. The manufacturing of sensors 
must therefore be controlled and regulated by a proper regulatory agency. Fur-
thermore, biodegradable materials should be used to make sensors.

•	 Keeping data confidential and secure: a real-time monitoring system has 
been transformed by the integration of cloud computing. Cyberattacks have 
also become more prevalent in healthcare networks as a result. Several pre-
ventive measures must be taken to protect e-health IoT systems from mali-
cious attacks. Encryption of passwords, fault tolerance, and secure booting are 
a few of these features.

•	 Ability to scale: a healthcare device’s scalability refers to how well it adapts 
as its environment changes. Scalability refers to the ability of a system to work 
smoothly without causing any delays and to use the available resources effi-
ciently. The scalability of a device is therefore crucial. In this way, a system 
can be made more efficient for both present and future purposes by combin-
ing electronics, sensors and actuators. An E-Health system shares information 
through the Internet between healthcare devices, sensors and actuators. It is 
important to manage an E-Health system efficiently due to the lack of uni-
formity among the connected devices.

•	 Identification: there are a lot of interactions between healthcare profession-
als and their patients and caregivers at any given time. Patients who deal with 
multiple health issues interact with multiple doctors. Therefore, identifying 
patients, caregivers, and doctors during a single treatment process is crucial 
for avoiding confusion and maintaining smooth healthcare operations.

•	 Ability to self-configure: by adding features like manual configuration. IoT 
devices will give their users more power. By doing so, users will be able to 
modify the system settings in response to changes in the environment and the 
application requirements.

•	 Discovering new diseases: a growing number of healthcare apps are being 
added with the rapid development of mobile technology, but they are all 
designed for a limited number of diseases. In light of this, more diseases need 
to be considered that were either neglected or not given adequate attention in 
the past. E-Health applications will be more diverse as a result.

This study presented a methodology for clustering patients and implementing 
caching services to reduce data retrieval delays to overcome the limitations of 
previous research. Yet remote healthcare system limitations need to be addressed, 
problems must be solved, and enhancements need to be made.
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9 � Conclusion

In conclusion, the use of SDN technology and edge computing in e-health IoT 
networks has a significant potential to optimize the network infrastructure and 
enhance the management of network resources. The proposed method in this 
paper utilizes SDN-Edge caching and a clustering approach to prioritize and allo-
cate patient medical records, complementing the remote cloud’s storage capacity 
and reducing data retrieval latency. The MFO-edge caching approach as a multi-
criteria decision-making technique has shown better performance compared to 
other caching methods under comparison. The ability to monitor patients’ daily 
lives closer to the data consumers benefits medical professionals, enabling real-
time monitoring, early detection of health issues, timely interventions, and per-
sonalized care. The centralized management and dynamic caching mechanism 
of IoT healthcare systems enhance overall performance and reliability, allowing 
healthcare providers to deliver better services to patients.
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