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Abstract

With the Internet becoming indispensable in our lives, social media has become an
integral part of our lives. However, with this has come the phenomenon of a sin-
gle user registering multiple accounts (sockpuppets) to advertise, spam, or cause
controversy on social media sites, where the user is called the puppetmaster. This
phenomenon is even more evident on forum-oriented social media sites. Identify-
ing sockpuppets is a critical step in stopping the above-mentioned malicious acts.
The identification of sockpuppets on a single forum-oriented social media site has
seldom been addressed. This paper proposes a Single-site Multiple Accounts Identifi-
cation Model (SiMAIM) framework to address this research gap. We used Mobile01,
Taiwan’s most popular forum-oriented social media site, to validate SIMAIM’s per-
formance. SIMAIM achieved F1 scores between 0.6 and 0.9 on identifying sockpup-
pets and puppetmasters under different datasets and settings. SIMAIM also outper-
formed the compared methods by 6-38% in F1 score.

Keywords Sockpuppet - Puppetmaster - Social media site - Classification

1 Introduction

An increasing number of people rely on the Internet in their daily lives. A person
may post varied types of posts on social media sites and interact with others. Social
media sites fulfill the human need for communication. Two types of social media
sites exist, namely, individual-oriented social media sites and forum-oriented social
media sites. [1] The structure of an individual-oriented social media site is based
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on a user. The user usually owns a personal main page where he/she would provide
personal information, such as his/her birthday, education status, work experience,
and hobbies. The user may express his/her moods, feelings, or opinions on his/her
site. This type of site includes Facebook, Twitter, LinkedIn, Instagram, Plurk, and
Sina Weibo. In contrast, a forum-oriented social media site is structured in separate
forums. Each forum has a topic. Users interact with each other by posting and reply-
ing to opinions on the forums on topics they are interested in. The purpose of user
participation is to join the public conversation and therefore provide considerably
limited personal information. Some examples of this type of site are Reddit, XDA-
Developers, GameSpot, and Mobile0O1, as well as question-and-answer sites such as
Quora, Yahoo! Answers, Stack Overflow, and Zhihu. In both types of social media
sites, although some content can be viewed by guest accounts, actual participation,
e.g., running a personal page and starting a conversation, requires an account.

Nowadays, social media has a significant influence. Because of the human thirst
for information, messages on social media sites are constantly read by many peo-
ple. However, malicious behaviors such as identity deception, bots, sockpuppets,
fake news, and Sybil often attack. [2—4] Most negative behaviors relate to malicious
accounts and false messages. It is sometimes difficult for people to distinguish the
truth from the falsehood of many statements. If manipulated by people, false mes-
sages can spread everywhere on social media sites, causing considerable adverse
effects. For example, in early 2020, unknown sources on social media began mak-
ing fake reports regarding the supposed treatment of COVID-19. For instance, eat-
ing more coconut oil could treat the virus [5]. These fake reports broadly spread
on many social media sites and instant message platforms. Sometimes, more severe
events may ensue from a malicious message. In 2016, anonymous users of 4chan, a
popular forum-oriented social media site, started to spread an allegation that former
U.S. President Bill Clinton and his wife, Hillary Clinton, kidnapped and trafficked
children through a pizza restaurant in Washington, DC [6]. The allegation lacked
objective evidence but spread instantly across many social media sites. On Decem-
ber 4, 2016, a 28-year-old man walked into a Washington DC pizza store with an
assault rifle. The young man claimed he wanted to investigate whether the allegation
about the Clintons was true. The young man was finally arrested.

People also like to seek opinions from social media sites. Many forum-oriented
social media sites provide forums for discussions on consumer products. Users
can post their comments about a product on these forums and discuss the prod-
uct with other users. Positive or negative comments on such forums considerably
influence the users’ intention to buy the products. Therefore, some people try to
manipulate the comments on the sites, spreading words favorable to themselves
or unfavorable to their opponents. A typical case took place in Taiwan. A lead-
ing global smartphone company hired a marketing company to post fake negative
consumer comments about its competitor’s smartphones in 2013 on MobileO1.
com, the most popular forum-oriented social media site in Taiwan [7]. Although
the smartphone company claimed it was an employee’s behavior, the Fair Trade
Commission in Taiwan eventually imposed a fine on this leading global smart-
phone company. In this case, the marketing company registered multiple accounts
on MobileO1.com to spread fake negative comments. Multiple accounts registered
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by an entity, e.g., a person or a company, are called the sockpuppets of the entity,
and the entity is the puppetmaster. Although this event occurred years ago, the
sockpuppets have not disappeared on MobileO1.com. Sockpuppets are common
on social media sites nowadays. Since a sockpuppet can be malicious, it is crucial
to identify the sockpuppets and puppetmasters.

Figure 1 shows the relationship between users, accounts, sockpuppets, and pup-
petmasters. In the figure, four users are A, B, C, and D. Each user creates one or
more accounts on social media site(s). For example, user A owns three accounts,
and user B owns two. The accounts may exist on one or more social media sites.
The three accounts held by user A are sockpuppets of user A, and user A is a pup-
petmaster. Similarly, users B and C are puppetmasters, each with two sockpup-
pets. User D is not a puppetmaster since user D only owns an account.

In the extant literature, many studies have aimed to identify sockpuppets on
one or across several individual-oriented social media sites. The identification of
sockpuppets and puppetmasters within a single forum-oriented social media site
has seldom been addressed. To address this research gap, we propose a Single-site
Multiple Accounts Identification Model (SiMAIM) framework. SIMAIM retrieves
attributes from multiple accounts’ profiles, text content, and social networks and
constructs identification models using the retrieved attributes to identify sock-
puppets and puppetmasters. The key contributions of this paper are as follows.
First, this paper proposes the identification of sockpuppets and puppetmasters
on a single forum-oriented social media site, which has seldom been addressed
in the literature. Second, this paper presents a set of attributes covering account
profiles, text content, and the social network connecting the accounts. Third, the
proposed SiMAIM framework can be extended by adding new attributes and clas-
sification algorithms for different social media sites. Fourth, this paper evaluates
the performance of SIMAIM on real datasets from MobileO1.com. Fifth, a per-
formance comparison between SiIMAIM and existing methods presents. Sixth,
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the experiments contain an ablation study reporting the effectiveness of different
combinations of attributes.

The remainder of this paper is structured as follows. Section 2 contains a review
of the literature on the identification of sockpuppets. We discuss the proposed
method in detail in Sect. 3. In Sect. 4, we present the experiment results. Section 5
contains some concluding remarks.

2 Literature review

Identifying sockpuppets and puppetmasters on social media sites has been a chal-
lenging research topic, and its solution would have a wide range of applications. For
example, in security, such identification can be used to identify malicious users on
social media and prevent phishing, spamming, and identity theft by detecting the
behavior of these malicious users. The above-mentioned identification can be used
to improve privacy policies or prevent user identity leakage. Regarding referrals, it
can help users create friend referral lists and recommend friends to users by linking
information from different social networks.

Most of the literature focused on sockpuppet identification across social media
sites. The existing studies have used three types of attributes to identify sockpup-
pets, namely, profile-based attributes (e.g., account name, nickname, gender, and
place of residence), content-based attributes (e.g., posts published by users and
replies to posts), and social network-based attributes (e.g., friends and followers) [8].
The existing studies can be categorized into two first-level categories: (1) studies on
multiple social media sites and (2) studies on a single social media site. In addition,
each category can be further divided into two second-level categories: (1) studies
using a single type of attribute and (2) studies using multiple types of attributes.
Next, we examine the vital research in this area. Section 2.1 presents studies on mul-
tiple social media sites. Section 2.2 offers studies on a single social media site. Sec-
tion 2.3 gives a discussion.

2.1 Studies on identification across social media sites

Most studies have managed to find sockpuppets across social media sites. Sec-
tions 2.1.1 and 2.1.2 review studies using single and multiple types of attributes,
respectively.

2.1.1 Studies using a single type of attribute across social media sites

Chung, Lin, Lin, and Cheng [9] used friends’ personal information and social
messages to identify users across social network sites. They proposed a two-stage
clustering algorithm to generate social summaries for each person. Tan et al. [10]
presented using the community structure to improve the effectiveness of map-
ping accounts. They used Manifold Alignment on Hypergraph (MAH) to sort the
possible matching users in other social networks. Vosecky, Hong, and Shen [11]
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integrated their online friends into a context that made it easier for users to con-
nect with their friends and improved the identification of friends across multiple
social media sites. They also proposed to identify users by examining account
content. Zhou, Liang, Zhang, and Ma [12] proposed the Friend Relationship-
Based User Identification (FRUI) algorithm, a network structure-based identity
recognition method, and applied it to Sina Weibo and Renren. Later, Qu et al.
[13] proposed a similar approach. Zhang, Shu, Liu, & Wang [14] and Zhou et al.
[15] modeled the user—user social network by graph neural networks. Zafarani
and Liu [16] proposed the MOBIUS approach by adopting user behavior mod-
eling, which involves identifying unique user behaviors to construct user fea-
tures and using supervised learning to identify users. Motoyama and Varghese
[17] proposed a system that uses user profiles to search and match individuals on
social media sites. Zheng, Li, Chen, and Huang [18] proposed to build classifica-
tion models, namely, decision tree, neural network, and support vector machine
(SVM), based on the writing style (vocabulary, syntax, structure, and content).
Hao, Zhou, Cheng, Huang, and Wu [19] used IP addresses to map online users’
records (e.g., activities on social media sites) to offline users’ records (e.g., check-
in data of hotels).

2.1.2 Studies using multiple types of attributes across social media sites

Jain, Kumaraguru, and Joshi [20] proposed an identity search algorithm based
on two types of attributes, content and social network. Their idea was imple-
mented as an identification system Finding Nemo [21]. Considering the limited
user information on social media sites, Zhang, Wang, Li, and Xiao [22] applied
a classifier for user feature extraction and proposed the Social Link Identifica-
tion (SIL) method to find the best matching user accounts with data from Sina
Weibo and Renren. Nie et al. [23] proposed the dynamic core interests mapping
(DCIM) algorithm, which considers the social network structure of users and the
content of their posts, and analyzes the core topics of their posts. Goga et al. [24]
collected the geographic location, timestamp of posts, and the writing style of
users on Yelp, Flickr, and Twitter as the three main characteristics to identify
users. A binary logistic regression classifier identifies puppet accounts across
multiple social media sites. Xing, Deng, Wu, Xie, and Gao [25] observed that
users tend to have similar display names across social media sites. Their proposed
method retrieved the length, character, and letter features from the display names
and combined features with text content to identify users. Zhong, Cao, Guo, and
Nie [26] proposed CoLink, which considered profile-based attributes and social
network-based attributes, to link users across social media sites.
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2.2 Studies on identification on a single social media site

Furthermore, some studies have dealt with sockpuppets on a single social media
site. Sections 2.2.1 and 2.2.2 review studies using single and multiple types of
attributes, respectively.

2.2.1 Studies using a single type of attribute on a single social media site

Zhou et al. [27] observed that, after being blocked, a puppetmaster might create
new sockpuppets to maintain previous social relationships. Their identification
method considers time-series information to construct a time-series social net-
work. Liu, Wu, Han, and Zhou [28] claimed that accounts with similar sentiment
orientations are likely sockpuppets created by a puppetmaster. Their method first
retrieves the sentiment orientations of accounts’ comments. Then, a similar-
orientation network is constructed where nodes represent accounts, and edges
indicate the sentiment orientations of two accounts. Finally, community detec-
tion algorithms identify sockpuppets from the similar-orientation network. Two
studies [29, 30] used sockpuppets’ propagation characteristics and propagation
structure to identify sockpuppets. The topological relation of posts and subse-
quent replies generates propagation trees. The propagation trees of sockpup-
pets and benign accounts differ in the properties of propagation trees, such as
depth, width, and size of trees. Maity, Chakraborty, Goyal, and Mukherjee [31]
retrieved two tweet features, i.e., the entropy of tweets and normalized retweets
count, and profile-based features, such as verified or not, followers count, and
friends count from accounts on Twitter. These features are combined with SVM,
Logistic Regression, and random forest to predict sockpuppets on Twitter. Alm-
ishari and Tsudik [32] explored the linkability of reviews (and accounts) on a
single site. They extracted each review’s unigrams, diagrams, ratings, and cate-
gories. They used naive Bayes classifier and symmetric Kullback—Leibler Diver-
gence to link an anonymous review to an account on Yelp.

Wikipedia non-periodically blocks malicious accounts according to the
accounts’ editing activities. Some of these blocked accounts are sockpup-
pets. Based on the contents of the blocked accounts’ talk pages, several stud-
ies intended to build a system for automatically identifying the sockpuppets on
Wikipedia. For example, Yamak, Saunier, and Vercouter [33] proposed Sock-
sCatch to detect sockpuppets. SocksCatch considered the characteristics of
accounts’ actions, such as account creation time, account first action time, and
action occurrence time, to identify sockpuppets. Tsikerdekis and Zeadally [34]
used non-verbal user behavior as input variables for SVM, random forest, and
AdaBoost algorithms. Solorio, Hasan, and Mizan [35] extracted features repre-
senting an account’s stylistic, grammatical, and formatting preferences to com-
bine with SVM classifier to identify sockpuppets.
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2.2.2 Studies using multiple types of attributes on a single social media site

Yu et al. [36] retrieved verbal features, such as text length and question fre-
quency, and non-verbal features, such as the speaking time of each user and the
number of comments per user per day from English Wikipedia. An adaptive
feature selection process is used to select important features. Finally, an SVM
model is constructed using the selected features to identify sockpuppets.

2.3 Discussion

Most previous studies focused on identifying sockpuppets on individual-oriented social
media sites. Wikipedia is a particular case. However, the studies concerning Wikipedia
used the content of accounts’ pages, particularly the ralk pages. The talk pages are also
individual-oriented. Few studies have targeted the identification of sockpuppets and
puppetmasters on a single forum-oriented social media site.

We have compiled the above-mentioned studies in Table 1, which presents the types
of attributes used and the type of social media sites targeted in each study. Zafarani
and Liu [16] used both types of social media sites. Hao, Zhou, Cheng, Huang, and
Wau [19] and Almishari and Tsudik [32] used datasets from Yelp.com, which does not
belong to these two types of sites. While previous studies did not consider all three
types of attributes, our proposed SIMAIM framework used all three types of attributes
to achieve the best recognition results.

Studies on identification across multiple sites usually assume that sockpuppets
from different sites have similar profiles, contents, and social networks. However, a
forum-oriented social media site usually contains minimal user profiles. Sockpuppets
on a single site often deliberately differ from one sockpuppet’s profile (display name,
IP address, geographic location, timestamp of posts, gender, education, workplace,
etc.) and writing style (vocabulary, syntax, structure, etc.) to others’ profiles and writ-
ing style. Sockpuppets also tend to maintain different social networks on a single site.
Therefore, these studies cannot effectively identify sockpuppets and puppetmasters on
a single site.

Most studies on identification on a single site focus on individual-oriented social
media sites. Those studies using profile-based attributes are usually not applicable to
the identification on forum-oriented social media sites where profiles are limited and
intentionally different from others. In addition, users are less motivated to engage in
friendship on forum-oriented social media sites since discussions over specific top-
ics are the leading cause of why people stay on the sites. To our knowledge, the only
existing study (Liu, Wu, Han, and Zhou [28]) that performed identification on a single
forum-oriented social media site used content-based attributes. We design novel attrib-
utes covering profiles, content, and social networks of accounts to complement litera-
ture. We also compared Liu, Wu, Han, and Zhou’s method with SIMAIM in Sect. 4.5.

In short, considerable research has been conducted to find sockpuppets on one
or multiple individual-oriented social media sites instead of identifying sockpup-
pets and puppetmasters on a single forum-oriented social media site. Therefore, we
have focused on this research gap and hope to solve this critical problem. Moreover,
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past studies usually used one or two types of attributes; SIMAIM uses three types of
attributes to deliver more robust identification.

3 SiMAIM framework

Figure 2 shows the SIMAIM framework. SIMAIM consists of four modules: Attrib-
ute Extraction Module, Data Construction Module, Model Construction Module,
and Sockpuppet Identification Module. The Attribute Extraction Module retrieves
attributes concerning the profile, text content, and social network of accounts. The
samples for constructing classification models are formed in the Data Construction
Module. For example, the two accounts created by userl, the two created by user2,
and the account created by user3 are used to construct the ten samples in the fig-
ure. The ten samples involve two positive samples (samples formed by accounts of
the same user) and eight negative samples (samples formed by accounts of different
users). Classification models are then built in the Model Construction Module with
the constructed samples. The Model Construction Module is independent of classi-
fication algorithms; therefore, it can adopt any classification algorithms in practice.

positive
o ® ]
[ ]
Profile ': °*\%
negative SVM
@
: : o -0 ./
= "\
Content
DNN
B e
R
— i
Network
Attribute Data Model Sockpuppet
Extraction Construction Construction Identification
Module Module Module Module

Fig.2 SiMAIM framework
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We used the C4.5 decision tree, random forest, naive Bayes classifier, deep neural
network, and SVM in the experiments. Finally, the Sockpuppet Identification Mod-
ule carries out the identification of sockpuppets and puppetmasters. This module
generates a network where a node denotes an account, and two accounts are linked if
they are identified as sockpuppets by the classification models. Accounts consisting
of a maximal clique are used to identify a puppetmaster. For instance, there are two
maximal cliques, denoted by red nodes and green nodes, respectively, in the figure.
We elaborate on these four modules in Sects. 3.2, 3.3, 3.4, and 3.5, while Sect. 3.1
presents definitions.

3.1 Definitions

Definition 1 An account is an identity on a social media site. A user is a real-world
entity, e.g., a person or a company, who creates accounts. A sockpuppet is one of the
accounts created by a user. The user who creates sockpuppets is a puppetmaster.

Definition 2 A forum on a social media site is a collection of conversations about a
topic.

Definition 3 A thread is a conversation in a forum.

Definition 4 A post is an initial text that starts a thread, and a reply is the following
text.

3.2 Attribute extraction module

The Attribute Extraction Module utilizes the profile, text content, and social network
of accounts to generate attributes. We took the distribution of an account’s posts and
replies over a set of forum topics as the profile-based attribute. The similarity of the
two attribute vectors represented the degree of similarity in the profile between the
two accounts.

For generating the content-based attributes, we first tokenized all the posts and
replies and performed linguistic processing to get a keyword set. Then, we calcu-
lated the TF-IDF [37] of each keyword in each post and each reply. The TF-IDF
distributions are among the content-based attributes. Furthermore, the topic model
Latent Dirichlet Allocation (LDA) [38] was used to obtain the distribution of all of
an account’s posts and replies on hidden topics, another content-based attribute to
measure similarity in the content between accounts.

The accounts interact by replying to posts, forming a social network between the
accounts. We proposed six social-network-based attributes to evaluate the similarity
of social relationships between accounts.

We describe the profile-based, content-based, and social-network-based attributes
in Sects. 3.2.1, 3.2.2, and 3.2.3, respectively.
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3.2.1 Profile-based attribute

According to our observation, basic information, such as account name, registra-
tion date, login date, and login IP, is ineffective in identifying an account on a sin-
gle forum-oriented social media site. Instead, an account’s posts and replies usually
focus on only a few topics. The topics an account is interested in are a characteristic
of the account. We utilized the topic distribution of an account’s posts and replies to
construct the profile-based attribute. On a forum-oriented social media site, various
forums exist. Each forum sets a topic. Suppose there are N forums on a site. The
topic distribution is represented by a vector of dimension N. The ith element in the
vector is the number of the account’s posts and replies in the ith forum divided by
the number of the account’s total posts and replies. This vector is called the topic
distribution vector (A, r,,.,), the profile-based attribute. For instance, there are 20
main forums on MobileO1l.com, such as mobile phones, cameras, notebooks, and
computers. The A, 7, of an account consists of 20 values (elements), each cor-
responding to the number of the account’s posts and replies in a main forum divided
by the number of the account’s total posts and replies in all main forums.

If the topic distribution vectors of two accounts are similar, the probability that
a puppetmaster creates the two accounts is relatively high. The cosine similarity
measures the similarity of two topic distribution vectors. The cosine similarity of
two vectors g and d is defined in Eq. 1.

.o\ _ §-d
COS(C], d>= 1)

3.2.2 Content-based attributes

We used all accounts’ posts and replies to generate three content-based attributes.
Initially, all the collected posts and replies had to undergo tokenization and linguis-
tic processing (stop words removal, normalization, lemmatization, and stemming)
to generate a keyword set KS. Next, each account generates two documents. The
first, title assembled document, consists of only the titles of the posts and replies
published by the account. The second, article assembled document, consists of not
only the titles but the text of the posts and replies published by the account. The title
assembled document is a concise presentation of the subjects and events the account
was interested in, and the article assembled document adds the details. Then, each
document’s TF-IDF of each keyword in KS was calculated. The two sets of TF-IDF
reveal the keyword distribution of the posts and replies the account has published.
The first set of TF-IDF is called title TF-IDF vector (A, 1. 7r.pr)> and the second
is article TF-IDF vector (A, 4. tr.ipr)- These two vectors are the two content-
based attributes.

The topic distribution vector defined in the previous section is generated with the
topics specified by the social media sites. However, posts and replies may include
more topics except the ones specified by social media sites. To further explore the
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hidden topics, Latent Dirichlet Allocation (LDA) [38] was utilized to retrieve the
hidden topics. LDA is a topic model that identifies the hidden topics in the docu-
ments and retrieves the probability distribution over the hidden topics for each docu-
ment. Figure 3 shows a schematic representation of the LDA model. M denotes the
number of documents; K is the number of topics; N, is the number of words in docu-
ment i; and @ and S are the parameters of the Dirichlet probability distribution. Fur-
thermore, 6, represents the topic distribution of document i; ¢, represents the word
distribution of topic &; Z; is the topic of the jth word in document i; and Wy is the jth
word in document i. The joint probability distribution is given in Eq. 2. SIMAIM
first compiles the article assembled document of each account. The article assem-
bled documents of all accounts are the input to the LDA, and M is the number of the
article assembled documents, which equals the number of accounts. K is the num-
ber of hidden topics retrieved after solving the LDA. We also get 6;, the probability
distribution over the hidden topics for the article assembled document of account i.
0, forms a hidden topic distribution vector (A, pigen_1opics)> the third content-based
attribute. Each account gets its own hidden topic distribution vector. The similari-
ties between two accounts on these three content-based attributes are also calculated
using the cosine similarity.

N

p(wi 2,0, pla, ) = Hp(9,-Ia)p(z,-j|9i)p((p|ﬂ)p(wijl(pz,.j) )

J=1

3.2.3 Social network-based attributes

In social network-based identification, two accounts are considered to have a social
interaction if the two accounts are involved in the same thread by publishing or
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Fig.4 A social network

replying to the post. In social networks, we treat each account as a node. An edge
exists between the two nodes if social interactions between two accounts exist. For
example, Fig. 4 shows seven accounts. Among them, accounts A, B, C, and D have
social interactions with each other, which suggests that the four accounts mutually
reply to at least one discussion string. Accounts C, E, and G also interact with each
other. Accounts E, F, and G interact with each other. However, accounts C, E, F, and
G do not have social interaction with each other, as the interaction between C and F
does not exist.

We propose six social network-based attributes to represent the social rela-
tionship between accounts. The first attribute is interactive presence attribute
(Ajpseracrion)» @ binary attribute that represents whether social interactions exist
between two accounts. A is set to 1 if the two accounts have social inter-
actions and 0 otherwise.

The second attribute is interactive frequency attribute (Apyeqyency)» Which is the
number of threads involving both accounts. The higher the Ay, yenc,» the larger
the interactions between the two accounts. The third attribute, interactive inti-
macy attribute (A, mqcy), 18 proposed to explore the interactions between the two
accounts further. For each thread where both accounts are involved, the number
of posts and replies published by either account in this thread is derived. Sup-
pose two accounts appear in n threads simultaneously, i.e., A is n. Then,
A can be calculated using Eq. 3.

Interaction

Frequency

Intimacy

3)

Intimacy =

Here, k; denotes the number of posts and replies the two accounts published
in the ith thread. A high A, .., value indicates that the two accounts interact
frequently.
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Suppose that m accounts exist. An account Acc has three numeric vectors, each
dimension m. The first vector consists of the values of A,,,,,...ion Of Acc to all
m accounts. The second and the third vectors consist of the values of A, ency
and A, inqc, Of account Acc to all m accounts, respectively. The three vectors
are named interactive presence vector (A ), interactive frequency vector
(A ), and interactive intimacy vector (A, juimacy)s TeSPECtVely. A, 1yeracions

v_Frequency AN Ay pinqe, are the other three social network-based attributes. For
evaluating the similarity between two accounts, Ay, .acrions AFrequency> @nd A
measure the direct interaction between the two accounts, while A, ;.. ccrions
Ay Frequency A4 Ay pimac, consider the interaction with all of the other accounts.

The above-mentioned ten attributes are listed in Table 2.

The similarities of the interactive presence attribute, interactive frequency attrib-
ute, and interactive intimacy attribute between the two accounts are the values of the
attributes. The similarities of the interactive presence vector, interactive frequency
vector, and interactive intimacy vector between the two accounts are calculated
using cosine similarity.

v_Interaction

v_Frequency

Intimacy

3.3 Data construction module

Identifying sockpuppets is essentially a classification problem, which determines
whether the same user creates two or more accounts. Samples for training a model
and testing were required to perform a classification task. A sample was formed
by the ten attributes’ similarities between a pair of accounts. Note that the positive
class indicates that the two accounts are sockpuppets, and the negative class is oth-
erwise. Each sample has a class label. In detail, a pair of accounts the same user
creates forms a positive sample, otherwise a negative sample. Figure 5 illustrates the

Table 2 Attributes

Attribute Code Description

Topic distribution vector A, Topics Distribution over the topics specified by the social
media site

Title TF-IDF vector A, Tine rrapr Keyword distribution of the titles

Article TF-IDF vector A, aricte Tr.pr Keyword distribution of the posts and replies

Hidden topic distribution vector A Distribution over the hidden topics

v_Hidden_Topics
Interactive presence attribute A peraction Indicator of whether social interactions exist between
two accounts

Interactive frequency attribute  Apyopuoney Number of threads where two accounts are involved

Interactive intimacy attribute Alptimacy The ratio of the number of posts and replies to
AFrEquam'y

Interactive presence vector A, Interaction Set of Ay, eraciion DEtWeen an account and the other
accounts

Interactive frequency vector A, Frequency Set of Apyequency Detween an account and the other
accounts

Interactive intimacy vector Ay intimacy Set of A jiqc, DEtween an account and the other

accounts
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Fig.5 Construction of samples

construction of samples. The two accounts created by userl form the first positive
sample, and the two accounts created by user2 form the second positive sample. A
pair of accounts of different users forms a negative sample.

In the experiments, samples are further divided into training and test samples to
evaluate the performance of SIMAIM. Classification models are constructed using
training samples. Then, the classification models classify the test samples. Sec-
tion 4.1 gives details about the training samples and the test samples used in the
experiments. In the real world, social media sites can use previous data to build
training samples and construct classification models. Then identify sockpuppets and
puppetmasters in the upcoming data using the classification models.

3.4 Model construction module

In Model Construction Module, classification models are constructed using the
training samples. As sockpuppet identification is independent of the classification
algorithms, multiple classification algorithms are evaluated. We used five state-
of-the-art classification algorithms in the experiments: the C4.5 decision tree,
random forest, naive Bayes classifier, deep neural network, and SVM. We will
discuss each algorithm in brief next.
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3.4.1 C4.5 decision tree (C4.5)

A decision tree is constructed in a top—down, iterative manner. In the C4.5 algo-
rithm, an attribute that results in maximum information gain is selected as a tree
node in each iteration. A leaf node is determined under certain conditions such
that all training samples in the node belong to the same class. A pruning proce-
dure can prune the tree to avoid overfitting.

3.4.2 Random forest (RF)

The random forest implements collaborative decision-making. Multiple decision
trees are constructed to provide multiple intermediate decisions. The final deci-
sion is made by aggregating the intermediate decisions. The construction of mul-
tiple decision trees can use subsets of attributes.

3.4.3 Naive Bayes classifier (NBC)

The naive Bayes classifier is a popular classification algorithm that uses Bayes’ the-
orem to determine the attribution of sample x, whose class is unknown. The pre-
dicted class of sample x is the class with the highest probability p(ylx), where y indi-
cates a class. The naive Bayes classifier assumes that the attributes are independent
of each other. This assumption accelerates the classification speed but may lower the
classification accuracy.

3.4.4 Deep neural network (DNN)

In the last decade, deep learning techniques have been recognized as powerful learn-
ing models in many areas. These techniques are based on the neural network. A
neural network is essentially a nonlinear regression. Between input and output vari-
ables, additional hidden variables, which form hidden layers, are added to model the
complexity of the data distribution. A neural network with a hidden layer is a vanilla
neural network. As only one hidden layer might not precisely capture the complex-
ity of the data, we used a deep neural network, i.e., a neural network with more than
one hidden layer.

3.4.5 Support vector machine (SVM)

SVM finds a hyperplane that separates the samples of different classes. The model
construction is performed to maximize the distance between the training samples
and the hyperplane. Classification is based on a test sample’s position to the hyper-
plane. The kernel trick is used to find a nonlinear hyperplane. Support vector regres-
sion is a regression variant of the SVM.
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3.5 Sockpuppet identification module

Classification models are constructed in the Model Construction Module. The Sock-
puppet Identification Module utilizes the outcomes of the classification models to
identify sockpuppets and puppetmasters. To do so, Sockpuppet Identification Mod-
ule produces a “sockpuppet identification network.” In the sockpuppet identifica-
tion network, each account is a node. If the classification model determines that two
accounts are sockpuppets created by a puppetmaster, there is a link between the cor-
responding two nodes. To find all the sockpuppets of a puppetmaster in the sockpup-
pet identification network, the Bron—Kerbosch algorithm [39] was adopted to find
the maximal cliques in the network. A clique is a complete sub-network in a net-
work, and a maximal clique is a clique that includes the largest possible number of
nodes. The nodes of a maximal clique in the sockpuppet identification network stand
for the sockpuppets of a puppetmaster. Note that more than one maximal clique
may exist in the sockpuppet identification network. Each maximal clique indicates
a puppetmaster.

4 Experiment results

We present the experiment results in this section. Section 4.1 explains the data col-
lection and experiment setups. Section 4.2 introduces the measures for evaluating
performance and a baseline method. Section 4.3 shows the results derived from vari-
ous setups. Section 4.4 presents an ablation study, and Sect. 4.5 shows performance
comparisons between SIMAIM and existing methods.

4.1 Data collection

This study retrieved texts and account information from 300 accounts on Tai-
wan’s most famous forum-oriented social media site MobileO1. 150 out of the 300
accounts were sockpuppets suspended by the MobileO1 system administrator for
malicious behaviors (attack on other accounts or specific products, self-advertising,
causing controversy, etc.). Another 150 were benign accounts randomly selected.
The sockpuppets were identified by the MobileO1 administrator with manual inspec-
tion or reported by other accounts, which was usually time-consuming. Forty-seven
puppetmasters created the 150 sockpuppets. On average, a puppetmaster registered
about three sockpuppets. The data collected included the basic information of each
account, the content of all the posts and replies (title, content, and post time), and
the relationship between the posts and the replies among accounts to infer the social
network structure among the accounts.

After retrieving the data from Mobile(O1, a set of samples was constructed using
the procedure described in Sect. 3.3. To evaluate the performance of SIMAIM, we
compiled three datasets containing different numbers of training and test samples.
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The collected data were inherently temporal. The initial posts and the following
replies had timestamps. A cutting point in time, i.e., target time, was selected to
compile a dataset. The sockpuppets suspended before the target time were combined
with the same number (as the sockpuppets) of randomly selected benign accounts
created before the target time to generate the training samples. The remaining
accounts were used to generate the test samples. In this manner, the experiments
simulated the real world, where site administrators use previous data to generate
training samples and then construct classification models for identifying future sock-
puppets and puppetmasters. The first dataset used 38 sockpuppets and 38 benign
accounts to generate the training samples. In the second dataset, the training sam-
ples were generated by 78 sockpuppets and 78 benign accounts. In the third data-
set, 115 sockpuppets and 115 benign accounts were used to generate the training
samples. These three datasets differed in the size of training samples for examining
SiMAIM’s identification ability with different sizes of training samples.

4.2 Measures and the baseline method

We used recall, precision, and F1 score to evaluate the performance of SIMAIM. Let
a maximal clique have n nodes (accounts) and the corresponding puppetmaster cre-
ates m sockpuppets; suppose that the intersection of the n accounts and the m sock-
puppets contains s accounts. If both  and < are larger than or equal to a threshold &,
the puppetmaster is effectively identified. The recall is the number of the identified
puppetmasters divided by the number of puppetmasters in the test samples. The pre-
cision is the number of identified puppetmasters divided by the number of maximal
cliques retrieved from the sockpuppet identification network. The F1 score can be
calculated using Eq. 4.

2 X precision X recall
Fl =

precision + recall “)

To show the effectiveness of classification algorithms, we used a baseline
method that linearly aggregated the similarities derived from two accounts. For
two accounts, S and 7, the baseline method summed the ten attributes’ similarities.
The sum was denoted as AttSum(S, T), as shown in Eq. 5, where cos(.,.) denotes the
cosine similarity and Ay, e,acrion(Ss 1> Aprequency(S> 1), and A0 (S, T) are the val-
ues of attributes Alnteraction’ AFrequency’ and Alntimacy between S and T’ respeCtiVCIY° The
higher the A#Sum(S, T) was, the higher the possibility that the same user created S
and 7.
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AttSim(S, T) = cos<SAv T TW) + cos(SA
+ cos <S N

+ cos(SA

v_Hidden_Topics ’

T,

v_Hidden_Topics )

+ Abrequency(Ss T) + Aptimacy (S5 T)

+cos<SA'

T .
v_Interaction Av,[nteracllon >

v_Article_TF—IDF ’ Av_Amc]e_TF—IDF )

+ Alnteruclion (S’ T)

v_Title_TF—IDF ’ Avﬁ'l'itleiTF—IDF )

(&)

+cos (SAlLFrC(lucncy ’ TA\LFrcqucncy > +cos (SAV,In(imacy ’ TAvaimacy )

For account S, the baseline method identified the top-k accounts with the highest
AttSims with S. Then, S had links to these k accounts in the sockpuppet identifica-
tion network. The identification of sockpuppets proceeded as discussed in Sect. 3.5.

Table 3 Recalls of the baseline
method on the first dataset

Table 4 Recalls of SIMAIM
with different algorithms on the
first dataset

Table 5 Precisions of the
baseline method on the first
dataset

@ Springer

Top-k 1)
0.1 0.2 0.3 0.4 0.5
10 1 1 0.904762 0.642857 0.619048
20 1 1 0.976190 0.595238 0.571429
30 1 1 0.976190 0.5 0.404762
40 1 1 0.904762 0.5 0.380952
50 1 1 0.880952 0.5 0.285714
Algorithms 6
0.1 0.2 0.3 0.4 0.5
NBC 0.928571 0.928571 0.857143 0.619048 0.547619
RF 1 1 0.952381 0.809524 0.785714
C4.5 1 1 0.952381 0.857143 0.833333
DNN 1 1 0.97619  0.809524 0.809524
SVM 1 1 0.97619  0.880952 0.809524
Top-k &
0.1 0.2 0.3 0.4 0.5
10 0.691462  0.691462 0.480595 0.128719  0.119017
20 0.781939  0.771369 0.319623  0.073759  0.046645
30 0.858818  0.675291 0.135505 0.05463 0.014891
40 0.907411  0.433605 0.074507 0.026194  0.006254
50 0.889885 0.221423  0.034048 0.00691 0.001438
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Table 6 Precisions of SIMAIM

Algorith 0
with different algorithms on the gorums

first dataset 0.1 0.2 0.3 0.4 0.5
NBC 0.575693 0.439232 0.255864 0.117271 0.072495
RF 0.83737 0.83737 0.719723 0.470588 0.460208
C4.5 0.848921 0.848921 0.717986 0.336691 0.316547
DNN 0.898477 0.888325 0.659898 0.239848 0.21066
SVM 0.631387 0.631387 0.452555 0.288321 0.237226
1 1
0.8 —\ 0.8
0.6 0.6 X
= =
04 04
02 02
0 0
0.1 02 03 04 05 0.1 02 03 04 05
J 0
—10 20 30 40 ——50 ——NBC RF c45 DNN ——SVM
(a) (b)

Fig.6 F1 scores on the first dataset: a baseline method; b SIMAIM with different algorithms

Table 7 Recalls of the baseline

Top-k é
method on the second dataset
0.1 0.2 0.3 0.4 0.5

10 1 1 0.969697 0.848485 0.848485
20 1 1 0.969697 0.636364 0.606061
30 1 1 0.969697 0.393939 0.363636
40 1 1 0.939394 0.424242 0.30303
50 1 1 0.818182 0.393939 0.30303

4.3 Experiment results

All of the experiments were performed on an IBM-compatible PC with an Intel Core
i5 4570CPU (3.2 GHz) and 16-GB main memory, running on Windows 10 Profes-
sional 64-Bit. The algorithms were implemented using Python, Ruby, and Weka.
Sections 4.3.1, 4.3.2, and 4.3.3 present the experiment results derived from the three
datasets. Section 4.3.4 presents a discussion.
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Table 8 Recalls of SIMAIM

L X Algorithms 6
with different algorithms on the

second dataset 0.1 0.2 0.3 0.4 0.5
NBC 0.878788 0.878788 0.757576 0.545455 0.484848
RF 0.818182 0.818182 0.787879 0.69697  0.666667
C4.5 0.969697 0.969697 0.939394 0.878788 (.848485
DNN 0.969697 0.969697 0.969697 0.848485 0.818182
SVM 1 1 1 0.909091 0.878788

4.3.1 Experiment results of the first dataset

In the first dataset, 38 sockpuppets and 38 benign accounts were used to generate
the training samples. This dataset contained the fewest training samples, providing
the least decision-making material. Tables 3 and 4 present the recalls derived by
the baseline method and SiMAIM with different classification algorithms, respec-
tively. The recalls remained at a high level when 6 was low. As ¢ increased, the
recalls of the baseline method decreased, while the recalls of the algorithms main-
tained a high level except for NBC. Among the algorithms, the SVM outperformed
the others. NBC performed the worst. The precisions presented similar statistics
shown in Tables 5 and 6. The baseline method performed well only when 6 was
0.1. The algorithms except the NBC achieved better precisions at any o.

Figure 6a, b shows the F1 scores derived from the baseline method and algo-
rithms. The baseline method of k equal to 10 had better F1 scores than the F1
scores of the other settings with different k. However, the algorithms performed

Table.9 Precisions of the Top-k &
baseline method on the second
dataset 0.1 0.2 0.3 0.4 0.5

10 0.603561  0.60075  0.49672  0.209934  0.186504
20 0.80286  0.766898 0.437175 0.095321 0.067591
30 0.936499 0.702473  0.201187  0.052423  0.026508
40 0.984375 0.599071 0.098818 0.025422  0.006166
50 0.9956 0.396738  0.054129  0.012507  0.001687

Table 10 Precisions of SIMAIM

L . Algorithms 6
with different algorithms on the

second dataset 0.1 0.2 0.3 0.4 0.5
NBC 0.518987 0.386076 0.246835 0.183544 0.158228
RF 0.842975 0.842975 0.760331 0.561983 0.545455
C4.5 0.774306 0.774306 0.684028 0.454861 0.451389
DNN 0.944762 0.775238 0.419048 0.205714 0.167619
SVM 0.5 0.5 0.440678 0.338983 0.338983
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Fig.7 F1 scores on the second dataset: a baseline method; b SIMAIM with different algorithms

Table 11 Recalls of the baseline

method on the third dataset Top-k o
0.1 0.2 0.3 0.4 0.5
10 1 0.933333 0.933333 0.733333 0.733333
20 1 1 0.933333 0.6 0.533333
30 1 1 0.8 0.6 0.4
40 1 1 0.6 0.4 0.2
50 1 0.733333 0.266667 0.066667 0

Table 12 Recalls of SIMAIM

Algorith B
with different algorithms on the gorims

third dataset 0.1 0.2 0.3 04 05
NBC 0.733333  0.733333 0.733333 0.6 0.533333
RF 1 1 1 1 1
C4.5 1 1 1 1 1
DNN 1 1 1 1 0.933333
SVM 1 1 1 1 0.933333

considerably better than the baseline method, particularly at a high 6. RF out-
performed the other algorithms. C4.5, SVM, and DNN performed next to RF.
C4.5, SVM, and DNN had a slightly higher recall but considerably lower preci-
sion than RF, leading to the lower F1 scores of C4.5, SVM, and DNN. NBC was
not competitive at all, which might be attributed to its naive presumption, i.e., all
attributes are independent. The ten attributes used in SIMAIM were obviously not
independent of each other.

@ Springer



18690 Y.-H. Liu, C.-Y. Kuo

Table 13 Precisions of the
. X Top-k 6
baseline method on the third
dataset 0.1 0.2 0.3 0.4 0.5

10 0.551064  0.540426  0.465957 0.170213  0.170213
20 0.875 0.749031 0.347868 0.119186 0.057171
30 0.982967  0.709099  0.188705 0.083371  0.027342
40 0.999004 0.548188 0.071884 0.016129  0.003186
50 1 0.118597 0.002536  0.000085 O

Table 14 Precisions of SIMAIM

Algorith F)
with different algorithms on the gorims

third dataset 0.1 0.2 0.3 0.4 0.5
NBC 0.487179 0.487179 0.435897 0.307692 0.307692
RF 0.857143 0.857143 0.8 0.8 0.8
C4.5 0.757143 0.757143 0.671429 0.585714 0.585714
DNN 0.960227 0.960227 0.522727 0.301136 0.215909
SVM 0.481481 0.481481 0.481481 0.462963 0.462963
1 1
0.8 0.8
0.6 N 0.6 .
& 04 —x = 04 \ S
02 02
0 0
0.1 02 03 04 05 0.1 02 03 0.4 05
o o
—10 20 30 40 ——50 ——NBC RF 4.5 DNN ——SVM

(a) (b)

Fig.8 F1 scores on the third dataset: a baseline method; b SIMAIM with different algorithms

4.3.2 Experiment results of the second dataset

In the second dataset, the training samples were generated by 78 sockpuppets and
78 benign accounts. This dataset evaluated SIMAIM’s performance with more train-
ing material. Tables 7 and 8 present the recalls derived from the baseline method
and different classification algorithms. SVM excelled at recalling the puppetmasters
irrespective of the § value. DNN, C4.5, and the baseline method with a k value equal
to 10 also performed well regarding the recall. Regarding precisions presented in
Tables 9 and 10, RF outperformed the other algorithms and the baseline method
when § increased gradually. C4.5 performed next to RF, while SVM and DNN had
worse precisions at a high 6. Figure 7a, b shows the F1 scores derived from the
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baseline method and algorithms. Overall, RF and C4.5 exhibited the best perfor-
mance. The baseline method had a high F1 score at a low §; however, the F1 score
declined significantly at a higher 6. Compared with the previous experiment, includ-
ing a larger number of training samples helped achieve higher F1 scores.

4.3.3 Experiment results of the third dataset

In the third dataset, 115 sockpuppets and 115 benign accounts were used to gen-
erate the training samples. More training material was provided in this dataset.
Tables 11 and 12 present the recalls derived from the baseline method and dif-
ferent classification algorithms. Because of the large number of training sam-
ples, most of the recalls derived by the baseline method and algorithms were
high. However, when 6 was high, the algorithms except NBC maintained perfect
performance, but the baseline method’s performance deteriorated significantly.
As for precisions, shown in Tables 13 and 14, the baseline method’s perfor-
mance considerably worsened at a high 6. Instead, the performance of the con-
sidered algorithms was more stable than that of the baseline method. Note that
RF performed consistently at every 6. Compared with the baseline method, all
algorithms achieved better precision. Figure 8a, b shows the F1 scores of the
baseline method and the algorithms. The F1 scores derived by the RF were as
high as 0.9 at different . RF effectively identified the puppetmasters. The F1
scores in this experiment were significantly higher than those in the previous
two experiments, which could be attributed to the inclusion of more training
samples.

4.3.4 Discussion

The SiMAIM framework retrieved three types of attributes and used classification
algorithms to identify puppetmasters. Compared with the baseline method, adopt-
ing classification algorithms led to relatively high recall, precision, and F1 score.
The baseline method, which linearly aggregated the retrieved attributes, usually
performed well at a low . However, the baseline method’s performance declined
significantly when 6 increased. A high ¢ implied a stricter identification. There-
fore, the baseline method was not a practical solution. In contrast, SIMAIM used
classification algorithms to identify puppetmasters more effectively. In particular,
at a high 6, all algorithms except NBC achieved considerably better identification
results than the baseline method. At the same time, NBC’s performance was com-
parable to the baseline method’s performance.

If the social media sites’ administrators desire to identify as many puppetmas-
ters as possible, C4.5, DNN, and SVM algorithms are suggested because these algo-
rithms deliver excellent recalls. The performance of RF was slightly worse than that
of the above-mentioned three algorithms. When the number of training samples was
large, e.g., the third dataset, the algorithms achieved a very high recall. The sites’
administrators can keep their sites away from malicious behaviors by identifying
many puppetmasters. If the precision of identification is a priority, RF and C4.5 are
the better choices. Although DNN performs excellently at a low 6, its performance
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Fig. 9 F1 scores of ablation study: a first dataset; b second dataset; ¢ third dataset

becomes lower than RF and C4.5 when 6 is larger than 0.2. A high-precision iden-
tification prevents false alarms, which usually increases users’ satisfaction. Finally,
if the sites’ administrators search for a balance between recall and precision, RF and
C4.5 are still the better choices for their excellent F1 scores.

The greatest number of sockpuppets created by a puppetmaster is 6 in the col-
lected datasets. SIMAIM recognizes the puppetmaster by identifying 5 out of the
six sockpuppets because the five sockpuppets are in a maximal clique. All six sock-
puppets discuss telecom companies very much. The sockpuppet not being identified
mainly focuses on a single telecom company, while other sockpuppets concern more
telecom companies. The sockpuppet not being identified also has fewer interactions
with other sockpuppets. However, the puppetmaster is still recognized by identifying
its five sockpuppets.

4.4 Ablation study

SiMAIM adopts three types of attributes, i.e., profile-based, content-based, and
social network-based. The ablation study examined the performance of different
combinations of attributes. We used RF algorithm to construct models. Figure 9 pre-
sents F1 scores obtained from different combinations on the three datasets. Using
only profile-based attribute performed worst on the three datasets. This performance

@ Springer



SiMAIM: identifying sockpuppets and puppetmasters on a single... 18693

results from the limited profile. Using content-based attributes or social network-
based attributes achieved better performance. On average, using social network-
based attributes performed better than using content-based attributes. The results
may come from the fact that sockpuppets usually deliberately adopt different writing
styles writing style (vocabulary, syntax, structure, etc.) but involve the same con-
version threads. Combining profile-based attribute with one of the other two types
of attributes improved performance. The combination of content-based attributes
and social network-based attributes delivered good and stable performance. Finally,
using the complete set of attributes got the best performance.

4.5 A comparison with existing methods

We compared SIMAIM with four existing methods: FNUI [13], CoLink [26], SON
[28], and Almishari & Tsudik [32].

FNUI constructs friendship networks of accounts from different social media
sites. The friendship network of an account consists of the account’s n-hop friends.
Two accounts from different sites with similar structures of friendship networks
belong to a user. FNUI uses social network-based attributes. In the experiment, we
treated two accounts with social interaction as friends to construct the friendship
network of each account.

CoLink adopts semi-supervised learning to identify a user’s sockpuppets across
social media sites. Accounts’ profiles and relationships are retrieved, and SVM is
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Fig. 10 F1 scores of existing methods: a first dataset; b second dataset; ¢ third dataset
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used in the semi-supervised learning process. Therefore, CoLink uses profile-based
attributes and social network-based attributes. In our experiment, the social interac-
tions between accounts form accounts’ relationships.

SON thinks that a user creates two accounts from different social media sites
if both accounts share similar sentiment orientation to topics based on emotional
phrases extracted from posted comments, i.e., content-based attributes. A similar-
orientation network is constructed by connecting accounts (nodes) with similar sen-
timent orientation. Then, community detection algorithms find sockpuppets in the
similar-orientation network. SON takes social network-based attributes, too. In our
experiment, we used HowNet to extract sentiment words and cosine similarity to
calculate sentiment orientation similarity between two accounts.

Almishari and Tsudik extracted unigrams, diagrams, review ratings, and review
categories from each review, i.e., content-based attributes. They adopted the naive
Bayes classifier (NBC) and symmetric Kullback-Leibler Divergence (KLD) to link
an anonymous review to an account on Yelp. In the experiments, we performed
account-to-account matches by using an account’s posts and replies to generate the
account’s NBC model and KLLD model.

Figure 10 presents the F1 scores from the compared methods on the three data-
sets. In the figure, NBC and KLD stand for Almishari and Tsudik’s method with
NBC and KLD, respectively. The F1 scores of RF algorithm are reported in the fig-
ure as SIMAIM’s statistics. SIMAIM outperformed the existing methods, particu-
larly at high 6. NBC, CoLink, and FNUI were next to SIMAIM. However, their F1
scores are under 0.4 on the first and second datasets, which is ineffective. KLD and
SON did not perform well at high 6. The results show that the Kullback-Leibler
Divergence may miss the similarity of accounts, and the sentiment orientation of
text may be hard to interpret.

5 The conclusion and future work

In this paper, we proposed the SIMAIM framework for identifying sockpuppets
and puppetmasters on a single forum-oriented social media site. SIMAIM con-
sists of four modules: Attribute Extraction Module, Data Construction Module,
Model Construction Module, and Sockpuppet Identification Module. Accounts’
profiles, text contents, and social networks between accounts were used to gen-
erate attributes for building classification models to identify sockpuppets. Then,
the sockpuppet identification network was constructed to identify the puppetmas-
ters. Considering the nature of the forum-oriented social media sites, the pro-
posed framework used the topic distribution of an account as the profile-based
attribute. In addition to the topics specified by the social media sites, SIMAIM
retrieved hidden topics from the text contents. The keyword distribution of the
text contents generated content-based attributes as well. The involvement in the
same thread was used to generate social network-based attributes. Classification
models identified sockpuppets and then formed the sockpuppet identification net-
work. The maximal clique in the network indicated a puppetmaster. The experi-
ment results showed SIMAIM’s effective identification.
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In general, C4.5, DNN, SVM, and RF algorithms achieved good recall, while
RF and C4.5 achieved good precision. RF and C4.5 were also good for F1 scores.
The results of the ablation study showed that the social network-based attributes
performed better than the content-based attributes, and the profile-based attrib-
ute performed worst. The combinations of different types of attributes improved
performance. Using all three types of attributes delivered the best performance.
Compared with four existing methods, SIMAIM outperformed the compared
methods.

Different social media sites might generate different types of attributes according
to the characteristics of the sites. SIMAIM can use various attributes, not limited to
the ones used in this study. In addition, different algorithms have advantages over
different performance metrics. SIMAIm can also integrate other algorithms. The
flexibility of SIMAIM also facilitates its portability to different social media sites.

The posts and replies on forum-oriented social media sites nowadays may con-
tain many images and photographs, which may contain important clues for iden-
tifying sockpuppets and puppetmasters. Some accounts even put all text contents
in the images to evade text-based examination, as only images are present in the
posts or replies. To deal with images and photographs is future work. In addition,
SiMAIM identifies puppetmasters by detecting the maximal cliques. Two sock-
puppets may not have similar topic distributions, similar text contents, and social
interactions. The identification of a puppetmaster with such sockpuppets can be
achieved by using sub-group detection algorithms such as community detection
[40, 41]. We will also focus on this issue in the future. Finally, considering that
malicious behaviors are events, finding event witnesses [42] on social media sites
may help identify and process sockpuppets and puppetmasters. The integration of
witness discovery into SIMAIM has a potential benefit.
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