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Abstract

Internet of Medical Things (IoMT) combines Internet of Things (IoT)
with medical devices to facilitate healthcare, providing affordable solu-
tions, and faster treatments to patients. An increase in IoMT use has
led to several security/privacy challenges, since many IoMT devices have
not been designed with security and privacy features in mind, which
makes them vulnerable to attacks. Furthermore, as security risks and
threats affect all the layers developed for IoMT-based architectures, an
IoMT network must follow stricter privacy and security specifications
compared to other IoT devices. In order to address this, we present a
new IoT-based architecture to improve the data privacy, security, and
integrity leveraging distributed InterPlanetary File System (IPFS) stor-
age and blockchain. The data captured from medical devices is split into
multiple encrypted pieces using Secret Sharing Algorithm (SSA) and
these pieces are then stored in distributed IPFS storage hosted on edge
and cloud servers, and their copies are verifiable by a blockchain net-
work. The applied SSA method ensures that even if a piece of data is
compromised, the original data is neither leaked nor lost. Our proposed
architecture is implemented and tested on an IoMT-based monitor-
ing system to investigate its feasibility, scalability, and performance.

Keywords: Internet of Medical Things, Online healthcare systems, Data
security, Secret sharing algorithm, Blockchain
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1 Introduction

Internet of Medical Things (IoMT) technologies have been rapidly developed
within healthcare industries. IoMT has several benefits in healthcare sec-
tors, including automated real-time monitoring, enhanced patient experience,
and improved treatment Kumar and Tripathi (2021). In an IoMT ecosystem,
patients’ data is transferred to edge devices and cloud hosts for processing
and analysis. Care givers and healthcare service providers normally use IoMT
devices (e.g., smart wearable devices and biosensors) to monitor the patients
remotely on a real-time basis and make timely and data-driven decisions. How-
ever, the high sensitivity and massive amount of data generated by IoMT
devices bring multiple challenges to the IoMT implementation. The cybersecu-
rity vulnerability of IoMT and its awareness among professionals have widely
been studied in Thielfoldt (2022). The cloud-based solutions (e.g., Bharati et al
(2020)) may handle such a volume of data with scalability, remote availability,
and cost effectiveness. However, the cloud environment has its own security
challenges, and there have been several breaches over the last few years with
cloud-hosted data leaked Arcserve (2022). The data generated by IoMT devices
consists of personal and sensitive information that should not be disclosed to
the public Dilawar et al (2019). Therefore, storing such data on external cloud
services raises security challenges for data privacy and integrity. Moreover, the
cloud is not transparent and cloud service providers (CSPs) may retain access
to the stored data by maintaining backup copies, even after users request to
delete their data. Even if the data is encrypted, the encryption may be broken
with higher computational techniques, implemented by attackers, in future.
Though access control mechanisms can be implemented to protect the data
from unauthenticated access Dilawar et al (2019), a CSP may have an adminis-
trative access to the data without users’ authorization. Hence, the IoMT data
stored in the cloud is vulnerable to malicious CSPs and attackers, and better
security and transparency are necessary.

Blockchain and InterPlanetary File System (IPFS) are potential to be inte-
grated with IoMT systems to enhance the security of users’ data Barati et al
(2021). Blockchains are essentially digital ledgers of transactions, duplicat-
ing each other across the network of computer systems on an immutable and
tamper-proof structure Boudguiga et al (2017); Wang et al (2019); Barati et al
(2019, 2020). The IPFS is a content-addressed, peer-to-peer file system com-
posed of decentralized nodes over the Internet Benet (2014), which maintains
node connectivity and file locations through a distributed hash table (DHT)
technique. Blockchains can provide beneficial features (e.g., immutability) but
with high overhead due to redundancy. Meanwhile, the IPFS is cost efficient for
keeping large data, but lacks a trusted security pattern. Therefore, blockchains
and the IPFS are often combined to support massive data storage with certain
security requirements. For example, Steichen et al (2018) proposed an archi-
tecture where the IPFS is extended with an access control mechanism based
on a public blockchain. The solution in Kumar and Tripathi (2021) integrated
an IPFS cluster with a private blockchain to manage patients, doctors, and



Springer Nature 2021 LATEX template

S. Shree et al. 3

IoMT devices and to provide an appropriate access control method. Another
approach is proposed in Nguyen et al (2019), where a trusted and secured
data manager maintains access control information in a public blockchain and
restricts the access to the medical data stored on IPFS so as to improve the
security of data sharing and storage. However, these solutions did not address
the problem of malicious IPFS node providers (e.g., a cloud provider hosting
a large number of IPFS nodes) accessing the stored data, or only employed
encryption which is still vulnerable to attacks.

A secret sharing algorithm (SSA) was proposed by Adi Shamir Shamir
(1979) to securely share cryptography keys among multiple participants as
pieces. The original secret can be recovered only if a sufficient amount (over
a threshold) of pieces are collected. With this characteristic, a secret sharing
scheme can protect data even when a cloud provider or an IPFS node provider
is malicious or is attacked. Several approaches integrated SSA and blockchain
into IoT-based architectures to boost data security Si et al (2019); Cha et al
(2021). However, these architectures utilize cloud storage, which lacks trans-
parency and trust of IoT users and has the security risks as already mentioned.
A solution was proposed in Kim et al (2022), combining secure secret shar-
ing, the IPFS, and cloud storage to handle IoT generated data of different
sensitivity and dynamicity. Yet in the scenario of IoMT, the solution is effec-
tively storing sensitive data in the IPFS with symmetric encryption, which is
possible to be broken in the future.

In order to address the drawbacks of past solutions, we propose a novel
IoMT-based architecture with IPFS, blockchain technology, and SSA to
improve data integrity, trust, and privacy for the massive sensitive data in
IoMT. The proposed architecture sends the secret pieces of data generated
by the SSA into an IPFS platform. Following that, the data added to the
IPFS network is addressed with a unique cryptography hash, allowing it
to be content-addressable and verifiable by a blockchain network. The key
contributions of this paper are summarised below:

• Identifying practical challenges of sharing sensitive and confidential data
within existing IoMT architectures;

• Analyzing security issues arising from external public cloud services;
• Designing a secure cloud architecture for protecting the data generated by

IoMT devices;
• Investigating the proposed architecture for security, privacy, scalability,

integrity, efficiency, and decentralisation;
• Presenting an IoMT-based scenario for facilitating the implementation of

our architecture/solution;
• Evaluating the performance of the architecture by the network latency and

the gas consumed by blockchain transactions.

The rest of the paper is structured as follows. Section 2 reviews the related
work and identifies limitations of existing solutions. Section 3 proposes an
architecture to further enhance data privacy and protection through SSA.
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Section 4 describes the implementation of the proposed architecture, presents
its data flow along with a case study in an IoMT scenario. Section 5 provides
some experimental results in terms of time, overhead, and gas consumption.
Section 6 analyses and discusses the security and other benefits of the proposed
architecture. Finally, Section 7 concludes the paper and provides the direction
for future work.

2 Related Work

With the massive and still increasing amount of IoMT devices, IoMT data
security and privacy have gained attention for recent years. Correspondingly,
the technologies like blockchain and IPFS along with encryption techniques
have been adopted in different solutions to address the issues. An electronic
health record sharing solution was proposed in Nguyen et al (2019), which
utilizes a public blockchain to provide transparent and trusted access control
and uses the IPFS for immutable decentralized data storage. A blockchain-
based IoT data sharing solution was proposed in Si et al (2019), which stores
light-weighted data summary in blockchains to gain security and keeps major
data in out-sourced storage such as cloud storage. The solution used the secret
sharing mechanism to protect private keys of nodes. Another solution using
blockchains and the IPFS was proposed in Kumar and Tripathi (2021), which
integrates a consortium blockchain with the IPFS cluster nodes to support
the access control of the data stored in the IPFS. Compared to Nguyen et al
(2019), this solution does not include a centralized data manager to coor-
dinate the blockchain and IPFS components. An architecture of edge-based
IoMT networks was designed in Nguyen et al (2021), which offloads data to
the IPFS for decentralized storage and uses smart contracts to handle user
authentication at edge servers. A blockchain-based framework was proposed
in Egala et al (2021) that utilizes a public blockchain and smart contracts to
handle business logic and access control and employs the IPFS to store data.
A cloud architecture was proposed in Cha et al (2021), using blockchain to
track data integrity and applies a secret sharing mechanism to protect user
data during transmission and in cloud storage. A blockchain-based architec-
ture was designed in Elsayeh et al (2021), which handles data collection with
a private blockchain for security and immutability and integrates the IPFS to
store data. A layered architecture was proposed in Mehbodniya et al (2021),
employing an IPFS cluster and a hybrid blockchain in the edge layer to enhance
security during registration of patient and device, and to provide secure data
storage. An architecture using a private blockchain and smart contracts was
proposed in Mohan et al (2021), which applies an IPFS blockchain technique
Dey et al (2017) to extend blockchain data storage. An architecture was imple-
mented in Bigini et al (2021) that combines a private blockchain and the IPFS
to demonstrate secure collection, storage and sharing of IoMT data. A pri-
vate blockchain based architecture was proposed in Bhattacharjya et al (2022)
to facilitate and secure the P2P data communication among IoMT devices
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Fig. 1: Proposed IoMT architecture

and participants. A distributed cloud system for data sharing was proposed in
Kim et al (2022), which selectively applies blockchain, IPFS, and secure secret
sharing technologies to protect data privacy for different types of data.

These continually proposed IoMT solutions has shown that blockchain tech-
nology and the IPFS are effective and trending for enhancing data security
and privacy in IoMT. The usage of blockchain in IoMT has been reviewed by
Hölbl et al (2018); Bigini et al (2020); Gupta et al (2022); Alhaj et al (2022).
Interestingly, it can be seen through these surveys that the IPFS was often
used with blockchain in IoMT solutions, as an outsourced decentralized data
storage. Most of these solutions merely used a symmetric encryption to protect
data stored in the IPFS or cloud storage and mostly applied secret sharing for
the encryption keys of the data. However, the symmetric encryption may be
broken with higher computation power techniques and developed algorithms.
The architecture in Kim et al (2022) used secure secret sharing but only for
the encryption keys in case of massive static data (e.g., IoMT device gener-
ated one). The solution in Cha et al (2021) employed secret sharing scheme
for data storage but required multiple cloud storage providers to apply the
scheme. Meanwhile, the opaqueness and centralization makes the providers
easier to collude compared to decentralized data storage like the IPFS. This
paper presents a new architecture implementation that leverages secure secret
sharing technique, blockchain technology, and the IPFS, to further enhance
the security and privacy of IoMT data.

3 Proposed Architecture

Figure 1 shows our proposed architecture, which consists of a data manger,
smart contracts, and a decentralised data storage. The architecture depends on
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blockchain to ensure data integrity and employs SSA along with IPFS storage
to provide data protection. The description of the components involved in the
architecture is provided as follows.

Data manager provides data uploading and sharing functions. It applies
SSA to uploaded data and persists the generated data pieces in the decen-
tralised storage. It maintains the addresses of the data pieces and reconstructs
the original data from the pieces when an IoMT consumer requests data. It
integrates a sub-component (i.e., secret manager) to implement SSA and data
integrity measures. The data manager is hosted on inter-network layer within
the data owner’s trusted domain.

Smart contracts maintains registration and integrity information. It
defines three smart contracts for device registration, patient registration, and
data integrity.

• Device registration: This smart contract maintains registration of user
devices. It stores device addresses added by users and allows a user to edit
their devices from registration. The device addresses are required to be
encrypted to protect from unauthorized access.

• Patient registration: This smart contract maintains registration of IoMT
device users (patients) using their blockchain Wallet IDs. Since this data
will be present on the public blockchain, the identifiers are encrypted before
reaching the smart contract. The contract allows a patient to register itself
and to remove itself from registration.

• Patient device registration: This smart contract maintains the relations
between devices and patients and associates continually uploaded IoMT data
to patients and devices. Whenever new data pieces are stored by the data
manager, hashes of their identifier and content will be recorded through this
contract.

Security manager is responsible for splitting the original data on the
inter-network servers into multiple data pieces using SSA and recovering the
original data from the data pieces. A threshold-based secure sharing scheme
is employed (i.e., a minimum number of data pieces are required to recover
the original data). Therefore, the original data can still be recovered even
if one or more data pieces are tampered or lost. Meanwhile, the pieces are
distributed to decentralised storage and their relation (i.e., being pieces of
the same original data) is secret. Therefore, an attacker or malicious CSP is
unlikely to collect sufficient pieces to reconstruct the original data. Different
SSA and threshold may be used for different levels of protection. For less
critical data (e.g., IoMT data without patient identity), splitting data into
two data pieces may be sufficient. For highly confidential data (e.g., data that
may identify a user), a threshold higher than two may be more appropriate.
Except for the protection, which is based on SSA, the security manager uses
the hashes stored in blockchain to verify data integrity. The data flow of this
SSA protected data uploading is shown in Fig. 2, in which the SSA and data
hash verification are handled by the security manager.
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Fig. 2: Secret sharing data flow

Decentralised Storage is provisioned via multiple cloud services to store
the secure sharing data pieces. The IPFS is a decentralised file system, but it
may be less decentralised if its nodes are mostly hosted by a cloud provider.
In the proposed architecture, we recommend using multiple IPFS clusters on
different CSPs to highly secure sensitive data. This will significantly reduce the
possibility that an attacker or CSP collects enough data pieces to reconstruct
the data.

4 Architecture Implementation

This section discusses the implementation of the proposed architecture and
describes a prototype implementation. The main components are the data
manager, the smart contracts, and the security manager. The decentralised
storage is external and is not included in the prototype.1 The data flow in the
architecture is presented to describe the interaction among the components. In
this section, an elder people health monitoring scenario is used to demonstrate
how the architecture can practically be implemented.

4.1 Implementation of the Data Manager

The data manager is a core component in the architecture, which coordinates
the data uploading and data sharing processes. A mobile gateway (e.g., an
application in a mobile phone collecting data from local sensors) uploads data

1The decentralised storage is an external component. It is expected to be multiple IPFS clusters
which have diverse node providers. The IPFS service provided by NFT.Storage is used for our
prototype to upload data.
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Fig. 3: Data flow within our proposed architecture

to the data manager on behalf of a user (patient). The data manager needs to
check the user identity (e.g., the user’s Wallet ID in the Ethereum blockchain)
through the patient registration smart contract. Also, the device identities of
the sensors and the mobile gateway should be checked through the device reg-
istration contract and the patient device registration contract. With identities
verified, the data manager can receive original data from the mobile gateway.
The data manager employs its internal security manager to apply SSA to the
uploaded data. Then, the generated sharing data pieces are sent to different
IPFS clusters. The content identifiers (CID) of the data pieces in the IPFS
clusters should be encrypted and stored in trusted area by the data manager
to keep the location of the data pieces secretly. Notably, CIDs are results of
content addressing in the IPFS and can ensure data integrity. However, the
users hashes of the original data and data pieces can be recorded to the patient
device registration contract to transparently ensure the data integrity. These
hashes may be used by the mobile gateway to confirm the integrity.
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4.2 Implementation of Smart Contracts

The data manager depends on the smart contracts to maintain registration
and records of data hashes. The smart contracts contain IDs that can identify
patients and devices. Therefore, IDs should be encrypted before sending to the
contracts. The original IDs are not important in these contracts, which only
maintain the registration of IDs and relations between IDs. Hence, any deter-
ministic encryption can be used for the IDs. In our prototype, the hash values
of IDs are used as encrypted IDs, which are 32 bytes derived through SHA-
256. Since the hash algorithm is public, a patient can access these contracts
through the hashed IDs to check registration and related information. The
device registration contract maintains a mapping of the device IDs to devices;
the patient (user) registration contract maintains a mapping of the patient IDs
to patients. Both contracts provide basic addition, update, check, and delete
functions. The patient device registration contract maintains a mapping of the
patient IDs to the lists of device IDs. This mapping contains the ownership of
devices by patients. The patient device registration contract also maintains a
mapping of the patient-device ID pairs to the lists of hashes of uploaded data.
This mapping enables the mobile gateway to check the integrity of uploaded
data and serves as an evidence of data upload to the data manager. In our
prototype, the hashes of SSA generated data pieces are also stored in the
patient device registration contract to make them transparent and immutable.
However, a practical implementation may remove this mapping to reduce the
overhead, when it uses the CIDs of the IPFS to ensure data integrity.

4.3 Implementation of Secret Sharing Algorithm on Data

To protect the data from unauthorized access, a secret sharing scheme is
employed in the architecture. The data is split into n data pieces and a min-
imum of k pieces are needed to recover the data. Shamir’s secret sharing
algorithm is used in the prototype implementation, but a practical implemen-
tation may choose other algorithms as long as they support the (n, k) threshold
scheme. Shamir’s SSA has a limit to the data size of the secret. Therefore, the
data needs to be split into small chunks before Shamir’s SSA can be applied.
To avoid confusion, data pieces refer to the pieces generated by a SSA from
the original data; data chunks refer to the chunks of a large data (e.g., the
original data or a data piece).

Algorithm 1 gives the steps to split the original data into chunks, applies
SSA to each chunk, and concatenates chunks of data pieces into final data
pieces. The original data is represented by S. It can be split into small chunks
c1, · · · , cm, where m is the number of chunks. Each chunk cj ∈ S is split
by a SSA into n chunked pieces, denoted as c1,j , · · · , cn,j , and the minimum
number of chunked pieces needed to recover the chunk is k. The chunked pieces
concatenate according to their indices and form the final data pieces S1, · · · , Sn

(i.e., Si = ci,1 · · · ci,m). The final data pieces will be sent to different data
storage according to their indices.
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Algorithm 1 Split Data with Secret Sharing Algorithm

Input: S, n, k
Output: S1, · · · , Sn

1: function scheme(S, n, k)
2: for cj ∈ Chunk(S) do

3: c1,j , · · · , cn,j ← SSA(cj , n, k)
4: for i← 1, n do

5: Si ← Si∥ci,j
6: end for

7: end for

8: return S1, · · · , Sn

9: end function

Algorithm 2 represents Shamir’s SSA, where the (chunked) pieces are gen-
erated using a random polynomial on a finite field of integers modulo a prime
number p. Let s be a chunk of data represented as an integer, n be the num-
ber of (chunked) pieces to be generated, k be the threshold for recovering s, p
be a large prime number where p > s and p > n, a0, · · · , ak−1 be the coeffi-
cients, and s1, · · · , sn be the generated chunked pieces for chunk s. The value
of s is given to a0, and the other k − 1 coefficients a1, · · · , ak−1 are randomly
generated with distinct integers in [0, p). A polynomial with k − 1 degree can
be represented by these coefficients, and the polynomial is evaluated for each
x ∈ {1, · · · , n}. An evaluation result q for x = i is the i-th chunked piece si
for chunk s. Notably, modulo is necessary during calculation, since the finite
field of integers modulo p is used. Normally, a generated chunked piece should
be a pair (x, q(x)) representing an interpolation point. However, the x values
are not returned in Algorithm 2, as they are fixed values 1, · · · , n equal to the
index numbers.

Algorithm 3 provides the steps to reconstruct the original data from data
pieces using Lagrange interpolation. Ideally, all n data pieces S1, · · · , Sn are
available, but k pieces are enough to reconstruct the original data S. Let
X = {i1, · · · , ik} be the index numbers of the data pieces to be used, SX =
{Si1 , · · · , Sik} be these pieces, k be the threshold for recovering the original
data S. Firstly, a Chunk function is used to split each piece Si into chunks
ci,1, · · · , ci,m. Secondly, for j from 1 to m, the j-th chunks of all pieces in SX

are collected as Cj . Then, the j-th chunk of the original data S, denoted by
cj , can be calculated using Lagrange interpolation with X,Cj , k and x = 0.
Finally, the chunks cj are concatenated to form the original data S.

Algorithm 4 represents Lagrange interpolation on a finite field of integers
modulo p, where p is a prime number. Let X = x1, · · · , xk and Y = y1, · · · , yk
be the x and y values of interpolation points, and k − 1 be the degree of the
Lagrange polynomial. The y value at x can be calculated using the Lagrange
interpolation. First, the li(x) values for i ∈ 1, · · · , k are calculated. Then,
y is calculated according to Σk

i=1yili(x). Note that modulo is used during
calculation because this Lagrange interpolation is on finite field of integers
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Algorithm 2 Shamir’s Secret Sharing Algorithm

Input: s, n, k
Output: si
1: function SSA(s, n, k)
2: a0 ← s
3: for i← 1, k − 1 do

4: ai ← RandomNumber(0, p)
5: end for

6: for i← 1, n do

7: q ← a0
8: x← i
9: y ← 1

10: for j ← 1, k − 1 do

11: y ← y × x mod p
12: q ← q + aj × y mod p
13: end for

14: si ← q
15: end for

16: return s1, · · · , sn
17: end function

modulo p. The division operation on this field is calculated with a function
named “Divmod”.

Algorithm 5 shows the division operation on the finite field of integers
modulo p. Let a, b, and p be the dividend, the divisor, and the prime number
for modulo operation. Dividing a by b is equivalent to multiplying a with b−1

(the multiplicative inverse of b). On a finite field of integers modulo p, b−1

can be found with the extended greatest common divisor algorithm (extended
GCD). The lines 2 to 11 of Algorithm 5 show the usage of extended GCD to
find b−1 and line 12 calculates the division of a by b modulo p.

Optimizations exist in practice for the calculation of Shamir’s SSA, though
we didn’t implement them in our prototype. For example, if a Mersenne prime
like 2127− 1 is used as p, the modulo operation can be replaced by binary xor

and shift operations, which are cheaper and faster for computers. The following
equations explain this usage, where >> is the right shift binary operation:

x ≡ (x mod 2127) +
⌊ x

2127

⌋

mod 2127 − 1

Hence,
x ≡ x⊕ (2127 − 1) + (x >> 127) mod 2127 − 1

This equation can be applied recursively until the value of the equation is
smaller than 2127 − 1 to calculate the modulo of 2127 − 1.
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Algorithm 3 Reconstructing data pieces using Lagrange’s Interpolation

Input: X,SX , k
1:

Output: S
2: function Reconstruct(X,SX , k)
3: for i ∈ X do

4: ci,1, · · · , ci,m ← Chunk(Si)
5: end for

6: for j ← 1,m do

7: Cj ← ∅
8: for i ∈ X do

9: Cj .add(ci,j)
10: end for

11: cj ← LagrangeInterpolation(X,Cj , k, 0)
12: S ← S∥cj
13: end for

14: return S
15: end function

Fig. 4: Data uploading and sharing process

4.4 Data Flow in Data Uploading and Sharing

Figure 4 shows the data uploading and sharing process. In a data upload-
ing process, a mobile gateway initiates a request for uploading data to the
data manager through a blockchain client. The blockchain client forwards the
request to the data manager and listens to the events in smart contracts. The
data manager verifies the request (e.g., access rights, registration status, etc.)
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Algorithm 4 Lagrange’s Interpolation over a finite field of integers mod p

Input: X,Y, k, x
Output: y
1: function LagrangeInterpolation(X,Y, k, x)
2: y ← 0
3: for i← 1, k do

4: l← 1
5: d← 1
6: for j ← 1, k do

7: if i ̸= j then

8: l← l × (x− xj) mod p
9: d← d× (xi − xj) mod p

10: end if

11: end for

12: l← Divmod(l, d, p)
13: y ← y + l × yi mod p
14: end for

15: return s
16: end function

Algorithm 5 Division in modulo finite field using extended GCD

Input: a, b, p
Output: a/b mod p
1: function Divmod(a, b, p)
2: t← 0
3: tnew ← 1
4: r ← p
5: rnew ← b
6: while rnew ̸= 0 do

7: q ← ⌊r/rnew⌋
8: t, tnew ← tnew, t− q × tnew
9: r, rnew ← rnew, r − q × rnew

10: end while

11: t← t mod p ▷ t is b−1, in other words, b× t ≡ 1 mod p
12: return a× t mod p
13: end function

via the smart contracts. If the request is approved, the data manager starts
receiving the data uploaded from the gateway. The data manager redirects the
data to its security manager which applies a SSA to the data and generates
the secure sharing data pieces. The data pieces are then uploaded to corre-
sponding IPFS clusters. The IPFS clusters will update the DHT and return
the CIDs of the data pieces to the data manager. After all data pieces are per-
sisted, the data manager updates the information to the patient device smart
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contract. An update event is emitted by the contract to notify the mobile
gateway through the blockchain client. In a data sharing process, an end user
willing to access data (e.g., doctor) listens to the smart contracts through a
blockchain client. Once the end user receives the data upload event emitted
by the smart contracts, it sends a request to the data manager to acquire the
new data. The data manager verifies the request using the smart contracts. If
the request is fine, the data manager asks its security manager to recover the
original data from the data pieces on IPFS clusters. The data manager then
provides the original data to the end user.

4.5 Case Study: Health Monitoring in Smart Home for

Elder People

Fig. 5: Business process for uploading data from IoMT devices

One application of IoMT is to facilitate regular health check-up of risk
groups (e.g., Haghi et al (2022), Laplante et al (2018)). Figure 5 and 6 demon-
strate the business process flow of our proposed architecture in a scenario of
elder people health monitoring in a smart home. First, the patient and the
devices (i.e., the sleep monitor and the human activity recognition device) are
registered through the smart contracts. In this process, the relation between
the patient and the devices are also registered. Then, the data is collected
from the monitoring devices and split into secure sharing data pieces through
SSA. The data pieces are uploaded to IPFS clusters and the CIDs of the data
pieces are returned by the IPFS. The hashes of the CIDs and data pieces are
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Fig. 6: Business process for retrieving of data by health monitoring system

reported to the blockchain for audit and integrity purposes. When a monitor-
ing system requests for the data of the patient, the patient ID and device IDs
are checked through the smart contracts. Then, the data pieces are retrieved
from the IPFS clusters. The hashes of the CIDs and data pieces are checked
through the smart contracts to double check their integrity. Finally, the orig-
inal data is reconstructed from the data pieces through SSA and sent to the
monitoring system for analysis and display.

5 Experimental Results

To implement the proposed IoMT architecture for the case study repre-
sented in subsection 4.5, we use public Ethereum network, Ropsten, as well
as NFT.Storage for storing data in IPFS. We evaluate the performance of
our solution based on the gas and time consumed for validating transac-
tions. We also implemented a user interface for the purpose of experiment
using JavaScript. Moreover, our smart contracts were implemented to register
a patient (user), register a device, allocate device to the patient, check sta-
tus of the device and patient, remove the device’s data, remove the patient’s
information, upload and retrieve data.

5.1 Uploading and Retrieving Data

For data upload, each data is processed using secret sharing algorithm with (n
= 4,k = 3) and are split into four pieces, y1, y2, y3, and y4, (n = 4), and each
piece is then stored on IPFS storage which provides a CID associated with
each piece. These CIDs are then stored on DHT maintained by data manager
and are encrypted using private key by data manager before uploading to the



Springer Nature 2021 LATEX template

16 S. Shree et al.

Table 1: Performance evaluation for uploading and downloading

Data size Time to split (ms) Time to upload (ms) Time to download (ms)
1 0.19 995 20.497
2 0.38 1990 40.994
3 0.57 2985 61.491
4 0.76 3980 81.988
5 0.95 4975 102.485
6 1.14 5970 122.982
7 1.33 6965 143.479
8 1.52 7960 163.976
9 1.71 8955 184.473
10 1.9 9950 204.97

blockchain transaction. Finally, we upload encrypted wallet address, encrypted
device ID, encrypted CID and hash of data pieces to the blockchain transaction
for verification and integrity check.

In our experiment, we provide secret key/private keys to upload each data
piece to the IPFS storage and only the authorised users can have access to
those key set by the data manager. Since we are using free version of IPFS for
this study, we face a limitation with uploading large files. However, to test the
secret sharing algorithm and evaluate the performance, we upload small files
with a few values and then retrieved the data. We deployed the algorithm to
test the feasibility and integrated it into a blockchain network.

For retrieving data, we reconstruct the original data only with three data
pieces (based on the health monitoring scenario). Table 1 shows the time taken
to upload the files to IPFS storage and to download them, which increases
as the size of data. Hence, using this framework should consider the time
sensitivity versus data criticality.

Regarding data retrieval from the IPFS storage, a user (e.g., a physician)
requests to access data using health monitoring system after user authentica-
tion. The user requests to fetch the data for a particular patient and a device
registered by that patient. Once the request is received by the inter-network
server, the data manager retrieves the data from blockchain and decrypts the
CID to access the data on IPFS. The data retrieved from the IPFS is verified
against the hash of the data on the blockchain for integrity. The user pro-
vides the secret key to decrypt the data retrieved from the IPFS storage which
is then processed using the Lagrange’s Interpolation formula to reconstruct
original data shared by the IoMT device.

The time taken to split the data using secret sharing algorithm can be seen
as an overhead to store the data on IPFS. With this experiment, we noted that
the data split process does not have a major impact on the network latency,
since the time taken for splitting the data is a fraction of microseconds as
shown in Table 1 when compared to the overhead due to uploading data on
the IPFS network, the blockchain network, and reconstruction.
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Table 2: Deployment costs

Transactions Gas used
Device Registration 45374
Patient Registration 52123
Device Allocation 84021
Data Upload (all 4 pieces) 2388727
Updating Blockchain 231285
Delete data 20684

Table 3: Number of Registrations vs Costs

No. of devices/users Device registration Device allocation Patient registration
1 45374 84021 52123
2 90748 168042 104242
3 136122 252063 155300
4 181496 336084 200624
5 226870 420105 245858
6 272244 504126 291092
7 317618 588147 343215
8 362992 672168 395338
9 408366 756189 440572
10 453740 840210 485806

5.2 Device and Patient Registration

As an initial step, we first register the devices and patients (users) on
blockchain and select the execution time (seconds) for the transaction by vary-
ing the transaction fees. The user can opt for higher transaction fees for faster
execution. The assumption is that the number of devices or users varies from
1 to 10. We implemented our smart contracts using Solidity language and
deployed them in Ethereum test network (Ropsten). Table 2 represents the
deployment costs (wei) required for running our smart contracts. To calculate
the costs (used gas) for executing device registration, allocations, and user/-
patient registration contracts, their functions have been tested using Ropsten.
Table 3 shows the trend of gas consumption, transaction fees based on number
of devices being registered and the gas used to allocate devices per user. As
seen, rising the number of patients or devices will directly effect on an increase
in the gas used for their registration.

The transactions costs for both device registration and patient registration
contracts have also been calculated in Ether. The results of this experiment
have been obtained with regards to different gas price units (i.e., 10, 15, and 20
Gwei). Figure 7 illustrates the costs in ETH, where the number of devices/users
varies from 2 to 10. Since more data is collected through the patient registration
transaction compared with the device registration one, more fees must be paid
to the miners for registering users through blockchain. Furthermore, when
the amount of gas price unit increases, the cost rises sharply. The reason of
choosing higher gas price unit is to encourage miners for validating transactions
faster.
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Fig. 7: Transaction costs

5.3 Investigating Mining Time

This experiment evaluates the mining time taken for running the patient and
device registration over the blockchain. We used Ropsten test network to
obtain the results, as it gives a measurement of the time taken from activation
to mining of a transaction. The average mining time for executing the device
and patient registration with different gas prices (i.e., 10, 15, and 20 Gwei)
was calculated. The functions of our smart contracts were executed ten times
to get the average time. Figures 8 and 9 demonstrate the results. As seen from
the figures, when the gas price increases, the mining time decreases noticeably,
since the miners will be encouraged to process the transactions sooner.

Given a fixed gas price, we observe a fluctuation in the trend of mining
process. The reason is that when the transactions are released in the network
with the same gas price, the miners normally follow an arbitrary manner for
selecting and validating a transaction.

6 Discussion

This section discusses the security analysis of the proposed architecture in
the two threat scenarios and further analyzes the advantages and potential
challenges of the architecture.

6.1 Security Analysis

Since IoMT data consists of health records of an individual, it is crucial to
maintain its security against potential threats so that it is not leaked or mis-
used. In this section, we discuss how the proposed architecture can safeguard
the data and help preserve the privacy and integrity of the data. For an exam-
ple, assume that an attacker has gained access to IPFS storage without the
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Fig. 9: The time taken for mining the user registration transactions

data manager’s approval. Using the proposed architecture, all data uploaded
to the IPFS are encrypted using AES 256 bit encryption using a secret key.
To retrieve the data, the attacker needs to know the secret key, which is set by
the data manager. Moreover, even if the attacker is able to gain access to the
secret key, they need to get hold of at least minimum number of data pieces to
reconstruct the data which means that they need to retrieve data from more
than one IPFS storage hosted with different CSP. However, it is extremely
challenging to gain unauthorised access to multiple CSP servers and to retrieve
the data.
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6.2 Privacy

By using blockchain, smart contracts, and IPFS storage, the proposed archi-
tecture using secret sharing algorithm guarantees data privacy. Using smart
contracts for user verification protects any malicious user access, which can be
further integrated with end-to-end access control for authentication and autho-
rization using smart contracts to block user IDs as potential threats. With the
usage of secret sharing algorithm, the data is split into unrecognisable data
pieces maintaining the privacy of original data even if a few data pieces are
compromised. The only possibility to compromise the original data is if the
attacker could gain access to the minimum number of data pieces required
to reconstruct the original data. Such a situation is extremely challenging to
occur, where an attacker gains unauthorised access to multiple CSPs or IPFS
storage. In a scenario where the data is split into two pieces and both the pieces
are required to reconstruct the data (n=2, k=2), and the attacker is success-
ful in gaining access to both pieces, the original data can be retrieved, but the
possibility of such a scenario is extremely low. In case, there is a smaller num-
ber of CSPs or a single CSP for storing data, the data pieces on IPFS storage
are encrypted, but in order to preserve privacy, it is recommended to increase
the number of pieces and the threshold to reconstruct the original data.

6.3 Scalability

IoT devices generate massive amount of real-time data including sensitive med-
ical data particularly published by IoMT objects. In real-time scenarios when
such volume of data is generated on a regular basis, the scalability of the
system is crucial. The proposed architecture meets this requirement by provi-
sioning scalable IPFS storage based on cloud services and blockchain network.
In this case, even if the system is designed to use only a single cloud service,
all data pieces generating from the secret sharing algorithm can be maintained
on a single IPFS storage which is dynamically scalable.

6.4 Integrity

In the proposed architecture, the data integrity is managed by the blockchain
network. Blockchain with smart contacts and IPFS storage are immutable
technologies and guarantee integrity, since every transaction on the blockchain
network are on consensus basis. Hence, an unauthorised or illegal transaction
will be invalidated and will not be allowed in the network by the consensus
process. For integrity, it is required that the IoMT data is not modified by any
unauthorised user. In a blockchain, each block has the hash value of previous
block with timestamp along with transaction data such as hash value of data
pieces, encrypted IPFS CID, encrypted wallet ID and encrypted device ID.
These data are provided by the inter-network server which implements the
secret sharing algorithm. When these data are recorded on blockchain network,
they are verified by the miners and only if the verification or validation is
successfully completed, these data can be added to the blockchain. Moreover,
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a CSP also maintains the integrity of data using the blockchain network and
requires penalties for falsifying the data. The ledger maintained by blockchain
is tamper-proof, and hence any falsification can be easily identified. With secret
sharing algorithm, once the data pieces are stored on IPFS storage and when
threshold is 3 or more and the number of pieces is 4 or more, even if one of the
pieces are modified, it will not impact on the original data. Therefore, using
this architecture, the data integrity can be ensured.

6.5 Efficiency

The proposed architecture provides efficient privacy and security. However, it
has a high system overhead in terms of network latency and associated costs.
The experiment done as part of this study was on a small scale and by using
free version of IPFS storage which has limit on uploading the data. Hence,
it is recommended to conduct an analysis on the paid version of IPFS to
estimate the real-time performance. However, the functions defined as part of
the architecture are efficient to store and share the data securely on the cloud
using blockchain and secret sharing algorithm.

6.6 Decentralisation

We proposed a decentralised cloud storage using IPFS storage for storing IoMT
data since the centralised cloud storage suffers several challenges such as denial
of service attacks or data leakage, which lead to single points of failure and
make it difficult to recover. This paper presented an approach of storing data
on the decentralised IPFS storage on multiple distributed cloud nodes. Because
blockchain can verify the integrity of data from the user’s side, the service is
securely available to the IoMT device owners and the end users. The proposed
architecture provides better privacy and integrity in a decentralised storage
with secret sharing of data.

7 Conclusion

This paper proposed a new IoMT-based architecture that leverages secret shar-
ing algorithm for protecting patients’ data from unauthorized cloud service
providers and external adversaries. The architecture made use of a blockchain-
based technique and a distributed secure storage (i.e., IPFS) to enhance the
privacy and integrity of IoMT users’ information. We implemented smart con-
tracts in order to register and verify both patients and smart medical devices.
We also defined a threshold value for join-able data pieces required to recon-
struct the original data. An adversary or a cloud provider cannot retrieve the
original data if the number of pieces leaked is less than the threshold. To
investigate the performance of our proposed architecture, we implemented an
Ethereum blockchain on Ropsten testnet, where IoMT data can be uploaded
after being split into four pieces by secret sharing algorithm. The experimen-
tal results showed that when the data is uploaded, a single file is split into
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multiple pieces, which increases the time consumed and gas usage to upload a
larger dataset. Moreover, the evaluation of mining time indicated that miners
can validate blocks in an arbitrary manner when the transactions are released
in a blockchain network with the same gas price value.

Future work will focus on implementing the proposed architecture on exist-
ing IoT testbeds to practically assess the scalability and feasibility of our
solution. Furthermore, integrating an authentication/authorization mechanism
such as access control into the architecture implementation can improve the
distribution of secret keys in a more secure manner. Checking the compliance of
the designed architecture with available privacy regulations (e.g., General Data
Protection Regulation (GDPR)) is another direction for future investigation.
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