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Abstract

Access control technology is one of the key technologies to ensure safe
resource sharing. Identity authentication and authority distribution are
two key technologies for access control technology to restrict unautho-
rized users from accessing resources and resources can only be accessed
by authorized legal users. However, user privacy protection and frequent
permission changes are two thorny issues that need to be solved urgently
by access control technology. To deal with these problems, this paper pro-
poses a dynamic access control technology based on privacy protection.
Compared with existing access control technologies, the main advan-
tages of this paper are as follows: 1) encrypt and hide the attributes
of entities, and use attribute-based identity authentication technology
for identity authentication, which not only achieves the purpose of tra-
ditional identity authentication, but also ensures the attributes and
privacy of entities are not leaked; 2) Binding resource access permis-
sions with entity attributes, dynamically assigning and adjusting resource
access control permissions through changes in entity attributes, mak-
ing resource access control more fine-grained and more flexible. Security
proof and performance analysis show that the proposed protocol safe
under the hardness assumption of the discrete logarithm problem (DLP)
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and the decision bilinear Diffie-Hellman (DBDH) problem. Compared
with the cited references, it has the advantages of low computational
complexity, short computational time, and low communication overhead.

Keywords: privacy protection, access control, attribute-based encryption,
information security, hidden attribute authentication

1 Introduction

The innovation and development of artificial intelligence, big data and 5G tech-
nology have promoted the birth of new applications such as smart community,
smart transportation and smart city. One of its core technologies is the secure
resource sharing, information exchange and transmission among multiple enti-
ties. Access control is a core technology that guarantees secure resource sharing
and information exchange among entities. Under the access control technol-
ogy, only the legitimate terminal that meets the access policy can access the
resources of the network platform. Not only the security of system resources is
improved, but also the flexibility of access to system resources is enhanced. In
recent years, there has been more and more research on access control technol-
ogy, involving many fields such as medical, industrial, corporate and personal.
On this basis, many access control schemes have been proposed, such as early
autonomous access control and mandatory access control, later identity based
access control and recent research hotspot attribute based access control, etc.
They solve many practical problems.

However, with the progress of network technology, access control technol-
ogy is also facing new challenges. The huge and complex data exchange not
only increases the threat to data security, but also increases the risk of ter-
minal privacy leakage. It is difficult to realize the hierarchical division and
classified storage of resources. In the process of resource sharing, the terminal
needs to undertake huge computing and communication tasks. In addition, it
is still difficult to solve the problem of terminal member revocation or terminal
attribute weight revocation, etc. In order to solve these problems, this paper
proposes a dynamic permission access control model based on privacy protec-
tion (PP-DPAC), which uploads the encrypted data to the resource storage
service platform. If the terminal member wants to obtain resources, its identity
information is verified first, then its attribute weight information is verified.
Only when the identity and attribute weights are satisfied, the terminal can
obtain resources. Under the dual authentication mechanism, the security of
resources is improved. Terminal members can only access resources with corre-
sponding confidentiality level or resources with lower confidentiality level. Fine
grained access control is implemented. A large number of computing tasks are
transferred to the server, so that the terminal can efficiently complete data
sharing and truly realize light load. In addition, terminal members can obtain
higher level of confidentiality resources by upgrading their permissions. If they
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are punished, their access permissions will be reduced. This greatly increases
the security of privacy and the dynamic flexibility of access.

1.1 Contributions

In this paper, a PP-DPAC model is proposed. The advantages and main
contributions of the paper are as follows:

(1) Hidden attribute authentication. Terminal members need to be authen-
ticated before participating in resource sharing. By improving the traditional
attribute based authentication scheme, this paper proposes a terminal iden-
tity authentication scheme with hidden attributes. In the scheme, not only the
identity information of the terminal is hidden, but also the attribute informa-
tion of the terminal is hidden by algorithm. In this way, the leakage of personal
privacy is avoided.

(2) Dynamic and fine-grained access control. Terminal members with differ-
ent numbers of attributes have different access permissions. Terminal members
access resources at the corresponding level and below according to the num-
ber of their own attributes. When terminal members have lower permissions,
they can access higher-level resources by upgrading their permissions. In other
words, authenticated terminal members can access resources at multiple levels
through upgrade or downgrade.

(3) High security. Shared resources need to be encrypted before storage,
and then uploaded to the resource storage service platform. When terminal
members obtain resources, they not only need to verify identity, but also need
to have enough attribute weights to calculate the decryption key and decrypt
the ciphertext. This double guarantee mechanism can resist collusion attacks
and has high security.

2 Related work

With the development and application of various new technologies, the appli-
cation scenario of access control is also expanding. However, the existing access
control technology is difficult to meet the requirements of complex application
scenarios, such as cloud computing, edge computing and industrial Internet of
things (IoT). In recent years, many scholars have carried out in-depth research
on access control technology in combination with specific application scenar-
ios. An access control protocol combined with blockchain is proposed in [1, 2].
Blockchain has the characteristics of decentralization, which can better solve
the third-party trust problem. At the same time, the scheme uses blockchain
technology to record the attribute information of the terminal members, which
not only facilitates the management of the terminal, but also enhances the
security of the system. The algorithm part of the scheme adopts a modular
design. This method not only facilitates the later management and mainte-
nance, but also improves the flexibility of the scheme. In [3], an access control
scheme supporting data privacy protection and policy hiding is proposed. The
scheme designs a flexible access structure. LSSS matrix combined with policy
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hiding can better ensure the security of data access. At the same time, this
scheme not only supports user revocation, but also is efficient and lightweight.
This greatly reduces the computing and communication load of the terminal.
Finally, the security and performance of the scheme are analyzed, and the fea-
sibility of the scheme is analyzed through simulation experiments. In [4, 5],
an efficient access control scheme based on privacy protection is proposed. The
scheme uses the characteristics of hash function and the structure of binary tree
to design a specific scheme to limit the decision-making process of the model.
The scheme uses a binary search tree based on hash function to protect the
attributes of terminal members, so it reduces the risk of user privacy leakage.
At the same time, this method is also applied to the server to effectively pro-
cess requests from various terminals. In [6, 7], a secure access control scheme
based on attribute signcryption is proposed. Under the assumption of discrete
logarithm theory, the scheme uses attribute hiding and zero knowledge proof
technology, which can not only protect the privacy of terminal members, but
also reduce the leakage of attributes in the process of data sharing. In addi-
tion, the scheme uses the server to partially decrypt the ciphertext resources.
This method effectively reduces the computing task of terminal members.

A secure access control model based on ciphertext policy and blockchain
is proposed in [8]. The scheme uses blockchain technology to solve the prob-
lems of single point of failure and third-party trust. The scheme improves and
optimizes the traditional hiding strategy, which can not only meet the security
sharing of data, but also protect the privacy of access strategy. Finally, the
security of the scheme is proved from many aspects. The comparison shows
that the scheme has great advantages in many aspects. In [9], a new cryp-
tographic access control framework is proposed. The programme supports the
establishment of multiple authority centres. The scheme adopts a new security
encryption strategy, which is bound with ciphertext to resist known attacks.
Users no longer use private key signature verification, but adopt a more con-
venient attribute token. Although this method is convenient and lightweight,
there is still a risk of token leakage. In [10, 11], a flexible multi authority data
storage scheme is proposed. This scheme does not need an authority center to
distribute the key. At the same time, a series of attributes are used to real-
ize flexible data storage, which completely eliminates the security risks caused
by key distribution. In addition, the scheme transfers the computing task of
the terminal to the assistant node, which reduces the load of the terminal
node. A ciphertext strategy for media cloud is proposed in [12, 13]. Compared
with other attribute based encryption schemes, this scheme has better perfor-
mance. Legitimate users only need two hash operations when switching access
to resources, which greatly reduces the calculation time. At the same time, the
scheme also supports user revocation, which is easy to expand and maintain
in later work. In [14], an access control scheme supporting attribute hiding
is proposed. By hiding the attributes, the scheme can better protect the pri-
vacy information of terminal members. In addition, this scheme also proposes
an attribute location mechanism, which can help authorized terminals locate
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attribute information and decrypt resources. The final simulation comparison
shows that the efficiency of this scheme is better.

In [15, 16], a user and attribute revocable access control scheme is pro-
posed.The scheme supports the revocation of the user or the user’s attributes,
and the terminal members cannot access the original resources after revoca-
tion. At the same time, in the scheme, users can add or reduce attributes
according to their own needs, and the amount of calculation is small in this
process. Through the security analysis of the scheme, the scheme can effec-
tively resist known attacks. In [17], a fine-grained access control scheme based
on attribute and blockchain is proposed. In this scheme, a cooperation mecha-
nism is applied, which can authorize users in emergency, and this mechanism
can be verified. The scheme adopts the outsourcing method to build a trusted
node to perform the main computing and communication tasks, and writes
the information into the blockchain through transaction. A resource sharing
scheme combining blockchain and ABE is proposed in [18]. In this scheme,
data providers can set access policies for shared data ciphertext to achieve fine-
grained access control. At the same time, the data demander communicates
directly with the data provider, and the data provider can provide the key
for the legitimate data demander. In addition, this scheme also supports the
keyword search function. The server locates resources and returns information
according to the keywords provided by the data demander. In [19], a secure
and efficient access control scheme is proposed. It can prevent privacy disclo-
sure threats without introducing third-party trusted entities. In this scheme, a
new hash search tree is introduced to protect sensitive attributes. In addition,
the server does not need to know the user’s private information to correctly
process the access request through the hash binary search tree.

In [20, 21], a traceable access control scheme is proposed. In this scheme,
the data provider can not only set the access policy of shared resources, but
also update them in time, which makes the scheme more flexible and efficient.
At the same time, combined with blockchain technology, the scheme can track
the terminals that maliciously access resources and maliciously leakage pri-
vate keys. Finally, the effectiveness of the scheme is proved. An access control
scheme for Internet of things is proposed in [22]. In the scheme, the terminal
device encrypts its own data and then uploads it to the server, which solves
the problem of over authorization by the third party or the entrusted node.
At the same time, the scheme can limit the unauthorized operation of the
application, so it can protect the privacy information of the terminal device.
Finally, it is proved that the scheme is safe. An access control model in smart
health application scenario is proposed in [23]. In this system, when the smart
health record is encrypted, the attribute value of the access policy is hidden
and only the attribute name is displayed, which well protects personal privacy.
It uses a small number of bilinear pairs to complete the decryption of smart
health records, which greatly improves the efficiency of decryption. In [24], a
cross domain access control scheme for cloud sharing is proposed. Combined
with blockchain technology, the scheme not only solves the problem of single
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point of failure, but also can trace the access records of the terminal. At the
same time, by extending the traditional scheme, this scheme designs a cross
domain cooperation mechanism through smart contract, which can realize the
cooperative operation of multiple trust institutions and generate decryption
keys for users. The analysis shows that the scheme has good performance. In
[25], a proactive dynamic secure data scheme is proposed. It uses attribute-
based access control to protect the private information of financial users. At
the same time, in this solution, it uses semantic access technology to gener-
ate attribute-based access methods to provide flexibility for access control. In
order to protect the integrity and security of data, this scheme takes the client
as the core method to effectively avoid the impact of unexpected operation on
the server. In addition, due to data access restrictions based on configuring
user attributes, this model can continue to provide a high level of security.

An access control scheme based on blockchain smart contract is proposed in
[26]. In this scheme, multiple smart contracts are designed, such as the master
contract, to manage the access control of data between users. The authenti-
cation management contract is used to authenticate the identity of terminal
members and store registration records. Intelligent detection contract is used to
detect illegal behaviors in the system and punish users. In addition, the scheme
can reduce the consumption of computing and communication energy to a cer-
tain extent. In [27], an access control scheme for fog computing scenario is
proposed. It aims to reduce the cost of calculation and ensure the confidential-
ity of data. In this scheme, the fog device bears the main computational cost
of the encryption and decryption stages. Therefore, the calculation cost of the
sender and the receiver will be reduced, which greatly improves the efficiency
of data exchange. At the same time, the user’s private key is generated through
multi-authority, which enhances data security. In [28], a secure and efficient
access control scheme using smart contract is proposed. Different from the pre-
vious attribute based access control, this scheme carries out safe and efficient
data sharing by setting up multiple smart contracts. The most important is
the smart contract for access control, which completes the established security
policy by setting the access rights of resources and verifying the identity infor-
mation of terminal members. In addition, there is a judgment contract and a
registration contract. Judgment contract is mainly to punish the violations in
the process of system operation. The registration contract is used to manage
the information of the terminal. In [29], a fine-grained access control scheme
with decentralized capability is proposed. In this scheme, resources are stored
on their own devices instead of other third-party large storage devices. At the
same time, the access control of resources is based on the user’s identity. The
management of user rights is realized through smart contract. Finally, the fea-
sibility of the scheme is proved. In [30], a traceable access control protocol
supporting emergency authorization is proposed. In the scheme, smart con-
tracts are used to define some rules to deal with emergencies, and the duration
of emergency visits is also regulated. In addition, patients can also restrict the
distribution of permissions for personal health records.
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By reading the above references, researchers have made a lot of contribu-
tions to data sharing and access control. At the same time, there are some
shortcomings, such as the privacy leakage of terminal members, the lack of
clear classification of shared resources, and the problem of user authority revok-
ing. To solve these problems, we proposed a dynamic permission access control
model based on privacy protection (PP-DPAC), and optimized it in terms
of personal privacy information protection, lightweight and security. Through
comparative analysis, the effect of this scheme is better.

3 Basic theory

3.1 Bilinear mapping

This paper is based on the basic theory of bilinear mapping; some basic
knowledge related to bilinear mapping will be described in this section.

Let G; be an additive group on elliptic curve and G is a multiplicative
group. Both of them have the same prime order ¢, where ¢ > 2¢ +1 , and ¢ is
a security parameter. G; is generated by g1, that means G; = (g1) , and the
discrete logarithm problems of G; and G5 are difficult. We call e an admissible
pairing, if e : G X G1 — G5 satisfies the follow properties:

(1) bilinearty: For all 4, v € G1, and a, b € Z;, there is e(au, bv) = e(u, v)ab;

(2) Non-degeneracy: There exits u, v € Gy, such that e(u,v) # 1;

(3) Computability: For all u, v € Gy, there exits a efficient way to calculate
e(p,v).

Inferencel. For all 1, po, v € G1, there is e(pu1 + po, v) = e(u1, v)e(ps, v).

Definition 1. Discrete Logarithm problem (DLP). Given an equationY =
a@®, where Y, Q € G; and a < @. If a and @ are given, it is easy to calculate
Y. But if Y and @ are given, it will be difficult to calculate a.

Definition 2. Inverse Computational Diffie-Hellman (ICDH) Problem:
The ICDH problem is given g1,ag; and abgi, for some a,b € Z; to compute

(ab/a)g:.

3.2 Lagrange Interpolation Theorem

Generally, if it is known that the function value corresponding to the function
y = f(x) is yo, Y1, -.., yn at different n + 1 points xg, x1, ..., T, in other words,
the function passes through these n + 1 points (xo,vo), (Z1,Y1) ;- (Tn, Yn ),
we can consider constructing a polynomial y = P,(z) that passes through
these n + 1 points and the degree does not exceed n, so that it satisfies:
P, (xg) = yr, k=0,1,...,n.

To estimate any point &, where € # z;,7 = 0, 1,2, ...,n, the value of P, (&)
can be used as the approximate value of the exact value f(£). This method
is called interpolation method. The formula P,(zx) = yi,k = 0,1,...,n is
called the interpolation condition, the minimum interval of z; is [a, b], where
a = min{xg, 1, ..., T, }, b = max{xg, X1, ..., Ty }.
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General form application method. There are n points
(z0,90), (z1,91) , e, (Tn—1,Yn—1) on the plane. Now make a function f(z) to
make the image pass through these n points. The specific implementation is
as follows:

Let set D,, be a set of subscripts about point (z,y), where D,, = {0, 1, ...,n—
1} and construct n polynomials p;(z), j € D,,. For any k € D, there are py(z)
and By = {i|i#k,i € D,}, so that pp(x) = [] ==%, Where pi(z) is a

) Tp—xi’
i€ By,

polynomial of degree n — 1 and satisfies pg(z,,) = 0 and pg(zr) = 1 for any

n—1
m € By, so that L,(z) = > y;p;j(z). The interpolation polynomial L, (x) of
§=0

the form above is called Lagrange interpolation polynomial.

4 The proposed resource sharing model

The main idea of the model are as follows: The resources stored in the shared
database have different security levels. Terminal members have different lev-
els of access rights. Only the terminal members meeting the access rights
can decrypt the corresponding resources. In the model, terminal members are
divided into two categories, one is data sharers, and the other is data acquirers.
A terminal member can be either a data sharer or a data acquirer. Data sharers
first set access rights according to the confidentiality level of resources. Then it
calculates the encryption key according to the access rights and encrypts the
resources to obtain the ciphertext. Finally, the ciphertext resources and the
corresponding description information are uploaded to the resource sharing
platform. The data requester first checks whether its attribute weight meets the
access rights. Then it requests access to and downloads ciphertext resources.
Finally, it calculates the decryption key according to its attribute weight and
decrypts the downloaded ciphertext resources.

4.1 System Model

Data requesters can upgrade or revoke their attributes according to the access
rights of the target resources. This method can not only flexibly and dynami-
cally restrict resource access, but also make the resource access control between
entities more secure and efficient. The dynamic permission access control model
based on privacy protection is shown in Figure 1.

Certificate authority (CA): Generate public / private key pairs for the
resource storage service platform and terminal devices. At the same time, it
authenticates the identity and attributes of terminal members, and distributes
the corresponding attribute weights for each terminal attribute.

Resource storage service platform(RSSP): Publish each terminal’s
attribute sequence, identity and its public key, and provide a public display
platform for terminals to publish information such as plaintext keywords for
shared ciphertext resources, ciphertext information description, and ciphertext
encryption attribute weights.
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Fig. 1 The system model

Ciphertext database (CD): Store ciphertext resource information
shared by each terminal.

4.2 Initialization

In this work, assuming that the information sharing network contains a certi-
fication authority CA and n terminal members. CA is mainly used to verify
terminal identity and generate system parameters and system master keys. The
set of n terminal members is denoted as U = {uj,us,...,u,}, and the corre-
sponding identity set is ID = {id,,,idy,, ..., id,, }. The sequence of constraint
attributes for all access to network resources is Attreeq = A1 | A2 | ... | 4; |
Aj|...| Ar, where i < j, A; < A;(i,j, R € N*). The corresponding constraint
attribute set is Attrse; = {A1, Ag, ..., Ar}. And the attribute sequence of the
terminal member u; is attrseq, = Qu,, | Guyy | - | Gy, (1 <4 < n), and the
corresponding ordered attribute set is attre;, = {Ou; 15 oy gy ooy Quy ey Qg s
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where ay, ; < Gy, Orses; C Attrges. v denotes the number of attributes of
terminal member wu;.

Assuming Gy and G are an additive group and a multiplicative group on
the elliptic curve of prime order ¢, respectively. The discrete logarithm over G
and G are difficult, g; € G is a generator of G;. Parameter e : G; x G1 — G4
is a computable bilinear mapping. Hy : {0,1}* — Z7, Hy : G1 — Z;, are two
hash functions.

KeyGen. KeyGen(1*) — (PKg, SKg): The CA can run KeyGen(1?) to
generate public / private key pairs (SKg, PKg) for the entity, where SKg €
ZZ and PKg = SKgg:.

The CA runs the KeyGen(1*) to obtain a public/private key pair
(SKCA,PKCA), where SKgg € ZZ and PKoy = SKCAgl- At the same
time, CA runs KeyGen(1*) to generate public key and private key for RSSP
and each terminal member in the system respectively and distribute them
through secure channel. Suppose the public/private key pair of RSSP is
(SKRrssp, PKrssp), where SKrssp € Z;, PKrssp = g1SKgrssp. The
public/private key pair of the terminal member u; € U(1 < i < n) is
(8ku,, pku,), where sk,, € Z3, pk,, = g15ky,. The system parameters are
params = (PKCA,PKRSSP,(],GhGQ,gl,e,Hl,Hg).

4.3 Hidden attribute authentication

1) CA broadcasts the attribute sequence set for accessing network resources
and corresponding sequence numbers {(A1, S1), (A2, 52), ..., (Ar, Sr)}, where
A;(1 < i < R) represents attribute, S; represents the serial number
corresponding to the attribute A;.

2) Each terminal user u;(1 < ¢ < n) with an ordered attribute set

attrser, = {Qu; s Qusoses Gy, ) 5 Where ay,j < Gy j41(1 < j < 1)
, chooses a random positive integer s,, € Z; and calculates
191',0 = SuiPKth 191',1 = Suiaui,,lgl»191',2:5uiaui,2917'~-719i,7":5u1,aui,rglv
0; = Su%Hg(l?i’l “19772 Hl%ﬂa )PKcA. Then, U; sends

{idTLi,pqui, O, 197;70, (’191‘,1, Sl), (191‘,2, 52), ceey (191‘77«, ST)} to CA.

3) After receiving the messages {id,, pky,, 0i, %0, (0i1,51), (¥i2,52), ...,
(197;77«7Sr)}, CA calculates n = SKE}407 = SujHQ('l?Ll H19172 ||’L9i77~ )91 and
Y = SKGaYioAr = Su,g10u,x(k = 1,2,..,7). Then, CA verifies the
identity of u; by the equation Hi(idy,)n; =?Ha2(Y;1||Yiz2... |0 )Dky, and
Hy(1 [0 |y ooy ||90r) =2Ha(9i1 [|9s,2-- |94, ). If it holds, CA selects a ran-
dom numbers tca ks € Z;(l < k <r) for each attribute a,,, , CA computers
Xik = LCA,kﬂi,k and its signature 0; = SKCA(LCAJCLMJ + oAty 2+ ... +
LcAry; r)g1. (Note that for any attributes a,, ; and a,, r of different termi-
nals u; and w; (i #1) ,if j = k , then tca; = tcar ). Then, CA sends messages
{PKca,0i,(Xi1,Xi,2, ---Xa,r)} tO the register terminal w;.

4) After receiving the messages {PKca,di, (Xi,1,Xi,2,---Xir)} from CA,
u;(1 < i < n) calculates Tj1 = Sy, "Xijg = LoA1Gu; 101, Ti2 = Su, 'Xi2 =
LCA,20q,;,291, ~-~7E,r = Sui71Xi,r = LCA;rQy; rg1 and Hi = (E,1+E,2++E,7)
Then, u, verifies the identity of CA and attribute weight T; j of aum(l <k<
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r) by equation e(d;,g1) = e(u;, PKca). If it holds, u; obtains the attribute
weight T; j corresponding to each of its attribute a,, x(1 < k < r), Each
terminal member has successfully registered.

5) Due to the service characteristics of RSSP and its direct connection
with CA, it can obtain all the attributes {4;, As,..., Ag} of the system.
Then, according to the above steps, RSSP can calculate all attribute weights
{Ti1 =tcanAigr, Tiz = tcapAzgi, ..., Tir = tcA,RARGL}-

6) Finally, according to the messages
{idy,;, pku;,0i,9i0, (Vi1,51), (¥i2,52), ..., (¥, Sr)} sent by u;, CA sends the
information {pky,, Si 1,5 2,...,5: } of each u; to RSSP, where the attribute
serial number (S;1,5;2,...,5 ) of u; corresponds to the network attribute
serial number Sy, Ss, ..., S

4.4 Calculation of access permissions for shared resources

Data sharer u;(1 < i < n) sets corresponding access permissions according
to the security level of shared resources. Only terminal members with the
attribute set attroes, ,, = {Gu; \» Guygs oo Quy s ooy Gy (3,8 € N*t < 1) can
access the resource my,, ; € M* ( M* is the plaintext space). The calculation
of resource access permissions is as follows:

1) u; randomly selects the encryption parameter S, , € Zy and uses the
encryption parameter to calculate the encryption key ky, m = Haz (Bu;,m91)-
Then u; encrypts resource m,, ; to obtain ciphertext c; ., = Ky, .m © My, -
and sets the attribute weight according to the confidentiality of resource my,, ;.
Only the terminal meeting the attribute weight can access and decrypt resource
My, ;. Assume that access to resource m,,; requires ¢ different attribute
weights. The attribute serial number corresponding to the t attribute weights
is (Si,1, 55,25y Sit). u; calculates i = By, m PKRrssp, Hi (¢im) and signature
Oim = sk;lHl (keyword; mS;15:,2...5i 1—1h¢i m) g1. Then u; sends the mes-
sage {Zdul 7pku,;a (Si,la 51'727 ceey Si,t—l) y h, Oi,m;> Ci,m, keywordi,m, H1 (ci,m)} to
the RSSP.

2) After RSSP receiving the message
{idy,, pku,, (Si,h Si25 e Sz‘,t—l) s 1y 05ms Cioms, keyword; o, Hy (ci,m)}a
it first calculates hash values Hi(cim) and e(0im,pky,)
e (Hy (keyword; 1,,5:15:,2...5i t—11ci m) g1, g1) to verify the integrity of cipher-
text resources and the legitimacy of terminal member u;’s identity respectively.
If it is correct, RSSP calculates the encryption key ky, m = H> (SK};‘;SPH)
and randomly selects ¢ — 1 random numbers b; 1,b;2,...,0;4—1 € Zz to con-
struct the polynomial f (z) = b; ;12" +b; 4222 + ...+ b 12+ ku, 1m. Then
it inputs the hash value {Hs (T;1),H2 (T52), ..., H2 (T;1)} of the attribute
weight corresponding to the attribute serial number to the polynomial f (x).
f (x) outputs t function values {f; 1, fi 2, ..., fi+}. Finally, the RSSP publishes
the information {idy,, pky,, ((fi1,S:1), (fi2,Si2), .. (fit, Sit)), keyword; m}
on the public information sharing platform, and the ciphertext ¢; ,, is stored
in the ciphertext database CD.
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5 The proposed access control model

5.1 Dynamic resource access control

1) The data acquirer u;(1 < j < n) searches the ciphertext resource
¢im and the attribute serial number (S;1,Sj2,...,5;¢) corresponding to
the ciphertext resource c¢;,, on the public information sharing plat-
form according to the keyword keyword;,,. If the data acquirer u;
has the attribute ay,. 1,0, 2, ., Gyt corresponding to the attributes serial
number(S; 1, S;2,...,5;+), u; has the access right to access the resource. u;
calculates o, = sk:;lel(Sj,lH Sjiall .- IS¢ [[keyword; m )g1 and sends the
message {idy;,Pku,, (551,552, S4.t), 0jm, keyword; m} to RSSP to apply
for access to the resource.

2) After RSSP receives the message {idy,,pky;, (Sj,1,5,2, - Sjt), Tjms
keyword; ,,} sent by wuj;, it will match the attribute serial number set
(Sj,1,55,25 .-, Sj,¢) in the sent message with the platform (S;1,5;,2, ..., Sj,7)(t <
r) published on the information sharing platform (that is, whether wu;
has the attribute access rights it claims). If it matches, RSSP calculates
Gjm = H1(S;1] Sj2ll .- 1S}t ||keyword; ,,, )g1 and verifies the identity of ter-
minal member u; by calculating whether equation e(o,m, pku;) = €(¢j,m,91)
holds. If the equation holds, RSSP will provide the ciphertext c;,,’s link
corresponding to the keyword keyword; ,, to u;.

3) After downloading the ciphertext ¢;,,, u; uses the corresponding
attribute serial number (y., ;,5:;)(j = 1,2, ...t) obtained from the information

sharing platform and the corresponding attribute weights 7} ;(j = 1,2,...,t)
t
—Hy(Ti,w .
I1 .—HQ(ITM)Q_(HQ(T)LW) is recovered
w=1,w#j
according to the Lagrange theorem. That is, g(x) = f(z), u; calculates the
decryption key g(0) = ky, m of ciphertext ¢; ,,, to obtain plaintext information

My = Ciym S kui,m~

t
of u; , the polynomial glx) = > Yu; ;
j=1

5.2 Permission upgrade

If u; upgrade membership attributes, it can obtain the corresponding level
of resource access permissions. Suppose the previous attribute set of w; is
attrses; = {u;.1,00;2, 00, }(J,7 € N*r < R) , it can only repro-
duce the polynomial constructed by the corresponding attribute weight set
{T;:;]i=1,2,...,r} and its subset to calculate the decryption key of the cor-
responding ciphertext and decrypt the ciphertext resource. If u; obtains a new
member attribute a,, 11, it can apply to CA to obtain the attribute weight
Tj rq1 corresponding to ay; ,4+1. Then u; can upgrade the polynomial con-
structed from the corresponding attribute weight set {7}, | ¢ =1,2,...,r + 1}
and its subset to calculate the decryption key of the corresponding ciphertext,
and decrypt the ciphertext resource. The permission application process is as
follows:
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1) wj calculates ¥, 11=5y;0u;,r1191, 05 = Su; H2(Vjr11)PKca, 950 =
sy, PKca. Then, u; sends {id.,;, pky,, 05,90, (Vjr41,941)} to CA.

2) After receiving the messages {idy,, pku,, 05,950, (9j,r+1,Sr41)}, CA cal-
culates n; = SKEioj = su; Ho (V7 41)91, Y1 = SKaiﬂi,OAk = Su; 9100, k(K =
1,2,...,7 + 1) and verifies the identity of w; by calculating whether
the equation Hi(idy;)n; = Ha(Vjr1)pku;, Ho(Y1 |2 ||, o lYrs1) =
?Ho (Vi1 ||9i2... |05 r+1 ) holds. If the verification is successful, CA randomly
selects a positive integer tcar+1 € Zz for attribute a;,41, and calculates
Xjr+1 = tcar+1Vj 41 and 6; = SKcatca,r+1au; r+191- Then CA sends the
information {PKca, d;, Xj.r+1} to the terminal member u,.

3) After u; receives the message {PKca,d;, Xj,r+1}, u; calculates T} 41 =
Su, 71Xj,r+1 = LCAr+10u; r+191 and verifies whether the identity of CA and the
attribute a,, r41 corresponding to the attribute weight 7} .1 by calculating
whether the equation e(d;, g1) = e(Tj,r4+1, PKca) holds. If the verification is
successful, u; obtains the attribute weight T} ,,1 corresponding to attribute
auj,r+1-

At this time, The set of attribute weights of wu; is
{T;;1i=1,2,...,r+1}(r < R). u; can not only construct the polynomial
by the set {T}1,Tj2,...,T;r} , but also reproduce the polynomial constructed
by the set {T}1,T}2,...,Tjr, Tjrt+1}, then calculate the decryption key of the
corresponding ciphertext, and upgrade the access authority of the resource.

5.3 Permission revocation

When terminal members are punished, such as reduced trust or ille-
gal operations, certain specific resource access rights may be cancelled.
Suppose the current attribute set of terminal member wu; is attrser; =
{au; 1,00, 2,00, +}(§,7 € N*,r < R). u; is punished and an attribute
@y, is cancelled, then the attribute set of wu; becomes (ﬂ/trsetj =
{auj)l, Ayj 25 e auj,T_l} . u; can only use the corresponding attribute weights
{T;;|i=1,2,...,7 — 1} to access lower-level shared resources. The process
of revoking attribute a,; . of u; is as follows:

1) CA broadcasts a notice of revocation of serial number S; . of attribute
Ay Of uy;

2) After receiving the notification, RSSP updates the information of w;
in the information sharing platform, that is, cancels the S;, item in the wu,
column.

3) CA selects a random numbers ica, € Z;(icar # tca,) for the
attribute a,, , of each u;(1 <i <mn,i# j), CA computers X; , = 4;,U; (1 <
i < mn,i # j) and its signature SCA = SKcalcA yOu,;rg1 - Then, CA broad-
casts messages {PKca,0ca, (Xi,r) X2,rs -+ Xj—1,m> Xjt1r s Xn,r) } tO all the
register terminal u;. _

4) After receiving the messages {PKca,0ca, (X1,r, X2,r5 -3 Xj—1,rs Xj+1,rs
wois Xn,r)} from CA, u,;(1 < i <n,i# j) calculates ﬁyr = Su, Xir = LirQirg1
. Then, u; verifies the identity of CA and attribute weight Ti,r of ay,,, (1 <i<
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n) by equation e(dca,g1) = e(ﬁ-,r, PKc ). If it holds,u; obtains the attribute
weight Tm corresponding to its attribute aui’k(l < k < r) . u; updates the
previous attribute weight T; , with Ti,r . At this time, u; cannot calculate the
new attribute weight Tj’r, and u; can only access low-level shared resources.

Through the above authority update process, the access authority of termi-
nal members to access certain shared resources can be dynamically upgraded
or downgraded.

6 Correctness and Security Analysis

In this section, we discussed the PP-DPAC protocol. The first is the proof of
the correctness of the PP-DPAC protocol, then the security of the PP-DPAC
protocol is analyzed.

6.1 Correctness

The following theorem proves the correctness of PP-DPAC protocol.

Theorem 1: If any terminal member u;(1 < ¢ < n) has a legal attribute
sequence set attrse;, = {aui’1 3Oy s oes aum} , it can satisfy the correct-
ness of the equation Hy(id,,)n; =7Ha(9i1 ||¥i2... % )Pk, and e(d;, g1) =
e(pi, PKca), then complete the registration.

Proof. Since §; = SKca(tca1Gu,1 + tcA20u, 2 + oo + LCATGu; r)1 s
0j = Su, Ho (V5,1 |0s,2-.. [V ) PKca, Vip=5u,0u,r01 , Xik = tcAkVik Tir =
Su; Wir = tcartu, +91, i = (i1 + Tio + ... + T;,) and according to the
properties of the bilinear pairings, it is proved as follows:

= Hl(Zdul)SKaim

= H1(1du1)SK5i18ulH2(192,1 ||?97,’2 ||'l97,r )PKCA

=H(idy,)Su, Ha (P51 ||¥i2-. |¥ir )1

:SkuiH2(19i,1 ||1912 ||?9i,r )91

=H2(19i,1 ||?912 ||'l9i,r )pkui

e(di, 91)

=e(SKca(tca1ai1 + tca2tiz + ... + tcartir)g1, 91)

=e((tcan@in +Loapio + ..+ Loar@ir)gr, g1) Kea
e((tcaain +tcatio+ ... +ioarair)g, SKcag)
e
e

=e((tca16i1 +tcatio+ ... +Lcarair)gl, PKca)
(Tin+Tiz+ ... + Tiy), PKca)

=e(u;, PKca)

According to the above two equations, if terminal members have a legal
set of attributes, they can Verify successfully and complete registration.

Theorem 2: If any terminal member u; has a legal attribute weight
set {Tj1,Tj2,....,T;,r}, it can satisfy the correctness of the equation
e(0jm,Pku;) = e(djm,g1) and the key ky, .. It can obtain the plaintext
resource.
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Proof. Since oj,, = sk;lHl(SmH Sioll - 1St l|keyword; m)g1, ¢j.m =
Hi(Sj1l Sj2ll - 1S+ || keyword; . )g1 and according to the properties of the
bilinear pairings, it is proved as follows:

e(aj,m7pkuj)

:e(sk;lel(SMH Siall - 1S |keyword; m )91, pku, ) 1

:e(SijlHl(Sj,lH Sj)g” HSj7t ||k;eyw07“di,m )ghpk‘uj)Sk“j

=e(H1(Sjall Sjall - 1S).¢ lkeyword; m )91, sky ' pku,)

= e(H1(Sj1ll Sj2ll - 1Sj,¢ [keyword; m )91, 1)

= e(¢j.m»91)

After the above equation is verified, the terminal member obtains
(Yus k- Tjk)(k = 1,2,...,7) from the RSSP, and u; calculates the decryp-
tion key. Then wu; restore the (r — 1) degree polynomial f(z) =

bit—12" "t 4+ b 102" "% + ... + bj1T + ky, m by using the polynomial g(z) =
t t

Do Yus 11 L(T"’W)(t = r) according to the Lagrange theorem.

i=1

el i H(Tj,:)—H2(Tj,=)

Since {Tjx = Tjr}(k = 1,2,...,7) and y,, ¢ is the same, u; can get g(0)=Fky, m
. So Theorem 2 is proved.

6.2 Security Analysis

Theorem 3: For any terminal member u;(1 < i < n), if it has attribute a,, ,
, it can obtain the attribute weight T;, corresponding to the attribute a,, ;.

Proof. For terminal member wu; with attribute a,,,, it can calcu-
late 791',0 = SuiPKCA 191',1 = Suiaui,lglyﬁi,ZZSuiaui,Zgla'”a'l?i,r:Suiaui,rgl
s 0 = Sy, Ho(¥i1 ||¥i2... |%ir ) PKca . After receiving the message
{idy,;, pku;,0i,9i 0, (%1, 51), (Di2,52), ..., (%ir,Sr)} from the terminal mem-
ber u; ,CA calculates n; = SKa}‘oi = Sy, Ho(0i1 Wi ||0ir g1, Y6 =
SKgiﬁi’OAk = Sy, 910u, k(k = 1,2,...,7) and verifies the identity of u; by

the equation Hy (idy,)n; =7Ha (%1 |2 [|Dir )Dkw;, Ho(Y1 |02 ||s -y |80 ) =
?H (91 ||0i 2.+ |04 ). Then CA selects a random numbers tca i € Zy(1 <
k < r) for each attribute a,,j and calculates x;r = tcar¥ir . After

receiving the messages {PKca, i, (Xi1, Xi,2, ---Xir); from CA, u; can obtain
attribute weight T; ,. corresponding to the attribute a,, , by calculating T; , =
Sui_IXi,r =LlCArQu;rg1 -

Theorem 4: If the terminal member uj(l < j <mn,i # j) does not have
attribute a,; , , it cannot obtain the attribute weight T}, corresponding to
the attribute a.;, , .

Proof. if the terminal member u; wants to obtain the attribute weight
Tjr, it needs to calculate the attribute weight T;, (Due to T, = T;.).
It can intercept the dialogue between CA and wu; in network communica-
tion to obtain information such as x;r, ¥;,. Then u; tries to calculate Tj ,.
But because s,, is a private parameter of w; , u; cannot be calculated.
Assume that u; can calculate T, from x;, and ¥;,. Here isx;x = tca,x¥ik,
T‘i,r = Sui_1Xi,r = LCArQu;,rd1, ﬁi,r:Suiaui,TgL Let agi = /(97;,167 abgl = Xi,k»
b= tca,r, the terminal member u; constructs algorithm A to calculate tca
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and T;, = tcArQu, r§1 = Gy, rbg1. Solving A is equivalent to solving the
ICDH problem. The ICDH problem is a difficult assumption, so u; can-
not calculate attribute weight 7T;, through x;, and ¥;,. The above proof
shows that only legal terminals have legal attributes to obtain correspond-
ing attribute weights, and illegal terminals or illegal attributes cannot obtain
correct attribute weights.

Theorem 5: Any terminal member u;(1 < j < n,i # j) with an attribute
set attrser; = {Qu; 1 Guj oy oy Gy, 1 (4,7 € N*, 7 < R) can decrypt the resources
of higher confidentiality level by upgrading to obtain attributes a,;, ., -

Proof. According to Theorem 3, if terminal member u;(1 < j < n,i # j)
has an attribute set attrser, = {au;,,Qu, 4, au,, }(j,7 € N*,7 < R),
it can obtain an attribute weight set {T}1,Tj2,...,T;r} . Then combined
with the attribute sequence set obtained from the information sharing plat-
form, r points (yu,,,Tj:)(i = 1,2,...,7) can be formed. Then u; restore the
(r — 1) degree polynomial f(z) = b; t—12" + b 1—22" ™2 + ... + bi1@ + kuym

t t

. . z—H2(Tj &
by using the polynomial g(z) = > wyu,, [I W(HJQ(T)]W)U =)
= . , ,

w=1,w#i
according to the Lagrange theorem. That is, g(x) = f(z), u; calculates the
decryption key ¢(0) = ky,.m . In the same way, terminal members with
attributes can restore r degree polynomial f(z) = b;2” + b2 ' +

bit—22" "2 + ...+ b 17 + ky, m after upgrading. Then u; calculates the decryp-
tion key ¢(0) = ky,,m to decrypt higher-level resources according to g(z) =
t t
Z Yuse 1 ) Hz(?;gz—gggj,w) (t=r+1).
=1 w=1,w#1i ’ ’
Theorem 6: Any terminal member, if it is downgraded, u; cannot decrypt
the resources of the corresponding sensitivity level before the downgrade.
Proof. if terminal member u;(1 < j < n,i # j) has an attribute
set attrset; = {Gu; ;0,45 0u,, }(j,7 € N*,r < R) , it can obtain an
attribute weight set {7} 1,7} 2,...,Tj,}. Then combined with the attribute
sequence set obtained from the information sharing platform, r points
(Yu, ., Tji)(i = 1,2,...,r) can be formed. Then according to the Lagrange
t t
interpolation theorem g(x) = 2; Yoo 11 #%

w=1,w#1

(t=r), u; can

calculate the decryption key # = ¢(0). When the level of u; decreases, his
attribute authority parameter changes to {7} 1,Tj 2, ..., Tj,}. The last point
formed by the combination will become (y,, ,,T}) different from the pre-
vious (Y, ,Tjr). According to the Lagrange interpolation theorem g(x) =
t t

Do Yu 11 L(T"'W)(t = r), the calculated decryption key is
i=1

Ho(T; ;)—Ho(Tj =
w=1,m%i 2( J,i) 2( J» )

Z = g(0). Because of Z # x, the degraded terminal members cannot decrypt
the resources of the original sensitivity level.

Theorem 7: For different members to collude with different attribute com-
binations, this model can resist by registering and calculating permissions. In
other words, this model can resist collusion attacks.



Springer Nature 2021 B TEX template

Dynamic permission access control model based on privacy protection 17

Proof. For this model, the attribute serial number set
(Sj1,55.3,554,...,5;+) of u; will be sent directly to RSSP by CA during
the registration process. Suppose u; wants to access the resource whose
attribute serial number set is (S;1,5;2,S5;3,...,9;+). It needs to form the
attribute sequence set (S;1,5;.2,5;3,...,5;+) together with the conspirators.
Then w; calculates oj,, = sk;lHl(SjJH Sioll - IS¢ || keyword; m )g1 and
sends the message {id.,,pky,, (Sj1,5j2, ., Sj.t), 0j.m, keyword; ,} to RSSP
to apply for access to the resource. Then RSSP will match the attribute
serial number set (S1,S5;2,...,5;+) in the sent message with the platform
(Sj1,85.2,...,8;r)(t <r) published on the information sharing platform. If it
matches, RSSP calculates aj,m = Hi (S|l Sj2ll - 1S l|keyword; m )g1 and
verifies the identity of u; by calculating whether equation e(0j ., pky;) =
e((gj)m, g1) holds. If the equation holds, RSSP will provide the ciphertext ¢; ,,
’s link corresponding to the keyword keyword; ,, to u;. However, the actual
value calculated by the RSSP is ¢ mm = H1(Sj1]| Sj 3l .- [|S)¢ [|keyword; m )g1
. Since ¢j.m # ij,m, e(0j.m, Pku;) # €(¢jm,91). uj cannot get the ciphertext
link. In other words, this model can resist collusion attacks.

7 Performance Analysis

In addition to security analysis, performance analysis is an important aspect
of evaluating the efficiency of the model. In this section, we comprehensively
evaluate our model in terms of time complexity and computational consump-
tion. In addition, according to the information provided in literature [31], we
compare the models of literature [31-34] with our model, and the results show
that our model is more efficient.

In terms of time costs, we use the Java programming language and the Java-
based encryption library JPBC library (the library version is JPBC -2.0.0).
The configuration of the computer is that the processor is Intel(R) Core(TM) 2
i5-7500 3.4Ghz, running Windows 10 operating system. In terms of operation,
compared with bilinear operation and exponentiation operation, addition oper-
ation and multiplication operation consume very short time, which is negligible
in performance analysis. The data is shown in Table 1:

Suppose r represents the size of the terminal attribute set. n represents the
number of access tree nodes. | [ | represents the number of rows of the matrix.
| ¢ | represents the number of columns of the matrix. ¢ represents the size of
the attribute set required by the access policy. | k | represents the number of
revoked users. Based on this, we establish a calculation complexity analysis
table, as shown in Table 2.

In order to facilitate quantitative analysis of the computational time con-
sumption of the five models, suppose the number of access tree nodes is n = 10.
The number of rows and columns of the matrix is | [ |=| ¢ |= 5. The number
of revoked users is | k |= 0. Based on this, we compare and analyze the three
different stages of the five models, as shown in Figures 2, 3, and 4.
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Table 1 Execution Time of Each Algorithm

The algorithm

Execution Time

Modular inverse operation (T}, )
Multiplication operation (Tyu; )
Exponentiation operation (Teyp)

Elliptic curve point addition (Tpq—ecc)

Elliptic curve point multiplication (Tsm—ece )
Hash operation (7}, )

Bilinear pairing (T}, )

Bilinear pairing point addition (Tpe—pp )
Bilinear pairing scalar multiplication (Tsm—pp )

Tiny =~ 0.0042ms
T =~ 0.0011ms
Teup ~ 6.6432ms
Tha—ece = 0.003ms
Tsm—cce = 0.0036ms
Ty ~ 0.0001ms

Ty, ~ 4.3183ms
Tpa—pp ~ 0.014ms
Tom—bvp ~ 0.2038ms

—=— Zhang, et al. [34]
—o— Liu, et al. [32]

150 j—4— Gao, et al. [33] —*
—v— Guo, et al. [31] g of
Ours B

»

1 . 1
10 15

The number of attributes per terminal member

Calculation time consumption in keyGen phase(ms)

Fig. 2 The time cost in the encryption phase

It can be seen from Figure 2 that in the keyGen stage, our model consumes
the least computational time. Followed by the model of Gao et al. [33], the
model of Zhang et al. [34], and the model of Guo et al. [31]. The scheme of
Liu et al. [32] consumes the most computational time. Among the five models,
the model of Liu et al. [32], the model of Guo et al. [31], and the model of
Zhang et al. [34] have a faster increase in computing time consumption as
the attributes of terminal members increase, and they are not suitable for
large-scale attribute application scenarios.

As can be seen from Figure 3, in the encryption phase, the calculation time
consumption of the five schemes is independent of the number of attributes of



Table 2 Computational complexity of our model and the models in the other four protocols

Models keyGen Encrypt Decrypt
2431 )Texp+ T exp + t L+
Zhang, et al. [34] (24 1)Texp + T 1421 )T (15 20T,

3+3|l|+4‘k|) exP+

(2+2t+2|k| exP+

(
(
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G3‘07et al. [33] (1+ | ! |) exp 22_1_ I Ixec B fmi)l T + (1 + T‘)pr
@+ lxe|+ |1 N)Teapt (14 20)Texp+
Guo,et al. [31] (54 7)Texp + 2T mw (14 | 1 % ¢ |/ Tomat Tt + 3Thy
2(r + DT pa—ccet ‘ ‘
Ours TTinv + 2pr+ 2Tpafecc + T‘znv (t + 1)Tmul + Tzn'u

(r+ 1T + T
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+Tpafecc + 4Th
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Fig. 3 The time cost in the decryption phase

terminal members. The model of Guo et al. [31] consumes the most compu-
tational time. Followed by the model of Gao et al. [33], the model of Liu et
al. [32], and the model of Zhang et al. [34]. Among them, Liu et al. [32]’s model
and Zhang et al. [34]’s model consume almost the same calculation time. Our
model consumes the least computational time.

It can be seen from Figure 4 that in the decryption stage, the model of Liu
et al. [32] consumes the most computational time. Followed by the model of
Zhang et al. [34], the model of Guo et al. [31], and the model of Gao et al. [33].
Our model consumes the least computational time.

8 Conclusion

In order to solve the problem of privacy leakage in access control, improve the
security of the data sharing system. Based on the analysis of current access
control research results and existing problems, this paper proposes a dynamic
permission access control model based on privacy protection. First, a hidden
attribute authentication method is proposed, which can not only hide the
identity information of terminal members, but also hide attribute information.
It greatly protects the personal privacy of users. It also proposes a dynamic,
flexible and fine-grained access rule, which can allow users to access resources
with different sensitivity levels through upgrade or downgrade. In addition,
it proposes a two-factor authentication mechanism. Under this mechanism,
terminal members not only need to authenticate and register, but also need to
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Fig. 4 The communication cost of each model

use attributes to calculate decryption keys to decrypt resources. It can resist
collusion attacks. Finally, the correctness and safety of the model is proved,
and its performance is analyzed. The results show that the model has higher
security and better performance.
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