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Abstract We propose a framed slotted Aloha-based adaptive methedast com-
munication between autonomous wireless nodes competagrtss a channel under
unknown network conditions such as adversarial disruptidfith energy as a scarce
resource, we show that in order to disrupt communications heethod forces the
reactive adversary to incur higher energy cost relative legdimate node. Conse-
guently, the adversary depletes its energy resources aps attacking the network.
Using the proposed method, a transmitter node changes thearwof selected time
slots and the access probability in each selected time akedon the number of
unsuccessful transmissions of a data packet. On the rec@de a receiver node
changes the probability of listening in a time slot basednennumber of unsuccess-
ful communication attempts of a packet. We compare the megpmethod with two
other framed slotted Aloha-based methods in terms of ageeeagrgy consumption
and average time required to communicate a packet. Forrpeaface evaluation, we
consider scenarios in which: 1) Multiple nodes compete tesga channel. 2) Nodes
compete in the presence of adversarial attacks. 3) Nodepeterin the presence of
channel errors and capture effect.
Index Terms:

Autonomous nodes, distributed networks, robust protamdptations, reactive
adversary, jamming, energy-constraints.

| Introduction

The need to design access schemes for various new appligatimachine-to-machine
(M2M) communications, wireless social networks, and senstworks has led to re-
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newed interest in research on random access protocolsthalessecure co-existence
among multiple wireless nodes [1-3]. In such applicatiovisgless nodes are often
battery powered, autonomous, and operate in uncertain ymahtc environments.
Without proper measures, the autonomous nature of nodeatoyein such systems
makes them vulnerable talversarial disruptionsThe sources of adversarial disrup-
tions can be diverse. For example, disruptions could beanedrby nodes following
unrelated protocols, a faulty device, or an actual adversdentionally disrupting
communication in the network. Moreover, due to the dynamitt ancertain nature
of wireless environment, the type of interference incutvgc node can change dy-
namically. For example, at a given time instant multiple @®thay be competing to
access a shared medium, however, at a later time an adveragriyecome active in
the network and attempt to disrupt the communications.igx@kample, initially the
nodes need to co-exist with one another while minimizingrifi@rence, but later they
also need to ensure successful communication in the preséraversarial disrup-
tions. One way to ensure successful communication is tevahe nodes to utilize
adaptive randomized communication access methods.

In this paper, we consider scenarios where multiple nod#s eviergy and in-
formation constraints are competing for access over a dimaeglium and may face
reactive adversarial disruptions. Energy constraintsmikat the nodes are battery
powered and information constraints imply that the nodesatchave any informa-
tion about the type of other nodes and also they do not sharemBormation among
one another.

In the scenarios where the nodes operate autonomouslykielg that all nodes,
including adversarial nodes, have energy constraintsidh scenarios, it seems rea-
sonable to consider a notion of relative cost in terms ofgndrhe following example
illustrates this notion of relative cost in terms of ene@gnsider an autonomous TX
node that wants to communicdtk packets to its intended RX node in the presence
of a reactive adversary node that wants to disrupt them. @&epthat each node is
battery powered with a total energy budgetofinits. Consider the case where the
energy spent in a transmission attempt of a packet by the TC¢ ianits, and the
energy spent in a reception attempt of the packet by the RO% isnits. If the adver-
sary can successfully jam the packet by spendingnits of energy, wher€; < Cy
or Cj < Cg, then the adversary can completely jam the communicatietveden the
TX and the RX, as either the TX or the RX will completely depléteir energy be-
fore the adversary. Using this notion of relative cost, wethg following question
in this work: Does our designed protocol ensure that it isifiigantly more costly
for a reactive adversary to disrupt communications thamfbK and an RX node to
communicate? Our answer is yes. In other words, our profocoés the adversary
to incur higher energy cost relative to a legitimate node guarantees successful
communication of packets.

Our main contributions in this paper are:

1) We propose and evaluate adaptive robusimethod called Adapt-R. Using
analytical and simulation results, we show that our progasethod reduces the
likelihood of collisions among competing legitimate nodekence, it reduces the
communication attempt costs in terms of energy and delay;



Adaptive Wireless Communications under Competition amardang 3

2) We then explore the robustness of the proposed methodsagadversarial
disruptions. We present analytical and simulation resnltsrms of average energy
cost incurred by a legitimate node to communicate data packecessfully in the
presence of adversary;

3) We also compare the energy and delay costs incurred usagroposed
method with the energy and delay costs with three other ndstho

4) Finally, we explore the impact of channel errors and capédfect on the per-
formance of the proposed method. We also explore the impaatrging energy costs
incurred by the nodes on the performance of the proposedatieth

Il Related Work

Different variants of slotted Aloha and framed slotted Adoprotocols have been
proposed in literature for various applications/[1,12,|14-F&}r instance, the framed
slotted Aloha-based access schemes are used in a numbel®tBRFmMunication
protocols and has also been studied for applications inoseretworks and M2M
communications_[1,/12]. The works inl[4-6] consider the scmsawhere multiple
transmitters (TXs) communicate with a single receiver.ikinthe works in [[4=5],
we consider a single channel wireless networkdfistributed TX/RX pairs.

There has been considerable research in studying the praifleompetition
[7,/8] and conflict (adversarial disruptions) in a shared im@daccesd [9—11]. More-
over, recent works ir [10, 12] have practically demonsttdieat flexible and reliable
software-defined reactive jamming is feasible by desigmrind implementing a re-
active jammer against existing wireless networks. Howewverst existing research
either does not take into account the energy expenditurtbeafdversary and the le-
gitimate nodes or it consider the energy expenditures oethimate nodes and the
adversary in isolation (see [13-16] and|[17], and referemigerein). In autonomous
scenarios where energy is a scarce resource for both thigrlatg competing nodes
and the adversary it is reasonable to consider a notion ativelcost in terms of en-
ergy. The authors in [18] follow this idea to design a protdopthe scenario where a
transmitter has a single packet to communicate to a paaticeteiver in the presence
of areactive adversary. The authors show that it is postitilesign a protocol which
ensures that it is cheaper in terms of energy for a trananiittsuccessfully transmit
a packet to its intended receiver than for an adversary ttkiitlds packet. Different
from [18], in this paper, we consider scenarios where miglfli)X/RX pairs commu-
nicate in the presence of competition and reactive jamn@nd,each TX has more
than one data packet to communicate to its intended RX. A ghe@retic model of
the interactions between nodes exploiting the timing ckatmachieve resilience to
jamming attacks and a jammer is studied in/ [19].

In [20], a novel agent-based Trust and Reputation Manageseciieme (ATRM)
is presented from a system design point of view. The auth@sented a trust and
management strategy and showed that the proposed stragyess both commu-
nication cost and acquisition latency. The security propgiof a multicast scheme
for sensor based healthcare systems are studiedlin [2H itk also discusses the
innovation and design requirements of novel trust basedesdbat use ad hoc sen-
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sor networks to collect data from the patients. Security jiidacy issues relating
to wireless communications based health care systems ippieof [22]. Several
diverse factors that take part in the design of reliablelligient, secure patient mon-
itoring and management systems has been presentediin [2R}vél and efficient
energy-aware distributed method for data delivery in veiselmicro sensor networks
is presented ir [23]. The method proposed.in [23] makes nanastson on local net-
work topology, and is based on residual energy of the sermstes The works ir [24]
focuses on several fundamental algorithms and protocolhénext generation of
wireless networks. In_[25], a detailed survey relating te thternet of Vehicle is
presented. The work in [25] also explains the requirememntsfficient security sup-
port relating to the next generation of networks. Qualitg@fvice, energy efficiency
and security issues relating to machine-to-machine (M2&tyvorks are presented
in [26]. The work in [27] presents quality of service and dtyabf data oriented
architecture for the industrial wireless networks.

Most research on reliable communication between autonsmodes competing
in a shared medium has focused on the design of dithegrsary-naiver adversary-
paranoid protocols. Adversary-naive protocols are designed unterassumption
that all nodes competing to access a shared medium followptbecol and ig-
nore the possible presence of adversarial disruptions mfoanication in the net-
work [28+30]. As a result such protocols are vulnerable teeashrial disruptions.
On the other hand, adversary-paranoid protocols are degignder the pessimistic
assumption that adversarial disruption sources are alp@gent in the wireless net-
work [18,31]. However adversarial disruptions may not alsvhappen, such sce-
narios are studied in_[32]. The work in_[32] assumes that sade equipped with
intrusion detection systems and it designs defense sieategdetect malicious mis-
behavior in ad hoc networks where the defender is uncertzntahe type of his
opponent (legitimate or adversary). Different fram|[32] d@not assume that nodes
are equipped with intrusion detection systems. Note thairactice, when an au-
tonomous node communicates in the presence of legitimatpeting nodes and an
intelligent adversary then it may not be easily possibledtedt whether the disrup-
tion is due to collision among legitimate nodes or due torititaal disruption of the
adversary. In[33] the authors analyze the energy costsrohjag acknowledgement
(ACK) attacks in IEEE 802.11 based MAC. A recent work[inl[34€s@yns energy
efficient strategies from the jammer’s perspective for tenarios where the jammer
disrupts communications to reduce the network througtynlike [34], our work de-
signs a protocol for efficient communication of multiple @giackets and considers
energy costs incurred by both legitimate and adversarigso

[l System Model
A Network Model
We consider a single-channel, distributed wireless ndéwbN autonomous TX/RX

pairs in which each TX/RX pair had packets to communicate. The sefdTX/RX
pairs is given byAl = {1,2,...,N}. Each TX/RX pair operates using a framed slot-
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A Single Time Slot

Fig. 1: Framed slotted Aloha-based time slot structure.

ted Aloha-based communication scheme. Although this sehisrfundamentally a
contention-based random access scheme, we allow a TX/RXqgpa@iapture” a slot
across multiple frames to improve MAC efficiency in a TDMAdimanner. Time is
divided into slots and the number of time slots in a frame isoded bys, wheres> 3.
We use a slot size such that a data packet and its associat€ditAQ a slot. After
the transmission of a data packet, a TX node waits for ACKpton for a fixed time
and, if no ACK is received during the specified time, thenfiéis that a collision has
occurred. This transmission model is also adopted in sbetrar works (see [35,36],
and referencesthere in). A frame structure of our frameitesildloha-based commu-
nication model is illustrated in Fig. 1. After successfudlymmunicatingvl packets,
the communication between a TX and its intended RX is tertathdn our model,
there is no information exchange among the TX/RX pairs t@sgthe channel, and
the communication of packets is performed by each autonemM3¢RX pair based
on the proposed distributed communication protocol, asaéxgd in the subsequent
section. Moreover, we consider battery powered TX/RX paith a limited energy
budget ofB units, whereB is sufficiently large.

Note that in practice to conserve energy of distributed TXfRirs, each TX/RX
pair should be put teleep modes soon as there is no more data to send/receive,
and should be put tawake modes soon as new packets become ready. Several
distributed sleep/wakeup scheduling algorithms to coresenergy are presented in
the literature (see [1[7,37] and references therein) andttity of such algorithms is
beyond the scope of this paper.

B Adversary model and imperfect channel

In our model, the adversary is: 1) oblivious: knows the peots of the TX/RX pairs,
but does not know the randomized results of the protocoh siscwhich time slots
are selected for transmissions and what is the access flipbalthe selected time
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slots; and 2) reactive: able to launch an attack after listeto a time slot. To disrupt
communication, the adversary can utilize one of the follmvattack strategies: 1)
Sequential jamming stratedys). 2) Arbitrary jamming strategyJa).

Sequential jamming strategh each frame, a jammer listens sequentially in each
time slot until a transmission from a TX is detected, if amgn jam the remaining
portion of that time slot and wait for the next frame.

Arbitrary jamming strategyln a frame, select; time slots (randomly with uni-
form distribution), wheresy can be any number from 1 & listen in each selected
time slot and jam the remaining portion of the time slotslotwhich the transmis-
sion is detected.

The adversarial node can join the networlbéompeting TX/RX pairs any time.
Similar to each of the legitimate TXs and RXs, the advertadde also has the same
energy budget oB units. We consider the worst-case scenario that when tlotivea
adversary joins the network it is synchronized with legéten TX/RX pairs. Under
this assumption, a reactive adversary can listen in a tioteasld effectively jam the
communication. If the jammer is not synchronized, then iyrhave difficulties in
detection/jamming the communication effectively. Foitémge, it may happen that a
jammer detects communication in time didiut it jams the time slait =t + 1 as due
to non-synchronized operation it is operating over twoedéht time slots. This will
lead to energy waste for the adversary and hence can be hehfefiche legitimate
TX/RX pairs.

Note that a TX on its own cannot differentiate whether th&ufaito receive an
ACK is caused by a collision with the other competing TX, oeda a channel er-
ror or by adversarial jamming. In practice, failure to reeedin ACK can be due to
a channel error introduced by fading. Moreover, in pradiiterference can also be
tolerated due to capture effect. In particular, due to carciel interference tolerance,
a transmission may still be correctly decoded by an RX evéimarpresence of inter-
ference in the channel. In Section V-F, we evaluate the itnglachannel errors and
capture effect on the performance of the proposed method.

C Energy cost model

We consider battery powered TX/RX pairs, and there is a dosbmmunication in
terms of energy incurred to each TX and RX. We consider theagetiergy cost of a
transmission in a time slot Bunits, the cost of a listening in a time slotisnits and

the cost of a jamming i units. Note that the cost of sending and receiving data can
be different. Moreover, transmitting/receiving an ACK dd®as not have the same
cost as transmitting/receiving a data packet. To take thésaccount, in Section V-

D, we evaluate the performance of the proposed protocoliffarent values ofS, J
andL.

Inthe next section, we present our proposed adaptive ratetsiod named Adapt-
R.
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Fig. 2: The Adapt-R method for a TX side.

IV Adaptive Robust (Adapt-R) method
The core idea of the proposed method is as follows:

— Using the proposed method, a TX changes the number of sgélécte slots and
the access probability in each selected time slot basedeonumber of unsuc-
cessful transmissions of a data packet.

— On the receiver side, an RX changes the probability of listgim a time slot
based on the number of unsuccessful communication attevhptdata packet.
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Fig. 3: The Adapt-R method for an RX side.

A Steps involved in the Adapt-R method

The developed method has two modes of operation: mode 1 add thdBoth TX
and RX have their own counterThe countec is used to track the number of failures
in communicating a particular packet and is also used tadéeghether to operate in
mode 1 or mode 2. The flow diagrams of the Adapt-R method arersihoFigs. 2
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and 3, respectively. The two modes of the Adapt-R methodx@kamed in detail as
follows:

— Mode 1 (TX side)initially, and also when the counteris less than or equal to a
threshold valud', a legitimate TX operatesin mode 1. In mode 1, a TX randomly
with uniform probability selects a time slot in a frame tortsanit a packet and
then listens for an ACK in that time slot. If the ACK is recaiyét setsc = 0,
vt =1, and transmits the next data packet in the same time slbeditbsequent
frame with probability one. Otherwise, it sets- c+ 1 and selects randomly with
uniform probability a time slot again.

— Mode 2 (TX side)Whenc > T, a TX operates in mode 2. In mode 2, a TX
randomly with uniform probability selectsr = c—T + 1 time slots in a frame. It
sequentially transmits the same packet in the selecteddiiote with probability
1/vt and listens for an ACK in each slot. If it transmits and ACK égeived it
stops transmitting, it sets= 0, vt = 1, and transmits the new packet in the same
time slot of the subsequent frame with probability one. tfahsmits and no ACK
is received, it sets = c+ 1, if v1 <'s, and elsec = c. If it does not transmit in
any time slot of the frame, it sets=c.

— Mode 1 (RX side)initially, and also when the counteris less than or equal
to a threshold valu@, an RX operates in mode 1. In mode 1, an RX listens in
each time slot of a frame sequentially with probability otiét receives a new
data packet from its intended TX, it stops listening and s se= 0, vg = 1,
and listens in the same time slot of the subsequent framer®ite, it continues
listening and if it receives the same data packet againtstcse c+ 1 at the end
of the frame.

— Mode 2 (RX side)Whenc > T, an RX operates in mode 2. In mode 2, an RX
listens in each time slot of a frame sequentially with pralighl /vg, where
vr=min{vr+1,s}. If it receives a new packet fromits intended TX, it sets 0,
vr = 1, and listens in the same time slot of the subsequent frather®ise, it
listens in each time slot of a frame sequentially with praligd /vr. At the end
of the frame, it sets = c+ 1, if it receives the same packet again.

— Termination conditionin the case where the successfully communicated packet
ism= M, i.e, the last packet, a TX transmits the termination natffan and
terminates and an RX terminates upon receiving the termimatification.

B Motivation for Adapt-R

a) Rationale for mode 1 and mode 2:

— Initially, a TX/RX pair operates in mode 1. When only legiéte competing
TX/RX pairs are operating, mode 1 allows each TX/RX pair toncaunicate
successfully in a frame with high probability, as any TX/Raimpnot experienc-
ing a collision does not perform random selection of a tino¢isl the next frame.
This reduces the number of randomizing TX/RX pairs and aslices the like-
lihood of collision among the TX/RX pairs which in turn redscenergy cost and
increases the probability of success.
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— When a reactive adversary is present, it can easily jam themamication of
the TX/RX pair operating in mode 1 by deploying the followisgquential at-
tack strategy. It listens sequentially in each time slot &faane, if it detects the
transmission by the TX, it jams. It is easy to see that thistiea adversary can
completely corrupt the communication @¥ — 1) packets, as the TX will keep
re-sending the first packet because the ACK is not receivetidy X, whereas
the RX will keep receiving the same first packet.

— To avoid this and any other arbitrary selection of time sfotsattack by the
adversary, each TX and RX maintains a countéat tracks its number of failures
in communicating a particular data packet 1§ greater than this threshold value
T, itinfers there is an adversary present. The TX/RX thenatgsrin mode 2 of
the protocol.

— In mode 2, the TX selectg time slots in a frame and transmits in each time slot
with probability%, and stops if it receives an ACK from its intended RX. The RX
listens sequentially in each time slot with probabilityvg. The values of/r and
VR are increased based on the number of unsuccessful comrtioniatempts
until they reach the value &f at which it is kept constant. Whes ,vg = s, i.e.,
the maximum value ofr andvgr, on average the TX still transmits once in a
frame, while the RX is now active only once per frame. Howgefarthe adver-
sary to completely block the communication with probabitine, it needs now
to be active in every time slot of the frame for which it willcar higher energy
costs as compared to the TX and the RX. In short, the purposeasingvt
andvr is to make the adversary incur more energy cost.

— Note that when a data packet is successfully communicdtedsalues ot and
vt are resetto 0 and 1, respectively. Hence, for every dategpaack X and an RX
first try to communicate in mode 1 and if it is not successfud @fommunication
attempts then it operates in mode 2.

b) Rationale for RX listening sequentially:

In a frame, a transmitter (TX) changes the number of seldategislots and the
access probability in each selected time slot based on theuof unsuccessful
transmissions of a packet. When a TX transmits, from itsivecs (RX’s) point of
view, there are three possibilities when it listens in a tsto of a given frame: 1) It
does not receive any data packet from the TX. In this case ¥hedRtinues listening
in the next time slots of the frame with probability\k as there is a possibility that
it might receive in some other time slot. 2) The RX receivesdhme data packet
again due to a lost ACK, for instance because the ACK was jaininehis case the
RX continues listening in the next time slots of the framdwpgitobability 1/vg. 3) It
receives a new data packet from the TX, i.e., a new data patket which was not
received before. In this case the RX stops listening oncastdent an ACK. The RX
then waits until the next frame. In the next frame the TX traits and the RX listens
in the same time slot in which a new packet was received. Tlizsithe possibility
that both the TX and the RX can save energy by operating inghreegime slot for
the communication of the next data packet.
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¢) Rationale for termination condition:

When allM data packets are successfully communicated, a terminegiugition
for the TX/RX pair is important as otherwise the adversary keep the TX/RX pair
active for longer number of frames and hence can force itdaria higher cost. For
instance, consider the case where a TX transmits the lastpdakein = M and its
RX successfully receives the packet. However, the advglistens and jams the part
of the time slot reserved for the ACK. If the RX after recetyithe data packet and
sending the ACK terminates, then the TX has no way of knowihgtiver the last
data packet was communicated successfully. To avoid suobkdepn, when the RX
successfully receives the last packet M, it transmits the ACK and then listens
for Terminate notificatiofrom the TX in the same time slot. This ensures successful
termination which we justify as follows. If the packit is disrupted, then the TX
knows not to terminate as the TX will not receive the ACK, almel RX knows not to
terminate as it will not receive the data packktlf the ACK is disrupted, i.e, the ad-
versary listens for the data packet and then jams the panedfrhe slot reserved for
the ACK, then both the TX and the RX will know because the TX ndlt receive the
ACK and the RX will not receive the terminate notification.tdehat jamming only
the terminate notification is difficult for the adversarytddes not know whether the
communicated data packet is the last data pagket any other. Also, the terminate
notification and the ACK are small packets, in practice, difcult for the adversary
to distinguish between thern [33,138].

d) Choosing the threshold value T:

AthresholdT is utilized by each TX and RX to decide whether to operate ideno
1 or mode 2. We propose that the nodes utilize the threshale Va= [(1/el~N/9)]
for the decision. While we make no claims as to the optimalftthe selected value
of T, we justify it as follows: Consider the case where a TX hasta gacket to
communicate and the othEr— 1 competing TXs randomly with uniform distribution
select a time slot out of time slots in the frame. The probability of success in the
frame for the TXig(1—1/s)N-1. When only legitimate TXs are competing and when
they randomly with uniform distribution select a time slivtwill take (1 —1/s)*N
frames in expectation to transmit the data packet sucdbsdflence, we suggest
that the TX observes the number of unsuccessful attemptsbytamning the counter
c and if c is greater than this threshold vallig it infers that there is an adversary
present.

In the next section, we present benchmarking results byiatiay and comparing
the effectiveness of the proposed method with the two ottaendd slotted Aloha-
based approaches.

V Analytical and Numerical Performance Analysis of the Adap-R Method

In this section, we first present analytical results for th@ppsed method. We then
explain the two methods that are used to compare the perfmenaf the proposed
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Fig. 4: Theoretical upper bound and simulated average dastromunication fortM = 10 packets as a
function ofstime slots.s= N competing TX/RX pairs and the cost of a transmissiand a listenind-
in a time slot are set t8=L = 1 unit.

method. We also present comparison results. Finally, wegpmteextensive numerical
results relating to the performance of the proposed metinoéudifferent network
scenarios.

A Analytical analysis of communications under competition

We first evaluate our proposed method under the scenariagwhd X/RX pairs are
legitimate and compete with one another to access the chdnrbis context, it is
important not only to investigate the success rates of TXfRKXs in a frame but also
to investigate the rate at which TX/RX pairs attempt to comioate data packets, as
more communication attempts mean more energy expendituitds context, useful
measure of performance analysis is what are energy coseafidr TX/RX pair to
successfully communicald data packets.

Next we provide an analytical result for the expected eneogy to communicate
M packets under competition whéh< s. Note that in Section V-E we also evaluate
the performance of the proposed method wNen s.

Proposition 1 Using the proposed method, the expected energy cost for ad dra
RX to communicate M data packets is not more than($ML), and TM((&ZD)LJF

S), respectively, where F [1/e%1, and N< s is the number of competing legitimate
TX/RX pairs.

Proof See Appendix A.

For different values o= N time slots, in Figl ¥, we plot the theoretical upper bound
presented in Proposition 5.1 and compare it with simulatedage cost for success-
ful communication oM = 10 data packets as a functionof N time slots. Observe
that for the TX side the presented upper bound becomes tigfinivereasings = N,
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while for the RX side it becomes loose with increasing N. This is due to the rea-
son that for the RX side the upper bound considers the wosst szenario that in a

frame the RX incurs always the maximum expected co$ﬁ¥9L +9).

B Analytical analysis of communications under conflict

In this subsection, we first consider the scenarios wheragesi X is communicating
to its intended RX and a reactive adversary tries to jam thiémen we consider the
scenario wher®& > 1 TX/Rx pairs are communicating in the presence of a reactive
adversary, i.e, we take into account both competition andlicb to evaluate the
performance of the proposed method.

It is important to note that when an adversary has infinite amof energy it
can simply transmit in every time slot and jam all communaratHowever, such
assumption is unlikely to hold in distributed networks. lar anodel, we consider
the case where a legitimate TX, RX and an adversary has the lsadgeB units of
energy, wher@is sufficiently large. For simplicity of theoretical anallysve consider
thatS=J, i.e., the cost to transmit in a time slot is equal to the cégamming in
a time slot. Moreover, when an adversary listens in a timefeloa data packet, it
incurs the same codt as incurred by a legitimate RX. However, in Section V-D,
we also present results that take into account the effechefual energy costs for
transmission, listening and jamming.

Before presenting the results, we briefly summarize theidiig observations:

Remark 1The attack strategy where in each frame the adversaryasfjz—= stime
slots for attack cannot be an energy efficient strategy feratiiversary: The reason
for this is as follows. The adversary with an energy budgjean completely block
communication in not more thaBy/'s frames, as it will completely deplete its energy
afterB/sframes. However, the TX will still have

B
B——(S+L)

units of energy left and the RX will still have at least
B 1
B~ ((S”L )L+S)
S 2

units of energy left. Moreover, expected total energy costdmmunicatéVl data
packets successfully for the TX is

B .
(E + M) (S+L)units
and the expected total cost for the RX is not more than

2 <(SL21)L+S> +M (S+L)units
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Fig. 5: Theoretical lower bounds (presented in ProposHier) and simulated differences in average cost
between the adversary and a TX/RX pair as a function of tires sThe number of total packets that are
successfully communicated aé= 10 and the cost of a transmissi@na listeningL and a Jammind

in a time slot are set t8= L = J = 1 unit. Arbitrary reactive adversary sele¢s/2+ 1] time slots in a
frame.

Proposition 2 When a TX wants to communicate M data packets to its intended R
then under the reactive jamming attacks the proposed majhadantees the com-
munication of the M data packets with probability one.

Proof See Appendix B.

Proposition 3 For the proposed method, the expected number of frames tessic
fully communicate M data packets in the presence of a seigllezdctive adversary

is less than Mm +T), where T= [1/e%1 and FS| J,vr =Vr=9 is
the probability of successful communication in a frame when= vg = s. More-

over, expected number of frame§Ng] to transmit M data packets successfully in
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the presence of an arbitrary jammer adversary is less tB@#\@:s}' where
P[& | Ja,vr = vr = 9 is the probability of successful communication in a framemvh

VT =VR=S.
Proof See Appendix C.

Next, we show that the expected cost incurred by a @Kd its intended RXto
communicateM data packets is less than the cost incurred by the sequentabi-
trary reactive adversary who tries to block communicatibthe M packets. More-
over, the longer it takes a TKand its intended RX to successfully communicate
theM data packets the more is the difference between the enesgincorrred by the
adversary and the TX/RX. To derive the proof of less energiscmcurred by the
legitimate TX and RX, for arbitrary reactive adversary, 8suame that the adversary
selects at least half of the time slots in a frame for launglatiacks. Note that for
the scenarios where adversary selects less than half dfitbelots in a frame it may
spend less energy in a frame. However, the probability ofesgful communication
among the legitimate nodes increases as well.

Proposition 4 In the presence of the sequential reactive adversary or thirary
reactive adversary which listens in at least half of the tstas in a frame, the ex-
pected cost to communicate M packets successfully for a aXéast MENF] (S —

1)L less than the jammer and the expected cost to its RX is atVe&EENF] (5 — Ins)L

less than the jammer, wherdM] is the expected number of frames to successfully
communicate a data packet.

Proof See Appendix D.

For different values o time slots in a frame, in Figs. 5a and 5b, we plot the the-
oretical lower bounds presented in Proposition 5.4 and esenihem with simulated
average differences between the cost incurred by the aatyeand the legitimate TX
and its RX, respectively.

Next we present some benchmarking results by evaluatingcamparing the
effectiveness of the proposed approach with two differppreaches: 1) Adaptive
framed slotted Aloha method with perfectinformation (Atd&p), where each TX/RX
pair hasperfect informatiorin the sense that at the end of each frame each TX/RX
pair has full knowledge of the time slot selections of oth®/RX pairs. 2) Random
framed slotted Aloha method.

C Comparison with the Adapt-Pl, Adapt-S and the Random frhsletted Aloha
methods

In the Adapt-Pl method, at the end of each frame, it is comsitléhat each TX/RX
pair has full knowledge of the time slot selections of oth&/RX pairs, which al-
lows the TX/RX pairs to minimize the likelihood of collisiswith one another under
competition, and also to minimize the likelihood of colties under adversarial at-
tacks.
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Fig. 6:€ vsd whenN T X/RX pairs compete with one another. NumbeiTof /RX pairs is varied as 1, 2,
4,6, 8 and 10s= 10 time slots are available for access in each frame.
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— Step 1: A TX begins by randomly with uniform probability ctediog a time slot
out ofstime slots in a frame. It transmits a packet in the time slot then listens
for ACK. On the RX side, a RX sequentially listens in everydisiot. It stops
listening if it receives a packet from its intended TX anddsean ACK.

— Step 2: At the end of the frame, each TX/RX pair has perfedrination about
the time slot selections of all other TXs.

— Step 3: When no other TX selected the same time slot as thie fié TXi and
its intended RX selects the same time slot in the next frame for communicatio
Otherwise, the TX randomly selects a time slot out of thase tslots that were
not selected by any TX or that were selected by two or morestréditers in the
previous frame. The RX sequentially listens in every tina #hat was not se-
lected by any TX or that was selected by two or more transrsittethe previous
frame. It stops listening in that frame if it receives a padkam its intended TX.

— Step 4: IfM packets have been successfully communicated then the TEARX
terminates; otherwise, go to Step 2.

In therandom framed slotted Aloha-based metheaich TX randomly with uni-
form probability selects a time slot out sfime slots in a frame. It transmits a packet
in the selected time slot and then listens for ACK from iteirded receiver. On the
RX side, each RX sequentially listens in every time slottdips listening when it
receives a data packet from its intended TX and then it semé<CX. In each frame
the process is repeated and after successfully commumictite M data packets,
both the TX and the RX terminate.

Before we present comparison of the results for the thredoadst we briefly
summarize some overall observations:

Remark 2Under competition, in the ideal case where each TX/RX finddlimt-free
allocations in the first frame then foi = s TX/Rx pairs in the network, the energy
cost to successfully communicate a data packet for each WRahis (S+ L) units.

Remark 3Under competition, in the ideal case where each TX/RX paiisftonflict-
free allocations in the first frame then fir= s TX/RX pairs in the network, min-
imum delay incurred by a TX/RX pair to successfully commaitéca packet is one
frame-time unit as each TX/RX pair can successfully commatei once in every
frame. A frame-time unit is the normalized duration of a feamith s time slots.
WhenN > s, average delay incurred by a TX/RX paimMg's frame-time units, as on
average each TX/RX pair now requires more than one frameciessfully commu-
nicate a packet.

Let € energy units represent the average energy cost to sucltgssimmunicate a
data packet, and I&frame-time unit be the delay cost incurred during this pssce
In Figs. 6a-6¢, we preseatvsd for a TX i and its intended RXunder the scenarios
where the number of legitimate TX/RX pairs in the networkasied from 1 taN = s.

In Figs. 6a-6¢, we consider two different scenarios in tesfrenergy costs: 1) When
all energy costs are considered to be equal, i.e., the castraihsmissiors, and a
listeningL in a time slot are normalized 8= L = 1 unit. Moreover, in the Adapt-
Pl method case the cost of sending time slot selection irdtiom and receiving
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Fig. 7:€ vs d when aT X/RX pair communicates in the presence of a reactive adversar{t0 time slots
are available for access in each frame. Number of time sjatsilized for attack by the reactive arbitrary
jammer is varied afl, 2,3,4,5,6,7,8,9], and the cost of jammingin a time slot is set td = Sunit.
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time slot selection vector-signal is set = L = J = 0.5 unit; and 2) When the
energy costs incurred by a TX and an RX are considered to beretit. This takes
into account the scenarios in which there are lower costsafogceiving node as
compared to a transmitting node. For instance, this can bdatransmission of a
shorter duration of ACK as compared to a full data packet, @rd due to lower
cost for reception of a data packet as compared to its trasgmni. In this case, the
energy cost of a transmissi@and a listening. in a time slot incurred by an RX are
considered to be half that of a TX, i.&=L = 0.5 unit.

It can be seen from Figs. 6a and 6b that when only multipleitagte competing
TX/RX pairs are present in the network then in terms of defi@yroposed Adapt-R
method performs close to both the ideal case and Adapt-Fiadst For the diffi-
cult scenario wheMN = s = 10, the Adapt-Pl method takes 1.25 frame time units
to communicate a packet successfully whereas the propodaptAR method takes
2.2 frame time units to communicate a packet successftlbar be also seen from
Figs. 6a and 6b that in terms of energy costs, for the TX shieptoposed Adapt-R
method once again performs close to both the ideal case anéidapt-Pl method.
For the RX side, there is slight degradation in performascmanpared to the Adapt-
Pl method when the numbers of competing TX/RX pairs is inedaHowever, it is
important to note that the Adapt-Pl method has significanaathge over the pro-
posed distributed method as the TX/RX pairs in the Adapt-€thod have access to
a secret channel in which they can share their time slot seteinformation. It can
be also seen from Figs. 6b and 6¢ that the proposed methodréartps the random
framed slotted Aloha method in terms of both energy and delay

In Figs. 7a-7b, we preseats d for aT X/RX pair under the scenarios where the
number of time slots; utilized for attack by the reactive arbitrary jammer is eakri
from 1 to(s—1). In Fig. 7c, we present the average energy cost incurredeosetic-
tive arbitrary jammer for the same scenarios as consideréays. 7a and 7b. It can
be seen from Figs 7b and 7c that to successfully communigzdeleet a TX/RX pair
incurs around 5 times less energy cost that of the reactimejgr. Moreover, the two
figures also show that as the number of time slots utilizecftack by the jammer
increases it takes longer for a TX/RX pair to successfullpnownicate. However,
the more the jammer attacks the greater is the differenaeeset the cost incurred
by the adversary and the legitimate TX/RX. Hence, as a caeseg the jammer
will deplete its energy and a TX/RX pair can communicate éaining packets
efficiently.

The two figures in 7a and 7b show that 8r< 6 the proposed method performs
close to the Adapt-Pl method, however, as the jammer utibze- 6 time slots for
attack then the performance of the proposed method degesdesmpared to the
Adapt-Pl method. When the jammer selesis= 9 time slots for attacks in every
frame, the proposed method incurs 5 times larger delay thanaf the Adapt-PI
method and it incurs 4 times more energy cost than that of tth@&Pl method.
This is due to the reason that a TX/RX pair in the Adapt-PI rndtknows the time
slot selections of the other legitimate TX/RX pairs. A TX/Réir can use this in-
formation to distinguish whether a collision is caused lbisesof time slot selection
of other competing TX/RX pairs or due to a jamming attack. Tilme slot selection
information of the other competing TX/RX pairs gives sigrafit advantage to the
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Fig. 8: Costs in terms afenergy units per packet as a functiorddfame-time units per packet for different
scenarios wheil = 1 TR/RX pair communicate. In a) the results for a TX, RX andjémmer are given
for the proposed Adapt-R method when the jammer uses theesggjuiamming. In b) the results for a
TX, RX and the jammer are given for the compared Adapt-S miktvieen the jammer uses the sequential
jamming. The cost of a transmissi@na listeningL and a Jamming in atime slot are sett6=L=J=1
unit.

Adapt-Pl method as compared to the proposed autonomousdietivhich TX/RX
pairs have no access to a secret channel for time selecfarmiation exchanged be-
tween the TX and RX. In reality TX/RX pairs operating in anadmous network
cannot discern on its own whether communication failureissed by other compet-
ing node or by an adversarial disruption. However, the Addpnhethod provides a
good baseline, so we can compare our proposed method with it.

For the performance of the random framed-slotted Aloha otetinder reactive
jamming attack, we briefly summarize the following obseomt

Remark 4When the random framed slotted Aloha method is deployeddiomouni-
cation by ar X/RX pair in the presence of a reactive jamming adversary, thativea
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Table T: Costs in terms of energy units per packet whé&h= 6 TR/RX pairs compete under the different
scenarioss = 6 time slots are in a framé/l = 10packetsand the cost of a transmissi@ a listeningL
and a Jamming in a time slot are set t8§= L = J = 1 unit. The arbitrary jammer selegg= 4 time slots
in each frame for the jamming attack.

Sequential Jammer TX Rx
€ (Adapt-R) 23.1 185 131
€ (Adapt-S) 206.6 129.6 94.9

Arbitrary Jammer TX Rx
€ (Adapt-R) 128.6 40.4 404
€ (Adapt-S) 87 32 36
No Jammer Tx Rx

€ (Adapt-R) 6.9 4.84
€ (Adapt-S) 7 51

jammer can completely block the communicatiovbf- 1 out of M packets and can
also make the RX completely depletes its energy by usingeheential jamming
strategy in each frame. This is due to the reason that undeatidom framed slotted
Aloha method the RX listens in every time slot of a frame uihtieceives a packet.
The jammer using the sequential jamming strategy can atemlin every time slot
of a frame until it detects the transmission which it thengaBy spending the same
amount of energy as the RX, the jammer can completely bloglctmmunication
of the RX. As the RX can only receive the first packet succdlgsthhe TX keeps
re-sending the first packet as an ACK is not received becdijaemming.

In our work, we also compare the performance of the proposstad with an-
other distributed approach which we call adaptive seladffdapt-S) method. The
Adapt-S method is given as follows:

— TX side: Select one time slot uniformly at random for transsion every time an
ACK is not received

— RX side: If a packet is not received where expected (i.e.hendame time slot
where a packet was received in the previous frame), thenlisteping there for
X more frames (wherX is a random number which takes any value from $)to
If still not received, then listen everywhere (across tlaerfe).

— Termination condition: In the case where the successfaliyraunicated packet
ism= M, i.e, the last packet, a TX transmits the termination netifan and
terminates and an RX terminates upon receiving the termimatification.

In Fig. 8a-8b, we evaluate and compar&'s & performance of the proposed
Adapt-R method with the Adapt-S method under the scenarierevthe jammer
uses sequential jamming strategy. A frame-time @ni$ the normalized duration
of a frame withs time slots. The number of time slots in a frame are varied as
s=[3,4,5,6]. It can be seen that under the sequential jamming attackstp®sed
method significantly out performs the Adapt-S method. thidue to the reason that
under the Adapt-S strategy the TR/Rx pair cannot commumiatcessfully until the
sequential jammer does not completely deplete its own ¢oimigy budget dB units.
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Table 11 Average total energy cost per successful comnatioic of a packet and average number of
frames required to successfully communicate a packet ffareint number of time slots. In all scenarios
the TX/RX pair communicate in the presence of a reactive estipl jammerJs or reactive arbitrary
jammerJ,.

s=3,N=1,M=10 s=5N=1,M=10 s=7,N=1,M=10
Scenario 1: S=L=J=1unit
erx underds, J, 20.82,8.8 25.2,8.852 29.449, 18.55
erx underds, Ja 21.881,10.578 30.095, 13.044 38.48,18.1
£, €35 UNderds, Ja 31.104,12.14 52.7045, 16.7125 78.846, 39.423
Scenario 2 S =1,Lg = 0.5, Lack = 0.25,J = 0.5, Sy = 0.25
erx underds, J, 13.15,5.6 15.8, 5.65 9.781, 6.1125
erx underJs, Ja 8.25,5.175 14.0, 5.638 15.987, 7.46
€351 €3a 15.752, 6.05 26.275, 8.36 23.383,11.7
Scenario 3 Average number of frames to successfully comeatea packet
UnderJs, Ja 10.6, 4.53 12.7,4.6 14.8,5.04

It is easy to see that the sequential adversary can compldtelk the communica-
tion of data packets until it completely depletes its endnggget (as the transmitter
will keep re-sending the first data packet as ACK is not resdiwhereas the re-
ceiver will keep receiving the same first data packet). H@xeas under the Adapt-S
method both the TR and the RX spend less energy in each fracengsared to the
sequential jammer (when it is active), the TR/RX pair cath stimmunicate thev
packets once the adversary completely depletes its enesgyirces, however, they
incur more delay. For example, when therese6 time slots in a frame, the TR/RX
requiresd = 320 per packet for the Adapt-S, whereas the proposed metuuires
0 =135 per packet.

In Table I, we compare the performance of the proposed metfithdhe Adapt-
S method under the scenarios:Ni}= 6 TR/RX pairs compete for access under the
sequential jamming attacks, b) = 6 TR/RX pairs compete for access under the
sequential jamming attacks, and)= 6 TR/RX pairs compete and no jammer is
present in the network. It can be seen from the results inatle that under the se-
guential jamming attacks the proposed method performsfigigntly well, under no
jamming both the methods perform equally well, and underatiétrary jamming
the Adapt-S method performs better than the Adapt-R metHodiever, the differ-
ence in performance of the two methods under arbitrary jargisiless as compared
to the difference in performance under the sequential jargmihere the Adapt-R
method performs significantly well.

Next we conduct extensive simulations to evaluate the pmidace of the pro-
posed method under competition and conflict for differeminscios. Note that the
simulations have been performed on different numbers afrehous TX/RX pairs
that form a fully connected interference graph.
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Table TIT: Costs in terms of energy units per (successfully communicated) packet iedlby a TR, RX,
and the jammer. The number of time slst® a frame is 6 and the number of TX/RX palssis varied.
The cost of a transmissid®and Jamming, are set ti=J = 1 unit whereas the cost of listening are set
to L = 1.5 unit. The arbitrary jammer selecis= 4 time slots in each frame for the jamming attack.

Sequential Jammer X RX
€ whenN = 1 (Adapt-R) 946.2 346.4 4894
€ whenN = 2 (Adapt-R) 415.5 167.5 256.2
€ whenN = 3 (Adapt-R) 343.1 14297 219.6
Arbitrary Jammer TX RX
e whenN = 1 (Adapt-R) 416.5 1515 250.8
€ whenN = 2 (Adapt-R) 619.34 213.2 307.9
€ whenN = 3 (Adapt-R) 760.5 2486 332.3

D Numerical analysis of effect of varying energy cost

In Table Il, we present the average energy cost incurred b¥X/&X pair to suc-
cessfully communicate a data packet and also the averagimcosed by a reactive
sequential jammels and a reactive arbitrary jammady that jams during the commu-
nication process. We consider two different scenarios: hekvall costs are consid-
ered to be equal, i.e., the cost of a transmisSpa listeningL and jammingJ in a
time slot are set t&= L = J = 1 unit; and 2) When the cost of sending, receiving
and jamming are different, moreover, the cost of sendingrandiving data is also
different from the cost of sending and receiving an ACK. Thetof a transmission
of a data packet is set 8 = 1 unit, the cost of listening for a data packet for a legiti-
mate node RX or ajammed is set toLy = 0.5 unit, the cost of transmitting an ACK
is set toS;ck = 0.25 unit, the cost of listening for an ACK is setltgcx = 0.25 unit,
and the cost of jamming is set fo= 0.5 unit. In Table Il, we also present average
number of frames required to successfully communicateatatket in the presence
of a jammer. It can be also seen from Table Il that the jamnirmhigher average
energy cost for all the scenarios as compared to the legd@imades. Moreover, it
can be also seen that as the number of time slots in a frameresised, the average
cost incurred by the jammer is significantly increased aspared to the legitimate
TX and RX nodes.

It is possible that in the Machine-to-Machine (M2M) netwarknany M2M de-
vices consume more energy while in receiving mode as cordpargvhen in the
transmit mode. To take this into account, in Table Ill, weyide results for the case
where the normalized energy costs for listening are moreapared to transmitting
and jamming. In Table Ill, we preseafor a TR, an RX, the sequential jammer, and
the arbitrary jammer under the scenario where the numbeR#RX is varied, and
the cost for listening is 50% more than the cost of transmisand jamming. It can
be seen that similar to the results presented in Figs 5-10alles I-11, a legitimate
TR and its intended RX consume less energy than the jammall &menarios. hence,
our designed protocol ensures that it is significantly maostlg for a reactive adver-
sary to disrupt communications than for a TX and an RX nodeotaraunicate. In
other words, our protocol forces the energy-constraineeshry to incur higher en-
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Table TV: Average cost and average number of frames to conuatena data packet. The number of time
slotssin a frame is 10 and the number of TX/RX pairdNs> s. The cost of a transmissidand a listening
L in atime slot are sett8=L = 1 unit.

N=12 N=14 N=16

£TX 7.13 8.96 13.32
ERX 14.26 18.48 23.8
Average number of frames 3.59 4.51 6.73

ergy cost relative to an energy constraint legitimate nodkguarantees successful
communication of packets.

E Numerical analysis of effect ™ > s:

Table IV evaluates the scenarios where the number of autonsmX/RX pairs is
greater than the number of time slots in a frame. It can be §eenTable IV that as
expected whelN is increased then average cost in terms of energy and in @fms
number of frames also increases for the legitimate TX and Bdes.

F Numerical analysis of effect of channel error and captéfece

In Figs. 9a and 9b, we evaluate and compare the average eswsgyer successful
communication of a data packet for the following scenarigsOnly competition:

N legitimate TX/RX pairs compete to communicate thdie= 50 data packets; and
2) Competition with errordN legitimate TX/RX pairs compete to communicate their
M = 50 data packets successfully in the presence of channet@md capture effect.
Analyzing a network in whictN autonomous TX/RX pairs compete in the presence
of imperfect channel observations is challenging due tactimebinatorial explosion
in the number of ways that a TX/RX pair can find a time slot fremf the adver-
sarial jamming and the other TX/RX pairs. To evaluate theafbf channel error
and capture, for simplicity, we consider a probabilistionogyless channel error and
capture model. We use a model where when a TX transmits ineglot then due
to a channel error a packet is not successfully receivecshigtiénded RX with prob-
ability oe. Moreover, when two or more transmitters transmit simudtarsly in the
same time slot then with probability an RX can still successfully receive a packet
due to capture effect. In the simulation analysisando; are set taoe = 0.1 and

o; = 0.1 respectively. It can be seen from the Figs. 9a and 9b thaawbrge cost
slightly increases with the increasing number of TX/RX pairthe network and also
when there are errors present in the network.

G Numerical analysis of performance in terms of average rasmabframes

In Fig. 10, we evaluate the effect of increasing numbeNGf X/RX pairs on the
performance of the proposed protocol in terms of averageyeunf frames required
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Fig. 9: Average total energy cost per successful commuaitaif packet as a function dfl legitimate
TX/RX pairs for different scenarios = 10 time slots are in a frame and the cost of a transmisSjan
listeningL and a Jamming in a time slot are sett8= L = J = 1 unit. Arbitrary reactive adversary selects
sy = 6 time slots randomly for attack.

to successfully communicate a packet. We evaluate thi®peence under two dif-
ferent scenarios as explained in Section V-F and also uhédbtlowing additional
scenarios: a) Competition and sequential adverdatggitimate TX/RX pairs com-
pete to communicate theit = 50 packets successfully in the presence of a sequential
reactive adversary; and b) Competition and arbitrary ezhrgrN legitimate TX/RX
pairs compete to communicate thir= 50 packets successfully in the presence of
an arbitrary reactive adversary. It can be seen from Figh&0the presence of arbi-
trary reactive adversary requires more number of framasdoessfully communicate

a packet as compared to the other scenarios.
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Fig. 10: Average number of frames to communicate a data packeessfullyE[Ng]) as a function of

N legitimate TX/RX pairs for different scenarios= 10 time slots in a frame, the number of total data
packets communicated aké = 50 and the cost of a transmissi@a listeningL and a Jammingd in a
time slot are sett&= L = J = 1 unit. Arbitrary reactive adversary selests= 6 time slots randomly for
attack.

VI Concluding Remarks

Due to new applications of distributed wireless networkshsas wireless machine-
to-machine networks and wireless sensor networks, therbdwen increased interest
in research on distributed protocols that enable secuexistence among multiple
energy-constrained nodes. In this paper, we investigaterbblem of reliable com-
munication of multiple data packets among energy consthautonomous nodes,
that are competing over a shared medium and may face adia¢diaruptions. We
propose a distributed method and show that it can guaragliable communication
among the nodes in the presence of competition and it alseesthe probability of
collisions among the competing nodes. We then evaluateothestness of this pro-
tocol to unknown environmental conditions such as advidsdisruptions in com-
munication. We consider scenarios where energy is a scasmeirce for both the
adversary and legitimate competing nodes. In this contextconsider a notion of
relative cost in terms of energy. We show that when legitenmatdes use our method
then it is significantly more costly for a reactive adverdarglisrupt communications
than for the nodes to communicate. We also present resuttpaning the effective-
ness of the proposed method with two other approaches.
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A Proof of Proposition 1

Proof Whenc < T, a TX and its intended RX operate in mode 1, in which the TXdsla time slot
randomly (with uniform distribution), transmits a data keicin the selected time slot, while its intended
RX listens sequentially. It is easy to see thatfbcompeting TX/RX pairs the probability of successful
communication for each TX/RX pair in mode 1(5—1/s)N~1, and the expected number of franfeidg ]
required to communicate a data packet successfully is

EINe] = (1-1/9)" N, 1)

This means that using the proposed method the average nwirames required to successfully com-
municate a data packet is not more than the threshold \Talue{l/e%L asE[Ng] = (1—-1/9)* Nis less

than or equal to the selected threshold value [l/e%}. ForM packets this value i§ M.

The expected energy cost for a TX and its intended RX to conicatena data packet successfully

is not more than(S+ L) and (%”L+ S) respectively. The reason is as follows: the TX transmits and

listens on average once per frame, on average the RX listemstimore thar(&zl)) time slots and on


http://arxiv.org/abs/1009.4386v1
http://doc.utwente.nl/20249/
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average it transmits ACK once per frame. Hence, using thegsed method, the expected energy cost for
a TX and its intended RX to communicaté packets successfully is not more thBM(S+ L) units and

TM(&Z” L+ S) units respectively, this proves our claim.

B Proof of Proposition 2

Proof In a frame, the probability of a successful communicatiora @fata packet in the presence of a
sequential jammer) is

P[& | Js] =Pr{TX i transmits in a time slotTX i has transmitted once before in a time slot in that frame
x Pr{RX i receives in that time sl¢t

@)

which is given by

, if Mode 1
PIs | &) =  Site()' GR) (- ) 2+ @3)
[ LA (7) ~ 1) A= 3) T (5 (- 59) % otherwise

where 2< vy < 's. For example, when in mode 1 a TX selects only one time slot fimme and
transmits in it with probability one. In this ca8$S; | Js] = 0, as the jammer by employing sequential jam-
ming can jam this transmission with probability one. Whea jg)mmer employs the sequential jamming
strategy, it sequentially listens in time slots until itelets a transmission, blocks the transmission and then
waits for the next frame, so f6¥S: | Js] > O, the TX needs to transmit more than once in a frame. In other
words it can only successfully transmit in mode 2, where> 2 and the TX selects two or more time slots
in a frame and transmits in each of them with probabilify7l Suppose that there ase= 3 time slots in
every frame, in this case the TX and its intended RX can ssfwds communicate wittP[ | Js] > 0,
whenvy = 2 or whenvr = 3. Forvr = 2, the TX selects two time slots in a frame and it transmitsaiche
of them with probability ¥vr. The TX will be unsuccessful in the first transmission andlasuccessful
in the second transmission if the RX listens in that time. $iothis case the probability of success obtained
from Eq. (3) is:(wi)(wi)(ﬁ). For higher values of andvy, Eq (3) simply calculates the probability that
in how many ways the TX and the RX can successfully commuaigaten that the TX selectgr time
slots in a frame and transmits in each of them with probatilitvr while the RX listens in every time slot
with probability 1/vg.

In a frame, the probability of a successfull communicatidra@ata packet in the presence of an
arbitrary adversary (when the adversary pisks- 0 out ofstime slots in a frame) is given by

0 ifSJ:S

P& | da] = ZEISJ{PSJ Hij;ll(l— st)}, if v =s,0<g <s @
min{vr,s} (VI)(ZZ) VI —Xp . qi-1(1_p.. therwi
x=0 ) (&=t s |_|j:1( i) ¢ |, otherwise

Sy

wherePs; is an element of the-length vectoiPs. The vectorPs is given byPs = [Ps1,Ps2, - ,Pss] =
[ 11 11 . 11

VR’ VR’ ) VR1®
T lRio\rfTefoample\,/TinRthe frames where the adversary sejeets slots for attack, i.e., it selects every slot
in the frame, the probability of successHES; | Ja] = 0. When the adversary randomly selegis< stime
slots in a frame for attack, a TX and its intended RX may swsfadlg communicate in those time slots that
are not selected by the adversary. To calculate the pratyabilsuccess, we need to find the following:
1) The probability thak out of vy time slots are selected by the adversary, whete0,1,--- ,vr. The
) (SVT
probability of this event happening is given s%) 2) In thevy — x remaining time slots which
)
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are not selected by the adversary, the probability that tevill transmit and the RX will listen in the
same slot is given ag; T * Ps; [‘|'J*1(1 Psj)-

Let fj represent a frame in which botk > 1 andvg > 1 when the adversary employ sequential
jamming attack, or leff; represent a frame whedg < s when the adversary employ arbitrary jamming
attack. Let; be the maximum probability that the packet will not be sustidly communicated in aframe
f;. Note that for the considered scenario under sequentiahjagiattack, or for a gives; under arbitrary
jamming attack, maximum probability of unsuccessful comioation P; occurs when botlvr = s and
Vg = s. As with increasingsr the TX in each of therr selected time slots, transmits with probabilitysl
whereas with increasing value @£, the RX decreases the probability of listening in a time.dt#nce,
vr = VR = scorresponds to the situation in which the probability ofcassful communication is minimum
in a frame. This probability can be calculated using Eq. 3sfuential jamming scenario and using Eqg.
4 for arbitrary jamming scenario. The probability of notrmpisuccessfully communicated mof such
frames is less than or equal (8;)", in 2n frames is less than or equal Rﬁ etc. SinceP; < 1, these
probabilities tend to zero. Hence, limc, Pn 0, which proves our claim.

C Proof of Proposition 3

Proof Inthe presence of a sequential reactive adversary, fordstelpacket, the probability of successful
communication of a packet is zero in the fifsframes where < T. Whenc > T, it is easy to see (from
Eq. 3) that for the proposed method, the probability thatta gacket is successfully communicated in
any frame is minimum whemy andvg reach their maximum value af As with increasings a TX in
each of therr selected time slots, transmits with probabilitygslwhereas with increasing value &, an
RX decreases the probability of listening in a time slot. &Ry = vgr = scorresponds to the situation in
which the probability of successful communication is minimin a frame. Due to this reasoR[S; | Js]
in a frame is at leaf®[S; | Js,vr = Vg = g and henc& [Nk | J5] < M(m +T).
In the presence of an arbitrary reactive jammer, for a gigetime slots used for attack in a frame,
the conditional probability of successful communicatisrat leasP[S; | Ja,vr =V =8 = 5 31 (1—

é)“*l). The conditional probability of succe®$S: | Ja,vr = Vr = | corresponds to the worst case situ-
ation whernvy andvg reach their maximum value sf Hence for successful communication of tedata

packetsE[Ng | Ja] < m

D Proof of Proposition 4

Proof Using the proposed method, a TX transmits and listens onc&grae in expectation. Therefore,
the average energy cost of the TX to successfully commueidgiackets isME[Ng|(S+L), whereE[Nr]
is the average number of frames to successfully communécpeeket.

The arbitrary jammer that selects at least half of the tiratssh a frame for attack has expected energy
cost of at least3 )L 4 Sper frame. Hence, the expected cost to communighfeackets successfully for
the TX is at leasME[N](5 — 1)L less than the jammer.

When the adversary employs sequential jamming attacksystsffiow the cost incurred in the frames

wherec < T. The expected cost for the sequential adversary in thesef & % L+S). Thisis due to

the reason that in each frame the TX selects a time slot anshtrigs in it, while the adversary sequentially
listens in time slots until it detects a transmission andkdat.

In the frames where > T, the TX instead of selecting a single time slot it changesniln@ber of
selected time slotgr, where 1< vt < s. The expected cost per frame for the sequential adversahysin
case is given by

S S
ElCk =Y (L+9Sa. +(1 a )L, (5)
® LZl Lzl
where
%
a =% WKTK,
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and L-1 s-L
B et csov ik
= (n

0, otherwise.

It can be calculated using Eqg. 5 that for amy> 1, the average cost of sequential jammer is greater than

or equal to(&zl)LJrS). The reason is as follows: For > 1, when the TX selectst time slots and

transmits in each of these time slots with probabilifw, the adversary now needs to listen (on average)
in more than($51) time slots to detect the transmission. Moreover, theresis abw a possibility that
the TX does not transmit in any time slots, in this case, the®dry incurs the maximum cost sf in
that frame. Hence the cost to adversary is at I({&E&”L-&-S). Due to this reason, the expected cost
to communicateM packets successfully for the TX is at ledE[N:](5 — 1)L less than the sequential
jammer.

For the RX, wherc < T thenvg = 1 and the expected energy cost to the RE[€grx |c < T| =
(@L+ S), i.e., the same cost as incurred by the adversary. Howevemue> T, the RX instead of
listening with probability one in a time slot, listens withopability 1/vg, where 1< vg < s. Hence the
cost of the RX per frame decreases with increasiggWhenvg = 2, the expected cost of the RX in a
frame is(§L+S) and so on. Finally, whewr = s, the expected cost for the RX in each of the remaining
frames is(S+L). It can be seen that the costs for the RX (whgn> 1) are less than the costs incurred by
the adversary. Forr > 2, the total expected energy cost to the RX is given as

S
s
E[Crx |\R>2]=S -L+(s—2)S (6)
&y
Clearly, the expected cost in the frames whege> 2 is upper bounded b{s—2)(S+LIns), i.e.,
E[Crx | VR > 2] < (5—2)(S+LIns)

whereas the expected cost of the jammer in these framesissifd— 2) (5L +9S), as explained above. Due
to this reason, the expected cost to communibhfeackets successfully for the RX is at le#E [N- (5 —
Ins)L less than the adversary, which proves our claim.



