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Abstract

Constraints imposed due to the cameo of the novel corona virus has abruptly changed the
operative mode of medical sciences. Most of the hospitals have migrated towards the tel-
emedicine mode of services for the non-invasive and non-emergency patients during the
COVID-19 time. The advent of telemedicine services has remotely rendered health ser-
vices to different types of patients from their isolates. Here, the patients’ medical data
has to be transmitted to different physicians/doctors in a safe manner. Such data are to be
secured with a view to restore its privacy clause. Cardio vascular diseases (CVDs) are a
kind of cardiac disease related to blockage of arteries and veins. Cardiac patients are more
susceptible to the COVID-19 attacks. They are advised to be treated though cardiac tel-
emedicine services. This paper presents an intelligent and secured transmission of clinical
cardiac reports of the patients through recurrence relation based session key. Such reports
were made through the following confusion matrix operations. The beauty of this tech-
nique is that confusion matrices are transferred to specified number of cardiologists with
additional secret shares encapsulation. The case of robustness checking, transparency and
cryptographic engineering has been tested under different set of inputs. The total cryp-
tographic time observed here was noted as 469.92 ms, 3 ms74.45, 502.88ms, 361.38ms,
493.12ms, and 660.16 ms, which is acceptable when compared with other classical tech-
niques. The estimation of correlation coefficient in proposed variables has been recorded
as —0.362. Different types of result and its analysis proves the efficiency of the proposed
technique. It will provide more security in medical data transmission, especially in the
needy hours of COVID-19 pandemic.
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1 Organization

This paper has been organized as follows. Section 1 highlights the overall organization
module. The objectivity of the proposed technique has been mentioned in Sect. 2. Intro-
duction on COVID-19 pandemic, contemporary relevance of telemedicine and its security
aspects, cardiovascular diseases and reports, session key generation, etc. were briefly stated
at Sect. 3. Related works were focused in Sect. 4. Contemporary challenges faced by the
COVID-19 telemedicine systems are being briefly highlighted in the Sect. 5. Section 6
contains the proposed redressal strategy in short. Prime relevant points of the proposed
technique are hereby stated in Sect. 7. The core cryptographic proposed engineering tech-
nique was illustrated in Sect. 8. Section 9 will display the block diagram and flow chart of
the proposed encryption technique. Results obtained for this paper has been explained in
Sect. 10. Comparative statements are given in Sect. 11 followed by conclusion in Sect. 12.
Future scope of works is stated in Sect. 13. Acknowledgement, Ethical compliance state-
ments, and references are given the last followed by the author’s profiles.

2 Objective

The objective of this paper is to propose a secured cryptographic transmission mechanism.
A recurrence relation based session key has been generated for the COVID-19 telemedi-
cine encryption. The robustness of the session key fails the intruders to detect the cipher
text. The proposed transmission of encapsulated secret shares is strong enough to keep the
patients’ data privacy. This may be used as an efficient way when designing COVID-19
telemedicine system for the non-invasive and non-emergency patients.

3 Introduction

The novel coronavirus (COVID-19) was first identified in China in December, 2019 and
then rapidly spread to the other countries in Asia, and then Europe and America. More than
a million people had been infected and or died due to this global coranavirus [1, 2]. Muta-
tion rate is very high for this virus, and hence treated as very deadly virus. There incurs a
huge amount of risks involved for the patients, geriatric citizens, children, etc. [3]. In most
of the countries there occurred a long term lockdown period. Proliferation of the technol-
ogy in the telemedicine services has provided a boon to all global patients especially when
patients need to be treated from their remote quarantines. With the wide developments in
the advanced medical domain, sustainability of secured data transmission is a cornerstone
issue. Keeping the patients’ confidentiality clause under consideration, the emergence of
intelligent cryptographic engineering is a better solution approach.

During the COVID-19 pandemic, obligatory social distancing and the absence of physi-
cal consultations have made telemedicine the most secured technique between patients
and doctors. There has been a rapid increase in interests of provision of telemedicine with
the advent of coronavirus. COVID-19 telemedicine is overcoming any issues between
the doctors and patients [4]. It empowers everybody, particularly suspected patients and
susceptible peoples, to remain safe at home and consult with doctors through virtual plat-
forms. Thus, it is immensely assisting with diminishing the spread of the infection to mass
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populaces and the medical staffs and workers. COVID-19 telemedicine systems are serving
as an efficient mechanism to stop the coronavirus transmission and providing safer medical
assistance to the remote patients [5—7].

Cryptography [8-10] is the branch of computer science to protect the data from the
unauthorized retrieval. It transforms data into a non readable format for the eavesdroppers.
Thus, a message is made secured from the intruders. Involving the same key used at the
encryption and decryption processes, is termed as symmetric key cryptography [11]. This
paper presents a secured transmission of cardiological diseases related information. Here
a novel encryption process comprised of recurrence relation based session key, generation
and encapsulation of secret shares, and final transmission to the known group of recipients
of COVID-19 telemedicine.Patients’ data security has been kept on the frontier issue here.
A class of cardiac disease that involves the narrowing or blockage of the arteries or blood
vessels is known as Cardiovascular Diseases (CVDs). There are different CVDs like Cor-
onary Artery Diseases(CADs), cardiac strokes, heart failure, hypertensive heart disease,
cardiomyopathy, arrhythmia, etc. Hypertension, smoking, diabetes, increased cholesterol
levels, malnutrition, alcohol consumptions, etc. are catalyzing towards the formation of
CVDs. Electro Cardio Graph is a measurement process to record the electrical activities of
the heart. It is a continuous process of polarization and depolarization of all four chambers
of the heart muscle [12]. The integral components of ECG are P-wave, QRS complex and
T-wave. P wave denotes the atrium activation through SA node, QRS depicts the ventricu-
lar activation and T-wave represents the recovery state to restart again, as shown in Fig. 1.

Hypertrophic cardiomyopathy [13] is a significant and frequent heart disease in
rural areas of India. Lack of medical infrastructure persists in almost majority areas.
Hypertrophic cardiomyopathy, dilated cardiomyopathy, restrictive cardiomyopathy,
arrhythmogenic right-ventricular dysplasia, and are different types of cardiomiopathy.
In hypertrophic cardiomyopathy the heart muscles enlarge and thicken. In dilated car-
diomyopathy, the ventricles are enlarged and weakened. In restrictive cardiomyopathy,
the ventricle stiffens slowly. Heredity, aging, hypertension, etc. could the causes for suc
cardivascular diseases. In other instances, the root is not known to the cardiologists. The

Normal Heartbeat
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atria ventricles

Fig. 1 Graph for normal, fast, slow & irregular heartbeats
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Fig.2 MRI of heart

magnetic resonance images of the human heart are given at the following Fig. 2.Secret
sharing is a phenomenal part of cryptographic engineering [14]. To ensure security on
the medical data, the proposed technique plays a pivotal role. There exists a lot of cryp-
tography techniques such as DES, Triple DES, RC6, TWO FISH [8, 9] etc, each having
their own pros and cons. This proposed technique works on secret sharing on cardiovas-
cular disease related data using recurrence relation based session key (Fig. 3).

4 Related Works
4.1 Cardiac Related Works

Patients can avail their medical facilities from a distant place through electronic health
services. The use of Internet based technology has reduced the recurrent hospitals
visits post cardiac surgery [15]. It provides constant monitoring of patients’ health
status and conditions from a remote place. Electronic telemedicine services are the
emerging health care components when cardiac patients are facing difficulties during
this COVID-19 crisis. Patients can manage and safeguard their health through online
services [16]. The usage of Internet technology has offered to access and exchange
medical data online anytime [17]. A device based integrated care component may be
installed in patients suffering from myriad cardiovascular diseases. It may offer COPD
patients a self-management approach. It may act as a measure before their treatments
[18].

Hypertrophic Cardiomyopathy (HCM) [19] is related with thickening of the heart
muscle, most commonly at the septum between the ventricles, below the aortic valve.
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Normal Heart

Fig.3 Normal heart and hypertrophic cardiomyopathy

This leads to thickening of the walls of the heart and abnormal aortic and mitral heart
valve function, both of which may impede normal blood flow out of the heart. Hyper-
trophic cardiomyopathy (HCM) has no symptoms or only minor symptoms, and lives
a normal life. Symptoms of HCM can occur at any age and may include chest pain,
breathing shortness (dyspnea), fatigue, fainting (caused by irregular heart rhythms,
abnormal responses of the blood vessels during exercise). Palpitations are caused
due to abnormal heart rhythms (arrhythmias), such as atrial fibrillation or ventricular
tachycardia.

4.2 Cardiology Telemedicine in COVID-19

Patients having co-morbidity in terms of cardiac complications are more prone to the
novel coronavirus. Such patients require special attention through digital healthcare
support system. Neubeck et al. [20] had reviewed some articles regarding the digital
healthcare support to the cardiovascular diseases (CVDs) patients. They have tried to
bring the evidence of digital healthcare support in this contemporary quarantine times
and COVID-19 isolations. Bryant M.S. et al. [21] had reviewed the articles in context
of the functioning of telehealth to the cardiopulmonary rehabilitation amid COVID-
19 pandemic. Telehealth curtails the treatment time, cost, and physical travel for the
patients. By using such services, geographical barriers are being diminished, else such
patients would not be able to attend the hospitals physically due to various COVID-19
lockdown constraints. Peter R.J.G. et al. [22] had mentioned the importance of telemed-
icine on the cardiac rehabilitation patients in the period of coronavirus. Miller J.C. et al.
[23] had surveyed the relevance of the smart devices used by the remote cardiac patients
in this global pandemic crisis. Moreover, such patients were monitored through Remote
Patient Monitoring (RPM) from their homes/quarantines from the heart perspectives.
Chowdhury D. et al. [24] had provided a brief introduction of telehealth resource uti-
lization in the view of pediatric cardiac unit. A rapid shift has been made in order to
focus on the telehealth day to day services due to the COVID-19 social distancing and
lockdown constraints.
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4.3 Classical Cryptographic Engineering

Symmetric key cryptography can carry huge amount on data on any online transactions.
Some of the common such algorithms are stated below.

4.3.1 Data Encryption Standard (DES)

It is widely used symmetric block encryption method that was developed by Lucifer
Cipher of IBM [8]. It encrypts data at blocks length of 64 bits each. Then 64 bits of
cipher text are generated. The Feistel block cipher [10] technique has been used in DES.
Here, two different forms of inputs are given i.e. plaintext and secret key. Different
mathematical rounds of operation are carried out here.

4.3.2 Advanced Encryption Standard (AES)

The Advanced Encryption Standard (AES) [8, 9] is an encryption technique for secured
electronic data communication that was established in the year of 2001 by the U.S.
National Institute of Standards and Technology. It is based on the Rijndael cipher
method. Three variations of this algorithm exist with different three key lengths. The
key lengths are 128 bits, 192 bits and 256 bits. 10, 12, and 14 rounds of processing are
done for 128, 192, and 256 bits key lengths. All rounds are accompanied by S-Box, shift
rows, mix column and add round keys.

4.4 Session Key Generation

Chen C.L. et al. [25] had proposed session key for the wireless sensory network commu-
nications. A secret key should be shared between the participating nodes for encryption
purpose. They had designed dynamic key in order to reduce the intruding. Meena U.
et al. [26] had designed a secured key agreement mechanism for the wireless transmis-
sions. They had tried to abolish the data security challenges. Their technique involves
fuzzy C means clustering and social spider optimization with low power consumption.
Azarderskhsh R. et al. [27] had proposed a secured clustering technique based on deter-
ministic pairing of public keys. Two nodes belonging to the same cluster will be able
to establish a key pair without disseminating any further information to the remaining
nodes. Their technique has shown terminal-to-terminal authentication, minimum mem-
ory space, and resistance to terminal attacks. Dwivedi R. et al. [28] had proposed a fin-
gerprint basis biometric cryptographic mechanism for the secured data communication.
They has used the person’s biometric trait to have the session key. Key leakage has been
reduced. Sarkar A. et al. [29] had proposed a nature-inspired salp swarm based session
key generation of 256 bits length for the transmission in E-health. Biometric traits were
also included in their scheme for better patient data security. Sarkar et al. [30] had pro-
posed a dynamic key generation scheme which works under the metaheuristic cuckoo
search algorithm.
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4.5 Secret Sharing

Secret sharing technique is used to divide the data by into multiple shares. And the
original can be reconstructed only through minimum number of shares. Shamir’s secret
sharing scheme is based on a polynomial function [31]. Blakey’s Secret Sharing Scheme
has been used to solve secret sharing problem by the geometrical concepts [32]. Beimel
A. et al. [33] had used multi-linear secret sharing concept on field elements. Sharing is
done on random field secret elements and fixed field elements. Their technique seems to
be very powerful on linear configurations. Sarkar A. et al. [34] had proposed soft com-
puting on neural networks for the intraoral information sharing in the electronic medi-
cal field. Bhowmik A. et al. [35] had proposed a symmetric key based secret sharing of
information. Their novel cryptographic technique defends against the intruders. Csirmaz
L. et al. [36] had investigated the secret online sharing methods. Sarkar A. et al. [37]
had used the gingival data transmission through secret sharing in the teledental domain.
Their scheme has the resistance against the malicious attackers.

5 Contemporary Challenges in COVID-19 Telemedicine

Symmetric cryptographic algorithms are good enough to transmit huge volume of
medical data in e-Health. Amid COVID-19 pandemic, an exponential deluge has been
observed in the telemedicine domain. If any node of the telemedicine is being com-
promised, the secured key will be revealed to the intruders. Existing data transmission
algorithms do not vary their session key with every transmission session.

Extensive use of digital platform on COVID-19 telemedicine without proper security.
Different session keys for every unique session.

Robustness of the session key in terms of its fitness.

Cipher text may be prone to myriad attacks.

Public channel may be compromised.

Sender and recipient are likely to be compromised.

Patients’ data privacy gets unprotected.

Slower functioning of the COVID-19 telemedicine systems.

6 Proposed Redressal Strategy

Contemporary challenges that were stated in earlier Sect. 5 have been addressed in this
paper. The proposed technique provides an encryption methodology for secured pro-
curement of cardiovascular disease data during COVID-19 period. Session key has
been proposed by the recurrence relation. Use of multiple sessions key can safeguard
the patients’ confidential data in a more secured way. Their robustness has been tested
through statistical tests. The good thing is that intruders can intercept the partial shares
but they cannot regenerate the original one. Moreover, each partial share has been
encapsulated into a different shield termed as Head-Tail structure [38]. Secret cardio
sharing information has been done in this proposed technique in order to combat the
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intruders. Thus, the compromization of a single node has been addressed against the
intruders. The cryptographic time of the proposed technique is acceptable.

7 Prime Points of the Proposed Technique
Following are the prime points that can be found in this proposed methodology.

Recurrence relation based session key generation.

Myriad session keys were generated for discrete telemedicine sessions.

Data encapsuled secret sharing enabled COVID-19 telemedicine.

Generation of partial secret shares based on mask matrix and confusion matrix.
COVID-19 telemedicine: Resistance against the intruders.

Evaluation of time complexity of individual modules.

Standard graphical analysis against intruding.

Cryptographic time has been calculated.

Comparison against the existing techniques.

Patients’ data analysis has been carried out.

8 Proposed Cryptographic Engineering Technique

Here, the cardiac reports of the patients were being converted into binary matrix by a built
in function. A user- defined mask matrix has been generated for every transmission ses-
sion. In this paper, a mask generation matrix has been proposed for the encrypting the car-
diac data. The binary matrix would be successively bitwise XORed with the binary mask
matrix to generate a confusion matrix needed at COVID-19 telemedicine. Furthermore,
each row of the mask matrix is being ANDed with the confusion matrix, in order to gener-
ate secret shares. At the receiver end, at least k numbers of partial shares are mandatory to
reconstruct the original cardiac report [39].

This technique has raised the level of performance in terms of medical data transmis-
sion. A better treatment opinion is easily available through this technique in case of more
critical patients.

@ Springer



Cryptographic Engineering on COVID-19 Telemedicine: An... 3175

Proposed Algorithm 1: Secured Encryption of Cardiac Data
Requirement(s): Cardiac Report of a patient (CR.pdf)
Input(s): No.of Doctors (n), Threshold (k)
Output(s): No.of Partial Ciphered Shares (n)
/* Session Key Generation*/
SK[128]« Call Session Key Module()
/* User — defined masking generation */
SetP=n;_, &Q=n
Fori = 1toP
Forj = 1toQ
MaskedMatrix[P][Q] = Call MaskGeneration(n, k)
End for
End for
/* Cardiac Reports to Binary Matrix Convert */
Fori= 0to Row_len
For j = 0to Colm_len
Repli][j] = Call Convert_to_Bin( CR.pdf )

End for
End for
/* Confusion Matrix Generation */

Call Confusion_Mat_Gen(MaskMat[n][nc,_, 1), Rep[r][c])
/* Partial secret shares by bitwise AND operation */
Setk=1landm=1
Fori = 1toQ

Forj = 1toP
SecretShares|i][j] = MaskedMatrix[i][j] AND Rep|[k][m]
jej+1
ke k+1
mem+1
End for
i—i+1
End for
/* Encapsulation of Secret Shares x/
Fori= 0to ng,_,

Encapsuled Share < Call Head Tail Encapsule( Secret Share[i][ ], SK[128])
End for
/* Final Transmission of Secret Shares */

Fori= 0to ng,_,

Ciphered Share <« AES( Encapsuled Share[i][ ], SK[128])

End for

In the above stated algorithm 1, patient’s clinical cardiac report was binary coded
by a function. A mask matrix on the fixed number of recipients has been generated for
different online session. The said mask generation matrix has been used for encryption
of their clinical data. The output matrix would be bitwise XORed with the mask matrix
to generate a confusion matrix. Taking each row of the mask matrix, the partial secret
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shares were generated based on the confusion matrix. An encapsulation of all the indi-
vidual shares were done using Head-Tail Encapsule ( ) method. Lastly, those shares can
be transported to different recipients using AES encryption based on the proposed ses-
sion key. The session key has been proposed on the recurrence relation.

8.1 Proposed User-Defined Mask Generation Method

The mask matrix [40, 41] of the order n * "C,_; has been called to generate the confu-
sion matrices. The algorithm for said masking function is given below.

Proposed Algorithm 1.1: User — Defined Mask Generation
Input: No.of Secret Shares (n) & Threshold (k)
Output: MaskMatrix[n][nCk — 1]
T= 2",D="Cy, kl= k2=1i =0,H = Half + 1,Midl = Floor_Of (0+ (D—1)/2)
do {
T «T-1
BIN[n] = Call ConvertBinary (i)
If (CountOne (BIN [n]) = 3) then
INDICES [k1++] =T
End if
}while(T = 1)
INDICES [D] « { INC SORT(INDICES [0, H]} Merge {INC SORT (INDICES [H + 1],D — 1)}
do{
INDICES2 [k2 + +] « INDICES[i]
INDICES2 [k2 + +] « INDICES [j]
ie—i+1
jej+1
} while (i <= Mid1 AND H<= D —1)then
ForR =1 to "Cy
Mask[R][ ] < Convert to Decimal(INDICES[ INDICES2[R]])
End for
Mask [n][D] « Convert to Transpose(Mask[D][n])

In the above algorithm, a mask matrix has been proposed. It comprised of n number
of shares. The dimension of such matrix is given by n * "C, ; A decrementing loop will
be executed from "C, ; to zero. In every iteration, the number of ones will be counted.
Those satisfying with three will be selected for the mask matrix formation. At last,
increasing sort will be done on the stored array. Finally, the matrix will be generated on
the transpose operation itself for n number of recipients. In this COVID-19 telemedicine
system, this matrix is used to generate the confusion matrix. Let n=35, and k=3, the
mask matrix will look like as in the row-major format in the following Fig. 4.

For example consider a data (D) of ten bytes long be like COMSCMUCWC'. The fol-
lowing Table 1 will provide the OR operation performed on the mask matrix of Fig. 1
and data (D).

[ 1010101011 | 1011110100 | 1100011110 | 0111001101 | 0101110011 |

Fig.4 Row-major of mask matrix
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Table 1 OR operation on mask

matrix Share 1 1 0 1 0 1 0 1 0 1 1
Data(D) C O ™M S C M U C W C
Share 2 1 0 1 1 1 1 0 1 0 0
DataD) C O M S cC M U C W ¢C
Share 3 1 1 0 0o 0 1 1 1 1 0
Data(D) C O M S cC M U C W ¢C
Share 4 0 1 1 1 0 0 1 1 0 1
Data(D) C O M S cC M U C W ¢C
Share 5 0 1 0 1 1 1 0 0 1 1
Data(D) C O M S cC M U C W ¢C

[ coMoCcoUuOWC [ CoMSC0C00 | CO000MUCWO | 00MS00UCOC | 000SCMOOWC |

Fig.5 Result of OR operation as row-major

The resultant individual shares will be of double length where first row is being
attached first followed by OR operations of the above matrix, as given in the following
Fig. 5.

It is very much obvious that each share will contain some missing bytes and those may
be retrieved by accumulation of threshold k number of shares.

8.2 Proposed Session Key Generation Based on Recurrence Relation

Recurrence relation is defined as a sequence of linear function of earlier terms. There are
two types of recurrence relations: a) linear recurrence relation, and b) linear non homoge-
neous recurrence relation [42].

Linear recurrence relation is a homogenous recurrence relation of degree k with con-
stant coefficients is of the form b, = d,b,_, + d,b,_, + -+ + d;b,_;, where d,, d,, ... ,d, are
real numbers, and d,, # 0. b, is expressed in terms of the previous k terms of the sequence.
Let b, =d,b,_, +dyb,_; + --- +d;b,_, be an assumed linear homogeneous recurrence.
It has been assumed that the sequence term b,, satisfies the recurrence formula. Also the
sequence term b/, satisfies the given recurrence formula. So,p, = b, + b/ and p, = tb, are
also sequences that satisfy the recurrence, t may be any constant value.

Linear non-homogeneous recurrence is a non-homogenous recurrence rela-
tion [11] with constant coefficients is a recurrence relation of the form
a,=da,_ +dya, ,+ - +dia, , +gmn), where dy,d,,...,d, real num-
bers, and g(n) is a function depending only on n. The recurrence relation
a,=da, +dya, ,+ - +d, ,a,_,, is called the associated homogeneous recurrence
relation. Here the concept of recurrence relation is used for random number generation that
has been implemented for the session key generation in this paper. This novel idea of key
generation is a unique concept in discrete mathematics [43, 44].

This module focuses on the process of session key generation for medical data encryp-
tion. This key is used in confusion matrix generation. Here the concept of non-homoge-
neous recurrence relation is used for the said key generation module. At first session key
is XORed with symmetric key and then divide into » number of shares using mask matrix

@ Springer



3178 J.Deyetal.

and then each share of session key is transmitted to receiver end attached with each share
of message.

Proposed Algorithm 1.2: Recurrence Relation based Session Key Generation
Input(s): - Seed values, coef ficient value and non homogeneous recurrence equation.
Output(s): - Session Key
n: Total random numbers,
m: Total no.of coef ficients in non — homogeneous recurrence relation
Fori=0tom
c[i] = get_coeff O
ali] = get_seedVal ()
End for
Ir = get_largestPrimeFact (a[2] XOR c[3]). // a[2] & c [3] are selected at random
al0] = a[0] XOR Ir
Fori=1tom
ali] = {(a[i]XOR a[i — 1]) XOR Ir}
End for
Fori=3ton
ali] = get_val (rec_Funct (i))
If (ali] < 0)
ali] = ali]
End if
rli] = a[i]
F = ((((a[i]XOR c[1]) XOR ¢[3]) XOR ¢[5]) XOR ...c[m])
alil = f
End for
If (n>=3)

r[n] = get_shuffle(r[n]) / r[n] is the session key.
End if

The above mentioned algorithm 1.2 has described about the recurrence relation and ses-
sion key generation from that recurrence relation. Session key means, it varies with times
that is it may change with respect to time for medical transactions. We can generate differ-
ent session key by changing different constant terms of recurrence relations. The applica-
tion of recurrence relations in session key generation is a novel approach in this article.

8.3 Proposed Confusion Matrix Generation

The proposed technique implies XOR operation of each rows of the masked matrix on the
cardiac report binary matrix. Confusion matrices will be thus generated before transmis-
sion in this corona virus pandemic time. The following algorithm will explain the concept
of confusion matrix.
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Proposed Algorithm 1.3: Confusion Matrix Creation
Input: Masked Matrix: MaskMatrix[n][n, ),

Binary Cardiac Report(Rep[][]), Session Key (SKey128])
Output: '1' number of Confusion Matrix
Set Row « Call ReturnRow (Rep[r][c])
Set Colm « Call ReturnColumn (Rep|[r][c])
Fori= 0to (Row- 1)
Forj= 0to Colm-1
ConfusionMat[i][j] « Call XORBitwise (Repli][j], MaskMatrix[n][ ], SKey[128])
Setj =j+1
End for
Seti=i+1
End for

This algorithm 1.3 has shown how to create confusion matrix using session key and
binary file. The concept of matrix operation has been used to create confusion matrix. Here
bitwise XOR operation was used on mask matrix, session key and binary file. The number
of rows and columns were taken from binary cardiac file. This matrix helps to increase the
ambiguity in the proposed cipher text.

8.4 Proposed Encapsulation of Secret Shares

This sub-section deals with the encapsulation of the individual secret shares into a pro-
posed shield structure of Head-Tail. An art of wrapping the secret shares into a different
layered structured of single unit before the final departure of the shares in the wireless
domain is done through this share encapsulation. Two different structures of head and tail
are added at the front and rear of each share respectively. It is deliberately done to make the
secret shares more protected against the task of intruding. The following Fig. 6 represents
the block diagram of the said concept.

Algorithm 1.4: Encapsulation of Secret Shares into Head — Tail Structure
Input(s): Session Key: S_Key [128]

Output(s): Head-Tail Concatenation with Encrypted E-Data

Assign SKeyl, SKey?2.

SKeyle< S_Key[0 ... 63], SKey2 « S_Key2 [64 ... 128]

C « ToCharacter(S_Key2[64 ...127])

m = ASCII (C)

Header « ((SKeyl [] XOR SKey2)) << (m MOD Strlen(SKey))

ColmnEl « get_2ndColmn (S_Key[128])

Tailer « Bitwise XOR-OPR(ColmnEl, SKey2) // ColmnEl is XORed with SKey? bit by bit

‘ Ciphered Secret Shares Tail Part

Fig.6 Encapsulation of secret shares into proposed head-tail structure
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In this paper we have used a frame format for shared message transmission. This frame
format is created using algorithm 1.4. Here header and tailer part is created using session
keyl and session key2. 2nd column elements are taken from session key2 and are used in
the creation of tailer.

9 Block Diagram and Flow Chart of the Proposed Methodology

In this section, the schematic block diagram of the proposed technique has been given
below in Fig. 7. It represents the flow control of the proposed COVID-19 telemedicine
system.

The above stated Fig. 7a depicts the flow control of the proposed technique. The clinical
investigation reports were transformed into binary format initially. Mask matrix has been
proposed for every medical transaction time period, which in turn would be applied for
encryption of the patients’ reports. The binary report matrix would be XORed bitwise on
succession with the mask matrix to have a confusion matrix. It is needed for encryption in
the proposed COVID-19 telemedicine. Moreover, each row of the mask matrix has been
ANDed with the confusion matrix to create the proposed secret shares. During the regen-
eration process, minimum k numbers of secret shares are compulsory. Another round of
encapsulation was done on all the proposed secret shares using proposed structure. Recur-
rence relation was used to generate the proposed session key. Finally through classical
encryption technique, those shares would be transmitted to n number of recipients. The
medical data transmission in such proposed technique would be enriched.

The following Fig. 7b will present the flow chart of the proposed encryption technique
on COVID-19 telemedicine.

In the above Fig. 7b, we have made a flow chart on the proposed engineering technique.
Different tools of the flow chart were used to specify its operations.

10 Result Sections

The decimal precision was taken in accordance with the standards of IEEE 754 in this
paper. The following configurations were taken into consideration for obtaining the results
here.

Processor name: Intel Core (19)—Xth generation, Processor Speed: 2.6 GHz, HDD:
1 TB, RAM: 28 GB, Operating System: Windows 10; 64 bits, Programming Language:
Python 3.9.1. Obviously, there are a few reasons for selecting Python as our programming
language. They are: enhanced library system, open source, portability, easy to develop,
interpreted language, etc. As we know that Python is a very simple, versatile, open source,
and flexible language to use. It contains extended collection of system libraries. Even, any
library can be installed immediately with a single command. Such programs are portable
in nature that could be executed on different systems. Thsese are the reasons that we have
opted for Python 3.9.1 rather than other high level languages such as C, C+ +, Java, C#,
etc.

In the following sub-sections, the efficacy results have been presented with its impli-
cations. The objective of this section is to have favorable outcomes while designing the
COVID-19 pandemic telemedicine security and privacy issues. Different set of tests were
conducted on the proposed technique to substantiate its efficiency.
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Fig.8 Histogram of ECG report

10.1 Case of Histogram Analysis

The clinical signal online database has been used in this study for different sets of tests to
establish its efficiency and effectiveness [45]. Histogram analysis has been carried out at
this proposed technique. How binary values of 1 s and O s of a cardiac report are spread,
this has been studied. A graphical representation of frequency distribution inside the car-
diac file has been shown in following Fig. 4. The distribution of data i.e. peaks; spreads
and symmetricity is not relevant. The peaks bars represent the maximum occurrences and
spreads represent the information variation. The results as per histogram obtained at the
following Fig. 8 are neither skewed and nor well distributed.

Different cardiac reports were analyzed in this proposed technique with such extensions
likes of.pdf,.txt,.doc, etc. This technique is valid in telemedicine systems that between
threshold numbers of doctors, the original patients’ cardiac file cannot be generated [46].
So the confusion matrices are more intelligent enough to make the intruders fool. Each
confusion matrix is nothing but a double dimensional matrix of 1 s and 0 s. Only the valid
doctors can open the file that is needed for patients’ treatments. Thus, the proposed confu-
sion matrix generation technique may be accomplished as a COVID-19 Telemedicine.

The bar graphs observed in the above Fig. 8 are not appropriate in terms of patients’
data security. However, the fruitfulness of the proposed technique in terms of histogram in
given in the later sub-Sect. 10.4.

10.2 Case of Autocorrelation Analysis

Analysis of autocorrelation of different types of source files was carried out in this paper.
Autocorrelation of a plain file is an index of the similarity at various levels. Autocorrela-
tion of source file without encrypting through proposed technique is given at the following
Fig. 9.

From the above figure, it can be said that there exists similarities in the characters inside
the source file. Moreover, the utility of the proposed cryptographic technique is illustrated
in the later sub-Sect. 10.4.

10.3 Case of Floating Frequency Analysis

In this sub-section, the analysis of floating frequency of the source files was carried out.
The local information content inside the file is shown here in graphs. It means how many
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Fig. 10 Floating Frequency of ECG report

varieties of sixty four characters are present in the source medical file. Figure 10 shows the
floating frequencies of the same file without any proposed encryption.

The robustness against the intruders of the proposed method is mentioned in the later
sub-Sect. 10.4.

10.4 Contrast in Terms of Histogram, Autocorrelation, Floating Frequency

In the following Table 2, there has been the histograms, autocorrelations, and floating fre-
quencies of the same source file for n number of secret shares. These graphs were derived
when encrypting the file with the proposed technique.

The above stated histograms, autocorrelations, and floating frequencies of the secret
shares developed by proposed methodology are showing equivalence distribution of the
data of a shared cardiac source file. This proves the robustness of the proposed technique in
this global pandemic. This cryptographic method on heterogeneous reports safeguards the
different Man-in- the middle attacks [47, 48]. Intruders will get no clues from the gener-
ated cipher texts inside the wireless networks.

10.5 Correlation Analysis

In this sub-section, the correlation between ASCII difference and total number of changed
characters has been carried out on different sets of cardiac files. A secured cryptographic
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Table 2 Histogram, autocorrelation, floating frequency analysis of different proposed shares

Proposed Histogram of Proposed Autocorrelation of Floating Frequency of
Secret Share Share post encryption Proposed Share post Proposed Share post
INumber encryption encryption

T™S1 e — —

Rl

T™$2 ——

T™S$3 _
I

TM$4 -

T™S$5

engineering technique should transform a text file (.pdf,.docx,.txt,.xls, etc.) into a rand-
omized encrypted file with low correlation. The formula for Pearson correlation coefficient
[48] is given at the following Eq. 1.

- ZLl(xi =x) % ;=N
cor \/Z?:l(% _ x,)z " (yi _ y/)z

(D

Here, ., means the coefficient of correlation, x;, y; are the values of x and y in the data
file respectively, x’, y" are the average of x and y data respectively. The rule of thumb which
is used to draw the impact in this respect is given at the following Table 3.

The above stated table contains the different ranges of the correlation coefficient values
and its impact. The correlation values are given below at the Table 4, when computed on
different heterogeneous files. The significance of the session key may be drawn from the
following table.

The above stated tables contains the headers as Name of Input(s), SD of X Values, SD
of Y Values, Correlation Coefficient(r), Coefficient of determination, Significance of Test
Value, and Standard error slope values. Here X and Y denote the number of changed char-
acters and ASCII differences respectively. The Pearson correlation coefficient gives the
strength and course of the straight connection between two factors. From the above Table 2
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Table 3 Impact of correlation

S1. No Range of Correlation Impact of Correlation
1 —0.90 to —1.00 Very high negative or positive
or
+0.90 to+1.00
2 —0.70 to —0.90 High negative or positive
or
+0.70 to+0.90
3 —0.50 to —0.70 Medium negative or positive
or
+0.50 to+0.70
4 —0.30to —0.50 Low negative or positive
or
+0.30 to+0.50
5 0.00 to —0.30 Very low negative or positive
or
0.00 to+0.30
Table 4 Data analysis on correlation
Name of SD of X Values SD of Y values Correlation  Coefficientof  Significance Standard error

input(s) coefficient ~ determination  of test value slope values
(® (%)
Fl1 45.89 200.05 -0.426 18.2 -1.33 1.394
F2 44.90 187.07 -0.420 18.2 —1.34 1.389
F3 44.90 185.07 -0.420 18.2 —1.34 1.389
F4 45.86 180.09 -0.422 19.0 -1.32 1.400
F5 45.56 181.76 —-0.399 17.1 -1.35 1.402
F6 46.34 190.45 —-0.398 18.1 -1.33 1.399

Fig. 11 Graph on correlation

analysis

RERITE

= SD of X values

m SD of Y values

it has been seen that the estimation of correlation coefficient among X and Y is—0.362
which is less than 0.0. This shows that there is a solid negative connection between the fac-
tors or the factors may have a nonlinear relationship. The relationship is negative in light
of the fact that, as one variable expands different abatements [38]. In any case, from the
disperse plot given in Fig. 11. There is nonlinear relationship exists between two factors

(X, Y) from the above presented table.
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10.6 Chi-Square Context

The contrast between the noticed recurrence of characters and the genuine recurrence of
characters is known as Chi-Square test. Individual Chi-Square computations were made on
the different shares as generated by the proposed technique. The Eq. 2 shown below per-
forms the said computation.

(OFC, - AFC;)’
Z @)
Table 5 Chi-Square values on Source file number Secret share number Proposed
the proposed set of secret shares secret
share

F1 TMS$1 292
T™MS2 139
TMS$3 647
T™M$4 140
TMS$5 65

F2 TM$1 206
T™MS$2 102
TMS$3 552
T™M$4 273
TMS$5 94

F3 TMS$1 512
T™MS2 216
TMS$3 855
T™M$4 206
TMS$5 81

F4 TM$1 380
T™MS$2 212
TMS$3 686
T™MS$4 243
TMS$5 65

F5 TM$1 321
T™S$2 178
TMS$3 811
T™M$4 197
TMS$5 60

F6 TMS$1 347
TMS2 205
TMS$3 565
T™M$4 339
TMS$5 58
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Table 6 Indexing on NIST

Name of the NIST Proposed test code
Frequency TEST@01
Frequency (block-wise) TEST@02
Run TEST@03
Longest run ones in a block TEST@04
Binary matrix run TEST@05
Discrete Fourier Transformation TEST@06
Non overlapping template matching TEST@07
Overlapping template matching TEST@08
Maurer’s universal statistical TEST@09
Linear complexity TEST@10
Serial TEST@11
Approximate entropy TEST@12
Cumulative sum TEST@13
Random excursion TEST@14
Random excursion variant TEST@15

Table 7 Statistical tests on

Source file number 1 Proposed test code  Session key with  Percentage ~ Outcome

p-value > =0.05 (1: True, O:
False)
TEST@01 909 90.9 1
TEST@02 857 85.7 1
TEST@03 871 87.1 1
TEST@04 802 80.2 1
TEST@05 914 914 1
TEST@06 793 79.3 1
TEST@07 959 0.9590 1
TEST@08 751 75.1 1
TEST@09 869 86.9 1
TEST@10 793 79.3 1
TEST@11 884 88.4 1
TEST@12 961 96.1 1
TEST@13 774 774 1
TEST@ 14 812 81.2 1
TEST@15 873 87.3 1

where, OFC; and AFC; means the existing occurrence and the contemplated occurrence of
ith character respectively in the share.

The above stated Table 5 is comprised of the following table headers as Source File
Name, Secret Share Number, and Proposed Secret Share. It may be stated that the proposed
technique of secret sharing based on recurrence relation for COVID-19 transmission pro-
vides good quality of cryptographic encryption in terms of Chi-Square values.
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Table 8 Statistical tests on

P s ion ki ith P 1:
Source file number 2 roposed test code  Session key wit ercentage  Outcome (

p-value> =0.05 True,0:False)
TEST@01 899 89.9 1
TEST@02 874 87.4 1
TEST@03 915 91.5 1
TEST@04 960 96.0 1
TEST@05 872 87.2 1
TEST@06 863 86.3 1
TEST@07 914 91.4 1
TEST@08 954 95.4 1
TEST@09 854 85.4 1
TEST@10 915 91.5 1
TEST@11 923 92.3 1
TEST@12 939 93.9 1
TEST@13 848 84.8 1
TEST@14 864 86.4 1
TEST@15 867 86.7 1

Table 9 Statistical tests on

Source file number 3 Proposed test code  Session key with ~ Percentage ~ Outcome

p-value > =0.05 (1: True, O:
False)
TEST@01 919 91.9 1
TEST@02 867 86.7 1
TEST@03 845 84.5 1
TEST@04 896 89.6 1
TEST@05 916 91.6 1
TEST@06 920 92.0 1
TEST@07 915 91.5 1
TEST@08 975 97.5 1
TEST@09 864 86.4 1
TEST@10 871 87.1 1
TEST@11 922 922 1
TEST@12 902 90.2 1
TEST@13 858 85.8 1
TEST@14 960 96.0 1
TEST@15 932 93.2 1

10.7 Statistical Strength of Session Keys

NIST Test Suite [49] is a statistics package comprised of fifteen tests. Its objective is to
determine the randomness of recurrence relation session key proposed in this paper.
Robustness of the session key is determined by these tests. Six different category source
files were tested through seventy five set of session keys. Average values are being noted in
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Table 10 Statistical tests on

Source file number 4 Proposed test code  Session key with ~ Percentage =~ Outcome

p-value> =0.05 (1: True ,0:
False)
TEST@01 929 92.9 1
TEST@02 877 87.7 1
TEST@03 905 90.5 1
TEST@04 936 93.6 1
TEST@05 884 88.4 1
TEST@06 896 89.6 1
TEST@07 909 90.9 1
TEST@08 958 95.8 1
TEST@09 934 93.4 1
TEST@10 892 89.2 1
TEST@11 932 93.2 1
TEST@12 957 95.7 1
TEST@13 918 91.8 1
TEST@14 849 84.9 1
TEST@15 973 97.3 1

Table 11 Statistical tests on

Source file number 5 Proposed test code  Session key with ~ Percentage ~ Outcome

p-value > =0.05 (1: True, O:
False)
TEST@01 869 86.9 1
TEST@02 906 90.6 1
TEST@03 896 89.6 1
TEST@04 872 87.2 1
TEST@05 987 98.7 1
TEST@06 954 95.4 1
TEST@07 935 93.5 1
TEST@08 855 85.5 1
TEST@09 879 87.9 1
TEST@10 974 97.4 1
TEST@11 847 84.7 1
TEST@12 963 96.3 1
TEST@13 908 90.8 1
TEST@14 864 86.4 1
TEST@15 852 85.2 1

the following Tables 7, 8, 9, 10, 11 and 12 as per our simulations done. The accompanying
Table 6 is the list table of the fifteen measurable statistical tests.

The NIST test suite has been comprised of fifteen in-built statistical tests. In order to
prove higher robustness of our proposed session key, we have used those fifteen tests.
For our convenience, such fifteen tests have been renamed as TEST@01, TEST@02, ...,
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Table 12 Statistical tests on

Source file number 6 Proposed test code  Session key with ~ Percentage =~ Outcome

p-value> =0.05 (1: True, O:
False)
TEST@01 884 88.4 1
TEST@02 857 85.7 1
TEST@03 957 95.7 1
TEST@04 902 90.2 1
TEST@05 880 88.0 1
TEST@06 924 92.4 1
TEST@07 885 88.5 1
TEST@08 904 90.4 1
TEST@09 860 86.0 1
TEST@10 978 97.8 1
TEST@11 952 95.2 1
TEST@12 938 93.8 1
TEST@13 916 91.6 1
TEST@14 960 96.0 1
TEST@15 913 91.3 1

TEST@15, as stated in the above Table 6. All fifteen tests were successfully conducted on
our proposed scheme. No limitations on the test numbers were done here.

The above stated Tables 7, 8, 9, 10, 11 and 12 contain the table headers as Test Code,
Session Key with p-value > =0.05, Percentage and Outcome.

10.8 Patients’ Data Security Analysis

This sub-section explains the security of the medical data in this COVID-19. Recurrence
relation based sesion key has been generated for the cryptographic engineering domain.
The use of proposed confusion shares had redued the chances of stealing from different
unknown malicious agents. Different types of attacks on the patients’ confidential data
against the proposed system have been briefly stated.

Dos Attacks on Patients’ Data: In this proposed strategy, the fractional mystery por-
tions of the COVID-19 telemedicine was dispersed to all the partaking machines
inside the gathering of known users. An indepndent hub has no advantage to remake
the information without collaboration from the others. Consequently, the remaining
task at hand of every hub has been diminished. Accordingly, the proposed method
can effieciently withstand Dos assaults under such COVID-19 telemedicine.
Mid-way Intervene Attacks on Patients’ Data: Insightful transportation systems
were conveyed in this proposed strategy of recurrence relation based session key in
COVID-19. The sent information might be meddled by the outer intruders. The pro-
posed COVID-19 telemedicine do opposes against the impedance assaults. The ses-
sion key that was generated here have been tried to detect under various statstistical
properties [50, 51]. But the results were failed to its strong efficiency.
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Replay Attacks on Patients’ Data: This proposed method can oppose against the
replay assault by the intruders. Since the cardiac reports was broken and scrambled
into fractional offers, at that point it would not be conceivable to recover except if
the edge shares are being summarized. That implies no single hub contains all the
information. In the event of hub being compromized, the misfortune the information
burglary has been checked here strongly.

Man-in-the Middle (MITM) Attacks on Patients’ Data: As a foe segment, gatecrash-
ers are dynamic to take those patients’ significant information inside the organiza-
tion. To unscramble the information, gatecrashers need all the minimum number of
offers to uncover the data. Yet, this would not be possible because of the quantity of
partaking and threhols shares are kept covered up.

Session Key Fitness: The session key has been generated through recurrence relation
and ships off all the partaking hubs in a similar gathering of known users. Before that
it has been checked by the NIST suite [49]. Thus, this proposed method guarantees
genuine haphazardness in the session key.

In comparison with the previous works, the proposed technique has better efficacy in
terms of the patients’ data security. Chen C.L. et al. [25] had not compared their technique
on data security. But our technique has been tested under the NIST suite for the proposed
set of session key. The proposed p-values are within the normal limits as shown in the
above sub-section.

10.9 Brute Force Attacks

Efficient management of key space makes the brute force attack [46] infeasible. In this
attack, attacker tries to translate the cipher text into plain text using every possible key. On
average, half of all possible keys are enough for achieving success. Algorithms are known
to all in most networking system but brute-force attack will impossible if the algorithm uses
large key space. Presently, the fastest super computer is Japan’s Fugaku having speeded
415.53petaflopsi.e.415.53x10" floating point operations per second. Let us consider each
trial requires 2000 FLOPS to complete one check. So number of trials complete per second
is: 207.77x10'2. The quantity of seconds in a year is:365 * 24 * 60 * 60 = 31, 53, 600sec.

Now from the above stated key space the formula for breaking the session key is
2€+(207.77 * 10" * 3153600) = Y; where Y denotes number of years required. When C
increases then Y increases i.e. (C oY), where C is the session key length. Thus for large
key length it is very difficult to decode the session key. A cipher text with such a long key
space is sufficient for reliable practical use in this corona virus era. It proves that a session
key is good enough to overcome the brute force attack due huge computation time needed.
Meena U. et al. [26] had tried to demolish the data security challenges. But they had not
worked on Brute-Force attacks. In this paper, Brute-Force attack has been considered with
the proposed recurrence relation based session key. More compatible security efforts are
bare minimum requirements in any cryptographic system [52]. Hence it would be very effi-
cient in developing the COVID-19 telemedicine where patients’ confidentiality is an inte-
gral factor.
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Table 13 Flip in a bit results in

ber of bits ch din cioh Range of bit position Total no. of keys  Affected no. of

number of bits changed in cipher (Class interval) (Frequency) bits on cipher
text text

0-15 4 47

16-31 11 95

32-47 14 70

48-63 8 48

64-79 6 103

80-95 16 115

96-111 9 79

112-127 7 95
Fig. 12 Graph for flipping effect 140
on keys 120

100

80 ~—o— Total No. of Keys

—m— Affected no. of bitsin
a0 cipher text

10.10 Differential Attacks

Intruders comprehensively endeavor to derive any sort of heuristics between the proposed
cipher text and unique cardiac files. The set of seventy five session keys generated through
proposed recurrence relation were tested under the differential attacks. A flip in the session
key would incredibly change the entire composition of the cipher text. Thus, intruders are
not in a good position for correct predictions. The following Table 13 contains the rand-
omized sampling done for this purpose. The length of recurrence relation session key is
128, which is further used as AES encryption in the COVID-19 telemedicine. The follow-
ing table has been done on an arbitrary message of nominal size. There exists a frequency
of keys extracted according to the flips occurred in the bits positions.

The above mentioned Table 13 is composed by the following table headers as Range of
bit position (Class Interval), Total No. of Keys (Frequency), and Affected No. of bits on
cipher text. Graphical representation of the above stated table has been made at the follow-
ing Fig. 12.

The above stated graph of Fig. 12 shows the differential attacks on the proposed
COVID-19 telemedicine. When compared to other works, this work has gained its positiv-
ity. Sarkar et al. [29] has not considered differential attacks on their proposed biometric
key. But in this paper, we have shown the differential attack, and its resistance against such
attack.
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Table 14 Entropy observations Sl no

T f fil Entr i Entr t
on pre and post-encryption ype of source file ntropy prior ntropy pos

encryption encryption on all
shares

1 PDF FILE 6.23 7.05
7.11
7.20
7.06
6.92
2 DOC FILE 5.44 7.16
7.21
6.92
7.09
7.36
3 TXT FILE 4.56 6.90
7.00
6.25
6.84
7.14
4 JPEG FILE 6.58 6.20
7.11
6.75
7.34
7.08
5 ZIP FILE 3.27 6.11
7.19
7.28
6.56
6.20
6 PNG 5.69 7.56
7.20
6.90
7.36
6.51

8
7 B E— f—
6
5 W Entropy Prior
4 Encryption
3 W Entropy for post
2 encryption
1
[¢] T T T T T |
1 2 3 4 5 6
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Table 15 Proposed Average

e o e
(ms) (ms) graphic time (ms)
time (ms)
1 F1 291.64 175.28 469.92 6.27
2 F2 217.25 157.20 374.45 5.00
3 F3 307.50 195.38 502.88 6.71
4 F4 196.31 165.07 361.38 4.81
5 F5 269.15 223.97 493.12 6.58
6 F6 348.32 311.84 660.16 8.80

10.11 Analysis of Entropy

Entropy of a cardiovascular report file is the degree of distribution in terms of 256 ASCII
characters. Generally in ordinary file, it doesn’t contain all 256 characters at uniform dis-
tribution. The proposed encryption transforms the highly appeared characters to sparsely
appeared characters at random. The following Table 14 shows the entropy of the cardiovas-
cular modules prior and post encryption. After encryption the entropy value is approaching
the maximum limit of eight, which is acceptable.

The entropy graph on different set of files based on the above table is shown in the fol-
lowing Fig. 13.

Table 16 Cryptographic time comparison with existing methods

SI.no. Fileno Encryption time (in ms) Decryption time (in ms) Total cryptographic
time ( in ms)

3DES AES Proposed 3DES AES Proposed 3DES AES Proposed

1 F1 428.34 284.07 291.64 242.57 17423 175.28 67091 458.30 469.92
2 F2 365.11 211.45 217.25 310.25 160.58 157.20 675.36  372.03 374.45
3 F3 502.69 309.25 307.50 347.19 189.55 195.38 849.88 498.80 502.88
4 F4 263.17 189.61 196.31 30041 153.16 165.07 536.58 342.77 361.38
5 F5 623.05 248.53 269.15 342.12 22190 223.97 965.17 470.43 493.12
6 F6 631.41 34230 348.32 527.08 305.00 311.84 1158.49 647.30 660.16
Fig. 14 Comparison chart about 800

encryption time (ms)

=¢—3DES
Il —@—AES

Proposed
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Fig. 15 Comparison chart about 600
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The entropy post encryption has been computed as average values of all the shares.
From the above mentioned figure it can be concluded that the proposed encryption has
yielded much higher results if compared with pre-encryption.

10.12 Cryptographic Time

Using the proposed cryptographic technique on COVID-19 telemedicine, the transmission
of the medical data, clinical reports, and prescriptions is possible to the physicians through
online mode. The cryptographic time needed is another crucial index towards the effective-
ness of the proposed technique [39]. It includes both the encryption time and decryption
time. Six different source files were encrypted through proposed set of seventy five session
keys one by one. The following Table 15 contains the average cryptographic time for the
said files.

The above stated Table 15 contains the following table headers as Sl. No., File No.,
Encryption Time (ms), Decryption Time (ms), Total Cryptographic Time (ms), and Aver-
age Cryptographic Time (ms). The average cryptographic time of the proposed engineering
technique has been noted in the last column, which is acceptable.

In the next Table 16, a comparison has been exclusively made with respect to the exist-
ing cryptographic methods. Six input files of heterogeneous data were considered here.
The proposed technique on COVID-19 telemedicine has performed with better outputs.

In the following Figs. 14, 15 and 16, a comparison graphs were plotted on the proposed
technique with respect to classical techniques. Initially, the encryption graphs were drawn
at the following Fig. 14.

Then, the decryption graphs were drawn at the following Fig. 15 on the data cited at the
above Table 16.
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Table 17 Modular time complexity generation

Module no Proposed module name Module’s time Remarks (if any)
complexity
1 Recurrence session O(nlogn) n is the number of shares
key generation
Mask-generation O(nlogn) n is the number of shares
3 Binary file conversion O(r = ¢) r and c are the dimensions of the file
Partial encrypted O(nlogn) n is the number of shares
share generation
5 Share encapsulation O(n) n is the number of shares
Final AES encryption O(n) n is the number of shares

Finally, the cryptographic graphs were plotted at the following Fig. 16 on the same data
that has been mentioned at above Table 16.

All the above stated graphs at Figs. 14, 15 and 16 have close par performance to the
existing encryption techniques. This proves the efficacy of the proposed cryptographic
technique on COVID-19 telemedicine.

10.13 Time Complexity Evaluation of the Proposed Technique

The time complexity of any software is a vital aspect for its acceptance. In the sub-sec-
tion, the time complexity of the proposed cryptographic method has been generated. This
method has been divided into six modules, namely, Recurrence Session Key Generation,
Mask-Generation, Binary File Conversion, Partial Encrypted Share Generation, Share
Encapsulation, and Final AES Encryption. The individual time complexity of each module
has been written in the following Table 17. By summing up, the overall time complexity of
the proposed method can be evaluated.

11 Comparative Statements

In this sub-section, two comparative tables were drawn. Firstly, where the proposed tech-
nique has been compared with the classical cryptographic algorithm likes of AES and
3DES [53]. The summary has been shown in the following Table 18. Secondly, the pro-
posed technique has been compared with the some of the existing related papers that were
cited in earlier section 4. The following Table 19 contains the summarized values in that
regard.

This section deals with a comparative tabular representation between the proposed
methodology and existing encryption algorithms i.e. 3DES and AES [53]. It has been
noted that the proposed method had provided efficacy results under the comparative study.
The following Table 18 contains the summarized comparison.

The above stated Table 18 has the table headers as Sl. No., Characteristics, 3DES, AES,
and Proposed Here. The block lengths and key lengths are (64,128, and Variable), and
(56/112/168, 128/192/256, 128) for 3DES, AES, and our technique respectively. The
number of rounds in their encryption technique are 48, 10, and 06. The key space size
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are 2°6/2112/2168 2128319213256 and 2128 respectively. Symmetric block was the cipher
text type used in 3DES and AES, while successive symmetric blocks were used in this
technique. Fiestel Network, Substitution Permutation Network, and proposed encapsuled
confusion secret sharing were implemented in 3DES, AES, and in this paper respectively.
3DES has the disadvantage of prone to Brute Force attacks, AES prone to Side Channel
attacks, whereas, the proposed technique may resist the intruding activities in COVID-19
telemedicine. The cryptographic times are slow, fast, and fast respectively. The significance
of the proposed technique is to have encapsuled secret sharing on all the proposed shares.
Dynamic block length has been adopted here. It has been done with an intention to con-
fuse the interlopers in a greater way. The encryption time recorded in this technique is
acceptable.

In the following Table 19, a comparative statement has been made against some of the
related papers that were cited in above Sect. 4. Thus, the efficiency of the proposed engi-
neering technique can be found at a glance when compared with the previous techniques.

12 Conclusion

An intelligent cryptographic technique [54, 55] on COVID-19 telemedicine has been pro-
posed with higher efficiency. During this corona virus pandemic, telemedicine has pro-
vided incredible services to the remote patients. In this paper, recurrence relation based
session has been proposed for encryption. The robustness of the session keys has been
checked under different sets of statistical tests. There will be partial encrypted shares pro-
duced for n number of physicians or cardiologists. Such partial shares are meaningless to
the intruders as they cannot decode the actual information. The original cardiovascular
report will be only generated if and only if threshold numbers of confusion matrices are
connected together. Low computation overhead incurred at encryption and a decryption
phase. In order to maintain the social distancing and lockdown constraints, telemedicine
has brought vibes to the patients’ treatment processes. In addition, such proposed system
is capable enough to curtail the chain of coronavirus transmission. Patients’ data are the
most key points under severe security mechanism. The total cryptographic time observed
here was noted as 469.92 ms, 3 ms74.45, 502.88 ms, 361.38 ms, 493.12 ms, and 660.16 ms,
which is fine as compared to the existing techniques. The results obtained in this paper
were acceptable in terms of fitness of session keys, standard graphical analysis, crypto-
graphic time, data attacks, entropy, correlation, etc.

13 Future Scope of Work

Artificial intelligence based automatic telemedicine unit may be further added into this
proposed technique. Thus, the involvement of the human beings will be reduced with more
time savings.

Acknowledgements Authors do acknowledge the moral and congenial atmosphere support provided by
Maharajadhiraj Uday Chand Women’s College, B.C. Road, Burdwan, West Bengal, India.

Funding No research funds were received.

@ Springer



3200 J.Deyetal.

Declarations

Conflict of interest The author declare that they have no conflict of interest.

Ethical Approval This article does not contain any studies with human participants or animals performed by
any of the authors.

References

10.

11.

14.

15.

16.

17.

Huang, L., Zhang, X., Zhang, X., Wei, Z., Zhang, L., Xu, J., et al. (2020). Rapid asymptomatic trans-
mission of COVID-19 during the incubation period demonstrating strong infectivity in a cluster of
youngsters aged 16-23 years outside Wuhan and characteristics of young patients with COVID-19: A
prospective contact-tracing study. Journal of Infection, 80(6), el—e13.

Rothe, C., Schunk, M., Sothmann, P., Bretzel, G., Froeschl, G., Wallrauch, C., et al. (2020). Trans-
mission of 2019-nCoV infection from an asymptomatic contact in Germany. New England Journal of
Medicine, 382(10), 970-971.

Jordan, R. E., Adab, P., & Cheng, K. K. (2020). Covid-19: risk factors for severe disease and death.
BMJ, 368, m1198.

Kadir, M. A. (2020). Role of telemedicine in healthcare during COVID-19 pandemic in developing
countries. Telehealth and Medicine Today. https://doi.org/10.30953/tmt.v5.187

dos Santos Puga, M. E., de Assis Reis, F. S., Milby, K. M., Pinto, A. C. P. N., Rocha-Filho, C. R., da
Rocha, A. P., Junior, N. C., Civile, V. T., Santos, R.R., Ramalho, G. S., & Trevisani, G. F. M. (2020).
Telehealth interventions in the context of the COVID-19 pandemic: Protocol for a scoping review.
120-134.

Ohannessian, R. (2015). Telemedecine : Applications potentielles ensituations epidemiques. European
Research in Telemedici-ne/La Recherche Européenne en Télémédecine, 4(3), 95-98.

Bokolo Anthony Jnr. (2020). Use of telemedicine and virtual care for remote treatment in
response to COVID-19 pandemic. Journal of Medical Systems, 44, 132. https://doi.org/10.1007/
$10916-020-01596-5

William, Stallings. (2015). cryptography and network security (pp. 111-155). Pearson India Educa-
tion Service Pvt. Ltd.

Singh, P., et al. (2014). Symmetric key cryptography: Current trends. International Journal of
Computer Science and Mobile Computing, 3(12), 410-415.

Billet, O., Gilbert, H., & EchChatbi, C. (2004). Cryptanalysis of a white box AES implementation.
In H. Handschuh & A. Hasan (Eds.), SAC 2004 LNCS. Heidelberg: Springer.

Kannan, Y. R. A, Prasad, S. A., & Varalakshmi, P. (2012). Cognitive symmetric key cryptographic
algorithm. In N. Chaki, D. Nagamalai, & N. Meghanathan (Eds.), Advances in computer science
and information technology. computer science and engineering. CCSIT lecture notes of the institute
for computer sciences social informatics and telecommunications engineering. Berlin: Springer.
Elliott, P. M., Anastasakis, A., Borger, M. A., et al. (2014). 2014 ESC guidelines on diagnosis and
management of hypertrophic cardiomyopathy: The Task Force for the diagnosis and management
of hypertrophic cardiomyopathy of the European society of cardiology (ESC). European Heart
Journal, 35, 2733-2779.

Maron, M. S., Rowin, E. J., Lin, D., et al. (2012). Prevalence and clinical profile of myocardial
crypts in hypertrophic cardiomyopathy. Circulation: Cardiovascular Imaging, 5, 441-447.

Naskar, P. K., & KhanChaudhuriChaudhuri, H. N. A. A. (2011). Ultra secured and authentic key
distribution protocol using a novel secret sharing technique. International Journal of Computer
Applications, 19(7), 68-81.

Park, D. K., Jung, E. Y., Park, R. W, Lee, Y. H., Hwang, H. J., Son, I. A., & Hu, M. H. (2011). tel-
ecare system for cardiac surgery patients: Implementation and effectiveness. Healthcare Informat-
ics Research, 17(2), 93-100.

Lee, K. H., & Kim, H. J. (2009). Fuzzy trust evaluation model for virtual telecare team. Journal of
the Society of Korea Industrial and Systems Engineering, 32, 112-119.

Chaudhry, S. I, Phillips, C. O., Stewart, S. S., Riegel, B., Mattera, J. A., Jerant, A. F., & Krumholz,
H. M. (2007). Telemonitoring for patients with chronic heart failure: A systematic review. Journal
of Cardiac Failure, 13, 56—62.

Springer


https://doi.org/10.30953/tmt.v5.187
https://doi.org/10.1007/s10916-020-01596-5
https://doi.org/10.1007/s10916-020-01596-5

Cryptographic Engineering on COVID-19 Telemedicine: An... 3201

18.

19.

20.

21.

22.

23.

24.

25.

26.

217.

28.

29.

30.

31.

33.

34.

3s.

36.

37.

38.

39.

Koff, P., Jones, R. H., Cashman, J. M., Voelkel, N. F., & Vandivier, R. (2009). Proactive inte-
grated care improves quality of life in patients with COPD. European Respiratory Journal., 33(5),
1031-1038.

Ashwal, A.J., Mugula, S. R., Samanth, J., et al. (2020). Role of deformation imaging in left ventricular
non-compaction and hypertrophic cardiomyopathy: An Indian perspective. Egypt Heart J, 72, 6.
Neubeck, L., Hansen, T., Jaarsma, T., Klompstra, L., & Gallagher, R. (2020). Delivering healthcare
remotely to cardiovascular patients during COVID-19: A rapid review of the evidence. European
Journal of Cardiovascular Nursing. https://doi.org/10.1177/1474515120924530

Bryant, M. S., Fedson, S. E., & Sharafkhaneh, A. (2020). Using telehealth cardiopulmonary reha-
bilitation during the COVID-19 pandemic. Journal of Medical Systems. https://doi.org/10.1007/
$10916-020-01593-8

Peters, R. J. G. (2020). Cardiac rehabilitation and telemedicine (and COVID-19). Netherlands
Heart Journal, 28, 441-442. https://doi.org/10.1007/s12471-020-01473-3

Miller, J. C., Skoll, D., & Saxon, L. A. (2021). Home monitoring of cardiac devices in the era of
COVID-19. Current Cardiology Reports, 23, 1. https://doi.org/10.1007/s11886-020-01431-w
Chowdhury, D., Hope, K. D., Arthur, L. C., et al. (2020). Telehealth for pediatric cardiology prac-
titioners in the time of COVID-19. Pediatric Cardiology, 41, 1081-1091. https://doi.org/10.1007/
500246-020-02411-1

Chen, C. L., & Li, C. T. (2008). Dynamic session-key generation for wireless sensor networks. J
Wireless Com Network, 2008, 691571. https://doi.org/10.1155/2008/691571

Meena, U., & Sharma, A. (2018). Secure key agreement with rekeying using FLSO routing proto-
col in wireless sensor network. Wireless Personal Communications, 101, 1177-1199. https://doi.
org/10.1007/s11277-018-5755-9

Azarderskhsh, R., & Reyhani-Masoleh, A. (2011). Secure clustering and symmetric key establish-
ment in heterogeneous wireless sensor networks. J Wireless Communications and Network, 2011,
893592. https://doi.org/10.1155/2011/893592

Dwivedi, R., Dey, S., Sharma, M. A., et al. (2020). A fingerprint based crypto-biometric system
for secure communication. Journal of Ambient Intelligence and Humanized Computing, 11, 1495—
1509. https://doi.org/10.1007/s12652-019-01437-5

Sarkar A, Dey J, Karforma S (2020) Secured session key-based e-health: Biometric blended with
salp swarm protocol in telecare portals. In: J. Mandal, S. Mukhopadhyay (Ed.) Proceedings of the
global Al congress 2019. Advances in intelligent systems and computing, vol 1112. Springer, Sin-
gapore. Doi: https://doi.org/10.1007/978-981-15-2188-1_56.

Sarkar, A., Dey, J., Bhowmik, A., & Ferdows, S. S. (2019). A dynamic key generation scheme based
on metaheuristic cuckoo search. International Journal of Computer Sciences and Engineering, 07(01),
184-187.

Shamir, A. (1979). How to share a secret? Comm ACM, 22(11), 612-613.

Blakley, G. R., (1979). Safeguarding cryptographic key. In proceedings of AFIPS international worh-
shop on managing requirements knowledge, pp. 313.

Beimel, A., Ben, Efraim A., Padr6, C., & Tyomkin, I. (2014). Multi-linear secret-sharing schemes. In
Y. Lindell (Ed.), Theory of cryptography. TCC 2014. Lecture notes in Computer Science. (Vol. 8349).
Berlin: Springer.

Sarkar, A., Dey, J., Chatterjee, M., Bhowmik, A., & Karforma, S. (2019). Neural soft computing based
secured transmission of intraoral gingivitis image in e-health. Indonesian Journal of Electrical Engi-
neering and Computer Science, 14(1), 178-184.

Bhowmik, A., Sarkar, A., Karforma, S., & Dey, J. (2019). A symmetric key based secret data sharing
scheme. International Journal of Computer Sciences and Engineering, 07(01), 188-192.

Csirmaz, L., & Tardos, G. (2012). On-line secret sharing. Designs, Codes and Cryptography, 63, 127—
147. https://doi.org/10.1007/s10623-011-9540-y

Sarkar, A., Dey, J., Bhowmik, A., Mandal, J. K., & Karforma, S. (2018). Energy efficient secured shar-
ing of intraoral gingival information in digital way. In J. Mandal & D. Sinha (Eds.), Social transfor-
mation—digital way. Communications in computer and information science. (Vol. 836). Singapore:
Springer.

Bhowmik, A., Karforma, S., Dey, J., & Sarkar, A. (2020). A way of safeguard using concept of recur-
rence relation and fuzzy logic against security breach in wireless communication. International Jour-
nal of Computer Science Engineering, 9(4), 297-311.

Bhowmik, A., Dey, J., Sarkar, A., & Karforma, S. (2019). Computational intelligence based lossless
regeneration (CILR) of blocked gingivitis intraoral image transportation. IAES International Journal
of Artificial Intelligence (1J-Al), 8(3), 197-204.

@ Springer


https://doi.org/10.1177/1474515120924530
https://doi.org/10.1007/s10916-020-01593-8
https://doi.org/10.1007/s10916-020-01593-8
https://doi.org/10.1007/s12471-020-01473-3
https://doi.org/10.1007/s11886-020-01431-w
https://doi.org/10.1007/s00246-020-02411-1
https://doi.org/10.1007/s00246-020-02411-1
https://doi.org/10.1155/2008/691571
https://doi.org/10.1007/s11277-018-5755-9
https://doi.org/10.1007/s11277-018-5755-9
https://doi.org/10.1155/2011/893592
https://doi.org/10.1007/s12652-019-01437-5
https://doi.org/10.1007/978-981-15-2188-1_56
https://doi.org/10.1007/s10623-011-9540-y

3202 J.Deyetal.

40. Dey, J., Bhowmik, A., Sarkar, A., & Karforma, S. (2019). Privileged authenticity in reconstruction of
digital encrypted shares. IAES International Journal of Artificial Intelligence (1J-Al), 8(2), 175-180.

41. Chaudhry, S. A, et al. (2017). An improved and provably secure privacy preserving authentication
protocol for SIP. Peer-to-Peer Networking and Applications., 10(1), 1-15.

42. Chakravorty, J.G., Ghosh, P.R., (2018). Advanced higher algebra, U.N. Dhur and Sons Private Ltd.,
ISBN 978-3- 80673-67-7. 22.

43. Yaling, Hong. (2013). Research on computer network security analysis model. Computer CD Software
and Applications, 2013, 1-152.

44. Physionet.org. (2016). PhysioBank ATM. Available on: https://physionet.org/cgi-bin/atm/ATM.
Accessed Dec 2020.

45. Sarkar, A., Dey, J., Bhowmik, A., Mandal, J. K., & Karforma, S. (2019). Computational intelligence
based neural session key generation on e-health system for ischemic heart disease information sharing.
In J. Mandal, D. Sinha, & J. Bandopadhyay (Eds.), Contemporary advances in innovative and appli-
cable information technology advances in intelligent systems and computing. (Vol. 812). Singapore:
Springer.

46. Dey, J., Karforma, S., Sarkar, A., & Bhowmik, A. (2019). Metaheuristic guided secured transmission
of E-prescription of dental disease. International Journal of Computer Sciences and Engineering,
07(01), 179-183.

47. Dey, J., Sarkar, A., & Karforma, S. (2021). Newer post-COVID perspective: Teledental encryption by
de-multiplexed perceptrons. International Journal of Information Technology. https://doi.org/10.1007/
s41870-020-00562-1

48. Rodgers, J. L., & Nicewander, W. A. (1988). Thirteen ways to look at the correlation coefficient. Amer-
ican Statistician, 42, 59-66.

49. Rukhin, A., Soto, J., Nechvatal, J., Smid, M., Barker, E., Leigh, S., Levenson, M., Vangel, M., Banks,
D., Heckert, A., Dray, J., & Vo, S. (2001). A statistical test suite for random and pseudorandom num-
ber generators for cryptographic applications. NIST special publication 800-22.

50. Wu, Z., & Huang, N. E. (2004). A study of the characteristics of white noise using the empirical mode
decomposition method. Proceedings of the Royal Society of London, Series A: Mathematical, Physical
and Engineering Sciences, 460(2046), 1597-1611.

51. Sarkar, A., Dey, J., & Karforma, S. (2021). Musically modified substitution-box for clinical signals
ciphering in wireless telecare medical communicating systems. Wireless Personal Communications.
https://doi.org/10.1007/s11277-020-07894-y

52. Patel, K. (2019). Performance analysis of AES, DES and Blowfish cryptographic algorithms on small
and large data files. International Journal of Informatics Tecnology, 11, 813-819.

53. Bhowmik, A., Karforma, S., Dey, J., & Sarkar, A. (2020). Fuzzy-based session key as restorative
power of symmetric key encryption for secured wireless communication. In: S. Kundu, U. Acharya,
C. De & S. Mukherjee S. (Eds.), Proceedings of the 2nd international conference on communication,
devices and computing (Vol 602). Lecture notes in electrical engineering. Singapore: Springer.

54. Dey, J., & Mukherjee, S. (2021). Wireless COVID-19 telehealth: Leukocytes encryption guided by
amino acid matrix. Wireless Personal Communications. https://doi.org/10.1007/s11277-021-08534-9

55. Dey, J. (2021). Pivotal “New Normal” Telemedicine: Secured psychiatric homeopathy medicine trans-
mission in Post-COVID. International Journal of Information Technology. https://doi.org/10.1007/
s41870-021-00675-1

Publisher’s Note Springer Nature remains neutral with regard to jurisdictional claims in published maps and
institutional affiliations.

@ Springer


https://physionet.org/cgi-bin/atm/ATM
https://doi.org/10.1007/s41870-020-00562-1
https://doi.org/10.1007/s41870-020-00562-1
https://doi.org/10.1007/s11277-020-07894-y
https://doi.org/10.1007/s11277-021-08534-9
https://doi.org/10.1007/s41870-021-00675-1
https://doi.org/10.1007/s41870-021-00675-1

Cryptographic Engineering on COVID-19 Telemedicine: An... 3203

Joydeep Dey pursed Bachelor of Computer Application (Honours)
from Cyber Research & Training Institute, Burdwan, India in 2007 and
M.C.A. from the University of Burdwan in 2011 and he had secured
First Class First (GOLD MEDALIST). He is working as State Aided
College Teacher & Head in Department of Computer Science at
M.U.C. Women’s College, Burdwan since 2011. He has published 02
SCI indexed Springer journal paper, 06 SCOPUS Indexed journals, 02
Edited Book Chapters, 04 Book-Chapters (SPRINGER; SCOPUS
INDEXED),03 International Conferences journals (UGC journals),
and 30 others publications (International/National/State/Regional
Level). His main research interest includes Cryptography and Compu-
tational Intelligence in Telehealth. He has more than 9.5 and 0.5 years
of teaching experience at UG and PG level respectively.

Anirban Bhowmik completed Bachelor of Science (Mathematics
Honours) from Bolpur College, Bolpur, West Bengal, India and Master
of Computer Application from the University of Burdwan in year
2008. He is working as State Aided College Teacher in Department of
Computer Science, M.U.C. Women’s College Burdwan West Bengal,
India since September 2018. He has published 02 Edited Book Chap-
ters, 05 conference papers, 06 journal papers at reputed international
journals, which are available online. His main research work focuses
on Cryptography, Mathematical Modeling, and Soft Computing. He
has 13 years of teaching experience at UG level.

Dr. Arindam Sarkar is currently serving the Deparment of Computer
Science & Electronics, Ramakrishna Mission Vidyamandira, Belur
Math-711202, Howrah as an Astt. Professor. He has completed his
Master of Computer Application (M.C.A) degree in the year of 2008
from VISVA BHARATI, Santiniketan, WB, India and he secured Uni-
versity First Class First Rank. In the year of 2011, Dr. Sarkar has com-
pleted his M.Tech in Comuter Science & Enggineering degree from
University of Kalyani, WB, India and also secured University First
Class First Rank. Dr. Sarkar has completed his Doctor of Philosophy
in Engineering in the year of 2015 from University of Kalyani under
the INSPIRE Fellowship Scheme of Department of Science & Tech-
nology (DST), New Delhi, India. In the year of 2016 he has secured
2nd Rank in the West Bengal College Service Commission Examina-
tion. He has more than 70 International Journal and Conference
publications.

@ Springer



J.Dey etal.

@ Springer

Dr. Sunil Karforma has completed his Bachelors in Computer Science
& Engineering, and his Masters in Computer Science & Engineering,
from Jadavpur University. He received his Ph.D. in Computer Science,
and is presently Professor & Head of the Dept. of Computer Science at
the University of Burdwan, India. His research interests include Net-
work Security, E-Commerce, and Telemedicine. He has published
numerous papers in both national as well as international reputed jour-
nals and conferences.

Dr. Bappaditya Chowdhury is a proficient Neuro-Psychiatrist from
Kolkata, professionally affiliated to AMRI- Kolkata. Dr. Chowdhury’s
medical career got off the ground in the year 2006 and since then he
has gone a long way in his line of work. His educational background
can be encapsulated in his academic accomplishments of MBBS (R.
G. Kar Medical College), Diploma in Child Health (Department of
Pediatrics, Institute of Child Health, University of Calcutta) and MD —
Psychiatry (Department of Psychiatry, IPGMER) which were rein-
forced with additional certificate courses from overseas institutes. He
is a faculty with the Department of Psychiatry, KPC Medical College
& Hospital where he plays a dynamic role of imparting psychiatric
education to medical aspirants. He has published numerous research
publications at reputed International/National journals.



	Cryptographic Engineering on COVID-19 Telemedicine: An Intelligent Transmission Through Recurrent Relation Based Session Key
	Abstract
	1 Organization
	2 Objective
	3 Introduction
	4 Related Works
	4.1 Cardiac Related Works
	4.2 Cardiology Telemedicine in COVID-19
	4.3 Classical Cryptographic Engineering
	4.3.1 Data Encryption Standard (DES)
	4.3.2 Advanced Encryption Standard (AES)

	4.4 Session Key Generation
	4.5 Secret Sharing

	5 Contemporary Challenges in COVID-19 Telemedicine
	6 Proposed Redressal Strategy
	7 Prime Points of the Proposed Technique
	8 Proposed Cryptographic Engineering Technique
	8.1 Proposed User-Defined Mask Generation Method
	8.2 Proposed Session Key Generation Based on Recurrence Relation
	8.3 Proposed Confusion Matrix Generation
	8.4 Proposed Encapsulation of Secret Shares

	9 Block Diagram and Flow Chart of the Proposed Methodology
	10 Result Sections
	10.1 Case of Histogram Analysis
	10.2 Case of Autocorrelation Analysis
	10.3 Case of Floating Frequency Analysis
	10.4 Contrast in Terms of Histogram, Autocorrelation, Floating Frequency
	10.5 Correlation Analysis
	10.6 Chi-Square Context
	10.7 Statistical Strength of Session Keys
	10.8 Patients’ Data Security Analysis
	10.9 Brute Force Attacks
	10.10 Differential Attacks
	10.11 Analysis of Entropy
	10.12 Cryptographic Time
	10.13 Time Complexity Evaluation of the Proposed Technique

	11  Comparative Statements
	12 Conclusion
	13 Future Scope of Work
	Acknowledgements 
	References




