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1 Introduction

Since its establishment as a software design style, Service-
Oriented Architecture (SOA) has taken the Information and
Communications Technology (ICT) world by storm. The
keyword for this success is adaptivity: SOAs are imple-
mented through a wide range of technologies and tools
leading to numerous combinations that meet the application
requirements in the desired way.

With the emergence of Industry 4.0, the development
of SOAs has to deal with a specific combination of appli-
cation characteristics and requirements, e.g., data-intensive
tasks coupled with temporal requirements. Big Data and the
Internet of Things (IoT) applications are simply two general
application categories that come with exactly those charac-
teristics. The challenges are justified because SOA was not
originally designed for these kinds of applications.

2 Challenges and current solutions

In this section, we discuss some of the most important chal-
lenges in building service-enabled systems and applications
and some popular solutions.

2.1 Service composition

Service composition, including orchestration, choreogra-
phy and transaction concepts, is still among the challenges
characterizing our paradigm [4]. The literature on service
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composition is rich; we refer the reader to the related research
works in [9,11] for a systematic treatment of this research
area.

These challenges arise not only in the standard problem
of Web service composition but also in more recent fields,
particularly in IoT service composition. IoT services are
different from traditional Web services due to the dynamic
environment in which they arise. The authors [2] presented
a systematic literature review on several service composi-
tion approaches that are applied in the IoT environment
between 2012 and 2017. The authors presented a tech-
nical taxonomy that classifies the studies into functional
and non-functional aspects. The former aims to verify the
behavior of the service composition, while the latter con-
siders the Quality of Service (QoS) factors of the service
composition. The approaches are compared, and their pros
and cons are discussed. The authors [5] developed an agile
IoT service communication and orchestration platform using
event-driven SOA paradigm, which allows the IoT service
communication and orchestration respond quickly to the
dynamic changes in the physical world in a timely man-
ner. The authors [1] proposed an ontology-based model for
the integration of the IoT and Cloud Enterprise Resource
Planning (ERP) systems by using Semantic Web services
and Artificial Intelligence (AI) planning technique to semi-
automatically compose IoT and Cloud ERP services.

2.2 Security and privacy

Security and privacy are among the most significant chal-
lenges, particularly when services manipulate sensitive data.
For example, patients who have access to a cloud-based
healthcare system.Such a system is subjected to various secu-
rity concerns due to the number of hosts were connecting to
the Cloud storage service. The authors [14] analyzed privacy
and security concerns on 1,550 users of COVID-19 tracking
applications. The authors identified a set of measures and
guidelines that can be exploited by the developers of mobile
tracking applications to address the identified concerns. The
authors [12] addressed the problemof securing data transmis-
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sion between IoT objects and applications in gateway-based
IoT architectures. The authors proposed a secure and end-to-
end data encryption scheme, which allows an untrusted IoT
platform to distribute the data transmitted by IoT objects to
several applications based on their data access rights with-
out decrypting the data. The authors [3] presented a method
for preserving the privacy and improving the utility of sen-
sitive documents hosted in public cloud environment. Even
though the privacy and utility are inversely proportional, both
of them are balanced using effective metrics.

3 Future trends

In this section, we present some possible research perspec-
tives in the area worth exploring in the future.

3.1 Uncertain urban datamanagement

With the proliferation of online social media and the use of
sensors, and location technologies, the data available inmod-
ern cities have experienced explosive growth. Offering new
applications for analyzing and exploiting the data collected
in modern cities will be a booming research direction. Espe-
cially since the data handled by the services are suggested to
the uncertainty and imprecision. For example, people leave
behind them geographical traces, in the form of explicit
Global Positioning System (GPS) traces (e.g., running and
hiking routes) or implicit (e.g., tweets and purchases), often
uncertain and accompanied by secondary information (e.g.,
text and images). Designing techniques that deal with the
imprecision and uncertainty of urban data will certainly be
popular.

3.2 Fairness-aware service recommendation

Service Recommendation aims at suggesting interesting ser-
vices to users based on their preferences and context [10].
Most service recommendation techniques ( [13,17]) usually
recommend popular services to users due to their reputation
and trust and become a barrier for the unpopular services
to startup even if they are likely to meet user preferences.
Hence, these services often leave the platforms. Taking into
consideration the notion of fairness during the recommenda-
tion process would be of great use. This may be done, for
example, by considering the notion of novelty when recom-
mending services.

3.3 Machine learning for cybersecurity in social
robots

Machine learning employs software tools from advanced
analytics disciplines such as data mining, predictive ana-

lytics, and text-based on a set of algorithms that at-tempt
to model high-level abstractions in data by using multi-
ple processing layers with complex structures or nonlinear
transformations. In this context, different machine learning
techniques can be applied, although some of them naturally
have a greater predisposition to be useful, such as artifi-
cial neural networks and decision trees, as they have already
shown good results in other areas of application besides SOA
[7]. Cybersecurity is defined as a set of processes, human
behavior, and related systems that help safeguard and pro-
tect resources against potential cyberthreats. Cyberthreats
vary from simple sniffing and eavesdropping to full-fledged
attacks such as Denial of Service (DoS),Man-in-The-Middle
(MiTM), StructuredQuery Language (SQL) injection, cross-
site scripting, hacking, and malware attacks. Machine learn-
ing can be applied for solving cyber-security problems, e.g.,
intrusion (cyberattack) detection model. A social robot con-
sists of a physical robot component to interact with humans
that connect through a network infrastructure to a computing
system with Cloud services that enhance traditional robot
functionality like an IoT device such as ASUS Zenbo and
Softbank Robotics Pepper. Machine learning can be applied
for solving cybersecurity problems in IoT devices such as
social robots, e.g., intrusion (cyberattack) detection model
[6,8].

3.4 Resilience-driven web service design

We cannot conclude this editorial without addressing one
of the important issues highlighted by the COVID-19 pan-
demic related to resilience. In March 2020, an interesting
paper was published in the Communications of the ACM by
Prof.MosheY. Vardi entitled Efficiency vs. Resilience:What
COVID-19 Teaches Computing [15]. This article points
the crucial responsibility of computer scientists and profes-
sionals for developing services/systems that recognize the
trade-off between efficiency and resilience. More precisely,
during this pandemic, suddenly we realize that our daily
lives depend on may be efficient and non-resilient services.
This contributes to having degraded public health services
caused by the shortage of masks, ventilators and personal
protective acquirement. In education and remote work, we
found ourselves face to security and privacy issues of the
Zoom platform. The finding identified by Moshe’s paper
applies to Service Web. This is because efficiency was one
of the nonfunctional requirements considered when design-
ing Service Web [16]. This manner of designing offers a
kind of short-time optimization, but ignores the long-term
optimization. As scientists, we have to provide guidelines
for young researchers to consider resilience requirement in
designing and deploying Web services. This resilience has
to include fault tolerance, security, and energy. The inte-
gration of resilience in Web Services requires researchers
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to provide strong survey Quality of Service (QoS) adapta-
tion, interface/protocol adaptation, cross-layer adaptation,
autonomous adaptation, and adaptive substitution of ser-
vices. This resilience has to be accompanied by formal
methods to verify this adaptation. Another issue concerns
the development of cost-benefit analysis for the resilience
implementations.
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