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Abstract

Crypto-currencies like Bitcoin have recently attracted a lot of interest. A crucial ingredient into
such systems is the “mining” of a Nakamoto blockchain. We model mining as a Poisson process with
time-dependent intensity and use this model to derive predictions about block times for various hash-
rate scenarios (exponentially rising hash rate being the most important). We also analyse Bitcoin’s
method to update the “network difficulty” as a mechanism to keep block times stable. Since it
yields systematically too fast blocks for exponential hash-rate growth, we propose a new method to
update difficulty. Our proposed method performs much better at ensuring stable average block times
over longer periods of time, which we verify both in simulations of artificial growth scenarios and
with real-world data. Besides Bitcoin itself, this has practical benefits particularly for systems like
Namecoin. It can be used to make name expiration times more predictable, preventing accidental
loss of names.
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1 Introduction

In recent years, so-called “crypto-currencies” have attracted a growing amount of interest from various commu-
nities. Among them, Bitcoin [14] is the most widely known and the initial system that managed to provide a
digital payment and money system without any central instance, clearing house or issuer of monetary tokens.
Instead, all transactions are performed and validated by a peer-to-peer system, where each node is “equal” and
none has any special authority.

Roughly speaking, the system works by keeping a global ledger with “account balances”, where each account
(Bitcoin address) is represented by an asymmetric cryptographic key pair. Transactions can only be performed
by the owner of the private key, since other network participants only accept them as valid if they carry a valid
signature for the address’ public key. A major difficulty, however, is to ensure that the entire peer-to-peer network
reaches a consensus about the current state of the ledger. In particular, the owner of an address may create two
mutually conflicting transactions, spending the same balance twice to different recipients. This may lead to some
parts of the network considering the first recipient to be the new owner of the coins and rejecting the second
transaction, while the other part of the network has it the other way round. This is called double spending.
Earlier proposals for digital payment systems, such as Chaumian cash [5], had to rely on central instances to
detect and prevent double spending attempts.

Bitcoin’s main innovation is the introduction of a proof-of-work system similar to HashCash (3| that allows
the network to reach consensus even in the face of potential double spendings and in a completely decentralised
fashion. A brief introduction into the basic mechanics of this process, called mining, is given in[Section 2} Roughly
speaking, mining network participants use their processing power to solve a proof-of-work puzzle. Whenever a
solution is found, a new block is generated and attached to the so-called blockchain. This data structure represents
the network’s consensus about the transaction history. If a node manages to find a new block, it is allowed to
award itself a certain number of bitcoins. This creates strong economic incentives for the network as a whole to
find a consensus. As more and more processing power is added to the network, the rate at which new blocks are
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found increases. This is undesirable, because it increases the amount of newly created bitcoins on one hand, and
also causes problems due to network latency on the other hand. A thorough investigation of the latter issue can
be found in |7]. Thus, the Bitcoin network regulates the block frequency by adjusting the proof-of-work difficulty
dynamically.

In this paper, we want to present a mathematical model for the mining process itself and use it to analyse
the properties of Bitcoin’s algorithm for retargeting the difficulty. We will particularly focus on the case of
exponentially rising hash rate, which is the situation observed in practice in accordance with Moore’s law [13].
We will see that Bitcoin’s retargeting method yields blocks that are found too frequently in this situation. This
is empirically well known in the Bitcoin community and not considered a big problem. However, it can pose
a bigger problem for applications based on the same technology but with different goals. In particular, the
blockchain system can also be used to create a naming system that goes beyond “Zooko’s triangle” [20], [19]:
In Namecoin [1], a Nakamoto blockchain is used to provide a name-value database that is secure, completely
decentralised and allows for human-readable names. This has a lot of very interesting potential applications,
including an alternative to centralised domain-name systems and the secure exchange of public keys linked
to human-readable identity names. To prevent names from being lost forever if the owner’s private key is lost
accidentally, names in Namecoin expire after a certain number of blocks (currently 36,000) if they are not renewed
in time. Blocks that are constantly found too frequently cause the expiration to happen too early in terms of
real time. Consequently, name owners that are not cautious enough risk missing the renewal deadline and losing
their names. While individual block times are, of course, random, fluctuations average out over a full expiration
period of many blocks. It is thus very desirable to better understand the systematic “error” introduced by the
difficulty-retargeting algorithm and, potentially, remove it by choosing a different method for controlling the
difficulty. This allows to better match expiration times to real time, which is much easier to handle for users of
the system.

To put our work into perspective, we would also like to refer to other recent publications concerning Bitcoin
mining: [4], [11], [16], [18] All of them deal with possible attacks on mining that would allow an attacker to
double spend transactions, which is a different focus from our work. Most of the models used in the literature to
discuss such attacks assume that mining difficulty is constant. Consequently, the difficulty-update mechanism is
not taken into account at all. We, on the other hand, are not interested in double-spending attacks. Our focus
is the explicit modelling of the difficulty update, which is a feature that sets our model apart from those existing
in the literature. It is also worthwhile to mention that there exists a variety of forks of the Bitcoin code and
network. Some of these so-called “altcoins” implement also changes to the difficulty update. However, we are
not aware of any academic literature analysing or modelling the changed methods. Instead, changes are mostly
made in an empirical, ad-hoc fashion. The goal of these changes is to counteract extreme difficulty changes on
a short time scale if miners quickly switch between different networks. Our work is different, since we assume a
stable base of mining power, and are interested in the behaviour of the difficulty on much longer time scales.
[Section 3] will be devoted to modelling the mining process itself without considering difficulty changes. In
Section 4] Bitcoin’s difficulty-update method will be analysed, and in [Section 5] we propose an improved update
formula. [Section 6| and [Section 7 finally, will be used to analyse our models both in theory and with practical
simulations (including for real-world data).

2 Bitcoin Mining and the Blockchain

Before we start our modelling, let us briefly describe how the mining process works. For a thorough discussion
of the involved concepts, see chapters 2, 7 and 8 of [2]. A description can also be found in subsection 2.1 of |11]
and section 2 of [16]. The original introduction of the concept is section 4 of the Bitcoin whitepaper [14].

All transactions that change the distributed Bitcoin ledger are grouped into blocks. Each block represents
thus an “atomic update” of the ledger’s state. In order for a block to be valid, it has to fulfil a proof-of-work
condition: A particular cryptographic hash involving the block’s content is formed, and must be below a threshold
value. In other words, nodes wishing to publish new blocks have to do a brute-force search for a partial hash
collision. This ensures that a block cannot be changed without redoing all the work involved in finding this hash
collision.

In addition to current transactions, each block also contains a reference to a preceding block. In other words,
from a given block, a chain of other blocks linking it to the initial network consensus (the genesis block that is
hardcoded into the Bitcoin client) can be constructed. Such a data structure is called a Nakamoto blockchain.
Following the chain of blocks and performing the encoded transactions allows one to construct a precisely defined
state of the global ledger corresponding to each block. The client is designed to always look for the “longest”
branch in the tree of all known blocks. (Actually, the branch which contains the most proof-of-work. But for a
basic understanding, one can very well imagine it to be the longest branch.) The ledger state corresponding to
this longest branch is considered the “true” state. Furthermore, also mining nodes always build their new blocks
onto the longest known chain.



This has an important implication: Assume an attacker wants to revert a transaction to reclaim ownership
over bitcoins that were already spent. In order to construct such an “alternative reality” and to have the network
accept it, the attacker now has to build a chain of blocks forking off the main chain before the point in time
when the coins were spent. But the alternative chain will only be accepted if it becomes longer than the already
existing chain. Since this requires redoing all the proof-of-work that was involved in the main chain, the attack
will only succeed with non-vanishing probability if the attacker controls more processing power than the entire
“honest” network combined. (This is called a “51% attack”.) In practice, this is almost impossible to do given
the existing mining power of the Bitcoin network.

3 Modelling the Mining Process

Now, we are ready to derive a general stochastic model for the mining process described in In
particular, we will argue that the mining of blocks can be described by an inhomogeneous Poisson process (see,
for instance, |17] for a general discussion). Our model will consider the hash rate R(t) as well as the network
difficulty D as given input parameters, and we will derive the probability distribution of the resulting individual
block times, the time for M blocks (corresponding to the expiration period), and their expectation values. Later
on, starting in we will consider concrete scenarios for R(t) as well as letting D be controlled by some
retargeting algorithm. (In other words, depend, in turn, on the realised block times.) An overview of the notation
used in the models throughout this and the following sections can be found in

As we have seen above, solving the proof-of-work process for a valid block works by calculating cryptographic
hashes in a brute-force way. We may assume that each hash value is drawn from a uniform distribution, say
on the interval [0,1]. A block is found if the drawn value is less than a target value, which is usually expressed
in terms of the network difficulty D > 0 as %. Thus, each hash attempt yields a valid block with probability
p = %. (In practice, the possible hash values are actually 256-bit integers and difficulty is measured in other
units. However, this does not matter for our considerations here, other than a constant factor.) From these
assumptions, it follows that the number N(t) of blocks found after some time ¢ is described by a Poisson process.

If we denote the frequency of hashes calculated per time by R(t), then the intensity of this process is given by

We are mainly interested in the time for finding M blocks. If we denote the interarrival times of N by X;, i € N,
then the time for M blocks is the random variable

M

SM=X1+X2+"'+XM=ZXk.
k=1

The following result is well-known, and can be found, for instance, in [17]:

Theorem 1. Let A be continuous as function of t and define

m(t) = /Ot A(T)dr.

We will also assume that m is strictly increasing (thus bijective) and that lim;—,o m(t) = co.
The probability distribution of Sy is then given by

= m(t)* —m
P(Su<t)=P(N@t)>M)=>_ ]i!) e ™,
k=M
It can be described by the density function
_m(t) M( M-t
f(Sar,t) = A(t)e <t>ﬁ. (1)

The next goal will be to calculate (as far as possible) the ezpectation value E (Sar). As a first step, note that
the substitution u = m(t) can be used to calculate

/0 AT)e ™D im(r)M =1 dr = T (M, m(r)[}. @)

Here, T'(-,-) denotes the incomplete gamma function. For more details, see Chapter 8 of [8]. Noting that
I'(M,0) =T (M) = (M —1)!, this relation also implies that is properly normalised.
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Figure 1: The functions Iy, and hys for M = 50 (left), and Iy, for different values of M (right).

Lemma 1. Under the conditions of
t

/ 7f(Sm,7)dT = —
0

t

+ﬁ /0 T (M, m(r)) dr. 3)

T

mr (M, m(1))

0

If we assume in addition that A(t) > A\ for t — oo and some A > 0, then this gives in particular:
1 oo
Groy [, ) i (1)

Proof. follows via integration by parts and For E (S ), note that the additional assumption ensures that
m(t) > At + C, which in turn gives

E(Sm) =

tlim t-T'(M,m(t)) =0.
— 00
This implies that the boundary term vanishes, yielding O O

Before we continue by examining concrete scenarios for the hash-rate development, we would like to stress
that is, unfortunately, hard to calculate for non-trivial functions m. However, note that the integrand (with
x instead of m(7)) can be more explicitly written as

r(M,z) T Mz [~ ™~ le T dr B [ hae(T) dr

) = = = T ,0) ~ [F T dr [ ha(r)dr’

where we have introduced the auxiliary function has(7) = 7™ ~te™". In particular Ins(z) € (0,1] for all z > 0,

and Iy is strictly decreasing with Ip/(0) = 1 and Inr(x) — 0 asymptotically as  — oco. This behaviour can also
be clearly seen in which shows Iy and has for M = 50. The range where I shows the transition from
1 to 0 is where has provides non-vanishing “mass” in the integral, so roughly “around” the maximum of has.

Lemma 2. hys has its global mazimum at 7o = M — 1.
It is strictly increasing on [0, 0] and strictly decreasing on [1o, 00).

Proof. This follows immediately when considering the sign of b (7) = 7™ 2" "(M — 1 — 7). O O

These considerations motivate us to scale the argument of /s such that the transition happens, for all values
of M, at the same position. Thus, let us introduce Ins(z) = In((M — 1)z). This function is shown in [Figure 1b|
for different values of M. One can clearly see that it approaches the step function

1 <1
[Oo(x):{ 0 z>1

in the limit M — oo. Also note that the values of M that are of practical interest are even larger than the ones
shown in the plot. For instance, M = 2,016 is the number of blocks between changes to the difficulty in the
Bitcoin protocol. Hence, it makes sense to simplify the calculation of by approximating Int = Io. To further
justify this approximation, we can also show a formal convergence property:



Lemma 3. With the notations as above:
1.l o0 (M — 1) EMZID = 0 for all 7> 0,7 # 1.
2. Ing — Iso as M — 00, pointwise for all x > 0,z # 1.
Proof. The first part is trivial for 7 = 0. For 7 > 0 and 7 # 1, note that
l+logr—7<0 and M!>V2rM - MMe ™.

The latter is a version of Stirling’s approximation (see 5.6.1 in [8]). Thus we get

M—-1 M M(M7)Me=Mr
lim (M—l)ihM(( )7 gy P M)y MM e T
Moo (M -1)! M—oo M! M=o /27 M - MM e—M
— lim M MtlogT—7) _

M—oco \ 27

For the second part, assume first that x > 1 is fixed. Then

=~ oo h]y[ T o h]y[ M —1)T
Iv(z) = /(M—])a) 7(M—(1))' dr :/z (M — 1)7((]54_ 1)!) )dT. (5)

Furthermore, if 7 > 2 > 1 and M is sufficiently large,

log M 1 log M
VM - MAtlogT—T) :exp<0g2 +M(1+log7’—7’)) = exp (M (5 Oi/[ +1+log7’—7’>>

< exp (%% +1+logt — 7—) < e2tlogT—T

Since this function is integrable over 7 € [1,00), we can use Lebesgue’s dominated convergence theorem (Theo-

rem 3 on page 20 of [10]) to get I (z) = 0 as M — oo by applying the first part to
It remains to show Ips(z) — 1 if < 1. For this, note first that

N M=Dz " pa(7) @ har (M —1)7)
Consequently, it suffices to show

fim [ (o — 1)@= D7)

M5 -1y =0

If we use monotonicity of has (see [Lemma 2)), it follows that the integrand can be estimated by its value at the
upper boundary. Hence

’ hay (M — D)7 hav (M = 1)z

according to the first part. O O

Having this result in hand, we can use INM ~ I also for still finite values of M to approximate E (Sas). To
apply this in a concrete situation, the following reformulation of is useful:

Lemma 4. Assume that the conditions of |Theorem 1| are satisfied and that A(t) > X for all t > 0 and some
A > 0. Then, with the notation from above,

E (Sam) = (M—1)/O°° (m™) (M = 1)u) - Tns (u) du. (6)

Proof. Note first that our conditions ensure that m is strictly increasing, thus m ™! exists. Since m/(7) =

A(T) > A > 0 holds true for all 7, also m ™1 is continuously differentiable. Thus we can apply the substitution

7 =m (M — 1)u), which turns into @ O O
Finally, if we replace I by Iso in @ we get

E(Sy) ~ (Mf1)/0 (m*l)’((Mfl)u)du:/O B (m™ Y (r)dr =m™ (M —1). (7



3.1 Constant Hash Rate

As a first scenario, consider the case that R(t) = R is constant over time. Consequently, as long as the difficulty

is also not changed by the network, A = £ is also constant, and m(t) = \t. |Theorem 1| and |Lemma 1| are clearly

D
applicable in this case, yielding

1 > 1T'(M+1 M
7(M71)!/0 (M, A7) dr = Xi(l(\/[fl)!) =5 (8)

Note that this result can also be interpreted as M average interarrival times for the homogeneous Poisson process
with intensity A. We would also like to remark that is exact. The approximation would, in this case, yield
the slightly off result E (Sa) ~ Mgl.

E(Su) =

3.2 Exponential Hash Rate

The second scenario of interest, which seems to occur in practice due to Moore’s law [13], is that of an ezponentially
rising hash rate:

R() = RO0)e™ = A(t) = o™ = m(t) = % (et — 1) )

See for an impressive demonstration that exponential growth does, indeed, occur in practice. We
assume « > 0, since otherwise the hash rate would decay instead and our basic assumption of m(t) — co with
t — oo would not hold. The case a = 0, of course, degenerates to the constant hash-rate scenario discussed
already above.

In this situation, [Theorem 1|and [Lemma 1|can again be employed to calculate E (Sas). It is more complicated
this time, though, since I' (M, m(7)) =T (M, % (e*T — 1)) is quite a difficult function to integrate in practice.

Lemma 5. For M =1, we have
2o

ro2).
e a

Proof. Note first that T' (M, m(7)) = T (1,m(7)) = e ™) in this special case. With the substitution u = 7,

we get
o Ao
=& F(O,&>.
1 « «

oo o 2o
)= [ e ar= [ a%exp(_%u_l)) du= - r(o,%u)
0 1

O O

E(S1) =E (X)) = &

Unfortunately, [Lemma 5 —while interesting—does not help much in practice. It only gives us the expectation
value of the first arrival time and not the expected time for M blocks. In practice, the change in hash rate during
a single block interval is negligible (while it is not for a larger number of blocks). For larger values of M, we can
instead employ the approximation Since in the current case

m(t) = % (eat — 1) = m*l(u) = élOg ()%qu 1) ,

the expected time for M blocks can be approximated by

B ()~ m ™ = 1) = S og (5 (07 = 1) +1). (10)

4 Bitcoin’s Difficulty Retargeting

With the model of the mining process itself developed above in we will now look one step further:
How to control the difficulty D in such a way that the block frequency roughly matches a desired value. In other
words, we are interested in updating D based on past observations about the network status in order to get
Sy~ MT. T denotes the desired time between individual blocks. For Bitcoin, we have T'= 10 min in practice.
The concrete method used in the Bitcoin protocol works like this:

1. Start with some initial difficulty Do, yielding the initial block rate Ao = %2).

2. Keep Dy constant over the retargeting interval of M blocks. For Bitcoin, M = 2,016 (or approximately
two weeks). The actual network hash rate R(¢) and thus also A(¢) may change.



3. After M blocks, measure the realised value of Sis (i. e., the actual time it took to find these blocks) and

adapt the difficulty to

Dt =D, ML (11)
Swm

Note that it will often be more convenient to consider the “relative difficulty update” instead:

6_D7+_MT
" Do Su

4. Repeat this process with D as initial difficulty.

It is easy to see that increases the difficulty if blocks are found too frequently (Sa < MT), and decreases
the difficulty if it is the other way round. This behaviour ensures that the block rate is stable even if the hash
rate is not. In this section, we want to consider how well this method works under certain scenarios for actual
hash-rate development. For this, there will be three time points of interest:

e The initial time at which we start with difficulty Dy and block rate A\¢ is denoted by ¢ = 0.

e The value of Sy over the retargeting interval is called to. This is the actual time spent that will be
compared to MT in|(11)] It can be considered as a random variable or its realisation, depending on the
circumstances.

e The time after another M blocks have been found, i. e., the nezt difficulty update happens. We will denote
this value (which is also a random variable) by to + Sas.

We will use to as the “reference time”: At this point, we can already look back over the first retargeting interval.
This information is used to calculate a new difficulty DT, which is then used for the next M blocks. Looking
into the future to the third time point, we can estimate Sy and compare Sy again to M7T. This tells us how
well the difficulty update at to achieves its goal of enforcing Sy ~ MT.

4.1 Constant Hash Rate

Let us again consider, as a first scenario, that the hash rate R(t) = R is constant over time. In this case, [(11)|

implies for the updated intensity:
Vo R R0t
T Dt DoMT  "°MT

Note that E (tg) = % according to|(8)} so that

A 1
E(\") = 7B (o) = o

If we consider AT to be fixed at this value and no longer a random variable, we see that this is precisely the right

result: M

E(Sym) = St MT (12)
is exactly what we want it to be. In fact, |[(11)| was probably designed exactly to yield this property for a
constant hash rate. This means that one difficulty update with |(11)| is enough to bring the block rate to its

target—independently of the initial rate.

4.2 Exponential Hash Rate

Assume now again an exponentially rising hash rate R(t) = R(0)e®" according to @ In this case, the difficulty
update works out to yield

Rgf) = )\o% S (13)
There are two important things to note here: First, this AT only gives the intensity of the mining process at
time to. Since the hash rate continues to grow, A(¢) will also grow over time. Second, in addition to the factor
% from the difficulty update itself, we now also have the term e®*®. It represents the exponential increase in
hash rate over the retargeting interval, which changes A* on top of the change due to the difficulty update itself.

Using the approximate E (¢o) from [(10)} this yields

2(M-1)+1 1
+ >\0( o
A= MT OzOg()\o( )+ >

AT =

M—1+ 20 (

T o Jog ((M - 1)+ 1) = g(Xa). (14)

Ao

If we watch the evolution over many retargeting periods, the block rates at retargets can be calculated by iterating
this function g on the initial A\o. We reach a “stable situation” if this process converges to some limit block rate
A" as a fixed point of g.
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Figure 2: Average “equilibrium” block time % from |(16)|for the Bitcoin network. We assume exponential
growth of the hash rate and show how the resulting block time depends on the assumed growth rate.

Lemma 6. g is strictly decreasing and convex. It has a unique fized point \*, which is given by

—1

A= (M- 1a- (eW(MT“> - 1) . (15)
W denotes the Lambert W -function, see Section 4.13 of [§].
Proof. If we introduce z = %, K=M-1and u= %, then

9() = 11 (K + 2)log (% + 1) = g/ = o (log(u+ 1) — u).

Since g’ is negative and increasing in ), this shows that g is strictly decreasing and convex. Note also that
limy_, o+ g(A\) = oo, which implies that g(A) = A must have a unique solution \*.
To show [(15)} we can explicitly solve the equation

(K 4 z)log (g—i—l) =MTa-zx.

With v = % + 1, it turns into
vlogv =v" = MTa,
which can be solved using W. Undoing all the substitutions, we get the final solution |(15)| O O

What tells us is this: If we start a retargeting interval with A\*, the block rate will increase
exponentially together with the hash rate, but it will, on average, be set back to A\* at the next difficulty update.
The total time to for one retargeting interval can be calculated from and [(10)} Even simpler and more direct,
though, is to note that is, for the fixed point A*, equivalent to

. ath . 1
MTa = ath - e = t5 = ~W(MTa). (16)

For the parameters of the real Bitcoin network, this function (actually, % to get the average time per block) is
shown in In practice, growth rates of 1%-2% have been observed.

Lemma 7. t§ is strictly decreasing as a function of «. Furthermore,
ilﬂ% to(a) = MT.

Proof. For a > 0 and writing W = W(MT«) for simplicity, we have

., MT _w( 1 1 w\ MT _w/ 1 MT _w W
t =— — w =— -1 =-—— 0.
ola) = —-e (1+W MTa ' © ) a ¢ \1+w a ¢ 1Trw S
The limit for a — 0 follows using differentiability of W at 0. O O



This result shows us that |[(16)|is consistent with for the limit @ — 0, which means no growth. It also
shows that if a > 0 is fixed, we get blocks that are systematically too fast even with difficulty updates happening
as designed. One final thing remains to be seen for this analysis: While we know that an “equilibrium” fixed point
A* exists and what its properties are, it is not yet clear whether the iteration actually converges towards
A*. This iteration is what happens to the Poisson intensities in practice if we start with Ao # A*. The following
result gives the answer:

Theorem 2. converges linearly to X* for arbitrary initial Ao > 0.

Proof. Recall the basic properties of g from in particular that g is strictly decreasing. Together with
the limit

M-1
li A) =
A9 =T
this implies that g(A\) > 2=1 for all A > 0. Since we are interested in the iterates of|(14)| we can restrict ourselves

to A > A]f/[_Tl without loss of generality. Also recall that ¢’ is negative and strictly increasing. Thus

M-1 log (aMT + 1)
! < |g — 1B\ 7
’g()\)’_g(MT >‘ ! orT 1
for all those A\. With this result, linear convergence follows by Banach’s fixed-point theorem. O O

5 An Improved Difficulty Update

We have seen above in that the difficulty-update strategy employed by Bitcoin works as designed: If
the hash rate is constant, it yields the target block rate ever after the first difficulty update. Even if the hash
rate is exponentially rising, it is able to control the block rate towards a “stable situation” (see [Theorem 2)).
However, it does not achieve the target block rate for the latter situation. This is not a big deal for the Bitcoin
system to function in practice, but it may be undesirable for more advanced applications of Bitcoin’s blockchain
technology. In this section, we will propose an alternative difficulty-update method that can be used to improve
accuracy of the resulting block rate for exponentially increasing hash rate.

This section considers mainly the situation of “exponentially rising hash rate” from above, thus we continue
with the notation used in the description before: We assume that R(t) = R(0)e" is the hash rate, \g = # the
initial block rate, M the number of blocks in a retargeting interval and ¢ty = E (Sas) the expected (or observed)
time for all M blocks of the initial retargeting interval. According to this time is approximately given by

to = élog (/\ﬁo(M —1)+ 1) . (17)

Furthermore, we will denote the time for M blocks in the second retargeting interval by Sas. Our goal is to find
the difficulty update D7 such that Sy ~ TM. Assuming for a moment that « is known (which is not true in
practice), we can use to calculate Ao as well as the “required” block rate AT = A(to) immediately after the
difficulty update:

a(M —-1)

exto — 1

a(M —1)

Ao = caTM _ 1"

AT =

Thus

AT _ R(0)e** Dq _ et — 1

Qo R(0) D+t~ eaTM _ 7’
which further gives
Dt ™ 1 TM
Do 1—eato  ty -
Using the first-order approximation e® ~ 1 + x to simplify the exponential functions yields the indicated ap-
proximation, which corresponds to Bitcoin’s update Without this approximation, the update would give us
the “ideal” new difficulty. Unfortunately, though, it is not readily applicable since « is unknown in a practical
situation. However, we can use the relation to estimate a from the measured time to. While this requires
us to know the also unknown Ao, we can estimate both parameters together if we have another data point! By
looking at the times t1 and t2 for the last two difficulty-retargeting intervals, we can do that. Here, t2 is the
time just measured for the previous M blocks (which was called to before), and ¢; is the time for the M blocks
preceding those. (L. e., the ¢ of the last difficulty retargeting.) These times are readily available in practice, as
is the change in difficulty that happened between both intervals. This is the value calculated in the last difficulty
update, and we denote it by do. Except for the change in difficulty (which will be factored into the calculations),
the ratio of both times is an indication of the growth rate «. Using the times will approximately be

5= (18)

1 « 1 o
t1—alog()\—1(M—1)+1), tg—alog(/\—Q(M—l)-i-l).



Here, Ao = A1 - e;:)l is the “initial” hash rate at the start of the second measurement interval. It is already

increased due to the hash-rate growth, but may be adjusted also according to the last difficulty update. These
equations yield further

aty A aty _q
E _—22_-% _—- (19)
do A1 eatz — 1
Our next goal is to solve |(19)| for a. Note that this is now possible, since the unknown A; has been eliminated

from the equation. Substituting u = e*** and 7 = % turns |(19)|into the fixed-point equation

UZ(SO

UL =g, (20)

Note that g can be continuously extended by defining g(1) = 570. We would like to solve u = g(u) by iterating for
a fixed point. We will show below in[Theorem 3| that [(20)] has indeed a unique fixed point and that the iteration
with g converges to it under certain conditions. If this is done, we can define the time-ratio update as follows:

1. Use timing data from the previous two retargeting intervals to calculate t1, to and 7 = 2. The previous

difficulty update do is also known. '
2. Solve [(20)| for u by iterating with g. We can choose ug = 670 = ¢g(1) as initial iterate.
3. Use|(18)|to derive the update as:

B D+ B eoTM _

1
=1 gt==2_==__"-
a= 4 og(u), Dy — 1ot

For o = 0 (i. e., approximately constant hash rate), the correct limit of the update is 67 = % This

matches |(11)|

This update ensures optimal difficulty under the assumption of exponential hash-rate growth (or decay). It
is, however, important to remark that this update strategy is much more complicated than those employed in
practice so far (in particular . This creates certain difficulties, since all nodes in the peer-to-peer network
have to agree absolutely on the calculated difficulty. Thus, it is necessary to implement the proposed algorithm
very carefully and to use fixed-point or integer arithmetic for all computational steps. To lift the burden at least a
little, we propose the following rule: Each miner that solves a block with a difficulty update is required to provide
the calculated value of a as part of the block. This means that the miner is free to solve in whichever way
it prefers. For instance, it can use sufficiently precise floating-point arithmetic and its own choice of the number
of iteration steps to perform. It could even use a method to solve the equation that is totally different from
the approach suggested here. Validating nodes can then simply check that is fulfilled with small enough
residual and that the new difficulty is calculated correctly from «. This requires “only” strict network consensus
about the evaluation of the exponential function and basic arithmetic operations. The most difficult part, namely
solving is not prescribed by the consensus rules.

We will now proceed to state some basic properties of the function g, which is a necessary first step in order
to show convergence of the fixed-point iteration

Lemma 8. Consider the domain [0,00) and T > 0. Clearly g(0) = do.
If T =1, then g(u) = do for all w > 0. For the other cases, we have:

1. If 7 € (0,1), then g is strictly increasing and strictly concave. Furthermore,
lim g(u) = oo and lim g¢'(u) = 0.
uU—00 UuU— 00

2. For > 1, g is strictly decreasing and strictly convez. limy— o g(u) = 0.

Theorem 3. The fized-point equation has a unique solution u* for every 7,80 > 0.
If 1 <1 or do < 1, then the fixed-point iteration with g converges linearly towards u™ for arbitrary initial
value ug > 0.

Proof. If 7 = 1, then the iteration converges in a single step to u* = dp. We use the properties stated in
The existence of a unique fixed point follows from these properties.

To show convergence for the case of 7 € (0,1), consider an iterate u < u*. In this case, u < g(u) < u™.
Consequently, the iteration sequence is strictly increasing and bounded. This means that it converges, and the
limit must necessarily be a fixed point of g. By uniqueness of u*, the limit must be u*. A similar argument can
be applied for iterates u > u*. We know that the convergence must be at least linear since |¢'(u*)| < 1, which
means that g must be a contraction in some neighbourhood of w*. This neighbourhood is reached in a finite
number of steps.

Finally, assume 7 > 1 and do < 1. In this case, g is a contraction on [0, c0), since convexity implies

lg' ()| < |g'(0)| =d0 < 1
for arbitrary u > 0. O O
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Unfortunately, it is not guaranteed that the fixed-point iteration converges for all potential values of
and dg. If the solution ©* turns out to be a repulsive fixed point, one can fall back to interval bisection or some
other method of solving This is another reason why we propose to leave the solution method out of the
consensus rules. We believe, however, that this will be rarely necessary in practice since the parameter values
required to make u* repulsive are already quite “extreme”. See also

6 Worst-Case Behaviour of Bitcoin’s Algorithm

To get some further understanding about the behaviour of Bitcoin’s difficulty-retargeting algorithm (see
tion 4)), we want to discuss how it behaves in worst-case scenarios. This is useful because it makes clear how
much a malicious actor or other “external event” (e. g., hardware failure or bankruptcy of a miner) can disrupt
the average block times. For a system like Namecoin, this is particularly interesting because this directly influ-
ences name expiration times. The time scales considered will be multiple retargeting intervals. On shorter scales
(i. e., a couple of blocks) no retargeting takes place and thus the expected times can be directly derived from the
mining model developed in We acknowledge that it would be very interesting to do the analysis below
particularly also for the time-ratio update proposed by us, but for now we want to defer this analysis to a future
work.

For this analysis, we will assume that an attacker has the capability to control the network hash rate R(t)
arbitrarily within some bounds [E,EJ , R > 0. This corresponds to the situation that the network has some “base
hash rate” Ry provided by honest miners and the attacker has additional hash rate R, that it can switch on or off
according to its purposes. This yields R = Ry and R = Ro + R,. Note that we will assume that the hash rate is
constant over each single retargeting interval, since our focus is on the difficulty updates. They are not influenced
by the precise time-dependence of the hash rate within a single interval. We consider n retargeting intervals
Ii,...,I,. The (constant) hash rates over these intervals are denoted by r1,...,r, € [E,m. Furthermore, we
denote the hash rate of the retargeting interval prior to I; by 9. This quantity is important since it characterises
the “initial situation” and influences the difficulty during I;. We assume that the attacker can also control rg in

the same bounds. Under these assumptions, the expected time Ji for the M blocks of I, k =1,...,n, is
Jp = % _ M& _ MTrki—l
)\k Tk Tk

according to and |(11)l The average block time over all n retargeting intervals, which is the quantity of
interest, is thus

R B DIl

nM n
k=1

Since J is continuous and the set of admissible r is compact, this finite-dimensional optimisation problem has
both a maximum and a minimum. These are the most extreme block times that can be reached by the attacker,
and our goal below is to calculate them. As a first step, note that rx, k = 1,...,n — 1, influences precisely two
terms in this sum: J, and Jix41. If we consider all other variables as fixed, then r; has to maximise or minimise
the auxiliary function

Th=1 , Tk

gr(re) = —— + ——.
Tk Tk+1

The following result, giving the core properties that we will use about this function, is easy to see using elementary
calculus:

Lemma 9. gj is strictly convex. Over [E,m , gk achieves its mazimum (only) on the boundary of the interval

and has a unique minimum at -
Th = \/Th—1 Tktl € [E, R] . (21)

If rk—1 = Tkt1, then clearly vy, = re—1 = rpy1. Otherwise, ry, is strictly between rr_1 and Tgy1.

6.1 Minimal Block Time

If the goal of the attacker is to minimise J(r), then it is easy to see that ro = R and r, = R should be chosen.
Furthermore, all other values must satisfy the optimality condition [(21)| stated in

Theorem 4. The minimum r* of J is achieved at

Bk _logR—1logR

rm=R-e"* =R"%.R", A (22)

n

11



Proof. We already know that J must achieve a minimum at some r. Also, ro = R and r, = R, which matches
[(22) are clear. For all other r, we know that |(21)| holds. Rewriting this equation yields

r Th_
ko= oo logrk+1 — logry = logry — logri—1.
Th+1 Tk

Hence, all these differences must be equal to A. This shows [(22)| O O

Thus we have shown that the average block time becomes minimal if the hash rate is raised from R to R,
or, in other words, the attacker turns R, on, exponentially. It is interesting to note that this result shows that
exponential hash-rate growth, as it appears in practice, is the absolutely worst case (regarding the block rate)
possible for Bitcoin’s update algorithm! The actual block rate for this case was already derived above, so that
the minimum value of J is (approximately) given by

6.2 Maximal Block Time

To achieve, on the other hand, a mazimal delay of blocks (corresponding to a maximiser of J), clearly ro = R
and 7, = R should be chosen. Furthermore, it will turn out that the optimal sequence of r’s is a “bang-bang”
alternation between R and R. While increasing the hash rate yields, of course, a relatively fast retargeting
interval at first, it also causes the next difficulty to be high. Decreasing the hash rate afterwards, however, gives
“doubly slow” blocks over the next retargeting interval. On average, this works out to increase the total time for
all intervals taken together.

Theorem 5. J achieves its global mazimum at

o R kevenandk #n
FTUR koddork=n

for k=0,...,n. For the value, it holds that
5 =2
lim J() =7 B8

Proof. Let r be a maximiser. implies that r» must be “bang-bang”, i. e., 7 € {E7E} forallk=0,...,n.
Furthermore, 79 = R and 7, = R. Assume that we have a pair of neighbouring intervals with the same rate,
€. g., 'm = m—1 for some m = 1,...,n — 1. In this case, we can define another point r’ that must also be a
maximiser by “shifting all rates to the left” and thus “moving” the constant pair to the end:

. k=0,....m—1
T = Ter1 k=m,...,n—2
rm k=n-—1,n

Then, the cost stays indeed the same, since

T <7} T [y r == 7 T r
J ’ _ = k—1 _ k—1 m—1 k n—1 'n
(') n}; i P DD R

r r
k=1 mtl o g R
m—1 n—1 n
T Th—1 , Tm—1 Tm Th—1 |, Tn—1 T Th—1
T Z T +7‘ +7" +Z r +r :EZT =J).
1 k m m+1 J— k n 1 k

Hence, we know that there exists a maximum that alternates between R and R at each new interval and only
(potentially) has ry = rm41 = - -+ = rp at the very end. However, it is impossible to have rn—2 = rp_1 =1, = R
since in that case, r,—1 = R would yield a strictly larger value of J according to It follows that at
most 7,1 = ry, is possible, but r,_2 # r,_1 must hold. This implies the form of the maximiser given in
The actual value is then easy to derive, which further gives the asserted limit. O O

Note that the maximiser |(23)| is not necessarily unique. The proof of shows, though, that all
maximisers have the same structure: Alternation between R and R, with at most a single pair of neighbouring
intervals that have the same hash rate (if n is even).
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Figure 3: Convergence of to the simulation result. The daily hash-rate growth (expressed by «) is
5%. Left: Difference between [(10)]and the mean of 5,000 simulated times (black circles) and 5% quantile
of [Syr — E (Sar)| of the simulation (red), both relative. Right: Histogram for 1,000 simulations with
M = 2,016 together with their mean (red) and the prediction of (blue).

7 Simulation Results

Finally, we also want to present simulation results that validate the mining model developed (in particular,
and and that show how our method proposed inimproves over Bitcoin’s difficulty-update formula.
We also failed to provide a worst-case analysis for this method similar to but will, at least, simulate
how it behaves under selected “extreme” scenarios in [Subsection 7.2] In [Subsection 7.3 we will compare the
actual block times observed in the real Bitcoin and Namecoin networks and try to estimate how they would
have evolved if our proposed method had been used to control difficulty. This will show that it stabilises block
rates indeed much better, even in practice and not just in theory. All calculations have been performed with
GNU Octave |9]. Where not stated to the contrary, we used the configuration parameters of the real Bitcoin
network: M = 2,016 and 7" = 10min. The initial hash rate and difficulty were chosen to yield the “expected”

block rate Ao = % at t = 0.

7.1 Simulating the Mining Process

Let us start by considering how to simulate the mining process itself, given the hash rate and difficulty over time.
This knowledge also enables us to calculate A(t) for each t > 0. At any given time point, the time it takes to find
the next block is exponentially distributed (as can be seen from. We will, furthermore, assume that the hash
rate is constant at least over the time it takes to find a single block. In this case, m(t) = At and the time for
the next block can be constructed as a random number following an exponential distribution with the current .
The generation of such random numbers is already a feature of GNU Octave (using the “Ziggurat” method [12]),
and we make use of it. With this in hand, we can simply generate one block time after another, adapting A\ at
each step to the current time, to simulate the real mining process and generate a realisation of the total time Sar
for M blocks.

Our goal in this first subsection is to show that the approximation made in deriving is valid. Indeed,
shows that becomes a very good approximation as M grows: The error made falls well below the
statistical fluctuations of the simulations themselves even for values of M that are still smaller than in practice.
This is also evident from which shows that the simulated times for M blocks vary much more than
the difference between simulation and prediction (the vertical lines). Finally, the match between simulation and
prediction is also shown in for various assumptions on the daily growth rate. We can see from the table
that is accurate (particularly compared to the inherent fluctuations) also in all of these scenarios.
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Growth | Simulated Predicted | Rel. Error 5% Quantile
—2% 11.753min  11.747 min 0.049% 0.169%
0% 10.002min  10.000min | 0.018% 0.149%
1% 9.356min  9.358 min 0.020% 0.130%
2% 8.833min  8.822min 0.120% 0.116%
5% 7.624min  7.619 min 0.071% 0.109%
10% 6.353min  6.351 min 0.035% 0.094%

Table 1: Comparison between and the mean calculated from 1,000 simulation results for M = 2,016
and various assumptions for the daily growth rate. The second and third columns show the simulated
and predicated average time per block, and the fourth and fifth columns show the relative error between
these as well as the relative 5% quantile of | Sy, — E (Sa)|-

7.2 Simulation of the Difficulty Updates

Next, we will include difficulty updates into our simulations. In particular, we will compare how the average block
time behaves when using Bitcoin’s difficulty update and the proposed time-ratio update (see. The
quantity of interest is always the average block time (it should be as close to 7' = 10 min as possible) over a longer
period of time. We compare it over 25 retargeting intervals as well as 100. The former quantity corresponds to
roughly one year of real time. We think that this is a good estimate for a practical name expiration period. The
latter gives more perspective with respect to the behaviour in the limit of long time spans, as it reduces artefacts
introduced during the initial intervals.

These simulations will not only be done for the “standard case” of strictly exponential growth, but also cover
possible attack scenarios. Motivated by we are particularly interested what happens when the hash
rate alternates between two extremes. Thus, we use the following three parameters to characterise our scenarios:

« Minimal growth of the hash rate, assumed to occur on every second retargeting interval.
@ Maximal growth of the hash rate, occurring on all other intervals.

R, Hash rate that an attacker turns on and off alternatingly. It is assumed to be turned on when @ is active
and turned off when growth is described by a. The initial non-attack hash rate is normalised to 1. Thus,
the total hash rate is R(t) = 1-e*" + R,, where e®* represents the accumulated growth over time for some
“effective a”.

If R, = 0 and o = @&, we have a non-attack scenario with fixed hash-rate growth. If R, = 0 but a < @, we see
how fluctuations in the hash-rate growth affect the resulting block times. For R, # 0, we get the scenario proven
to be worst-case for Bitcoin’s difficulty update. While we have not provided a proof for the time-ratio update,
it is not too far fetched to assume that also in this case, the alternation scenario is bad. We have also tried out
variations (e. g., turning R, on and off for longer than just a single interval) but not found results that are worse.

shows some of the resulting block times for selected scenarios. For each scenario, we include both a
simulation where Sy is calculated deterministically fromand one where every block is simulated as before in
The difference between both is minor, though, as the large number of individual blocks making up
one or even multiple retargeting intervals already removes a lot of statistical fluctuations. The last column shows
whether the fixed-point iteration fails to converge for the given scenario. Where this happens, we fall back
to interval bisection to solve the equation. Note, though, that this happens only under extreme conditions. The
values shown are the relative differences between the actual time per block and the expected one of T'= 10 min.
Negative values mean that the actual blocks are too fast. In the upper part of the table, we have scenarios
of stable exponential growth (no kind of “attack”) with various growth rates. This is what happens mostly in
practice, and it is easy to see that the Bitcoin update results in vastly too fast blocks. This was discussed already
in and the simulated differences match the predictions of The time-ratio update, on the
other hand, is able to stabilise the block times towards T" almost perfectly. This is especially true over the longer
observation period where the effect of the initial Ao is not so strong any more. The lower part of the table shows
“attack” scenarios. Even for them, the time-ratio update does not perform too badly. It does worse than the
Bitcoin update for the cases with no intrinsic growth but R, turned on and off alternatingly. Note, though, that
even the already quite extreme case with R, = 50% distorts the block times less than a simple growth of 2% per
day for Bitcoin’s update. Furthermore, when an attacker controls a significant portion of the network’s hash rate,
there are by far worse things to do than messing with the difficulty update (e. g., the dreaded “51% attack”).
Finally, the last entry of the table combines an attack with large hash rate and exponential growth. Here, the
time-ratio update is again quite good; this is due to the fact that the exponential growth makes the attacker’s
share of the total hash rate dwindle over time.
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Over 25 Intervals

Over 100 Intervals

a «@ R, Deterministic? | Bitcoin Time Ratio | Bitcoin Time Ratio | FP Failed?
2% 2% % X 52.9% 2.5% 54.5% 0.6% X
2% 2% % 53.2% 2.7% 54.8% 0.8%

0% 0% 0% X 0.0% 0.0% 0.0% 0.0%

0% 0% 0% 0.0% 0.0% 0.0% 0.1%

2% 2% 0% X —-19.6% -1.3% —-19.8% —0.3%

2% 2% 0% —-19.6% —1.0% —19.8% -0.2%

5% 5% 0% X —-35.2% —2.5% —35.5% —0.6%

5% 5% 0% -35.1% —2.5% —35.5% —0.6%

10% 10% 0% x —48.8% -3.5% —49.1% —0.9%
10% 10% 0% —48.8% —-3.5% —49.1% —0.9%
2% 5% 0% X —13.8% 0.1% —14.9% 0.0%
2% 5% 0% —13.6% 0.1% —14.8% 0.1%

0% 0% 10% X 0.4% 1.3% 0.4% 0.8%

0% 0% 10% 0.6% 2.1% 0.4% 1.0%

0% 0% 30% X 3.3% 7.9% 3.2% 6.6%

0% 0% 30% 3.5% 7.7% 3.2% 6.5% X

0% 0% 50% X 8.0% 18.0% 7.8% 15.9% X

0% 0% 50% 8.1% 19.2% 7.8% 16.8% X

0% 0% 70% X 13.8% 30.2% 13.7% 27.2% X

0% 0% 70% 14.3% 30.3% 14.0% 27.3% X

0% 0%  100% X 24.0% 51.3% 24.0% 46.5% X

0% 0%  100% 25.1% 52.3% 24.3% 45.2% X

1% 3%  100% X —15.8% 6.0% —18.8% 1.5% X

1% 3%  100% —-15.3% 6.1% —19.0% 1.4% X

Table 2: Comparison between resulting block times for Bitcoin’s difficulty update and the proposed
time-ratio update. Various attack and non-attack scenarios are included. The main columns show the
relative difference between the actual time and the desired T"= 10 min per block.
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7.3 Rewriting History

Of course, the fundamental principle of a Nakamoto blockchain is to make rewriting history extremely hard. As
a final demonstration, we will try it nevertheless (in a different way): We use historic data about block times
and difficulty values from the Bitcoin and Namecoin blockchains as input into the time-ratio update. This gives
us the most realistic test of our proposed method that is possible. To do so, we assume that the hash rate at
any given moment in time is given from the outside and the same even if we switch out the difficulty-retargeting
algorithm. The block times, on the other hand, change according to the difficulty. Consequently, whenever the
time-ratio update prescribes a difficulty different from the historic one, we can transform the measured block
times by the ratio of both difficulty values. This yields block times sampled with respect to the changed difficulty.
There are, however, a few caveats which we want to mention before presenting the simulation results:

e The real Bitcoin and Namecoin systems have special rules to control the difficulty besides the update
described in In particular, difficulty is capped by a lower floor and the difficulty-update ratio
§ is clipped, when necessary, to be in the interval [i,éﬂ. The former constraint was active at the very
beginning of the Bitcoin blockchain, as can be seen on the left of The latter dampens excessive
fluctuations in the hash rate. None of them was active any more after the systems matured sufficiently.
For simplicity, such constraints are left out of our modelling. It would be easy to add them in practice,
though, if that is deemed beneficial. Thus, the initial parts of the simulation results should be taken with
a grain of salt. The later retargeting intervals are much more important to assess the difficulty updates for
the context of a matured system.

e We will show how the expiration time of a name differs from its expected value, since that is a quantity
of actual interest for a system like Namecoin. For simplicity, we assume that the expiration period is
18 retargeting intervals, or 36,288 blocks. For Namecoin, it is actually 36,000 now and was lower in the
very beginning. While Bitcoin does not support names at all in reality, we will nevertheless consider the
real-time duration of this expiration period for the Bitcoin network’s historical data as well.

e By changing the difficulty, we also shift the times of blocks around in terms of real time. We do not
account for this change in the hash-rate assumptions. Instead, our method of calculating the new block
times assumes that the hash rate is the same as it was historically per block and not per real time.

For our simulations, we consider full retargeting intervals and average the block times over them. The very
first interval is excluded, since no correct timing is known for it (as it is not clear when mining the initial block
started). For Bitcoin, we show the 2nd-162nd retargeting intervals (Jan-27-2009 to Oct-23-2014). For Namecoin,
the intervals 2-101 (May-11-2011 to Nov-01-2014) are used. compares the actual difficulty and block
times (in black) to the ones that result from using the time-ratio update (red). The left column is for the
Bitcoin network, while the right is for Namecoin. Both networks show qualitatively the same behaviour. The top
row depicts the difficulty development itself. It is clearly visible that it behaves exponentially. The time-ratio
update yields a higher difficulty, particularly where growth happens. This corrects the systematically too fast
blocks that happen due to Bitcoin’s update mechanism. The middle row shows how the average block time
behaves in comparison to the desired one (horizontal blue line). It can be seen that it fluctuates wildly for both
difficulty-update methods. While Bitcoin’s update is seemingly more robust with respect to fluctuations, also the
time-ratio update is not too bad. (The wild swings that happen early are a result of very large changes in the
hash rate. One can see that also the historic block times are extreme during these times. Additional rules like
the ones mentioned above could help to guard against such situations.) Note, though, that the time-ratio update
produces fluctuations centred around the desired value, while the Bitcoin update does not. The bottom row,
finally, shows the expiration period of names in real time (relative to the desired one). The value corresponds to
a name registration at the start of some retargeting interval. Consequently, fewer intervals are included on the
z-axis as in the other graphs. Names registered after these intervals are not yet expired in the data set and thus no
expiration time can be given for them. The strange “block” between intervals 20 and 40 in [Figure 4€]is produced
solely because of the single retargeting interval with extremely high block time. [Figure 4e| and [Figure 4f] make
it particularly clear that the time-ratio update is superior to the current method if stability of the expiration
period is a goal: Except for effects produced by the initially extreme swings in hash rate, the time-ratio method
manages to control the expiration period almost precisely to the desired value. Bitcoin’s difficulty-retargeting
method does not.

8 Conclusion

We have developed a model that allows to predict average block times in Bitcoin mining. It is possible to account
for the effect of changes in the network hash rate over time, and to predict how the difficulty-update mechanism
of Bitcoin reacts. Unfortunately, this currently applied method yields too fast blocks while the hash rate is
exponentially rising. To improve the stability of block times, we proposed an alternative difficulty control that is
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ratio update being applied instead. The blue line denotes the desired value based on T'= 10 min for the
two bottom rows.



designed to work “perfectly” not just for constant hash rate but also if the hash rate grows exponentially (with a
constant but unknown rate). We have seen that even for real-world data (of the historical Bitcoin and Namecoin
blockchains), the method leads to significant improvements with respect to our goal.

It is important to note that the focus of this work is really on a long-term perspective. Fluctuations of the
block time between single retargeting intervals seem to be increased by our proposed difficulty update rather
than decreased, but the mean value over longer times is nevertheless much closer to the desired block time. This
long-term stability is very useful in practice in certain situations, name expiration in Namecoin being one prime
example.

We tried to lay a fundament for further research about this topic. However, there still remain a lot of open
topics to revisit in more detail. In particular, we propose the following open questions for future research:

e We assumed that the hash rate is time-dependent, but in a deterministic way. Can our model be extended
to allow for random fluctuations in the hash rate, e. g., based on the framework of Cox processes [6]?

e [s it possible to do a rigorous worst-case analysis similar to what we have done in also for the
proposed time-ratio update?

e Develop an actual implementation of the time-ratio update that is suitable for application in practice. This
includes, in particular, an implementation of the necessary calculations and solving that must
be part of the strict network consensus rules. Some ideas for this have been discussed in [Section 5| but
still a lot of further thought is required to turn them into a working system. It may also be a good idea to
include some rules into the difficulty update such that it is more stable with respect to extreme hash-rate
changes during the initial stages of a new system.
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A Notation Used in the Models

t time, continuous on [0, co)
R(t) hash rate at time ¢
D mining difficulty

A(t)  expected block frequency A(t) = R(t)/D
M number of blocks per retargeting interval

N(t) number of blocks found after time ¢ (random variable)

X;  time between blocks i — 1 and ¢ (random variable)

Sy time to find all M blocks of a retargeting interval (random variable) Sy = vail X;
Ao initial block frequency

a  exponential growth rate of R R(t) = Xoe™
T desired time between blocks
to measured time for the last retargeting interval (realised value of Syr)

Do initial difficulty
DT difficulty after an update
5  relative difficulty update § = D% /Dy
At block frequency right after a difficulty update AT = R(to)/D™
Ry base hash rate of the network
Ra hash rate controlled by an attacker

R lower bound for the hash rate during an attack R =Ry
R upper bound for the hash rate during an attack R=Ro+ R,
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