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Abstract
As blockchain technology booms, modern electronic voting system leverages blockchain as underlying storage model to
make the voting process more transparent, and guarantee immutability of data. However, the transparent characteristic may
disclose sensitive information of candidate for all system users have the same right to their information. Besides that, the
pseudo-anonymity of blockchain will lead to the disclosure of voters’ privacy and the third-parties such as registration
institutions involved in voting process also have possibility of tampering data. To overcome these difficulties, we apply
authority management mechanism into blockchain-based voting systems. In this paper, we put forward AMVchain, a fully
decentralized and efficient blockchain-based voting system. AMVchain has a three-layer access control architecture, and
on each layer, smart contracts are responsible for validation and granting permissions. Linkable ring signature is adopted
in the process of voting to protect ballot-privacy. AMVchain also makes a tradeoff between efficiency and concurrency
by introducing proxy nodes. The experiments results show that our system meets the basic requirements under the high
concurrent users circumstance.

Keywords Authority management · Smart contract · Electronic voting · Blockchain · Linkable ring signature

1 Introduction

As Internet and cryptography technology develops, elec-
tronic voting, as a promising voting method, has gradually
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gained public attention. Electronic voting is defined as using
electronic means to help implement voting and counting.
Compared with traditional paper-based voting, electronic
voting technology can speed up the calculation of votes,
reduce staff costs, and to a certain extent, ensure the fair-
ness of elections and protect the interests of voters. Thus,
a valuable and successful electronic voting system must
be secure, transparent, anonymous and efficient. However,
most e-voting platforms, like Doodle, Polyas and Ballot,
build their voting platforms based on a centralized server-
client model. These platforms adopt central agencies to
record and calculate votes. The crucial challenge for central-
ized voting systems is that voters cannot verify their ballots
since their votes may be tampered by administers. Another
severe obstacle is the risk of central servers downtime. So
centralized voting systems are weak in terms of security,
anonymity, and process transparency.

The advent of blockchain brought a new era of research
to life on how to create trustful and decentralized e-voting
systems. In 2009, after Satoshi [1] first proposed the concept
of blockchain, researchers begin to explore the potential
of aggregating blockchain technology into conventional
e-voting systems. Blockchain is a data structure formed
by the orderly linking of blocks containing transactions
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information, and each block has a hash value of itself
to prevent to be hampered. Its essence is a distributed
ledger. In blockchain, the transaction information is open
and transparent, and each node has a backup of the ledger.
Different nodes in blockchain reach consensus throughout
the network according to a consensus protocol. Therefore,
the blockchain provides a possible solution for problems in
electronic voting systems with its decentralized, transparent,
and immutable characteristics.

However, there exist some challenges in blockchain-
based voting system. In this paper, we summarize four main
challenges.

1.1 Conflicts between privacy and transparency

Information stored in blockchain is transparent and can
be accessed by anyone. It is an important feature of
blockchain for some specific scenarios, such as finance
field. But for voting system, it may be a disadvantage.
Candidates’ personal data involves sensitive information
needs the confidentiality. Therefore, it is necessary to
introduce authority management mechanism into such a
transparent scenario.

1.2 Limitations of traditional certificate authority

Certificate Authority is widely used in voting system. Tra-
ditional voting systems adopt certificate authority to verify
whether participants’ identities are legal. However, once
obtaining access certificates after verification, everyone has
the same and indistinguishable access to data. This is not
suitable for voting systems. Therefore, to design a more
advanced Certificate Authority is inevitable.

1.3 Coexistence between concurrency and efficiency

Voting process usually has a time limit. During the
time span, voters’ terminals send data to blockchain
systems continuously, which results in high concurrency.
However, the complex consensus mechanism greatly limits
performance of the voting system. If all voters participate in
the consensus process as consensus nodes, the performance
of the voting system will greatly slump.

1.4 Pseudo-anonymous for voters’ ballots
information

Blockchain is pseudo-anonymous, for participants can know
the public key address of the voter. Attackers can analyze
the signed data’s addresses on the blockchain to track the
user’s digital asset flow. At the same time, attackers can also
utilize data mining algorithms to achieve de-anonymity. As
the blockchain grows, the more information is published,

the easier for attackers to de-anonymize. So how to protect
voters’ ballots information becomes the last challenge.

Motivated by aforementioned challenges, we adopt
smart-contract based authority management mechanism to
provide a hierarchical access control framework in this
paper. Different levels have different access control to data.
Utilizing the characteristics of smart contracts to automate
the assignment of permissions. In addition, to promote the
performance, our system is developed based on consortium
blockchain Fabric and we introduce proxy nodes at the
same time to reduce the number of nodes participating in
consensus.

Our contributions can be summarized as follows:

– We devise and implement AMVchain, an efficient and
scalable voting protocol to accomplish transparent and
decentralized voting with the power of blockchain and
smart contracts.

– Proposing a smart contract-based access control
machenism, which enables hierarchical authority man-
agement in different entities. Setting up supervisor roles
and proxy nodes at the same time to facilitate and secure
voting process, which makes a good tradeoff between
concurrency and efficiency.

– We utilize linkable ring signature to encrypt voter’
ballots, which cuts off the link between voters and
ballots and guarantees voters’ anonymity.

– Experimental results show that AMVchain can effec-
tively handle voters’ requests under relatively large-
scale circumstance.

The rest of the paper is organized as follows. Section 2
introduces related work in blockchain-based voting

systems and authority management. Section 3 presents an
overview of AMVChain. Section 4 describes the three-
tier access control framework in detail. In Section 5, we
evaluate performance of the proposed system. Finally we
draw conclusions in Section 6.

2 Related work

Although the voting system based on blockchain has the
characteristics of transparency and immutability, these sys-
tems still require human intervention in the identity authen-
tication and vote counting stages. Therefore, smart contracts
are used to replace human operations. Simultaneously, par-
ticipants’ identities in the current voting system are com-
plex, and a voting system without authority management
will lead to certain risks. We present in this section various
current research and categorize them into blockchain-based
voting system and authority management mechanism. We
then highlight the advantages of our proposed system com-
pared to the others.
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2.1 Blockchain-based voting system

With the popularity of cryptocurrency, many researchers
begin to pay more attention to its underlying storage
technology, blockchain. A lot of e-voting protocols were
carried out combining with blockchain.

In 2015, Czepluch made the first attempt to evaluate the
possibilities and strengths that blockchain technology as a
service can offer in regards to decentralized trust-free voting
systems [2]. At the same time, Z.Zhao designed a voting
protocol using Bitcoin and zk-SNARKs with the properties
of privacy, verifiability, and irrevocability [3]. This method
added phase to distribute secret random numbers via
zero-knowledge-proofs based on the lottery to protect
individual voters’ privacy. After that, Lee [4] proposed a
four parties involved voting system and described it at a
national level through examples. Agora [5], an end-to-end
verifiable blockchain-based voting solution, was designed
for governments and institutions to automate voting. Agora
utilized Token to distinguish eligible voters for elections,
and institutions distribute their tokens for each eligible
voter. However, these schemes all relied on the trusted
third parties (TTP) to supervise the voting process. The
third-party may collude with candidates to tamper votes.

Besides, data stored in the blockchain is transparent and
available to the public. This undermines the security and
reliability of blockchain-based voting systems. To cope with
this problem, smart contracts and encryption algorithms
are adopted into blockchain-based voting protocols. Smart
contracts were commonly utilized to replace the third
party. A self-tallying protocol, the Open Vote Network
(OVN), was realized by smart contracts [6]. This is the first
implementation that the voting process does not rely on any
trusted authority to tally election results. The voting scheme
was implemented on Ethereum and totally distributed and
automated. Votechain [7] utilized smart contracts to detect
double voting and added transparency to the voting process.
Ali Kaan Ko et al. [8] deployed a voting application
as a smart contract on Ethereum and allowed voters to
participate in voting via their valid EOAs. Nevertheless,
this solution lacks a truly automated address verification
protocol since the EOAs get their right to vote from a
centralized authority to become eligible voters.

To protect voters’ privacy and anonymity, researchers
usually adopt digital signature schemes into these proto-
cols. Digital signature schemes commonly adopted into
blockchain-based voting systems can be divided into the
following categories: public-key cryptography, blind signa-
ture, and homomorphic encryption. Voters’ anonymity was
protected in systems [9] and [10] by using public-key cryp-

tography. Voting systems will generate a hash value that
contains both voters’ identification number and the hash
of the previous ballot. But the disadvantages are that these
systems led to a waste of computing resources, and vot-
ers cannot change their votes in case of their mistakes.
Blind signature is less complicated and computationally
intensive. Atusushi Fujioka et al. [11] utilized blind signa-
ture to encrypt ballot information to prohibit the leakage
of intermediate election results and enabled a larger-scale
voting. However, the blind signature requires anonymous
channels. In some cases, it will fail to protect voters’ pri-
vacy. For example, suppose the administrator knows the
bitcoin address of the voter. In that case, he can get the
identity of the voter by linking the address and message to
the blockchain, thus destroying the anonymity of the vot-
ing system. Homomorphic encryption is also widely used
in the electronic voting system. Hsiao et al. [12] com-
bines homomorphic encryption and secret sharing schemes
to realize a distributed electronic voting application with-
out a trusted third party, which protects the anonymity of
voters’ identity, the privacy of data transmission, and the
verifiability of voting. Also, [13] can verify the validity of
votes and the correctness of election results without zero-
knowledge proof based on LWE homomorphic encryption.
However, the complexity of homomorphic encryption used
in the aforementioned research is too high to apply on a
large-scale.

Compared with the algorithms mentioned above, linkable
ring signature has three advantages: Firstly, linkable ring
signature can better guarantee anonymity among voters.
Linkable ring signatures allow a participant to present a
valid signature from a set of keys without revealing which
key generated the signature. It can be seen as zero proof
of knowledge of a key inside a set of keys. This allows
a voter to remain anonymous among a set of participants.
The larger the number of users involved in the signature,
the more anonymous it becomes. Secondly, linkable ring
signature can simplify the process and significantly improve
the voting efficiency. This enables voting systems based
on blockchain suitable for large scale use. Finally, given
elections, people may regret their votes. We can use the
linkability of linkable ring signature to cast new votes to
reflect the real situation of voting better.

2.2 Authority managementmechanism

Authority management is widely used to prevent unau-
thorized operations. In traditional centralized systems, the
function of authority management is carried out by the third
parties such as administrative organizations. These cen-
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tralized entities may encounter single-point-of failures or
hacking. While in decentralized systems such as IoT and
blockchain, realizing authority management becomes a new
research area.

Two standard approaches about access management
in IoT were summarized in [14], respectively CoAP
(Constrained Application Protocol) Management Interface
(CoMI) and Lightweight Machine to Machine (LWM2M).
As blockchain technology booms, many solutions have been
proposed to realize decentralized authority management.
Controlchain [15] is proposed to supple access control in
IoT. It implements access control by storing data of different
permissions into four different blockchains. Access control
in wireless networking is a challenging problem. CCMMA
[16] is designed to realize cross-layer access control in the
Internet of Things. Grüner et al. [17] devises a quantifiable
trust model based on blockchain to define trust levels,
then realizes identity management according to it. Several
solutions adopt smart contracts to automate the process
of authority management. MedRec [18] is an application
of authority management in medical scenario. It utilizes
three different smart contracts to predefine permission
rights of medical data. Also, it employs smart contracts
defined authority management policies, such as access time,
user identity to protect Biometrics information. To prevent
the COVID-19 epidemic from worsening, [19] proposed a
blockchain-based COVID19 medical research platform for
CEMRs, which can provide efficient and privacy-preserving
data sharing against COVID19.

Besides, a attributed-based authority management proto-
col was realized in [20]. In this protocol, users should obtain
tokens by presenting their attributes to authorities, and
enough tokens give them a privilege to do designated oper-
ations. Similarly, FairAccess [21] uses authorization tokens
representing access right and entitlement. Only if requesters
fulfill conditions defined in smart contracts, they will be
delivered authorization tokens. Symmetric key encryption
[22] is also adopted to realize permission assignment. It
devises a key distribution scheme which only authorized
people with keys to decrypt information content. DAOS was
proposed based on identity-based encryption (IBE) tech-
nique to realize access control in data outsourcing service
[23]. Besides, in the IoT and cloud storage, attribute-based
encryption (ABE) [24] is a powerful cryptographic primi-
tive for access control and fine-grained sharing on encrypted
data. To address data storage and the semi-credibility nature
of the IIoT cloud platforms, [25] proposed an attribute-
based access control scheme that supports traceability and
revocation for smart factories.

However, to the best of our knowledge, smart contracts
introduced in blockchain-based voting systems mainly acts
as substitutes for third parties to prevent external tampering.

Few research utilizes smart contracts to realize access
control in blockchain-based voting systems.

3 Overall design

According to the crucial challenges aforementioned that
impede the traditional blockchain-based voting protocol, in
this section, we devise a voting system called AMVchain
based on consortium blockchain, combined with author-
ity management mechanism to tackle these problems.
Blockchain technology can guarantee the transparency and
immutability of voting process. Authentication manage-
ment is added in to supervise the entire voting process and
improve voting efficiency at the same time, while linkable
ring signature protects the privacy of system users. In this
paper, we take student union election as an example.

3.1 Overview

The architecture of AMVchain is illustrated in Fig. 1.
Its framework includes four layers: application layer,
smart contract layer, consensus layer, and storage layer.
The application layer is at the top of our system
providing friendly graph user interface designed for
voters and candidates to view or check voting status
conveniently. The smart contract layer is composed of
embedded programmatic contracts, which is driven by
events, automatically executed and does not require human
intervention. It provides some core functions such as
registration and verifying validity of identity of participants
in electronic voting. The functions of the consensus layer
are to allow highly decentralized nodes to reach a consensus
on the validity of block data. The Storage layer stores the
data securely and permanently.

3.2 Application layer

The application layer is at the top of AMVchain, which
aims to provide a user-friendly graphic interface for
participants involved in our system. Different types of users
have different functions. For voters and candidates, they
can register in the websites by submitting their identity
information. JavaScript files transfer foreground data to
blockchain and invoke smart contracts. The system must
satisfy some basic features, such as registering with email
address and editing or uploading personal information.
When sending an email, the framework will load the env
configure properties file first, including the STMP server
properties. And then, the system uses the Swift Mailer to
make the connection with an STMP server and post the
email to the target email address. Once smart contracts
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Fig. 1 The architecture of
AMVchain

verify the validity of the information, they will be given
unique voter id (Ui) and candidate id (Ci). The overview of
voters and candidates is shown as Fig. 2a.

For Voting Initiator, functions and interfaces provided by
this system are totally different. The dashboard presented
to voting initiators should show the blockchain network and

the voting information. Besides, the role of initiators needs
to create a voting event with the title, description, the image
and view the candidates of a voting event. So the voting list
management interface is shown in Fig. 2b. Once he wants
to start a poll, he can log in the website and deploy the
chaincode on the consortium blockchain.

a b
Fig. 2 The overview of AMVchain
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3.3 Smart contract layer

Smart contracts play an important role in our electronic
voting protocol because they cannot be interfered by
humans and will only execute according to pre-determined
rules. So we choose smart contracts to realize some core
functions such as user registration, checking the validity
of users’ identity and distributing the public key set for
voters which will be utilized for generate ring signature.
Besides, since smart contracts are stored on blockchain
and cannot be modified once defined, we also adopt them
to store voters’ public key. At the same time, we utilize
smart contracts to realize authority management. Not all
users can access candidates’ information. Only those who
satisfy requirements pre-defined in smart contracts can
obtain private keys to decrypt candidates’ information.
Authority management mechanism will be described in
detail in Section 4. Web servers can easily call functions
in smart contracts to process requests for they are publicly
transparent in the consortium blockchain.

In proposed e-voting protocol, smart contracts are
divided into management contracts VoteManage, authority
management contract VoteAuthority, verification contracts
VoteVerify, and counting contracts VoteCount. Votemanage
is used to audit identity automatically. VoteAuthority is
used to assign permissions to different roles. VoteVerify is
responsible for verifying the signature of the vote while
VoteCount is in charge of calculating ballots and announcing
results.

3.4 Consensus layer

For the electronic voting system we proposed is suitable
for a relatively enclosed environment, such as universities
or research institutes, we employ hyperledger fabric, a
consortium blockchain and PBFT as consensus algorithm.
However, it is unrealistic for users to run full nodes on
their terminal equipment for two reasons. Firstly, terminal
equipment such as smart phones have limited resources, and
full nodes need more powerful computing power. Secondly,
PBFT’s time complexity is O(n2), it means the more nodes
participating in consensus, the lower of system efficiency.
To solve this problem, we leverage each institute as a proxy
node. Specifically, the consensus process is executed by
proxy nodes which have been authorized by CA. In this
case, institutes package voting messages into block and
broadcast it to other delegated nodes. Other nodes will
verify the block. If the block is deemed as valid block,
follower nodes will broadcast voting signature. Repeat this
procedure until more than two-thirds of nodes’ voting
signature have been received. The consensus process is
shown as Fig. 3.

Fig. 3 The consensus process

3.5 Storage layer

Considering that the application scenarios of our electronic
voting system are mostly relatively credible and closed
environments such as student union election or scientific
research institutions, we prefer consortium chain to public
chain. In proposed protocol, Hyperledge Fabric is adopted
as the underlying storage model. Important data in voting
system such as ballots are stored in blockchain. In the
example of the student union election, each institute runs
a full blockchain node and has a copy of ballots to avoid
likelihood of the single point failure. Ballots recorded in
Fabric is immutable and transparent, this characteristic
makes voters trust the voting protocol and rules out third
parties like administers.

4 Smart contract-based authority
managementmechanism

In this section, we describe how to realize access control
using proposed smart contract-based mechanism. Referring
to Fig. 4, we take students union election as an example to
enumerate the entities involved in. There exist five entities
in our system: Voting Initiator, Students, Candidates, Proxy
nodes, Supervisory roles. Different types of entities are
endowed with varying degrees of authority.

Voting Initiator: Voting Initiator sets voting system
parameters, such as start voting time Tstart and end time
Tend . Besides that, he has to generate system public key
(spk) and private key (ssk) and deploy chaincode on Fabric.

Students: Students as voters are the main body of the
system. Each student generates his own public key and
private key. People who want to have access to voting
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system should send identity information to smart contracts
to verify whether has eligible identity.

Candidates: Candidates are defined as Ci. The entity
candidate can be considered as special voter for he also has
the right to vote. The registration process is the same as
above.

Proxy nodes: The role of proxy nodes is to collect
and verify students’ ballots. In the student union election
scenario, Proxy nodes are different institutes. Institutes
collect students’ ballots and participate in consensus
network.

Supervisory role: Verify that whether ballots submitted
by institutes are legal and eventually write them into the
blockchain. Supervisory role is Political Affairs Office in
this case.

Certificate authority (CA) is used in traditional vot-
ing system to realize preliminary authority management.
Certificate authority checks the validity of registration infor-
mation and distributes admission certificates if applicants

are qualified. However, for the data in the system, all par-
ticipants who obtained the certificates have the same usage
rights. This increases the risk of information leakage.

In the proposed mechanism, candidates as data owners,
their personal information should be protected. It means
only the one who meets the requirements can access to
the information. The validation process is carried out by
smart contracts. Candidates employ asymmetric encryption
algorithm to encrypt their shared data. Public and private
keys (PK, SK) are generated locally and the shared data is
encrypted with the public keys. Private keys are stored in
smart contracts. Once voters satisfy corresponding access
control policies defined by candidates, the smart contracts
will execute automatically to distribute private keys to
voters. With private keys, students can access to candidates’
information and generate their ballots. This implements
the first level of access control, namely access control
between candidates and voters. Related contracts are shown
below.

We fulfill the second-level of access control by intro-
ducing proxy nodes. In order to ensure that ballots in the
blockchain are valid, and improve system throughput and
efficiency, students don’t have the right to participate in con-
sensus and write data into the blockchain. When a student
registers in the website, student Ui generates independent
public and private key pair with local RSA tool (pki, ski),
and logins in voting system to upload the public key pki.
Smart contract receives the public key pki uploaded by the
voter and generates a public key set S, while

S = (pk1, pk2, pk3, ..., pkn) (1)

Besides that, smart contract calls the public key ring
generation algorithm RingGenerate to generate the public
key ring PKR, while

PKR = RingGenerate(S) (2)

Students Ui choose their candidates Ci, and generates
original ballot votei. Then he utilizes the system public
key spk and calls the encryption algorithm ENC to produce
encrypted ballot Vi, and Vi = ENC(spk, votei). Voter Ui

obtains the public key ring PKR from the smart contract,
and uses the ring signature algorithm RS to generate a ring
signature ballot RingVotei, and

RingV otei = (V i, RS(V i, ski, PKR)) (3)

After these processes are completed, the ballot is
encrypted and sent to proxy nodes, in our case, namely
institutes.

Institutes as proxy nodes receive the ballots sent by
students, and call the management contract to verify
whether the voter Ui is in the qualified information list,
and if not, discard these ballots. Then they obtain the public
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key ring PKR in the smart contract and verify whether the
received RingVotei is a signature generated by a member in
the ring. The verification is passed, the proxy nodes receive

RingVotei and participate in consensus network, and send
the voting data to the supervisory role. Related contracts are
shown below.

Fig. 4 The three-tier access
cnotrol framework

Supervisory role is the last layer in our hierarchical
authority management framework. The identity authentica-
tion of the supervisory role is also automatically verified by

the smart contract. In the case of the student union election,
the voting initiator will issue a certificate to the supervisory
role before voting. The certificate contains the hash value
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of voting-related information. After entering the voting pro-
cess, the supervisory role submits the certificate, and the
smart contract verifies the hash value of the certificate to
ensure the legality of the supervisory role. The supervisory
role is independent of the voting process. The establishment
of the supervisory role is to further ensure the legitimacy
of the votes after the votes are collected. To avoid collusion
attacks by proxy nodes during consensus, supervisory role
(Political Affairs Office in this case) will call smart con-

tracts to verify the ring signature of ballots which submitted
by proxy nodes from the second layer. At the same time, in
order to limit the power of the supervisory role, compared
with other third-party agencies, the supervisory role only
has the function to verify rather than changing the votes. If
verification process fails, the vote event is aborted. After the
verification is passed, the supervisory role writes the data
into the blockchain and calls the ticket counting contract to
count the votes.

During the period of the voting process, smart contracts
play an important role. Firstly, smart contracts replace third-
parties. All core functions such as identity verification
and tallying ballots are carried out by them. Second, By

establishing smart contracts between the candidates and the
voters, it is guaranteed that only qualified voters can access
the candidates’ personal privacy, and achieving access
control at the same time. In the end, introducing proxy
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nodes and supervisory roles, and limiting the usage rights of
different roles to the blockchain through smart contracts to
achieve the purpose of hierarchical management.

5 Evaluation

In this section, several experiments are conducted to test
the performance of proposed algorithm and protocol. After
analyzing the voting events, we conclude two crucial indices
in our protocol: ring signature performance and tallying
time. Therefore, we proposed following experiments to test
system performance from these two aspects. In this section,
some detailed information will be introduced.

5.1 System configuration

AMVchain is tested with four machines, and each machine
runs a full node in Hyperledger Fabric. The machine has
two 24-core Intel Xeon 8260 2.4GHz CPUs, with 128GB
DRAM, and 7.2TB HDD. The operating system is CentOS
7.6.

5.2 Ring signature performance

We designed the process of the experiments according to
the order of voting. First of all, we test the performance
of the ring signature in voting phase. It can be seen from
common sense that the smaller the number of voters, the
more concise and efficient the signature process will be. The
experiment sets up the signature size as 128bits. The result
is shown in Fig. 5. As the user number ranges from 4 to
16384, the signing time vary from 27.13 ms to 34825.87 ms,
while verifying time remains essentially unchanged. In
other words, there exists a linear relationship between user
number and signing time. Introduction of proxy nodes
plays an important role under this circumstance, because
it greatly reduces nodes involving in consensus. Besides

Fig. 5 The ring signature performance of AMVchain

Fig. 6 The tallying performance of AMVchain

that, considering application scenarios of our system are
relatively less extensive like schools or research institutions,
the experimental result shows that our system can meet the
performance requirements.

5.3 Tallying performance

In our system, tallying time is defined as the period between
the voting deadline and the announcement of voting results.
Tallying time is considered as the most important part of
voting system because it is a process of interaction between
voting system and users. System users don’t want to spend
a long time for feedback. Figure 6 depicts the relationship
between candidates and tallying time. It can be concluded
that as the number of candidates increases, the tallying time
also raises, but the overall tallying time is in a reasonable
range.

6 Conclusion

In this paper, we first analyze the shortcomings and
challenges of existing blockchain-based voting system, and
summarize relevant works for these drawbacks. Based
on requirements of a qualified and efficient electronic
voting system, we propose AMVchain, a blockchain-based
voting system combined with hierarchical access cnotrol
framework. Our voting protocol distinguishes from existing
ones for we provide a three-tier authority management
architecture and implement permission assignment through
smart contracts automatically. By assigning different levels
of authority to different entities in the system, the system
protects the privacy of candidates and improves the
concurrency and efficiency of the system. Furthermore,
in order to cut off connections between ballots and
voters, given the pseudo-anonymity of the blockchain, we
introduced the linkable ring signature algorithm to encrypt
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the ballots. Experimental results show the feasibility and
scalability of our system.
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