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Abstract
In the post-Covid world, our online personae have become increasingly essential mechanisms for presenting ourselves to 
the world. Simultaneously, new techniques for hacking online personae have become more widely available, easier to use, 
and more convincing. This combination, of greater reliance on online personae and easier malicious hacking, has created 
serious societal problems. Techniques for training users to detect false content have proved ineffective. Unfortunately, 
legal remedies for dealing with hacked personae have also been inadequate. Consequently, the only remaining alternative 
is to limit the posting of false content. In this discussion paper, we provide an overview of online personae hacking. As 
potential remedies, we propose to redesign search engine and social media algorithms allowing platforms to detect and 
restrict harmful false content and a new fundamental right for the EU Charter that would provide legal justification for 
platforms to protect online reputations. For those platforms that might choose not to protect online reputations, this new 
right would require that they do so.
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Motivation

The importance of our online personae is evident from the 
care we give it, including ego surfing to see how we look to 
others and adding photographs of our accomplishments (Bar-
bour et al., 2017), even when these posts can create significant 
personal risk (Shulman, 2022). This concern for our online 
personae is reasonable, given the use of these personae for 
tasks as diverse as preparing for a business meeting, evaluat-
ing a job candidate, or dating. Experienced online users use 
self-promotional search engine optimization to ensure they are 
found when they want to be. Teens and members of Gen-Z, the 
leading wave of digital natives, are known to curate their online 
personae carefully (Barbour et al., 2017; Katz et al., 2022).

Recently, techniques for hacking an individual’s online per-
sonae have increased enormously. Traditional forms of delib-
erate persona hacking have existed for decades, perhaps most 
famously starting with Richard Nixon’s telephone-based hack 
of Helen Gahagan Douglas in the senate campaign of 1950, 
falsely “informing” tens of thousands of California voters 
that Douglas was a card-carrying member of the Communist 
Party. Persona hacking has gained power, speed, and impact 
since then, aided by our reliance on online personae and the 
ease of manipulating these online personae (e.g., van Huijstee 
et al., 2021). Persona hacking is further accelerated by AI 
techniques for the generation of fake narratives through text 
generation programs like chatbots (Mansfield-Devine, 2023; 
Weil, 2023) and sophisticated graphic tools for deepfakes 
(Hancock & Bailenson, 2021; Metz, 2023).

Legal scholars assure us that most active and intentional 
defamation forms are illegal. However, our research shows 
that this offers, at best, limited protection from the harm cre-
ated by online personae hacking (Revilla, 2017). The harm 
from persona hacking is immediate, as with Nixon’s disin-
formation campaign, hours before the election. Refutation 
and removal of content is slow and uncertain (Claypoole & 
Payton, 2016) and cannot always be accomplished before 
irreparable harm is done. Restitution is even slower and 
even more uncertain. Complicating the problem of restitu-
tion, it is difficult to establish the relationship between a 
harmful outcome and any single fake narrative among many. 
Even the EU’s proposal for the AI Liability Directive, which 
explicitly bans subliminal manipulation through AI-gener-
ated deepfakes, offers little protection from sophisticated 
deepfakes other than declaring that the material is illegal—
what, exactly, can be done to eliminate the harm created by 
a convincing video of a presidential candidate weeping in 
front of a judge, pleading his innocence, and begging to be 
released from custody? Once seen, its impact lingers, either 
loathing for the object of the video or sympathy and support.

Humans have proven remarkably resistant to attempts to 
wean them from fake news, either by debunking and labeling 

stories as false or by pre-bunking, training them to recognize 
and reject fake narratives (A. Kamenetz, 2017; Kim & Den-
nis, 2019; Kim et al., 2019a, 2019b; Roozenbeek & Linden, 
2019; van der Linden et al., 2021). This will only get harder 
as deepfakes become more convincing, and a flood of chat-
bot-generated false content alters the balance between truth 
and fiction on the net. If correction is slow and uncertain, 
and if training users to detect disinformation and persona 
hacking is difficult or even impossible, the solution must 
involve debunking and pre-bunking the algorithms serving 
us content. We cannot stop the creation of false narratives 
and deepfakes. But we can ensure that fake content is never 
the first thing returned in a search and is never the first item 
in our automated news feeds.

In this discussion paper, we draw on previous work on 
online personae and online defamation (Barbour et al., 2017; 
Claypoole & Payton, 2016; De Kerckhove & Miranda De 
Almeida, 2013) and argue that a comprehensive overview of 
types of hacks of online personae and the state of legal pro-
tection for these hacks is missing. Such an overview, how-
ever, is instrumental to discussing how we can achieve better 
protection of online personae. Therefore, we examine a large 
set of abuses until we believe we have a “spanning set” of 
significant forms of persona hacking available now or in the 
immediate future. We then develop a minimal classification 
that allows us to characterize every element in the set. We 
evaluate the legal history associated with each, including 
whether or not litigation was deemed possible, whether or 
not litigation was initiated and concluded in favor of the vic-
tim of persona hacking, and, ultimately, whether or not the 
victim was adequately compensated and adequate restitution 
was available. We examine the impact of current and future 
technologies on the prevalence and virulence of this form of 
persona hacking. And where we conclude that the problem 
will become more severe over time and that restitution is not 
and indeed cannot be sufficient to undo harm, we suggest 
that new techniques are essential to prevent that harm.

We next introduce the concept of an online personae and 
the significance of online personae hacking. The next section 
of the paper provides a literature review. First, we review the 
significance of public personae in literature and philosophy; 
then, we review literature on online personae hacking. Next, 
we review forms of relief that appear to be available to an 
individual who has suffered online personae hacking and how 
these protections are currently inadequate. We then present our 
classification and examination of various forms of online per-
sonae hacking. We suggest that the best way to protect online 
personae in the EU is the creation of a new fundamental right 
to an unharmed online persona, and we propose an algorith-
mic approach that platforms could be required to implement to 
ensure this new fundamental right. The final section presents 
our conclusions, including suggestions for future research.
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Background and literature review

Definition of the term online personae

An online personae is “a part of the individual identity that 
has been extended into the online sphere” (De Kerckhove 
& Miranda De Almeida, 2013, p. 277) through the various 
data we post, transactions we engage in, and traces we leave 
online (Clarke, 1994, 2014). In a post-Covid age, our online 
personae defines us in public life, employment, university 
admissions, the decision to enter into commercial interac-
tions, and a wide range of other professional and social 
settings. The online personae is a first test or screening 
procedure, which must be deemed acceptable before more 
serious interactions can commence. These online personae 
are different from commercial profiles, maintained by com-
panies based on our transaction histories, and often invis-
ible to us and impossible for us to control. For example, 
platform providers like Amazon build commercial profiles 
of their customers which can be used to serve customers 
with targeted ads and recommendations. In contrast, our 
online personae is visible, notably on search engines and 
social media networks, and much of what we do online is 
designed partly to curate our online personae.

If having an acceptable online personae is the first hur-
dle an individual must pass, then damaging or destroying 
an individual’s online personae can create inestimable 
damage not easily imagined previously. If online perso-
nae were not previously of vital importance, and since 
online personae hacking has not previously been a serious 
problem, there is no reason to expect that there is already 
a robust body of law designed to limit this form of abuse.

Hostile online personae hacking is separate from 
persona enhancement performed by the individual for 
personal gain: these activities can range from adding 
enhanced and more attractive digital images (Bell, 2019) 
to the fabrication of an entirely false history, education, 
religion, and national origin in a political candidate such 
as the former Congressman George Santos who was 
expelled from the House of Representatives after the alle-
gations came to light (U.S. Attorney’s Office, 2023; Gold 
& Ashford, 2023). These are not problems of the same 
type as hostile hacking of an individual’s reputation, but 
they demonstrate the importance we now place on our 
online personae. As discussed throughout this paper, the 
decision about what individuals can and cannot say about 
themselves should be subject to more scrutiny. But that 
is separate from the issues associated with hostile per-
sona hacking by others. Furthermore, persona hacking is 
different from the increasing problem of online bullying, 
increased depression, and increased incidence of self-harm 
as a result of abusive behavior on online social networks 

(Sadagheyani & Tatari, 2021). While we do not specifi-
cally address online bullying, we note it is a significant 
social problem.

We note the differences among one’s legal identity, 
online personae, and online roles in passing. One’s legal 
identity is usually fixed and immutable unless you are 
entered into something like a witness protection program 
and issued a newly fabricated identity. One’s online perso-
nae is how you are seen online (Moore et al., 2017). Some 
of this is subject to individual control, while other aspects 
of your online personae are less easily controlled. It is not 
necessary to have only a single online personae because 
we play different roles in our lives. As a result, it is more 
challenging to establish rules determining what changes 
to an individual’s online personae should and should not 
be permitted over time.

Our proposed regulatory responses to the problem of 
hacking an individual’s online personae are twofold. The 
first step is to create a new fundamental right in the EU, 
protecting one’s online personae from hostile attacks. The 
second step is to require online platforms to implement algo-
rithms that protect online personae from attack.

The right to maintain an online personae free from attack 
is far more complex than the legal “right to be forgotten,” 
more accurately termed the “right to be forgiven.” The “right 
to be forgotten” gives individuals the right to influence what 
can and cannot be returned through an online search, though 
not the right to determine what is present online, and even 
this limited right is subject to continued analysis and dispute 
(Ausloos, 2020; Lambert, 2019; Martínez & Mecinas, 2018; 
Werro, 2020). As discussed throughout this paper, the deci-
sion about what can and cannot be posted about individuals 
by third parties remains far more complex and is far from 
resolved by existing legal doctrines.

Roles and importance of a public persona 
throughout history

As noted above, in the history of the importance of the pub-
lic persona, the Aristotelian zoon politikon may be perceived 
as a variant of it. In particular, the public persona is the sin-
gle agent only to be realized in the active life of the city and 
the business of politics (Dossa, 1989; Owens, 1988). Since 
antiquity, the public persona has been seen in extension or 
tandem and sometimes in opposition to an inner self.

In the nineteenth century, the American psychologist 
and philosopher William James introduced the distinction 
between the “spiritual self” and the “social self” (James, 
1890). Today, this distinction is often referred to as one 
between the “private” and the “public” selves (Lamphere 
& Leary, 1990). Along these lines, the twentieth-century 
American social theorist George Herbert Mead introduced 
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the notion of the social self, emphasizing symbolic interac-
tion over time with other people in forming the social self 
(Mead, 1982).

Nietzschean and Freudian idealizations of psychological 
authenticity (Stolz, 2020) formed the basis for the Swiss 
psychiatrist Carl Jung’s influential concept of the “persona,” 
through which Jung critically addressed the potential for 
public “false” or fabricated selves (Jung, 1953). Notably, 
Jung describes a “complicated system of relations between 
individual consciousness and society,” where the persona 
amounts to “a kind of mask designed to ‘impress and con-
ceal’ and to meet societal demand” (Fawkes, 2015).

The tradition from the North American sociologist Erv-
ing Goffman has been privileging the study of “face-work,” 
defining public “face-to-face” interaction as what people do 
in the process of claiming “positive social value”—including 
reputational value—in social contexts. In Goffman’s theo-
retical framework, a person’s “face”—and public persona 
and reputation—constantly evolves depending on societal 
rules and values (Bullingham & Vasconcelos, 2013; Goff-
man, 1956; Raffel, 2013).

A significant theorist of the ethical aspects of the “face” 
and face-to-face interaction is the philosopher Emmanuel 
Lévinas, who designates “the face” as a fundamental point 
of reference in the ethics of interaction. Lévinas employs 
the notion of the “alterity” of the Other, as signified by 
the “face.” In other words, the face is something that one 
acknowledges before using reason to form judgments or 
beliefs, and utilizing the face creates an ethical relation via 
a mutual presentation of “self by self” (Levinas, 1961). It is 
“this Other” that “speaks to me, implores or commands me” 
(Bergo, 2019). Crucially, it is also in response to the “Other” 
that moral responsibility is constructed (Casey, 2006). Thus, 
the public persona has long been important for human inter-
actions—and will continue to be important in the digital era.

The emerging problem of online personae hacking

Today, technologies that allow for hacking public online per-
sonae are available to anyone with a computer and average 
technical skills. Notably, aspects of public personae repre-
sented online, including faces, names, voices, bodies, and 
movements, can be selectively amplified, omitted, juxta-
posed, and recontextualized. One effective online technique 
includes search engine manipulation and distortion, which 
alters what users find during a search. Recent statistics pro-
vided by Google show that defamation and impersonation are 
the most important reasons for requests for content removal 
in the US and India (Google, 2022, 2023). Another is the 
platforms’ creation of echo chambers and satisfaction bubbles 
in social media, feeding users content that will produce strong 
emotional responses, regardless of accuracy, euphemistically 
called “increasing the quality of the user experience.” With 

new techniques, for example, deepfakes, over-dubbing, voice 
cloning, web browser manipulation, internet bots, natural 
language processing, generative pre-trained transformers, or 
manipulation of social media profiles and Wikipedia articles, 
any online personae can be credibly recreated in an artificial 
context that appears to depict someone, although it is not 
(Chesney & Citron, 2019; Harris, 2019; Heugas, 2021; Kietz-
mann et al., 2020; O'Connell, 2020).

Various forms of technology make fakes, hacking, and 
long-term coordinated disinformation campaigns easier. The 
technology behind the original Avatar movie was expensive 
and beyond the reach of most home hackers; today, anyone 
with sufficient interest and motivation can generate con-
vincing fake videos at home (Finger, 2022). It once took 
a staff of writers to develop a coordinated disinformation 
campaign, but chatbots and predictive text generation sys-
tems can enable a single individual to generate a volume of 
disinformation that once would have required a staff (Bond, 
2021). These are not the principal reasons that Hinton, the 
“godfather of AI,” considers AI a greater danger than cli-
mate change (Metz, 2023), but they do need to be considered 
on any list of potential threats from AI.

Hacking of online personae that involves damage to political 
interactions opens up a host of societal vulnerabilities: it is not 
necessary for a hostile foreign power to convince the political 
body of any individual falsehood merely to convince the elector-
ate that no one and nothing is to be trusted (Baghramian, 2020). 
Selective presentations of half-truths—for example, publiciz-
ing an opponent’s erroneous arrest while omitting the fact that 
charges were immediately dropped—represent a problem to 
individuals and companies, as do careful construction and tar-
geting of online misrepresentations or false histories that would 
be effective for influencing consumers or voters (Langa, 2021; 
Spivak, 2019; Susser et al., 2019). As has been documented in 
studies by the EU Parliament, there is an upward trend in tar-
geted personal hacking and disinformation attacks (van Huijstee 
et al., 2021). An integrated survey by the UK House of Com-
mons (2018) presented evidence of systematic disinformation 
campaigns to interfere with elections, and individual accounts 
are available in the press (Woodcock, 2020). The reputational 
hacking of public persona, including politicians, frequently goes 
beyond one-off individual events and often involves long-lasting, 
ongoing coordinated campaigns, sometimes by domestic groups 
with extreme views and increasingly by foreign fake news and 
foreign discord-exporting factories.

While previous literature acknowledges the increasing 
prevalence of persona hacking, a comprehensive taxonomy 
that considers the technique of the hack, its impact, and 
potential protection against it is lacking. Previous work 
either comments on specific techniques such as deepfakes 
(e.g., van Huijstee et al., 2021) or takes on a broader view 
without aiming to provide a systematic overview of hacking 
techniques (e.g., Claypoole & Payton, 2016).
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Classification of types of hacks 
against online personae

We next present our taxonomy of the nature of hacks against 
online personae. This classification is helpful because dif-
ferent forms of attacks will exploit different limitations in 
current legal protections and may need regulators to create 
different forms of protection to restrict their occurrence. The 
taxonomy is both inductive and deductive. On the one hand, 
we looked at how an individual’s persona could be hacked 
and then made a mental list of the possible hacks. We con-
ducted extensive online searches for hacks and online defa-
mation examples to make that list as complete as possible. 
Then, we compared that list with literature related to hacks of 
online personae (e.g., Alavi, 2018; Albahar & Almalki, 2019; 
Claypoole & Payton, 2016; Henderson et al., 2023; van Hui-
jstee et al., 2021). We started by looking at whether the hack 
was text-based or more complex. For text-based hacks, we 
began by exploring the role of lying and expanded from there. 
With this taxonomy as part of a discussion paper, we aim to 
provide a starting point for future research to validate, refine, 
and update the taxonomy and analyze potential remedies.

We will elaborate on text-based hacks in the first sub-
section (see also Table 1), while we address more complex 
audio- and audio–video-based hacks in the second sub-sec-
tion (see also Table 2). Both tables present the name of the 
technique, a brief description, and a review of the change in 
status of the technique, which is the extent to which tech-
nology has made the technique more significant. The tables 
also include one or more lead examples where the technique 
is used and the current status of protection available to vic-
tims of each form of online personae hacking. Table 2 is 
addressed in the following section.

Text‑based hacking

Flooding the zone is a form of search engine manipulation 
in which the search results returned first are most damag-
ing to the individual that is the object of the search rather 
than those that are most relevant and most important to the 
searcher. Ideally, in this technique, the search results in true 
stories that have been published and were not written by 
the parties responsible for the attack on the online personae 
since it is impossible to establish libel when this is true. 
This form of attack did not exist before online personae and 
online search. It is extremely difficult to prove since search 
algorithm details are always closely guarded secrets. Occur-
rences of this form of persona hacking may be difficult even 
to detect for the same reason: it is not always apparent that 
the order of search results has been manipulated to harm an 
online personae. And it is probably impossible to prosecute; 
the stories returned by search in this form of attack are all 

true, and none were written by the creators of the attack, so 
legal actions claiming slander or libel would be impossible.

We are aware of only one example of this form of hack 
against an online personae, perhaps because it occurs rarely 
or is challenging to detect. The example involved Ben Edel-
man, an Associate Professor at Harvard who was a frequent 
and influential outspoken critic of online platform compa-
nies. He got involved in a dispute with a local Chinese res-
taurant over a four-dollar discrepancy in an online takeout 
order. The Chinese restaurant took the story to a local news-
paper, and it rapidly achieved national prominence, with 
bloggers competing to see which could be more vitriolic; 
see, for example, Berman (2014). Even national media got 
into the act, with New York Magazine opening its story with 
“Internet, meet your new laughingstock” (Bankoff, 2014). 
The attacks on the professor were positioned at the top of 
search results, so they soon overwhelmed and obscured ref-
erences to the professor’s research and academic websites. 
The embarrassment this caused to the professor’s colleagues 
and home institution might have contributed to the deci-
sion to deny him tenure. While Professor Edelman is not 
suing Google for the way they handled the ordering of search 
results, he has recently filed suit against Harvard for the 
way these search results were interpreted during his tenure 
review (Burns, 2023). The legacy of this incident continues 
to plague Edelman; see, for example Bryne (2023).

Replacement and Google bombing are sophisticated 
forms of search engine manipulation. Adam Mathes origi-
nally coined the term (Wikipedia, 2023a). Google bomb-
ing occurs when a popular search string is redirected to an 
alternative site, obviously associated with an individual or 
organization’s online personae, when the site is offensive and 
damaging to the persona. The best-known examples involved 
having searches for George Bush merchandise directed users 
to a site “Dumb MotherF*cker” (Wikipedia, 2023b) and a 
search for “More evil than Satan” directed users to Micro-
soft’s corporate home page (Brady, 2004; Hamilton, 2013).

Less scalable forms of this attack have existed before; 
gossip could replace truth, as amusingly illustrated in Chek-
hov’s “The Kiss” (Chekhov, 2000). But as online personae 
and online search become more important, the opportunities 
to manipulate an individual’s persona by planting alternative 
personae on the web and redirecting users to them increase. 
Legal remedies would appear to be limited. The injured 
party can demand that search algorithms be corrected, but 
at present, Google has successfully defended its search result 
orderings as protected editorial opinions, defended by the 
First Amendment (Stern, 2014).

High-impact lying occurs when a false story is created 
and passionately defended online. One of the most famous 
examples is Alex Jones of Infowars repeated claims that the 
massacre at Sandy Hook Elementary School never occurred 
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and accusing the parents of the murdered children of con-
spiracy (Wikipedia, 2023c). The massive judgments against 
Infowars and Alex Jones (Williamson, 2021) totaled nearly 
$1.5 billion in Connecticut (Darcy & Maghe, 2022), in addi-
tion to a smaller judgment in Texas (Vertuno, 2022). This 
outcome can be expected to limit the profit-seeking big lies 
of individuals like Jones.

In a recent example from the business world, the Ameri-
can commodity trader Hazim Nada was the victim of a 
smear campaign that forced his shipping and trading com-
pany into bankruptcy. Numerous reports linked the company 
to terrorist activities, destroying its reputation and credit 
(Kirkpatrick, 2023). Nada filed a lawsuit against several 
parties in January 2024 at a Washington DC court, includ-
ing the United Arab Emirates and its national oil company, 
accusing them of a defamation campaign (Farchy, 2024). 
The outcome of the litigation is still unknown. However, 
the lawsuit is only possible because documents were leaked 
from a private intelligence firm that provided details on the 
smear campaign. Without such evidence, making a case for 
defamation would be difficult.

Alternative facts and stochastic truth occur when the vol-
ume of deliberately false information relevant to a search, 
the result of an ongoing disinformation campaign, begins to 
match the volume of true information relevant to the same 
search; this overwhelms the search engine’s ability to dis-
tinguish fact from fabrication. This form of hack is distinct 
from high-impact lying, which relies on a small number of 
compelling lies. In contrast, stochastic truth relies on the 
sheer volume of falsehoods to obscure the truth.

Lying is not new, but persistent online disinformation 
campaigns can be damaging in ways that word-of-mouth 
lying might not have been, especially when the volumes 
become sufficient to allow the lies to appear comingled with 
mainstream information in search results. Examples include 
the decades-long attack on Hillary Clinton (Goldberg, 2016). 
Former president Trump’s steam of false claims about his 
predecessor Obama rose to the level of stochastic truth 
(John, 2020), attempting to overwhelm reality by sheer num-
bers and repetitions. Search engines can be deceived, and 
predictive text generation algorithms and chatbots threaten 
to overwhelm the web with vast numbers of false stories 
created effortlessly on demand (Klepper, 2023). An example 
from the business world is George Soros, who has become a 
target of numerous conspiracy theories in right-wing media 
(Plenta, 2020).

Individuals are protected because deliberately false 
attacks are covered by antidefamation laws, but this protec-
tion is limited. As noted above, prosecution is time-con-
suming and uncertain, while the harm is demonstrable and 
immediate. And as AI-generated campaigns become more 
prevalent and extensive, individuals’ efforts will become 
less and less effective. At present, search engines cannot be 

compelled to adjust their algorithms. And at present, online 
social networks have been unwilling to cooperate since the 
most inflammatory articles generate the most engaged users 
and create a significant portion of the platform’s revenues 
(Vogelstein, 2018).

Audio‑ and audio–video‑based hacking

Table 2 presents the results of our analysis and continues 
our presentation of our taxonomy of the range of potential 
hacks of online personae. Table 2 addresses more complex 
audio- and audio–video-based hacks than in the previous 
sub-section.

Flooding the zone with chance but true juxtaposition 
refers to giving artificial prominence to true photographic 
images or video material. The result is reputational damage 
to the individual under attack. Flooding the zone attacks are 
getting easier and more impactful because we rely more and 
more on online personae, providing more targets and mate-
rial for such attacks. Examples include pictures that show 
the connections of Jeffrey Epstein—a convicted sex offender 
who committed suicide in prison—to Harvard (Greenberg, 
2019), MIT (Gilbert, 2019), and Bill Gates (Flitter & Stew-
art, 2021). Another example is the “Biden Blunders,” which 
refers to videos that show gaffes by Joe Biden and are circu-
lated by right-wing media such as Fox News to harm Biden’s 
credibility (Gillespie & Cina, 2023).

This type of attack appears to be legal because the photos 
and videos show true material. Therefore, protection against 
these attacks is difficult. For example, the disclosure of 
Epstein’s connections to Harvard and MIT led to admissions 
of responsibility and policy changes at the two institutions 
(Bradt, 2020; Fox, 2021).

The isolation and omission attack involves removing 
some of the context to create a false impression of the con-
text. Again, the attacks can result in reputational damage to 
individuals, and, again, they have become easier as we rely 
more on online personae. In addition, continuous improve-
ments in editing technologies have made it easier to manipu-
late photo and video material. An example is a video snip-
pet that shows Rep. Ilhan Omar apparently downplaying the 
9/11 terror attacks. But if one considers the whole clip, this 
is clearly not what she is saying (Washington Post, 2019a). 
Similarly, Republicans shared a video snippet in which 
Biden stated that the Democratic Party has set up the largest 
“voter fraud organization”; however, he misspoke, and the 
whole speech is about fighting voter fraud (Reuters, 2020). 
While this type of attack could be interpreted as defamation, 
the protections have not been effective.

False juxtaposition and splicing, or misrepresentation, 
refers to an attack that combines photo and video material 
that never existed in reality or puts existing material in a 
false context to create a new, damaging narrative. This type 
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of attack has also benefited from the improvements in editing 
technologies. An example includes video material that sup-
posedly showed missiles being fired from Palestinian terri-
tory on Israel while, in fact, showing military training of the 
Belarusian army. Republican activists used the video to try to 
show that Representatives of the Democratic Party are indif-
ferent to rocket attacks on Israel (Washington Post, 2019a).

In an example from the business world, pictures of 
Alphabet and Google CEO Sundar Pichai have been used 
to spread false narratives, particularly in India. One post 
falsely claimed that he was casting his vote in India, using 
an older picture depicting a visit of Pichai to his alma 
mater in India (Stalin & Roy, 2019). Another widely 
shared picture combined a portrait of Pichai with a fake 
quote about him getting involved in the discussions about 
a beef ban in India (TNM, 2017).

The low-tech fake attack refers to an attack that uses 
fake material that can be created easily without relying 
on sophisticated video editing or artificial intelligence. 
The most basic forms of this attack include putting false 
audio on a true video or manipulating the audio of a true 
video. For example, a video with altered audio of Nancy 
Pelosi has been circulated by Republicans. Pelosi’s speech 
is slowed and distorted, and the video’s captions typically 
questioned her fitness or state of mind (Washington Post, 
2019b). Similarly, the White House under the Trump 
administration apparently published a slightly edited video 
of CNN reporter Jim Acosta pushing away the arm of a 
White House intern to justify that they revoked Acosta’s 
access pass. Only the movement of Acosta was sped up 
to make it appear more aggressive (Harwell, 2018). This 
type of attack should be protected as a form of defamation 
and by the rights to one’s own image, but these protections 
have not been effective.

The deepfake attack goes beyond the low-tech fake 
by using sophisticated technologies to create completely 
fake audio and video material or manipulate videos with 
“visual dubbing,” i.e., synching the lip movements of any 
speaker to a given audio. While visual dubbing can be 
helpful, for example, to provide a better experience for 
translated movies (H. Kim et al., 2019a, 2019b), it can also 
be used to create deepfakes (Westerlund, 2019). Deepfakes 
“leverage powerful techniques from machine learning and 
artificial intelligence to manipulate or generate visual and 
audio content with a high potential to deceive” (Kietzmann 
et al., 2020).

For example, a deepfake video of Meta-CEO Mark 
Zuckerberg showed him saying that Facebook manipulates 
its users (Posters, 2019). The caption of the Instagram 
post made it clear that it was a deepfake video and part 
of an art project; nevertheless, the video also circulated 
without the caption. In another example, a deepfake video 
of Ukrainian President Zelensky surrendering to Russia 

in the first weeks of the war in Ukraine was circulated 
on social media (Miller, 2022). The video was heavily 
doctored, with Zelensky’s head placed on a body and lip 
movements synced to the audio. However, it was easy 
to spot that the video was fake, most likely limiting its 
impact. Again, this type of attack should be protected as a 
form of defamation and by the rights to one’s own image, 
but these protections have not been effective.

Recommendations

Enhanced legal protection

Perhaps the best way to achieve enhanced legal protection 
in the EU would be as an extension to the Charter of Fun-
damental Rights of the European Union, which combines 
and states in one legally binding document the most critical 
personal freedoms and rights enjoyed by citizens of the EU. 
This right to an unharmed online personae may also be pro-
tected by some of the amendments in the United States Bill 
of Rights, although after the recent Supreme Court decision 
reversing Roe v. Wade, the role of privacy as a guaranteed 
constitutional right may now be uncertain (Gerstein & Ward, 
2022). The problem is not that the EU or the US lack protec-
tions, though the tables suggest this is true in a few cases. The 
more significant issue is that there is no effective mechanism 
for individuals to enforce their rights to an unharmed online 
personae. New legal protections, such as an extension to the 
EU Charter, would motivate all search engines and social 
media companies operating within the EU to modify their 
algorithms to deter online personae hacking.

The EU’s current reliance on risk-based compliance is 
supportive here (OECD, 2021). Penalties for failure to act and 
failure to implement regulations must be proportional and 
dissuasive of future abuses (Faure, 2010). That means that if 
an illegal action generates millions of Euros in profits, pen-
alties must be significant enough to dissuade the firm from 
taking similar actions. Moreover, suppose the harm done is 
irreparable, like contributing significantly to an election’s 
outcome or recruitment for a terrorist attack. In that case, 
criminal sanctions against the firm and its highest officers 
may be appropriate, including prison time. Note that with 
risk-based compliance, the threshold for criminal action can 
be establishing a significant contribution to the event’s occur-
rence and does not require establishing sole responsibility for 
its occurrence. That should address issues of stochastic ter-
rorism and stochastic reframing of the truth discussed above.

We are all familiar with the recent “right to be forgot-
ten,” which does not remove something from the perma-
nent and universal archive of the net but does remove it 
from the result lists returned by search algorithms. This 
can be seen as the equivalent of an “obligation to be 
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discounted,” requiring the search engine to discount harm-
ful and irrelevant or outdated information, protecting the 
individual invoking the “right to be forgotten” from further 
harm. It can also be seen as a new right, the “right not be 
deceived,” benefitting all users.

There are indeed two rights; thus, the platforms have 
two sets of obligations. The first obligation for a search 
engine or social media company is to provide users with 
the best available feeds matching their interests, subject to 
constraints on accuracy and timeliness. The second obliga-
tion for a search engine or platform is that items that fail 
a test on accuracy and truthfulness must not be displayed, 
even if they would delight the user and generate profits for 
a social media platform.

There need to be exceptions to these rules to enable 
researchers to work and to find all relevant historical docu-
ments. Still, these exceptions should not violate the rule that 
false and harmful disinformation should not be permitted to 
dominate the news feeds of any social media companies that 
operate within the relevant jurisdictions defined above. A 
search for “Ben Edelman” is no longer dominated by search 
results about his dispute with a Chinese restaurant, though 
these results can still be found.

Redesign of search engine and social media 
algorithms

Ideally, users would recognize and reject disinformation 
campaigns and attempts to discredit a person by hacking 
their online presence. Unfortunately, there is ample evidence 
that this is not happening. Ideally, social media websites and 
curators of content would reject online personae hacking and 
carefully curate content, and search engines would not par-
ticipate in persona hacking. Likewise, neither of these seems 
to be occurring. Moreover, the algorithmic creation of fakes 
of all kinds is making the problems of manipulated personae 
more severe. Perhaps the only solution is to use algorithmic 
detection and limit persona hacking. We explore this next.

Attempts to train users to recognize when false content 
has been posted, an essential element of hacking an online 
personae, have proven largely unsuccessful. User discre-
tion cannot be advised, or at least it cannot be relied upon 
to detect hacking. The fake news community has explored 
labeling false and harmful content (A. Kim & Dennis, 2019; 
Kim et al., 2019a, 2019b), a form of debunking, with only 
limited success, and sites like Facebook have abandoned 
labeling (Pennycook & Rand, 2019; Pennycook et al., 2020). 
Other researchers have explored training users to detect and 
reject false and harmful content without requiring labeling, 
called pre-bunking, but that seems to offer limited prom-
ise as well (van der Linden et al., 2021): if most users are 
unwilling to pay attention to a warning label, how many 
would be willing to invest the time in a training program and 

then invest the effort needed to evaluate all content with or 
without labeling? Users will continue to be manipulated by 
false and harmful content, and individuals will suffer harm 
from persona hacking.

Likewise, it is unreasonable to expect the victim of a 
hacked online personae to detect every violation, initiate 
action to have the offending content removed, and then liti-
gate if unable to obtain relief in any other fashion. Finally, 
as we have observed, for some forms of persona hacking, 
there are no legal remedies, and other remedies are far too 
slow or insufficient to rectify the harm that has been caused.

If users cannot be expected to detect false and harmful 
content, and if individuals cannot be expected to exercise 
perpetual vigilance to protect their online personae in the 
presence of persistent, sophisticated, well-executed disinfor-
mation campaigns, the only remaining alternative is to limit 
the posting of attacks on online personae. Fortunately, most 
online personae hacking does not involve a direct attack on 
the individuals’ or the organizations’ official sites. Most 
online personae hacking, like most disinformation cam-
paigns, is performed through online platforms. These online 
platforms must now take an active role in limiting their roles 
in online abuse. The combination of a fundamental right in 
the EU and risk-based compliance should provide adequate 
motivation for websites to begin to take seriously their obli-
gation to manage and moderate content on the website. And, 
while their users may lack the interest and the ability to 
detect false content, that cannot be true of websites. Regula-
tion provides the necessary incentives if fines are sufficient 
to be dissuasive, as indeed they are required to be.

Legal scholars will debate the implications of the settle-
ment between Dominion and Fox News for years to come, 
but there are two obvious conclusions. First, individuals 
like Sidney Powell, former President Trump’s attorney, can 
say whatever they want, protected by the First Amendment. 
Second, responsible news organizations and media com-
panies cannot repeat the most absurd statements of these 
individuals as if they were true and cannot provide a plat-
form for them to speak at length, without question, as if 
their comments were true. Libel no longer requires proof 
of malice; news organizations can be liable for libel if they 
knowingly propagate dangerous falsehoods or recklessly 
propagate falsehoods they should know to require verifi-
cation. As Dominion’s attorney noted, “Lies have conse-
quences” (Bauder, 2023) and lying to increase market share 
may become increasingly unprofitable.

Ultimately, a new fundamental right in the EU to an 
unharmed online personae, supported by risk-based com-
pliance with that right, would affect the behavior of all 
platforms operating in the EU. Since the EU requires that 
penalties be dissuasive and proportional, a platform that 
earned hundreds of millions of Euros through enabling 
disinformation could expect comparable penalties. Note 
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that this affects editorial and news content since the litiga-
tion between Dominion and Fox News was based solely on 
content aired by Fox’s opinion commentators (Levenson & 
Cohen, 2023) and not Fox’s news team members. Note also 
that this is separate from and in addition to existing restric-
tions limiting hate speech and calls for violence.

Any demand for an active policy limiting content posting 
must demonstrate that the policy is feasible and that algo-
rithms to support it can indeed be implemented. The algo-
rithm we propose is quite simple. Based on a combination of 
the source’s reliability, the emotional level and sensational-
ism of the wording, and the consistency of the message with 
other posted content, the message can either be approved for 
posting or denied approval. Something from a highly trusted 
source can be published even if it is not supported by content 
elsewhere on the web; indeed, that’s how investigative jour-
nalism works. Stories from an unreliable source, supported 
by a large number of unreliable posts, will not be approved 
for posting. The actual parameters will need to be adjusted 
until the right balance is achieved, and the algorithm may 
need to be tweaked as users learn to game the system. Algo-
rithmically assessing the accuracy of online news sources is 
complicated. For one-off stories that go viral, there may be 
no historical basis for assessing accuracy unless it is possible 
to determine where the story actually originated.

There is a difference between bias, however, and outright 
falsehood and disinformation. There may be no genuinely 
unbiased websites, but an algorithm can be designed to explore 
a set of reliable sources and to adjust for their known biases. 
There are indeed lists and assessments of reliable sources, and 
guidelines are evolving for assessing the reliability of posts 
(The News Literacy Project, 2023). Some consensus probably 
already exists: The New York Times and The Wall Street Jour-
nal are reliable and factual, although their political orientations 
differ. NPR and Fox News have diametrically different political 
orientations, but the straight news coverage from both could 
probably be considered reliable. Posts originating at Russian, 
Iranian, or Chinese disinformation and troll factories can usu-
ally be identified as such (Nemr & Gangware, 2019). Citizens 
in totalitarian regimes may have reasons for concealing their 
identities before posting online, but this is rarely true in West-
ern democracies. In the West, posts whose origin cannot be 
verified would be assumed to be of low reliability. Any content 
deemed unreliable would automatically be blocked by filtering 
algorithms at all major platforms.

This approach does not mean that content would be cen-
sored or suppressed. It simply means that the content could 
not be posted automatically. Our proposal would have blocked 
Daniel Ellsberg’s posting of the Pentagon Papers online as an 
individual. It would not have blocked The New York Times 
and The Washington Post from reviewing, verifying, and 
publishing them after verification. Likewise, our policy does 
not block content because it is harmful to an individual or an 

organization or damaging to their online personae; it blocks 
websites from automatically accepting a post that is damaging 
to an online personae if it is from an unreliable source.

Measures must be fair and objective and seen as fair and 
objective. Many individuals believe the truth of what they 
attempt to post or attempt to forward, and blocking their 
actions will naturally be seen as politically motivated. It may 
even be seen as an assault on free speech. Algorithms must be 
free of any bias, even though they will almost certainly be seen 
as biased by individuals whose attempted actions they limit.

Conclusions, future research, and limitations

The dilemma we face today is that some forms of technology-
enabled abuses of human dignity, specifically persona hacking, 
are not currently limited by laws and regulations. Moreover, 
attempts to protect personae from malevolent hacking may 
appear to contradict other rights, like freedom of speech. 
Before we can rectify omissions in the protection of online per-
sonae, we need to reassert our legal philosophy—that human 
dignity is a fundamental right—and that individuals, content 
creators, content distributors and platforms, and even foreign 
governments can be compelled to act in ways that protect 
human dignity. Human dignity is already acknowledged as a 
fundamental right. The problem is implementing and enforcing 
meaningful protections against persona hacking.

The classification we introduced in this discussion paper 
provides a way of systematically viewing abuses of online 
personae. They showed how and why existing laws and regu-
lations do not yet cover individual forms of attack.

In Table 3, we describe the challenges associated with 
implementing protections against online personae hacking 
and show how each form of abuse requires different clarifi-
cations for regulators and legislators to implement meaning-
ful protections.

We do not underestimate the magnitude of the challenge 
we place in front of regulators. When we look at our clas-
sification of threats, we see that each falls outside of the 
forms of relief currently available to individuals to protect 
them from reputational harm and those available to brands 
to protect them from loss of brand equity and reputational 
damage. It is not immediately clear how the EU or US, or 
any of their national legislative bodies, should respond to 
create simple, consistent, and enforceable relief or even how 
to draft legislation that does not violate current protections 
on free speech. Moreover, any new policy would require an 
active role for platforms in their implementation, something 
that platform operators have been unwilling to contemplate. 
Table 3 describes the difficulties in creating a regulatory 
response to each form of persona hacking. Each will require 
a policy that can be accepted, that is, does not violate cur-
rently held beliefs concerning free speech and censorship. 
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Each will require some degree of cooperation from plat-
form operators, coerced if necessary, and with penalties 
that increase exponentially over time. Since persona hack-
ing during an election is time-critical, the ability to coerce 
appropriate behavior must include penalties for inaction that 
become draconian quite quickly. Audio–video media-rich 
persona hacking is evolving so rapidly that we need to defer 
the development of an analysis corresponding to Table 3.

Legal scholars will note that we have ignored intent, that is, 
the presence or absence of malice, as a criterion for requiring 
platforms to act. The stories used to manipulate an online per-
sonae may actually be true. The platform operator’s algorithm 
may determine that certain stories deserve high placement in 
their search results because of skillful, successful, and mali-
cious search engine manipulation by parties hostile to the per-
son whose persona is being hacked. But neither the absence 
of falsehood nor malice would serve as sufficient justification 
for inaction by the search engine operator. This is consist-
ent with a recent decision of the European Court of Justice 
involving the “right to be forgotten” in Google v. Spain ("Case 
C-131/12, Google Spain and Google," 2014), but goes further. 
It may indeed be a step too far for some scholars.

We have no feasibility study to address if our recommen-
dations are acceptable to the community of legal scholars in 
the EU or the US or if our recommendations could lead to 
policies that can be clearly articulated. We do not know if 
policies could be implemented in either jurisdiction, given 
the power of platform operators, the power of their lobby-
ing efforts to hinder restrictions on their actions, and their 
demonstrated history of circumventing restrictions. And we 
also do not know if algorithms to limit the spread of harmful 
content on social media would work as intended. However, 
we hope to start this critical discussion in the community of 
information systems and legal scholars and beyond.
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