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Abstract
 Central to the institutionalization of learning analytics is the need to understand 
and improve student learning. Frameworks guiding the implementation of learning 
analytics flow from and perpetuate specific understandings of learning. Crucially, 
they also provide insights into how learning analytics acknowledges and positions 
itself as entangled in institutional data ecosystems, and (increasingly) as part of a 
data ecology driven by a variety of data interests. The success of learning analyt-
ics should therefore be understood in terms of data flows and data interests inform-
ing the emerging and mutually constitutive interrelationships and interdependencies 
between different stakeholders, interests and power relations. This article analyses 
several selected frameworks to determine the extent to which learning analytics 
understands itself as a data ecosystem with dynamic interdependencies and inter-
relationships (human and non-human). Secondly, as learning analytics increasingly 
becomes part of broader data ecologies, we examine the extent to which learning 
analytics takes cognizance of the reality, the potential and the risks of being part 
of a broader data ecology. Finally, this article examines the different data interests 
vested in learning analytics and critically considers implications for student data 
sovereignty. The research found that most of the analyzed frameworks understand 
learning analytics as a data ecosystem, with very little evidence of a broader data 
ecological understanding. The vast majority of analyzed frameworks consider stu-
dent data as valuable resource without considering student data ownership and their 
data rights for self-determination.
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Introduction

Data, and particularly student learning data, is an integral part of three distinct, 
but overlapping, discourses and practices, namely: data-driven decision-making 
(DDDM), educational data mining (EDM) and, more recently, learning analyt-
ics (LA). Since its emergence as a research focus and practice in 2011 (Ferguson, 
2012), learning analytics has matured and become institutionalized in many con-
texts. This is particularly the case in the Global North (Gašević, 2018; Leitner, et al., 
2017) with evidence of increasing engagement and adoption from institutions within 
the Global South (Falcão, et al., 2020; Hilliger, et al., 2020). The scope of learning 
analytics research is wide-ranging and includes, inter alia, studies and frameworks 
on its implementation (e.g., Greller & Drachsler, 2012; Tsai et al., 2018), analytics 
to inform pedagogy (Rienties, et al., 2017), identification of students-at-risk (Wong 
& Li, 2019), uses of student and lecturer-facing dashboards, the increasing impor-
tance of multimodal data (Valle, et al., 2021), uses of algorithmic decision-making 
systems (Prinsloo, 2017), and issues pertaining to ethical and privacy concerns in 
the collection, analysis and use of student data (Slade & Prinsloo, 2013).

Despite the potential positive impacts on, for example, pedagogy and student sup-
port, learning analytics reflects the clear asymmetrical power-relationship between 
the institution and its students (Broughan & Prinsloo, 2020; Prinsloo & Slade, 
2016). There is also the need to understand both the potential and perils of digital 
data in online networks when, for example, student data from one course is com-
bined with other sources of data (Borgman, 2018). She also makes the point that 
digital profile data is expandable and shareable, raising concerns about downstream 
uses of data as it disappears into the black boxes of algorithmic decision-making 
systems. When data elements are combined, whether from a single data source or 
several, the possibility of misuse and abuse increases. (Borgman, 2018). As such, 
students remain largely at the receiving end of the process, and their data interests 
(Hasselbalch, 2021) as a key stakeholder are often not considered (Prinsloo et al., 
2019).

From the beginning, research into learning analytics has included frameworks for 
implementation, such as the generic frameworks by Greller and Drachsler (2012), 
Khalil and Ebner (2015) and the SHEILA framework (Tsai, et  al., 2018). Other 
frameworks relating to different aspects of learning analytics also exist, including 
a framework for data protection (Cormack, 2016), an implementation framework 
with specific focus on student retention (West, et al., 2016a, 2016b), and the PERLA 
framework which uses learning analytics to personalize learning (Chatti & Muslim, 
2019).

In this article, we explore learning analytics through an ecosystemic lens (e.g., 
Prinsloo, et  al., 2020; Tan & Koh, 2017). Understanding learning analytics as a 
data ecosystem within a larger data ecology where different data interests play out, 
would have important implications for notions of data stewardship, student privacy, 
and ethics. We first explore data ecosystems, ecologies and data interests before 
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evidencing (1) the extent to which selected frameworks recognise learning analytics 
as a data ecosystem with dynamic interdependencies and interrelationships (human 
and non-human), (2) whether/how these frameworks acknowledge LA as part of a 
larger data ecology and (3) how they account for different data interests, with a spe-
cific focus on student data interests.

Ecologies, ecosystems and data interests: an overview

Emerging from a critical analysis of data-driven decision making (DDDM), EDM 
and LA, Piety (2019) proposes a conceptual model to help understand the impact of 
various elements (e.g., technical components, infrastructures, institutional capacity, 
and practices within a policy and systemic context) on uses of data in education. The 
use of data, and the impact of that use, should be understood in the context of the 
systemic nature of information, and the many hidden and visible factors within sys-
temic technologies and infrastructures (Piety, 2019).

There is increasing academic interest in the notion of ecosystems to foreground 
the interconnectedness and interdependencies constituting phenomena, with spe-
cific attention to relationships and contextual variables (Guggenberger, et al., 2020). 
Ecosystems are seen as self-organizing arrangements between different independ-
ent actors connected through exchanges of value and mutual interest/benefit. There 
are many different types of ecosystems, including data ecosystems (Oliveira, et al., 
2018).

Initial concepts of ecosystems emerged from the field of ecology and were 
introduced to replace notions of the “complex organism” and “biotic community” 
(Guggenberger, et al., 2020, p. 3; italics in the original). In making clearer the dif-
ference between an ecology and ecosystem, (Guggenberger, et  al., 2020, referring 
to Kast & Rosenzweig, 1972) introduce ecosystems as “the understanding of organ-
isms living together (ecology) in delimited borders inhabited by interrelated and 
interdependent parts and elements (system)” (p. 3; bold in the original).

Both data ecologies and data ecosystems are nascent concepts (Oliveira, et  al., 
2019). For the purpose of this research, following Guggenberger et al. (2020) and 
others, we understand a data ecosystem (e.g., LA) to be a subset of a broader data 
ecology characterised by different, competing data interests, each having ramifica-
tions for student agency, privacy and data-sovereignty.

Data ecologies

In the same year as the first Learning Analytics and Knowledge Conference 
(LAK’11), Breaux and Lotrionte (2011) explored cybersecurity in “the new data 
ecology” (p.1). They speak of the data ecology as emerging, characterized by 
unprecedented amounts of information sharing, allowing for changes in the avail-
ability of data, changing data needs and an increasing integration and combination 
of data. They further refer to the integration of data from various sources to create 
novel tools for individual decision-making. In this data ecology, judgments and data 



157

1 3

Learning analytics as data ecology: a tentative proposal  

range from private to non-critical with increasing demands for assurance based on 
controls and nuanced transparency of data and practices. Their version of data ecol-
ogy includes both automated and semi-automated decisions in data supply chains 
that are not only highly integrated but also which rely inherently on high quality 
data. Such decisions based on input from a variety of sources may have far greater 
consequences than expected (Breaux & Lotrionte, 2011).

The notion of a data ecology also highlights the roles of governments and indus-
try and the understanding of big data within the “larger ecology of markets, organi-
zations, usage, culture, and the production of services” (Shin, 2016, p. 845) as well 
as consideration of what constitutes a socio-technical system. Data ecologies might 
be understood as might be understood as a heterogeneous and organic system made 
up of the multiple ways that people, institutions, technology, and non-human actors 
exchange information and values (Tang, et  al., 2022). (Also see Star & Ruhleder, 
1996). This resembles Davenport and Prusak’s (1997) description which refers to 
“information ecology”, and also Baker and Bowker’s (2007) case study which high-
lights the mediating function of data in tying together a complex web of standards, 
relationships, and professional organizations (in Tang, et  al., 2022). The range of 
human actors in a data ecology includes data curators, data submissions, support 
assistance, and data flow engineers (Nadim, 2016). Central to the notion of a data 
ecology then are relationships between data, people, technologies, in a particu-
lar data context and policy environment, and as a result of driving forces/interests 
(Zhang, et al., 2021).

In their article, Tang et al. (2022) describe the potential of how data generated 
in one context or in response to a data query can enter new research and develop-
ment lifecycles long after the completion of the original study. Queenborough et al. 
(2010) call this an “ecology of data-sharing”, and Sauvé and Houben (2021) “an 
ecology of interconnected data devices.” Many of these linkages (and actors) are 
invisible, resulting in an ecology of the visible and invisible (Denis, 2016; Starr & 
Strauss, 1999). Other iterations of data ecologies include Blok et al. (2017) mention 
of “an ecology of data labor” (p. 200), and “an ecology of data maintenance” (p. 
201).

Steedman et al. (2020) suggest that it is necessary to see trust, and the trust defi-
cit, as entangled in “complex relations across diverse factors” (p. 818). Emphasising 
only individual or institutional agency underestimates not only the inherent fluid-
ity and intersectionalities inherent in complex ecologies of trust, but also various 
collective and macro-level factors. Understanding trust or the trust deficit in digital 
contexts as entangled in ‘ecologies of trust’ allows us to explain how trust, skepti-
cism, and distrust interact.

We summarize key aspects of a data ecology below:

Essential markers of data ecology:
 Can include a variety of data ecosystems
 Evidence of links between these different ecosystems, or links to stakeholders or data interests outside 

of the institutional LA data ecosystem
 Evidence of a multidirectional flow of information and values between non-human actors, humans, 

institutions, and technology



158 P. Prinsloo et al.

1 3

 Evidence of sharing of data with stakeholders outside of the institutional LA data ecosystem (e.g., plat-
form provider, analysis providers, governments, regulatory bodies, MOOC platforms, apps, service 
providers)

 Evidence of importing of data from stakeholders outside of the institutional LA data ecosystem (e.g., 
social media, multimodal data from multiple devices, service providers)

Data ecosystems

Other research maps various definitions and types of data ecosystems, including ele-
ments and characteristics, taxonomies and typologies of data ecosystems and over-
views of the different actors and their roles (Guggenberger, et al. 2020). Data eco-
systems are defined as socio-technical networks that allow for cooperation between 
independent entities, including businesses, institutions, and people (Oliveira, et al., 
2018). The metaphor of ecosystem is invoked to allow us to imagine social systems 
that are interdependent in terms of individuals, organizations, resources and mate-
rial infrastructures and that emerge in systems that are both technology-enabled as 
well as information-intensive (Oliveira, et al. 2019). These data ecosystems are fur-
thermore technological cultural and social phenomena founded on connections and 
relationships between a range of technology, businesses, actors, industries and gov-
ernments (Oliveira, et al., 2019).

Summarizing their analysis of various definitions, Oliveira et al. (2019) discuss 
data ecosystems in terms of actors and roles and their relationships and resources 
in which “a loose set of interacting actors … directly or indirectly consume, pro-
duce, or provide data and other related resources (e.g., software, services, and infra-
structure)” (p. 604). Additionally, each of these actors perform a variety of roles and 
relates to other actors. Data ecosystems not only enable the sharing of information, 
data, experiences and knowledge, but also of the communication through which 
value is created and shared between multiple, different networks of actors within a 
larger ecology of individuals, organizations and networks.

Central to data ecosystems are the relations and transactions between its autono-
mous but interrelated actors (human and non-human) flowing from and constitut-
ing varying degrees of interdependency. Different data ecosystems have different 
attributes, qualities and operating standards and are subjected to context-specific 
regulatory and policy conditions as well as political, cultural, economic, environ-
mental and technological influences and forces (Oliveira, et al. 2019). [Also see the 
discussion of Cui et  al. (2020) on components in data ecosystems, and the meta-
dimensions (economic, technical and organizational) of data ecosystems suggested 
by Gelhaar, Groß and Otto (2021)].

In the context of this article, the analysis of the roles of the different actors in a 
data ecosystem by Oliveira et al. (2019) is very helpful. These authors list the fol-
lowing actors and roles (Table 1 below):

Benefits of data ecosystems include, inter alia, improvements in political, social, 
economic aspects as well as in the quality of services and data, as well as mutu-
ally beneficial communication between different actors. The ‘success’ of a data eco-
system depends on the extent to which the different actors, and the ecosystem as a 
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whole can address the potential of a lack of participation and interaction between 
different actors, a lack of resources and/or technical expertise to sustain the ecosys-
tem, complexities in data collection, discovery and use as well as concerns about 
liability, privacy and confidentiality (Oliveira, et al., 2019).

Concluding our brief discussion of data ecosystems, it is insightful to note that 
Oliveira et al. (2019) state that it is “a new field of growing importance” and that 
theories informing data ecosystems have not yet been well-developed, while the 
different existing models “cover only a small fragment of how a Data Ecosystem 
works” (p. 626).

 Essential markers of data ecosystem:
 Maps the different actors (Data user, Data providers, Re-user, Keystone actor, Service provider, Poli-

cies, Laws and Rules Parties, Infrastructure provider, Data consultant, Data Sponsor and Data Cura-
tor) their roles, and the relationships and interdependencies between them

 Clarity about data flows in the ecosystem

Table 1  An overview of actors and their roles in a data ecosystem

Role Brief description

Data user The person who is “responsible for directly or indirectly consuming 
data” (p. 606), the end-users

Data providers Who are “not necessarily responsible for data generation” (p. 608). This 
duty may be delegated to a different position known as a data pro-
ducer, who is in charge of gathering or producing data. Additionally, 
this position may gather, assemble, and package data

Re-user “…using data to develop applications or services aimed at data users” 
(p. 608)

Keystone actor Responsible for “driving forces behind the ecosystem as well as provid-
ing stability in unstable environments” (p. 608). They also “foster a set 
of formal directives, rules, and practices to drive a Data Ecosystem” 
(p. 608)

Service provider Responsible for producing and supporting software resources such as 
“tools, applications, services, libraries, or other software products” (p. 
608). Service providers might be hired by actors who lack the skills 
and resources to process data themselves

Policies, laws and rules parties One of the most important roles—“responsible for creating the rules and 
policies to encourage and to control the participation of actors” (p. 
608). e.g. Governments, Data Ecosystem Founders, or Standardization 
Institutions

Infrastructure provider Refers to the function that supports the operations of other functions. 
Information and communication technologies (ICT) resources and 
services, such as hosting and storage capacity, are included in infra-
structure

Data consultant Supports other roles in not only analyzing the various possibilities of 
data, but also identifying the needs of the different actors

Data sponsor The data sponsor is in charge of advancing the open data project via 
both government funding initiatives and private contributions

Data curator “…responsible for the quality and availability of data” (p. 608)



160 P. Prinsloo et al.

1 3

 Acknowledges context—macro-political/regulatory, market/industry and institutional
 Maps the economic, technical and organizational dimensions

  Acknowledges the social, political and cultural nature of the ecosystem
 Is clear about the value created by the data ecosystem
 Clarity around the barriers and challenges
 Provides an overview of infrastructure, standards, service and applications

Data interests

Hasselbalch (2021) distinguishes between ‘human interest’ and ‘data interest’. 
Human interest refers not only to the outcome of data uses in, for example, algorith-
mic processes, but to human involvement from the point of defining the problem, 
setting the scope and limitations of the collection of data and the training of the 
machine-learning algorithm. Human interest in the design and deployment of algo-
rithms also focuses on human agency and control, and concerns about the replace-
ment of human expertise and labour by AI. An example of human interest in the 
use of data in AI is value sensitive design (VSD) where specific human values are 
embedded to address a moral or ethical dilemma. A data interest can be described 
as a purpose or a motive that is translated into specific qualities of a data technology 
that arranges data in ways that enable the agency of certain interests in the data that 
is stored, processed and analyzed by AI (Hasselbalch, 2021). Examples of values 
that can be designed include “data privacy, accessibility, responsibility, accountabil-
ity, transparency, explainability, efficiency, consent, inclusivity, diversity, security, 
and control” (Hasselbalch, 2021). (Also see Slota, et al., 2021; Umbrello & Van de 
Poel, 2021).

Different stakeholders, ranging from developers to users, institutions or commer-
cial entities, have different (often conflicting) data interests (Delgado, et al., 2021). 
There are no neutral or impartial data interests. Understandably there are concerns 
that AI is invested “with the interests of the powerful—governments, public institu-
tions and big data industries” (Hasselbalch, 2021). (Also see Figueras, et al., 2021). 
Inherent in understanding and addressing conflicting data interests is the notion of 
‘informational asymmetries’ impacting on citizens and individuals’ agency. Data 
interests therefore refer to informational relationships entangled in different socio, 
political, environmental, legal and economic interests.

Hasselbalch (2021) puts forward five clusters of themes to illustrate human data 
interests: data as resource, data as power, data as regulator, data as vision and data 
as risk.

Data as resource In data discourses, ‘data as resource’ finds expression in meta-
phors such as data as ‘raw material’ that can be processed and turned into products. 
Individuals may want to protect this resource and be able to exchange it for, e.g., 
services. Data scientists may see this resource as a training set for algorithms, com-
mercial entities capitalize on the inherent value in data and governments may see 
data as a resource for managing security and risk. Data as resource also recognizes 
that “informational asymmetries also create very tangible social and economic gaps 



161

1 3

Learning analytics as data ecology: a tentative proposal  

between the data rich and data poor, which is a conflict of interest on a more general 
structural level of society” (Hasselbalch, 2021). In the context of learning analytics, 
student data has been described as “the new black” (Booth, 2012), and “the new oil” 
(Watters, 2013). Monetizing student data forms part of the basis for the platformiti-
zation of higher education (Komljenovic, 2021).

Data as power This theme is closely connected to ‘data as resource’. “Distri-
bution of data/information amounts to the distribution of power in society” (Has-
selbalch, 2021). Access to data allows individuals or commercial entities to make 
informed choices specific to their interests. Understanding data as power is semi-
nal to Data Feminism (D’ignazio & Klein, 2020), Critical Data Studies (Iliadis 
& Russo, 2016) and understandings of student vulnerabilities in higher education 
(Prinsloo & Slade, 2016).

Data as regulator “represents the legal enforcement of the power balancing of 
data interests” (Hasselbalch, 2021), and in an ideal situation, law and technology 
will supplement one another. The metaphor of ‘data as regulator’ asserts the role 
of a particular data design, the implementation of legal frameworks and the realiza-
tion of legal principles. In other words, the data interests of those with more power 
regulate what is possible, and in the case of governments, what is acceptable. In the 
context of LA, data as regulator plays out in many of the data proxies used in deter-
mining, for example, students-at-risk (Archer & Prinsloo, 2020).

Data as vision Having access to the decisions and process of algorithmic deci-
sion-making systems is core to more trustworthy AI. It is possible to say that the 
control of visibility, or the architecture of visibility in new technology environments, 
represents a form of social organization and power distribution. (Hasselbalch, 2021). 
In the context of education, data as (prophetic) vision forms part of the data imagi-
nary sold to higher education institutions promising “speedy, accessible, revealing, 
panoramic, prophetic and smart” (Beer, 2019, p. 22; italics in the original) insights 
into student learning.

Data as risk Data interests are also “correlated with the act of assessing the risks 
of data design” and the extent to which there are potential negative impacts linked 
to the design on, e.g., the economy, democratic institutions, and individuals. In the 
light of the fact that data is inherently a risk that should be foreseen and managed, 
potential risks must be prevented and managed (Hasselbalch, 2021). Criminals can 
steal data, data can be leaked, and corrupted.

Hasselbalch (2021) concludes his proposal on data interests by pointing to the 
increasing informational inequalities between (groups of) individuals such as those 
already marginalized and/or from minority groups, civil servants and developers, as 
well as stakeholders from broader society inter alia governments, citizens and indus-
tries. Only when these asymmetries, power relations and the different interests at 
play are taken seriously can we develop systems to trade-off between the different 
data interests.

In addition, there are increasing concerns about the exclusion of the data interests 
of those from whom data are collected, and who may be most affected by its use 
by other, more dominating data interests. Such groups include Indigenous peoples, 
and others outside white male, heteronormative classifications (e.g., LGBTQIA + , 
blacks, Hispanics, females, etc.). Individuals in these groups may be impacted 
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negatively through bias, unfairness, obfuscation in algorithmic decision-making, 
and injustice (e.g., D’ignazio & Klein, 2020; Skinner-Thompson, 2020; Walter, 
et al., 2021). In the context of higher education, student data interests are often unac-
counted for in the discourses and practices surrounding and informing the design 
and implementation of learning analytics (Broughan & Prinsloo, 2020; Khalil, et al., 
2022; Madaio, et al., 2021).

 Essential markers of data interests:
 Acknowledges the different data interests in the data ecosystem/ecology
 Evidence of data as resource
 Evidence of data as power
 Evidence of data as regulator
 Evidence of data as vision
 Evidence of data as risk
 Evidence of ensconcing the data interests of students
 Evidence of the data interests of specific groups

Research methodology and norms

The research questions guiding this research are:

1. To what extent do selected frameworks for the implementation of LA understand 
LA as an ecosystem that is part of a larger data ecology where different data 
interests compete?

2. What are the implications for LA, and specifically for students’ data interests?

In following Elo et  al. (2014), ensuring the trustworthiness of this research 
encompassed several phases ranging from the data collection, sampling strategy and 
selecting a coding heuristic, to categorization and abstraction, interpretation and 
reporting the results and the analysis process.

In selecting LA frameworks for this analysis, this research used the analysis and 
findings of Khali et  al. (2022). Their research analysed 46 LA frameworks. Their 
research found that LA frameworks share several elements and characteristics such 
as (1) source (conceptual or empirical); (2) development focus (learner, faculty, 
course design, research and development, student support and external); (3) applica-
tion focus (learner, faculty, course design, research and development, student sup-
port and external); (4) a form of representation (table, figure and/or other); (5) data 
sources (virtual learning environment, multichannel, other); (6) data types (system 
logs, learning artifacts, questionnaire/survey and multimodal); (7) focus (retention/
support, pedagogy and other); (8) context (pre-higher education and higher educa-
tion); and (9) ethics and privacy. [See Khalil et al. (2022) for full description and 
analysis].
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From the 46 frameworks evaluated, we identified 11 frameworks that were the 
most comprehensive against these applied criteria, excluding whether the framework 
included a graphical presentation, whether there was evidence of its application and 
the context of the application (e.g., K-12 or higher education). The following 11 
(listed alphabetically) were identified as the most comprehensive (Table 2 below):

Finalizing the corpus of 11 frameworks was followed by a deductive, directed 
content analysis (Assarroudi, et al., 2018; Elo & Kyngäs, 2008; Hsieh & Shannon, 
2005) using key elements of data ecologies, ecosystems, and data interests as heu-
ristic as strategy to answer the first research question—To what extent do selected 
frameworks for the implementation of LA understand LA as an ecosystem that is 
part of a larger data ecology where different data interests compete?

The analysis process started by “[u]sing existing theory or prior research, 
researchers begin by identifying key concepts or variables as initial coding catego-
ries” (Hsieh & Shannon, 2005, p. 1281). The next step included defining operational 
definitions for each category using theory in a categorization matrix (Elo & Kyngäs, 
2008) or category schemes (Downe-Wamboldt, 1992) (See Fig. 1 below):

Two researchers independently used the coding heuristic and indicated which ele-
ments were found in each article. Where there was a difference of opinion, the two 
researchers discussed the differences and where the coding could not be resolved, 
the third coder engaged with the code in question and made the final call. Elo et al., 
(2014) further recommends that in deductive content analysis, a reliability check to 
be presented. In the case of this research, we calculated a relevant reliability value 
called Fleiss Kappa as a measure to evaluate agreement (Fleiss, et al., 2013). The 
reported Fleiss Kappa is (κ = 0.946, subjects = 220, raters = 2, and p < 0.005) indicat-
ing a high level of agreement between the two researchers.

In reporting on the analysis (in the next section), the researchers attempted to pro-
vide a detailed and rich representation of the process and findings (Elo, et al., 2014).

Analysis and findings

In this section, an overview of the application of the heuristic will be provided 
before each element of the heuristic is discussed with quotations to illustrate the 
findings. By way of introduction, it is important to highlight the researchers’ posi-
tion in following Guggenberger et al, (2020) and others, that we understand a data 
ecosystem (e.g., LA) to be a subset of a broader data ecology characterised by differ-
ent, competing data interests, each having ramifications for student agency, privacy 
and data-sovereignty.

Figure 2 below presents an overview of the analysis of the 11 frameworks accord-
ing to the coding heuristic. In the figure ‘O’ represents no evidence found; ▼pre-
sents evidence of the element found in the framework, while ‘X’ records where there 
was no agreement between the researchers on interpretation of the evidence.

While only one framework (Slade & Prinsloo, 2013) explicitly links LA to being 
part of a larger data ecology, several refer to linking to other data ecosystems, multi-
directional flows of data (including importing from and exporting to other data 
ecosystems (e.g., Greller & Drachsler, 2012; Hernandez-Leo et al., 2019 and West, 
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et al., 2016a, 2016b). What was not always clear in the interpretation of the evidence 
was whether the linkages to other ecosystems, and the importing of and/or exporting 
data to other ecosystems, implied that these were outside of the institution.

Regarding the extent that the frameworks regarded LA as an ecosystem, those 
from Greller and Drachsler (2012), Hernádez-Leo et  al. (2019) and West et  al. 
(2016a, 2016b) included all the elements. Interestingly, most frameworks did not 
acknowledge the macro-political context in which LA functions. All 11 of the 
frameworks listed the different stakeholders or actors and their respective roles with 
most mapping the relationships between these. Five of the 11 frameworks specifi-
cally mentioned or discussed interdependencies between these actors.

The main emphases pertaining to data interests in all the analyzed frameworks 
were found to be “data as resource” and “data as regulator”, with seven of the 11 
frameworks recognizing a variety of risks inherent in the collection, analysis and 
use of student data. Only three of the 11 frameworks move beyond student “data 
as resource” and the use of student data to regulate various aspects of the learn-
ing design and facilitation of learning, to mention or discuss ways in which the 
data interests of students can be considered and protected. Most of the frameworks 
saw students only as data subjects and as recipients of receiving the benefits of the 

Fig. 1  Coding heuristic
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analysis of their data. Only two frameworks (Hernández-Leo, et al., 2019 and Kaza-
nidis et al., 2021) specifically address the data interests of specific groups (see dis-
cussion below).

In the following section, we briefly provide selected examples of the different ele-
ments of the coding heuristic.

Evidence of LA as data ecology

• Reference to being part of a bigger data ecology

There is ample evidence of data assemblages that arise from interactions between 
different data ecosystems and networks (Boyd, 2022; Kitchin, 2014). A data assem-
blage can be defined as a complex socio-technical system that is composed of many 
apparatuses and elements that are thoroughly entwined and whose central concern is 
the production, management, analysis, and translation of data and derived informa-
tion products for commercial, governmental, administrative, bureaucratic, or other 
purposes” (Kitchin & Lauriault, 2014, p. 4).

As such, evidence of LA as data ecology will entail reference to part of a bigger, 
data-exchange/production/aggregation network consisting of multiple, linked serv-
ers, and a range of human and non-human actors where students’ data are shared and 
supplemented with data from other networks/providers/brokers. The analysis of the 
11 LA frameworks did not provide evidence of an awareness of how LA functions 
as an ecosystem in a larger ecology of data networks and assemblages. The analysis 

Fig. 2  Overview of the application of the coding heuristic
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found only one framework that points to an LA ecosystem forming part of a bigger 
data ecology. Slade and Prinsloo (2013) reference student data that are hosted on 
servers external to the institution according to different “standards, owners and lev-
els of access” (quoting Ferguson, 2012, in Slade & Prinsloo, 2013, p. 1515). They 
also state that “The distributive nature of networks and the inability to track activity 
outside of an institution’s internal systems also affect the ability to get a holistic pic-
ture of students’ lifeworlds” (p. 1515).

• Mentions links to other ecosystems

Higher education institutions as ecosystems host a variety of sub-ecosystems 
such as the student information system, the learning management system (LMS) 
and various other sub-ecosystems in administration, student support, the manage-
ment of residences and so forth (West, et al., 2016a). Some of these ecosystems may 
be linked while others appear to function independently from others. For example, 
Christopoulos et al., (2021) refer to “Combining data from diverse e-learning plat-
forms” (p. 4), and Greller and Drachsler (2012) to “The proliferation of interactive 
learning environments, learning management systems (LMS), intelligent tutoring 
systems, e-portfolio systems, and personal learning environments (PLE) in all sec-
tors of education [that] produces vast amounts of tracking data” (p. 43).

Slade and Prinsloo (2013) point to the reality that

As learners’ digital networks increasingly include sources outside of the LMS, 
institutions may utilize data from outside the LMS (e.g., Twitter and Facebook 
accounts, whether study related or personal) to get more comprehensive pic-
tures of students’ learning trajectories. The inclusion of data from sites not 
under the jurisdiction of an institution raises a number of concerns given that 
universities have no control of external sites’ policies, and the authentication 
of student identity is more problematic” (p. 1524). [Also see Kitto, et al., 2015; 
Liao & Wu, 2022; Wu, 2021].

There are also information flows between students as data subjects, teachers and 
institutions and finally “[g]overnment agencies [that] may collect cross-institutional 
data to assess the requirements of Higher Education Institutes (HEI) and their con-
stituencies” (Greller & Drachsler, 2012, p. 46).

• Evidence of multidirectional flow of information between human and non-human 
actors/ providers, apps, service providers

Christopoulos et al. (2021) refer to “[c]ombining data from diverse e-learning 
platforms can facilitate the evaluation of the instructional decisions’’ (p. 5) that 
creates “a loop which would allow the engaged parties to feed the system” (p. 
6). They describe three categories of data processes or flows with the first cat-
egory involving clustering information from utilized technological devices e.g., 
LMS, mobile phones, students’ physical environment (e.g., noise levels and loca-
tion tracking) and students’ gestures (e.g., facial expressions, eye movement). 
The second category refers to the clustering of information related to pedagogical 
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performance in a specific discipline (e.g., duration, learning objectives) with stu-
dents’ demographic data and the third category clustering information emerging 
from psychometric tests and sensors (e.g., stress, temperature).

In the specific context of the nexus between learning design and LA, Hernan-
dez-Leo et  al. (2019) emphasise the bidirectional interaction between learning 
design and learning analytics (using a variety of data from a range of sources). 
“Learning analytics outputs increase their meaningfulness when aligned with 
pedagogical intentions and learning designs can be strongly influenced by the 
data analytics available before or during the learning design activity” (p. 11).

• Evidence of importing data from other ecosystems

Two of the analysed frameworks refer to importing data from other ecosys-
tems. Christopoulos et al. (2021) refer to data generated from mobile phones, the 
physical environment (e.g., location tracking), linked to students’ demographic 
data and students’ sensory data, which will usually form part of different, and 
possibly overlapping, data ecosystems. Hernandez-Leo et  al. (2019) discuss 
importing data from physical spaces (e.g., the use of sensor-based technologies) 
and other institutional platforms, student information systems and surveys that 
“can complement these sources with information about academic profiles, demo-
graphics, and students’ satisfaction ratings” (p. 3). They also allude to a range of 
different data sources such as “virtual learning environments, web tools, attend-
ance registers and student feedback questionnaires” (p. 7). These data are com-
bined with evidence of teachers’ designs using “profiles (students names, emails, 
IDs, etc.), process (e.g., number of views and editions in resources corresponding 
to specific activities of the learning design, attendance, submissions), checkpoints 
(warnings related to the usage of resources, etc.), and performance (e.g., com-
ments inserted by teachers) (p. 7; italics in the original).

• Evidence of exporting data to other ecosystems

Greller and Drachsler (2012) mention governments who “may collect cross-
institutional data to assess the requirements of Higher Education Institutes (HEI) 
and their constituencies” (p. 46), while Slade and Prinsloo (2013) warn that

When teaching and learning opportunities incorporate social networks out-
side of the institutional LMS, institutions should also ensure that learners 
are explicitly informed of the public nature and possible misuse of informa-
tion posted on these sites, and instructors should consider the ramifications 
before using such sites” (p. 1525).

In summary, there is a paucity of recognition in the analysed frameworks that 
LA forms part of a bigger data ecology of an ever expanding and intensifying 
“data gaze” (Beer, 2019) and interconnecting networks, and brokers, consisting 
of human and non-human actors and systems.
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Evidence of LA as data ecosystem

Maps different actors, and their roles

Table 3 presents an overview of the stakeholders mentioned by some of the analysed 
frameworks.

Interestingly, while students are specifically mentioned as stakeholder in at least 
two of the analysed frameworks (Christopoulos et  al., 2021; Greller & Drachsler, 
2012), and though their specific roles are not described, they are not seen as core 
participants in shaping LA—rather that LA has their interests at heart.

Maps relationships between actors

In one of the earliest LA frameworks, Greller and Drachsler (2012) map the rela-
tionships and information flows between the different dimensions in LA ranging 
from stakeholders, limitations, instruments, objectives and data. The four stakehold-
ers mentioned are the institution, teachers, learners and ‘others’ while the instru-
ments include technology, algorithms, theories and ‘other’. While it does not map 
the inter-relations in detail, the framework and the mapping of the critical dimen-
sions provided a much-needed basis for further development in LA.

Kazanidis et  al. (2021) mention the need for an “analysis of the characteris-
tics of the key stakeholders, their role in the instructional process, the actions 
that execute, and their relationship to the educational content, the educational 
context, and the learners” (p. 6). Three frameworks approach this dimension of 
LA as an ecosystem, albeit differently. For example, Hernández-Leo et al. (2019) 
refer to different ‘layers’ (e.g., LA, community analytics, and design analytics) 
and the interactions between these layers, while Law and Liang (2020) map three 
levels in the use of LA in pedagogical decision-making namely course, curricu-
lum and task level. These three different levels use different LA techniques (e.g., 
descriptive analytics, inferential analysis, temporal analysis, etc.) different LA 

Table 3  Frameworks and their stakeholders

Framework Actors mentioned

Christopoulos et al., (2021) Software developers, educators, students, instructional designers and 
policy makers

Greller and Drachsler (2012) “…the main stakeholder groups of LA in formal learning situations 
are learners, teachers, and educational institutions. These may be 
expanded or substituted by other stakeholder groups, such as research-
ers, service providers, or governmental agencies” (p. 46)

Kazanidis et al., (2021) Educators, instructors, data analysts, instructional designers and policy 
makers

Law and Liang (2020) Teachers, data scientists, user interface designers, and LA research-
ers. Emphasises that LA should be co-designed and implemented in 
collaboration with these stakeholders. They also refer to a “‘learning 
engineering team’ comprising technologists, education professionals, 
learning scientists, and design experts” (p. 99)
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functionalities (e.g. prediction, learner-oriented feedback, teacher-oriented feed-
back, etc.) and different data types (e.g., exam grades, LMS log files, quiz grades, 
etc.). (Also see the layers suggested by Zotou et al. 2020).

Maps interdependencies between actors

Six of the 11 frameworks refer to the interdependencies between different actors 
and systems. For example, Greller and Drachsler (2012) point to the interdepend-
encies between the different actors and processes stating, “We would, therefore, 
strongly welcome if application developers and researchers would not only make 
their technical environment known and open, but also describe the contextual 
environment and expectations from the users (e.g., required competences) along 
the lines of the framework” (p. 54). In their analysis, Hernández-Leo et al. (2019) 
discuss the interrelationships and interdependencies not only between actors, but 
between different layers in the nexus of LA and learning design. Actors referred 
to include the community of practitioners in the layer of community analytics, 
learning designers and their tools in the design layer and learners and other par-
ticipants in the LA layer. The success of the data ecosystem depends on not only 
expertise and engagement of the different actors in these layers, but also the links 
and interdependencies between these layers.

Provides overview of infrastructure, standards, service, and applications

Four of the frameworks deal with LA in the context of specific technologies that 
imply different ecosystems and the need for infrastructure, standards and applica-
tions. For example, Christopoulos et al. (2020) in the context of LA and Virtual 
Reality (VR) refers to how student data gathered during registration and admin-
istrative processes can be linked to learning artefacts and learner behavioral data 
on the LMS, plus sensory data gathered from the VR equipment. [Also see Chris-
topoulos et al. 2021 and Kazanidis et al. (2021) (Augmented Reality), and Prasad 
et al. (2016) (open textbooks)].

West et al. (2016a, 2016b) gathered data on “infrastructure, policies, strategy, 
governance and concerns related to learning analytics from an institutional point 
of view” (p. 909) and discuss three main factors regarding LA infrastructures, 
namely system reliability, system sophistication and relevant expertise. These 
three factors further include:

– Digital availability and integrity of data
– Integration, continuity, and availability of data systems
– Technical, pedagogical, statistics, and project management expertise
– Data stewardship
– Policy and procedures
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Acknowledges context–macro‑political

At least four frameworks explicitly acknowledge the macro-political context in 
which LA functions. Law and Liang (2020) recognise that embedding AI in teach-
ing and learning contexts is not only technical but includes “related human chal-
lenges that are cognitive, social, organizational, and political in nature” (p. 2) while 
Slade and Prinsloo (2013) state that a “sociocritical perspective entails being criti-
cally aware of the way our cultural, political, social, physical, and economic contexts 
and power relationships shape our responses to the ethical dilemmas and issues in 
learning analytics” (p. 1511).

Acknowledges context—social

The majority (n = 7) of analysed LA frameworks acknowledged the social dimen-
sion of LA as an ecosystem. Evidence of the social element of LA as ecosystem was 
found in Hernández-Leo et  al. (2019) who speak of a community of teachers and 
other stakeholders—“The notion of community can be considered in a general sense 
either as an educational center or a cross-institutional community where teachers 
and collaborators share and jointly contribute to devising educational designs” (p. 
5). There is, however, also understanding of student learning in social contexts and 
Slade and Prinsloo (2013, p. 1524) warn that institutions’ predictive models only 
explain ““a portion of the wide range of behaviors that constitute the universe of 
social interactions” (quoting Subotzky and Prinsloo, 2011) and that “[d]ata har-
vested in one context may not be directly transferable to another” (p. 1524).

Acknowledges context—institutional

It should not come as a surprise that with the exclusion of one framework, all the 
analysed frameworks acknowledge the institutional context of LA as an ecosystem. 
For example, West et al. (2016a, 2016b) map a framework for institutional adoption 
of LA and mentions specific elements such as institutional culture, level of sponsor-
ship, governance arrangements, alignment with institutional strategy, sustainability 
and positioning LA within the institution. These authors further state that “A univer-
sity’s value base is developed over time and based on various factors including his-
torical foundation, geographic location, student cohort and leadership. Institutional 
values evolve into an institutional culture that should be reflected in its policies and 
processes, its focus, and ultimately the decisions that are made” (p. 908).

Data interests

Acknowledges different data interests

Christopoulos et  al. (2021) propose that “students, teachers, instructional design-
ers, institutions, [and] industrial agents” (p. 10) should be involved. Greller and 
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Drachsler (2012), after referring to a range of stakeholders e.g., learners, teachers, 
educational institutions, researchers, service providers, and governmental agencies 
state that “Each of the groups has different information needs and can be provided 
with tailored views on information using LA” (p. 46).

West et al. (2016b) refer to different data interests and power relations pertaining 
to the collection, analysis and use of student data and stat that “In other words, sen-
ior management may have very different reasons for wanting to collect and access 
various types of learning analytics data than lecturers” (p. 914).

Evidence of data as resource

All the analysed frameworks see (student) data as a resource. One of the earliest 
examples of data as resource is in the early LA framework developed by Greller 
and Drachsler (2012), where they refer to (student) data as offering “unused oppor-
tunities for the evaluation of learning theories, learner feedback and support, early 
warning systems, learning technology, and the development of future learning appli-
cations” (p. 43). As such, teachers and institutions can use student data to plan inter-
ventions or adapt their assessment strategies and pedagogies. Slade and Prinsloo 
(2013) state that the optimal “use of student-generated data may result in institu-
tions having an improved comprehension of the lifeworlds and choices of students, 
allowing both institution and students to make better and informed choices and 
respond faster to actionable and identified needs” (p. 1512). They further propose 
that “higher education cannot afford to not use [student] data” (p. 1521). Pointing 
to student data as core to LA—e.g., student characteristics, activities, and perfor-
mance, Kazanidis et al. (2021) state that student data “reveal insights related to their 
cognitive patterns and behavioral decisions” (p. 2). [Also see Christopoulos et  al. 
(2021) for an overview of (student) data as resource in the nexus between LA and 
VR/AR, Hernandez-Leo et al. (2019) for a discussion of the use of student data in 
learning design].

Evidence of data as power

Five of the analysed frameworks refer to (student) data as a form of power. For 
example, West et al. (2016a, 2016b, p. 907) quotes Swenson (2014) who asks.

who has the power to:

– Make decisions about the learning analytics model and data
– Legitimize some student knowledge or data and not others
– Focus on potential intervention strategies and not others
– Give voice to certain students and not others, and
– Validate some student stories and not others.

The socio-critical approach to the ethical challenges in LA proposed by Slade 
and Prinsloo (2013) foregrounds ‘data as power’ by referring to the unequal power 
relations between “learners, higher education institutions, and other stakeholders 
(e.g., regulatory and funding frameworks)” (p. 1511). These power relations are 
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inherently unequal and result in “increasing surveillance in teaching and learning 
environments” which affect “the work and identities of tutors, faculty, and admin-
istrators, disrupting existing power relations and instituting new roles and responsi-
bilities” (p. 1515).

Central to the notion of ‘data as power’ is data ownership (Greller & Draschler, 
2012). In this respect, Greller and Draschler (2012) state that “Because the tech-
nical systems producing and collecting data are typically owned by the institution, 
the easiest assumption would be that this data belongs to them. However, which 
employees of the institution exactly are included in the data contract between a 
learner (or their parents) and the educational establishment, is as yet unresolved” (p. 
49). Further, the authors posit that “the real dangers that the extended and organized 
collection of learner data may not so much bring added benefits to the individual, 
but instead provides a tool for HEIs, companies, or governments to increase manipu-
lative control over students, employees, and citizens, thereby abusing LA as a means 
to reinforce segregation, peer pressure, and conformism rather than to help construct 
a needs-driven learning society” (p. 54).

Outside of consent for their data to be used, ownership of data and the inher-
ent power in ownership is absent from all the frameworks. Though not supporting 
student data sovereignty, Christopoulos et al. (2021) emphasize voluntary consent, 
taking the position that “Student data should also not be sold” and that “Learners 
should have the right for their data to be removed from the system after a given 
period of time while institutions oversee this entire process” (p. 10).

Evidence of data as regulator

Most of LA frameworks provide explicit evidence of how (student) data acts as 
regulator—used to shape, inter alia, learning, learning design, assessment, interven-
tions and student support. For example, Christopoulos et al. (2021) discuss how data 
“enables educational technologists and instructional designers to develop a better 
understanding of students’ reactions to different types of stimuli under controlled 
(e.g., classroom) and uncontrolled (e.g., home) circumstances” (p. 6). Data also 
allows for the employment of associations “to make predictions about the students’ 
performance and suggestions on the best course of action to improve their learning 
curve” (Christopoulos et al., 2021, p. 7). Data as regulator is also directly linked to 
data s resource discussed earlier.

Evidence of data as vision

Interestingly, there were only two frameworks that provided a sense of ‘data as 
vision’. The initial expectation was that we will find evidence of how data and its 
analysis provide ‘prophetic’ (Beer, 2019) insights into student behavior. Though 
there was ample evidence of ‘data as resource’ (as basis for insights) and ‘data as 
regulator’ (allowing insights to steer action), the two LA frameworks provided a dif-
ferent interpretation or aspect of ‘data as vision. For example, Christopoulos et al. 
(2021) mention how "coding parameters [in algorithms] should be communicated 
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transparently to everyone affected" (p.9). The need for transparency and accessibil-
ity is also mentioned by West et al. (2016a, 2016b).

Both frameworks call for those who may be impacted to have access to and 
insight into decisions made by the often opaque ‘black box’ of algorithmic deci-
sion-making systems. ‘Data as vision’, in the sense of the potential of data to pro-
vide insights into student behavior, is covered by ‘data as resource’ and ‘data as 
regulator’.

Evidence of data as risk

Seven of the 11 LA frameworks deal with ‘data as risk’. Greller and Drachsler 
(2012) moot that “prediction suffers potentially from big ethical problems […] 
in that judgements about a person, whether originating from another human or a 
machine agent, if based on a limited set of parameters could potentially limit a learn-
er’s potential” (pp. 47–48). Interestingly, these authors also highlight the respon-
sibility that knowing more brings—“the more access to information about a data 
subject a data client has, the higher the responsibility is to use this information in a 
sensitive and ethical way” (p. 51). (Also see Prinsloo & Slade, 2017).

There are, however, other risks including that “ethical risks are the exploitation 
of such data for commercial and similar purposes, or data surveillance issues (social 
sorting, cumulative disadvantages, digital stalking) (Greller & Drachsler, 2012, p. 
51). These authors also mention a risk not always considered, namely the “inherent 
danger that we perceive is that the simplicity and attractive display of data informa-
tion may delude the data clients, e.g., teachers, away from the full pedagogic reality” 
(Greller & Drachsler, 2012, p. 52).

Several frameworks mention the need for compliance to regulatory frameworks 
such as the GDPR and the risk of non-compliance (e.g., Christopoulos, et al., 2021), 
the risks of bias and stereotyping (Slade & Prinsloo, 2013), and the risks of the ero-
sion of trust between students and the institution (West, et al., 2016a, 2016b) when 
institutions venture into students’ social media spaces.

Ensconcing the data interests of students

Other than the issue of data ownership and student data sovereignty, Greller and 
Drachsler (2012) state that it is of “critical importance for its acceptance that the 
development of LA takes a bottom-up approach focused on the interests of the learn-
ers as the main driving force” (p. 54) as well as flagging the importance of prevent-
ing the reconfirmation of “old-established prejudices of race, social class, gender, 
or other with statistical data, leading to restrictions being placed upon individual 
learners” (p. 48).

Linked to the danger of perpetuating bias and prejudice, Slade and Prinsloo 
(2013) ask “whether it is appropriate for students to have an awareness of the labels 
attached to them? Are there some labels that should be prohibited? As students 
become more aware of the implications of such labeling, the opportunity to opt out 
or to actively misrepresent certain characteristics to avoid labeling can diminish 
the validity of the remaining data set” (p. 1516). Flowing from this, these authors 
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propose that “In stark contrast to seeing students as producers and sources of data, 
learning analytics should engage students as collaborators and not as mere recipients 
of interventions and services” (p. 1519). The authors claim that “Students are not 
simply recipients of services or customers paying for an education. They are and 
should be active agents in determining the scope and purpose of data harvested from 
them and under what conditions (e.g., de-identification)” (p. 1521). (Also see West 
et al., 2016a, 2016b; Christopoulos, et al., 2021).

Evidence of the data interests of specific groups such as indigenous peoples, 
LGBTQIA + , blacks, Hispanics, females, etc.

Only two of the 11 LA frameworks specifically mention the data interests of indi-
viduals or groups that may face discrimination due to a particular characteristic or 
combination of identifiers, e.g. indigenous peoples, LGBTQIA + , blacks, Hispanics 
females, etc.

Greller and Drachsler (2012) state that.

“It is important to remind stakeholders of LA processes that data can be inter-
preted in many ways and lead to very different consequent actions. To give a 
drastic example, imagine being confronted with the insight that children from 
an immigrant background show reading difficulties, backed by supportive data 
analysis. This may lead to a wide-ranging variety of responses, from develop-
ing extracurricular support mechanisms, to segregated classes, up to bluntly 
racist abuse of various kinds” (p. 51).

The only other consideration of the specific concerns of such individuals or 
groups is the LA framework of Hernandez-Leo et  al. (2019) who foreground the 
needs of “non-native speakers” (p. 3).

From learning analytics to institutional learning ecosystems: 
pointers for consideration

In this article we were concerned with understanding the extent to which selected 
frameworks for the implementation of LA understand LA as an ecosystem as part 
of a larger data ecology where different data interests compete. As data interests 
form the basis of data ecosystems and data ecologies, we were also curious as to 
the extent to which student data interests are core to LA as a data ecosystem and a 
broader data ecology.

Our analysis has shown that most of the LA frameworks reviewed recognise not 
only the different actors, but also the relations between them. What is less clear 
is the extent to which the frameworks take cognizance of the interdependencies 
between actors, and links to other institutional data ecosystems such as the Student 
Information System, Library services, and various student support initiatives. While 
all the frameworks recognise ‘data as resource’ and ‘data as regulator’, they do not 
recognise the impact of the interdependencies, different data standards in different 
institutional ecosystems, and the different vested interests in institutional data eco-
systems. If ‘data is power’, then there is good reason to believe that the sponsors and 
custodians of these data ecosystems will be very cognizant of the inherent power 
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of their data interests and control of (some of) the value chain in institutional data 
ecosystems.

In concluding our reflection on the analysis and findings, we would like to point 
out two potential major concerns in institutional LA ecosystems, namely the mis-
recognition of students’ data interests (including the interest of specific groups con-
stituted on the basis of gender, race, citizenship status, etc.), and a lack of recogni-
tion of how LA ecosystems (increasingly) form part of larger data ecologies with 
different data interests, whether political or commercial.

Students are seen in most of the analysed frameworks as data producers, and not 
as key stakeholders with their own data interests. While there is mention of consent, 
and transparency, there is little evidence to suggest that LA as discourse and practice 
recognizes that institutions do not own student data but should act as caretakers of 
student data while students retain data sovereignty.

Only one LA framework (Slade & Prinsloo, 2013) pointed to LA as an ecosystem 
being part of a larger data ecology. While some frameworks discuss the importing 
and exporting of data from and to other ecosystems, these ecosystems are mostly 
institutional. There are, however, specific concerns regarding ethics and privacy 
when institutional data ecosystems become part of external data ecosystems such 
as found in MOOCs, the increasing emphasis on multimodal data and the sharing of 
student data with platform providers (e.g., Khalil, et al., 2018; Komljenovic, 2021; 
Slade, et al., 2019).

Conclusions

Since the emergence of learning analytics in 2011, understanding and improving 
student learning has been central to the institutionalization of LA. There is evi-
dence that LA can improve course design, increase the effectiveness of pedagogi-
cal strategies, allow institutions to identify students-at-risk and offer personalized 
support. However, there is the danger that LA is presented as a simple panacea 
which underestimates how it also depends on more than the collection and analy-
sis of student data. Evidence shows that student success should be understood in 
the nexus of often mutually constitutive factors and relations between students (their 
demographics, prior learning experiences, and efficacy), academic and institutional 
cultures, strategies and macro-societal factors. Understanding student success eco-
systemically therefore requires us to see LA as a data ecosystem requires acknowl-
edgement and intentional nurturing of the relationships, interdependencies and data 
flows between a variety of stakeholders and data interests.

The analysis has shown that most of the frameworks analysed here do acknowl-
edge LA as part of institutional ecosystems, and to a lesser extent, as part of intra-
institutional ecosystems. There is, however, a lack of understanding of LA as part 
of an increasingly commercial data ecology, directly impacting on students’ privacy 
and their right to data sovereignty. Student data is much more than a resource to 
regulate learning and forms an integral part of the asymmetrical power relationship 
between institutions, commercial interests and students. We must consider student 
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data interests as an integral part of LA as an ecosystem where students are not data 
subjects, but equal partners with rights to data sovereignty.

Finally, throughout this article we argued that understanding learning analytics 
as a data ecosystem within a larger data ecology has implications for data steward-
ship, student privacy, and ethics. We cannot ignore, as illustrated in this article, the 
different data interests of a range of stakeholders. While it falls outside of the scope 
of this article to consider and map the ethical implications in learning analytics as 
part of a broader data ecology, this analysis provided some glimpses such as our dis-
cussion of ‘data as risk’ (Greller & Drachsler, 2012) referring to the risks inherent 
in predictive analytics, the commercial interests in monetizing student data and the 
‘flattening’ of the student experience to what we can measure and quantify. While 
ethics were discussed in most of the frameworks used in this analysis (Table  3), 
there is lack of critical consideration of how current understanding of the ethics in 
learning analytics will change if we would consider learning analytics to be part of 
a broader data ecology. The analysis presented in this article does, however, suggest 
the need for a thorough investigation of the ethical implications of learning analytics 
as part of a broader data ecology, and specifically, institutions’ moral and legal obli-
gations to have students’ best interests at heart.

Limitations

We acknowledge the limitations in using the research by Khalil et al. (2022) in their 
analysis of LA frameworks as the baseline for this study as well as acceptance of the 
criteria they used in identifying 11 frameworks as the most comprehensive. In this 
paper we differentiate between data ecologies and data ecosystems but both these 
concepts are relatively new and are often used interchangeably.

We also acknowledge that interpretation is integral to a deductive content analy-
sis and as such, we recognize the inherent subjectivity inherent in the interpretation 
and analysis. In mitigating this subjectivity, the researchers were as transparent as 
possible regarding their interpretations and the coding that followed from the inter-
pretation. We believe that other researchers using the coding heuristic would repli-
cate, to a large extent, the main findings of this research.
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