ORIGINAL RESEARCH

Aitac: an identity-based traceable anonymous communication model

Fengyin Li' - Zhongxing Liu’ - Yilei Wang' - Nan Wu? - Jiguo Yu3*#. Chongzhi Gao® - Huiyu Zhou®

Abstract

In the big data background, data privacy becomes more and more important when data leakage and other security events
occur more frequently. As one of the key means of privacy protection, anonymous communication attracts large
attention. Aiming at the problems such as low efficiency of message forwarding, high communication delay and abusing of
anonymity, this paper presents an identity-based traceable anonymous communication model by adding a preprocessing
phase, modifying the ciphertext structure and increasing the controllability of anonymity. Firstly, a new identity-based
signature algorithm is proposed, and its security is proved via existential unforgeability against chosen-message attacks
(EU-CMA). The signature algorithm is further applied to the anonymous communication model to implement the
controllability of revocable anonym-ity. Secondly, by adding a preprocessing Setup phase, the operations of
identifications distribution and user authentication are launched before the anonymous communication phase starts, and
this practice significantly improves the efficiency of the anonymous communication model. Finally, by adding the hash
value of the message and the user identification as the message authentication code, we design a new ciphertext
structure, which can efficiently guarantee the integrity of the ciphertext. Performance analysis and simulation results
show that the proposed anonymous communication model has high message forwarding efficiency and better security and
controllability of anonymity.

Keywords Identity-based encryption - Bilinear map - Privacy protection - Identifications - Anonymous communications

1 Introduction

With the development of network technology and increasing
big data applications, data privacy attracts more and more
attention (Li et al. 2009; Jayaraman and Panneerselvam
2020; Silva et al. 2020; Wang et al. 2020). As one of the
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key means of privacy protection, anonymous communication
has become a major research focus. Anonymous commu-
nication technology originated from the MIX-net mecha-
nism (Chaum 1981), which confuses messages through a
single or multiple MIX nodes to hide the user’s identity.
Later, two more anonymous communication schemes, TOR
(The Onion Router) network (Dingledine et al. 2004; Hiller
et al. 2019) and DC-net mechanism (Chaum 1988), were
proposed based on the onion routing algorithm and stand-
ard cryptography technology respectively. Subsequently,
anonymous communication has been developed rapidly in
neural network (Li et al. 2018a), cloud computing (Li et al.
2018b) and Internet of Things (Corrigangibbs et al. 2013),
and become an indispensable technology in the fields of
information security and privacy protection. TOR networks
achieve anonymity by layered message encryption in the
public key cryptosystem. However, TOR cannot resist traf-
fic analysis attacks (Bauer et al. 2007; Bai et al. 2008), and
requires every entity to be entirely honest, especially the
first and the last nodes. Otherwise, TOR network will be
broken with the collusion of the malicious nodes. The DC-
net mechanism obtains identity anonymity by arranging the
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entity to operate the same operation simultaneously in the
given time period. This method can resist traffic analysis
attacks effectively and assure the system security with the
existence of a few dishonest nodes. However, the DC-net
model requires all the users to be online at the same time
conducting anonymous communication, which is unfeasible
in applications (Hoang and Pishva 2014). To address DC-
net’s disadvantage of simultaneous online appearance, Jiang
et al. (2018) proposed Acibe, an identity-based anonymous
communication model, in 2018. The model allows the user
to upload and download multiple messages in each time
period, and encrypts messages through the identity-based
encryption scheme (IBE). However, the anonymous commu-
nication efficiency dramatically decreases with the increase
of the number of communication messages, and the message
integrity cannot be assured in the Acibe model.

To address these problems, by adding the preprocessing
Setup phase before anonymous communication, an identity-
based traceable anonymous communication model is pro-
posed in this paper. In our new model, users only download
and decipher the ciphertexts belonging to themselves, thus
the expense of anonymous communication is significantly
reduced. Furthermore, the proposed new signature algorithm
can assure the users to selectively reveal their identities to
other members if necessary, implementing the traceability of
anonymity in the anonymous communication model.

The main contributions of this paper are as follows:

1. We propose a new identity-based signature algorithm,
and proves its security in the model of EU-CMA. Fur-
thermore, it is applied to the anonymous communication
model to implement the revocable anonymity, and ena-
bling the controllability of anonymity in the anonymous
communication model.

2. By adding a preprocessing Setup phase, we achieve
preprocessing operations of identifications distribution
and identity authentication between the users. Thus, the
efficiency of the anonymous communication phase is
largely improved.

Furthermore, users can pick up ciphertexts sent to
them by interpreting the identifications prefix before
downloading. In this way, the decryption cost of anony-
mous communication is greatly reduced, and the effi-
ciency of message forwarding is improved.

3. By adding the hash values of the messages and the
identification as the message authentication code, this
paper presents a new ciphertext structure to guarantee
the integrity of ciphertexts. Thus, the receiver can ver-
ify the integrity of the decrypted messages, preventing
the adversary from replacing the identifications, and

improving the security of the anonymous communica-
tion model.

This paper is organized as follows. Section 2 introduces
the basics. Section 3 presents the proposed digital signature
scheme and justification, Sect. 4 reports the traceable anon-
ymous communication model with performance analysis.
Finally, Sect. 5 concludes this paper.

2 Preliminaries
2.1 Bilinear map

Bilinear mapping (Yu and Li 2019) is a function that gener-
ates elements in the third vector space from the elements
in a two vector space. It can be described by a quaternion:
(P, G,, Gy, e). G, G, are two cyclic groups of prime order
p,and e is amapping e : G, * G; = G,. e satisfies the fol-
lowing properties:

1. Bilinear: For any a,b € Z,,,P, Q € G,, there is
e(P*, Q") = e(P, Q).

2. Non-degeneracy: There is generator P in cyclic group G,
that the following formula holds: e(P, P) # 1g,dg, is the
identity element of cyclic group G,).

3. Computability: There is an effective algorithm that can
compute the value of e(P, Q) for any P,Q € G,.

2.2 Identity-Based Encryption

Identity-Based Encryption (IBE) is an encryption scheme
with the core of the trusted key generation center (KGC)
(Shamir 1985). The scheme generates the private key for
the user by using the user’s ID, and the user’s the public key
can be derived from the user’s public information, such as
ID and email address. In their scheme, the time for the user
to pass the public key can be omitted, because each user
knows the ID of the other user(s) and can encrypt messages
with it. This greatly solves the storage problem of public
key certificates. The scheme consists of four probabilistic
polynomial time stages: (1) Initialization; (2) Key genera-
tion; (3) Encryption; (4) Decryption.

1. Initialization: KGC randomly selects public parameters k
and system master key msk, and sets the plaintext space
M and ciphertext space C.

2. Key generation: KGC generates private key d using the
user’s ID and master key msk, and passes it back to the
user.
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3. Encryption: The sender uses the public key ID of the
receiver to encrypt the message m € M and obtains
ciphertext c € C.

4. Decryption: The receiver uses his private key d to
decrypt the ciphertext c and obtains the message m.

2.3 Strong diffie-hellman problem assumption

In the bilinear mapping groups (G,, G,), g; and g, are the
generators of G; and G, respectively, where G, may be
equal to G,. Then the q-SDH problem is defined as: Given a
(q+2)-tuple as input, the adversary outputs a pair (c, gl”: ),
where ¢ €, Z;. Then the advantage of the adversary in solv-

ing the q-SDH problem is defined as:

1

AsDH L&) = (e, 87 > €.

aar = PrlA(g), 82,85 -

The SDH problem is safe if and only if probability AS>?
of a successful attack by the adversary A in the polynomial

time is negligible.

2.4 Symbolic meaning

In this section, we list the important symbols used in this
paper and their definitions, as shown in Table 1.

3 A new identity-based signature scheme

Using the IBE and the Boneh-Boyen schemes (Boneh and
Boyen 2004), this paper presents a new signature algorithm
for plaintext m € Z;:

1. Initialization: Given the bilinear cyclic group param-
eter PG=(G,, G,, p, g, e, H), where G,, G, are two
cyclic groups of order p, g is the generator of G,
e : G; XG, = G, is the bilinear mapping, and
H: Z; — G is the collision-resistant hash function.

2. Key generation: Given the user’s ID, the key genera-
tion algorithm computes y = H(ID), and then randomly
selects x € Z;, computes g3 = g%, and returns a public/
secret key pair (pk, sk) as follows:

pk=(g3,y), sk=ux.

3. Signature: The signer randomly selects k € Z: and
uses private key skl=x to compute the signature
o =(0,,0,) = (g, y=+vm) for the message m, and returns
(m, o).

4. Verification: The receiver uses the received signature
(m, o) and the signer’s public key pk = (g3,) to verify

the validity of the signature. The receiver accepts the
signature if equation e(c,, 0,8:8") = e(g,y) holds.
5. Proof of the correctness of the signature scheme:

J
e(0,,0,838") = e(y=om, 8k838m)

ST M
= e(yien, g = e(g,y)

6. Proof of the security of the proposed signature scheme:

Theorem 1 If the q-SDH problem is hard, the signature
scheme is provably secure in the EU-CMA security model.

Proof Suppose there exists an adversary A who can break
the signature scheme with (¢, g, €) in the EU-CMA secu-
rity model. We construct a simulator B to solve the q-SDH
problem with the ability of the adversary A. Given a problem
instance (g, g%, g%, ..., g over the pairing group parameter
PG, B and A cooperatively works as follows.

Setup Let SP=PG, B randomly chooses
Wg, @y, ..., 0, € Z;‘ and computes the public key
pk = (g5,y) from the problem instance and the chosen
parameters:

g5 = ga’y — gwo(a+wl)---(a+wq)’
where the secret key x = a, and we require q=g¢,.

Query The adversary makes signature queries in
this phase. For the i-th signature query on m;, B enables

k; = w; — m; and uses the problem instance g, g%, g“z, ..,8"
and the chosen parameters @, @, ..., w, to compute the
signature:

wg(a+wy)--(a+wg)

C, = (Gl’ 0'2) = (gwx_mi’g atw;—mj+m; )
i

= (g

—m; , gwo(a+a)1 ) (atw;_ ) at+w;, )~~(a+a)q))

(@)

According to the signature definition and the simulation
algorithm, the following equation holds.

1 wo(a+wl)---((1+mq)
— yXtkiEm — a+w;—m+m; —_
0y = yWHhitm = g i—mjtm; =g

wy(a+w)-(a+w;_, )(a+a)[+l)~~~(a+a)q)

(©)

Table 1 Symbol list

Symbols Meaning

d; The privacy key of user U;

id; The public key of user U;

n; The identification set by user U; to user U,

N The number of members in an anonymous group
C The ciphertext

M The message
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therefore, o, is a valid signature of m;.
Forgery The adversary returns a forged signature on the
challenge message m” that has not been queried:

w0 1
O = (07,03) = (8", y=For) @)

If equation m* + k* = m;f + r; holds for some que-
ried signature of m;, abort. Otherwise, let c = m* + k¥,
we haVle c# w; =m + k. fog all ie[l,q], and

by (a+of)-(@+ag
« ooy
O, =

2

ym = yx+c = atc .

d
Leto) = gﬂa)ﬂ? , where f(a) is a (q— 1)-degree poly-
nomial function, d is a nonzero integer. The simulator B
computes the following equation.

d
6; 1 gf(a)"'ﬁ 1

(W)d =( gf(a) )d = ga+c (5)

and outputs (c, gﬁ) as the solution to the q-SDH problem
instance.

Considering the hardness of the g-SDH problem, theo-
rem 1 is proved.

Indistinguishable simulation The randomness of the
simulation includes random numbers in the key generation
and the signature generation. Let y = g®o@+@)(a+®) — o7,
There are

X ki ky, ..k

g, = G wg(a+ o) (a+o,),

—-m

W) =M, W) =My, ..., 0, 4

According to the setting of the simulation, where
a, w,, w; are randomly chosen, we can see that they are
random and independent from the point of view of the
adversary. Therefore, the simulation is indistinguishable
from the real attack.

Probability of successful simulation and useful attacks
Suppose there is no abortion in the simulation. The ran-
dom numbers in the queried signature and the forged sig-
nature are k; and k*, respectively. If m* +k* #m,;p +r,
for all i €[1,q,], then the forged signature can be
reduced to the q-SDH problem. Because the probabil-
ity at m* + k* =m;f +r; is 1/qy, so the probability at

Fig.1 Time scheduling scheme

m* +k* #m;p +r,is 1 — 1/qy. Therefore, the probability
of the successful simulation and attacks is 1 — 1/q,,.

Advantage and time cost Suppose the adversary breaks
the scheme with (¢, g, €). The advantage of solving the
q-SDH problem is €. Let 7, denote the time cost of the
simulation. We have T, = O(q,). Therefore, B will solve
the g-SDH problem with (¢ + T, €).

4 |dentity-based traceable anonymous
communication model

In our proposed Aitac model, a preprocessing phase is added
before the communication phase, so that each two members
of the anonymous group has corresponding communica-
tion identifications, which reduce the number of ciphertexts
downloaded in the communication phase and reduces the
cost of anonymous communication. At the same time, by
adding the message authentication code, the problem of
identification replacement attack is solved. Finally, the pre-
vious signature scheme is applied to the Aitac model so that
the users can choose to remove the anonymity if necessary.
Our model is mainly composed of five parts: the overall
architecture, preprocessing phase, anonymous communica-
tion phase and performance analysis of the model.

4.1 The architecture
4.1.1 Time scheduling scheme

By adding the Setup phase to the time scheduling of the
Acibe model, the time scheduling scheme for our proposed
Aitac model is shown in Fig. 1.

The model proposed in this paper is composed of two
phases: Setup and anonymous communication phases.
The Setup phase is organized into five time periods:
T,,T,,T5,T,,Ts. During period T|, KGC generates the
user’s private key d and passes it back to the user. During
period T,, each user generates corresponding identifications
for other N—1 members, and uses the corresponding user’s

Communication

T4 | T2 | T3 | Ta| Ts

...... | t2 ] t3] ta

Round 1 Round n

TIME [
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public key id for encryption to obtain the ciphertext. Dur-
ing period T3, each user needs to upload N—1 ciphertext
encrypted and sent to the bulletin board. During period 7,
each user in the anonymous group needs to download all the
ciphertexts on the bulletin board. During period T, each user
tries to decrypt all the downloaded ciphertexts using his/her
own private key. If the ciphertext is encrypted with his/her
own public key, the corresponding identification n and the
ID of the sender can be obtained from the decryption result.

The anonymous communication phase is organized into
several cycles, and each cycle is organized into four periods:
1, 1, 3, t,. During period ¢, the sender uses the public key id
of the receiver to encrypt the plaintext and retrieve the corre-
sponding ciphertext. During period f,, each user uploads the
ciphertext to the bulletin board at least once. During period
13, each user identifies the prefixes (namely identifications n)
of all the ciphertexts on the bulletin board, and then down-
loads the ciphertexts belonging to their own identifications.
At the same time, it is necessary to ensure that each user
downloads the ciphertext at least once for updating during
this period. If there is no corresponding ciphertext on the
bulletin board, any ciphertext on the bulletin board will be
randomly downloaded. During period #,, the receiver uses
his/her private key d to decrypt the downloaded ciphertexts
and recovers the plaintexts.

Specific processes of each phase will be explained in the
following Sects. 4.2 and 4.3.

4.1.2 Security goal

The security of the anonymous communication model is
reflected in the following aspects:

1. Confidentiality of message ,,: As a model using the IBE
scheme, ensuring the confidentiality of the plaintext is
a basic requirement. In this paper, the public key sys-
tem is used for encryption, so that the confidentiality of
the plaintext is firmly guaranteed in the proposed Aitac
model.

2. Anonymity of the sender: In the anonymous group,
except the sender and the receiver, other N—2 members
do not know the identity of the uploaders corresponding
to the ciphertext on the bulletin board. The senders can
also selectively use the signature algorithm to gener-
ate their own signatures to ensure that other users know
their true identities.

3. Anonymity of the receiver: Other members of the anony-
mous group do not know the identity of the receiver, and
only the sender knows the identity of the receiver in this
communication.

w clyennee ¢ |
KGC L@ chy...ch.CRa...Cly BU"etin
sery
; Board
dn '_|Us'er“ Chy-recee CMa

z%

Fig.2 The processes of the Setup phase

4.2 Preprocessing phase

This phase can also be called the Setup phase, which mainly
generates and transmits the user’s private key d and identifi-
cations n. The specific processes are shown in Fig. 2.

For the Setup phase, this paper is organized into three
parts: (1) The generation of public parameters; (2) The gen-
eration of the user’s private key; (3) Generation and trans-
mission of identification n.

1. The generation of public parameters: Let G, G, be
two cyclic groups of order p, and there is a bilinear
mapping e : G; X G; = G,. Suppose g is the genera-
tor of cycle group G;. KGC randomly selects A € Z;‘
as the system master key, and let g, = g*. g, is ran-
domly selected from G;. The public parameters are
PG =(G,G,,8.81:82.6:D)-

2. The generation of the user’s private key: KGC ran-
domly selects r € Z*, then computes the user’s private
key d = (d,,d,,d5,) = (88", g", g"") according to the
user’s identity id(id € Z;j), and passes the private key
back to the user. The user’s id is the public key.

3. Generation and transmission of identifications n;;:

At this step, each user Uj(i=1,2,---,N) in the
anonymous group generates N — 1 large random num-
ber n; € G,j=1,2,---,N,j#1i), which acts as the
identifications label for the remaining N — 1 users

UG=12-,N,j#i) in the following anonymous

communication.

At the same time, user U; randomly generates param-

eters tij,sijEZ;(i,j:1,2,~~~,N,j;éi), and uses the
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corresponding public keys id;(j = 1,2, -+, N, j # i) of user
U; to encrypt his/her 1dent1ﬁcat10n Then,U; puts the key
hash value h'% i(id; || ny) of the identity id; and the identi-
fication n; in the posmon of the second parameter as the
identity authentication code. Finally, the identity of the
sender is added as the first parameter of the ciphertext.
The format of the ciphertext is:

= (cgr € €. €. € €§) = (id;, W (id. ny). (8. 82)" - n.8

l(l+S)

The anonymous communication phase is composed of
four steps:

1. Encryption:
For the given message m , the sender U, firstly
computes the ciphertext by the identity-based encryp-

tion algorithm. Then U; assigns the identificationn;

.88 ©)

Then the sender U; uploads the encrypted ciphertext c
to the bulletin board. As shown in Fig. 2, cl, ..., C,i is the
ciphertext of the identifications generated by the first user
for the other N-1 users.

After the upload step, each user in the anonymous group
must download all the ciphertexts on the bulletin board and
then decrypt all the ciphertexts according to their own pri-
vate keys d=(d!, d, &%) = (ghg\"", &', "),

zd(t i+s; )
6(81782)”6(8 81

ld r L)

")

. ed el

n.: =~¢
I 2@ e, )

e(gzgﬁ g')e(g's
(N
If it is a ciphertext encrypted with the receiver’s own pub-
lic key, it can be decrypted to get the ciphertext n;;. At the
same time, the receiver can hash the decrypted 1dent1ﬁca-
tion n; with the first parameter, that is, the identity id; of the
sender, to examine whether or not the hash value obtained
is consistent with the second parameter 1 (id;, n;) in the
ciphertext. If consistent, the plaintext is proved to be correct;
Otherwise, the identification n; is wrong or the identity id, is
replaced by the attacker.
Note: Each user is required to upload at least once dur-
ing the transmission of identifications and download all the
ciphertexts.

4.3 Anonymous communication phase
4.3.1 Anonymous communication model

After each user retrieves his/her own selected N — 1 identi-
fications from the other N — 1 users during the Setup phase,
he/she can filter out his/her own ciphertexts from the bul-
letin board before downloading them during the commu-
nication phase. That is, he/she does not need downloading
and decrypting other ciphertexts unrelated to him/her. At
the same time, he/she knows the identity of the sender from
the prefix of the ciphertext. This filtering operation greatly
reduces the burden of downloading and decrypting the rel-
evant operations in the anonymous communication phase.
The specific communication process is shown in Fig. 3.

of the corresponding receiver U, as a prefix of the
ciphertext, and uses the keyed hash value /i(m || n;)
of message m and identification n; in the position
of the second parameter as the message authentication
code. The receiver’s public key id; is used as the key of
the hash function. We can retain the following ciphertext

structure:

¢ =(cg,Cy,Cy,C3,C4,Cs5)

id;(t;+s; ) Si ¢t
m, g 8,87

(®)
As shown in Fig. 3, C; = Enc(m,) indicates that the
sender U, encrypts the message m,; by performing
the above encryption formula to obtain the ciphertext:

= (n, K% (m || n;), e(g,.8,)"

di(t);+s);)

) id:
hld’(ml Il n1j)’e(81,82)1” -my, 8y’ »8

S1j

g’ 8"
©))

where the first parameter of the ciphertext is the iden-

tification n 1js which indicates that the receiver of the

ciphertextis U; and its public key is id;.

2. The sender uploads the ciphertext: In the upload step,
each user uploads the ciphertext at least once;

3. The receiver downloads the ciphertext on the bulletin
board: In the download step, the receiver filters the
ciphertext according to the prefixes (namely, the iden-
tifications n;) of the ciphertext, and selects the cipher-
text belonglng to him/herself to download. C;, C;, Gy,
described in Fig. 4, are the ciphertexts with the identi-
fications by each receiver (User;, User;, User,) filtering

Enc(m,) = (nlj,

Y
C1=Enc(m4) Ci
——>

O G

Bulletin ¢ :
&)-User-
Board -

k=Enc(mg)
Usenl———— >

Cnh=Enc(mp)

ser|———— —>[useny

—

Fig.3 The specific process of the communication phase
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Fig.4 Comparison of time cost in decryption step

the irrelevant information on the bulletin board. At this
phase, each user is required to download at least once.
If the receiver retrieves all the ciphertext and finds that
there is no identification belonging to him/herself, and
downloads the first ciphertext on the bulletin board.

4. The receiver decrypts the downloaded ciphertext: The
last step of the communication phase is that the receiver
decrypts the ciphertext downloaded in the third step with
his/her private key d;=(d", d*,d*) = (géglld’”r, g, g% to
obtain the clear message m:

e(d?, c3)

Tl cy)e(d cy)

(10)
At the same time, the receiver can hash the decrypted
message m with the first parameter, that is, the iden-
tification n;, to evaluate whether or not the hash
value obtained is consistent with the second parameter
hi”’/'(m I n,-j) in the ciphertext. If consistent, the plaintext is
proved to be correct; Otherwise, the message m is wrong

or the identification n; is replaced by the attacker’s.

4.3.2 Traceability of the proposed Aitac Scheme

The signature algorithm we designed in Sect. 3 can be
applied to the anonymous communication model in this
paper, that is, the users can use the signature algorithm to
generate their own signatures, selectively remove the ano-
nymity in the communication phase, and realize the trace-
ability of anonymity.

Since message m belongs to Z* in the signature
scheme, we first define a collision-resistant hash function:

H :G,— Zy, then compute K = H'(m), and then apply
the above signature algorithm so that all the users in the
anonymous group know the real identity of the sender, while
ensuring the privacy of message m:

1. Signed key generation: Given the user’s id, the key
generation algorithm computes y' = H'(id), and then
randomly selects x' € Z; as the signed privacy key, and
(g°,Y") as the signed public key.

2. Signature: The sender randomly selects k' € Z;‘; and
uses the private key x' to compute the signature
Oonder, = (0], 05) = (&°, Y (7)) for ', and returns
H, o

sender,, )-

Then the sender adds Ad(the) ciphertext
. idi(ty+s;) s .
c=(cp,Cp03.¢4) = (e(g).8)7 -m,g,"" ", g, g")and the
hash value /' used in the signing process of the ciphertext
structure to be sent, and the format of the ciphertext with the

additional signature is:

C = (Cp, C,,Cy, C3, Cy, Cs) = (ny, K%(m || my), o,

sender,y® id;, c,h')
Y
If the ciphertext sent by the sender contains signature
information, all the users know the sender’s identity in the
ciphertext during the communication phase, and then signa-
ture 6,4, can be verified using the sender’s signature pub-
lic key pk. Through verification, the result can be compared
with the last parameter /' in the ciphertext. If it is consistent,
the identity of the sender is id;. In this way, the anonymity
of the communication phase can be removed, and the mes-
sage m can be obtained by decrypting ¢ with the sender’s
encrypted public key.

ij

4.4 Performance analysis
4.4.1 Theoretical analysis

This paper mainly investigates the performance of the pro-
posed model from three aspects: traceability, security and
the efficiency of communication.

1. Traceability: This paper achieves the traceability of
the anonymity of the communication model through
the signature scheme proposed above. The sender
generates his/her own signature through the signa-
ture scheme and append the signature to the third
parameter position of the ciphertext structure, that is
C = (n,W'°(m || n), signy,,ge. -id,c, ). By publishing
the sender’s id, all the users can know and verify the
sender’s identity. In this way, the anonymity of the com-
munication model is removed.

2. Security: Security analysis is conducted according to
the three security goals proposed in the model, namely,
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Table 2 The comparison of the security by different models

Targets DC-net Acibe Aitac
Security of the message \/ \/ \/
Anonymity of the sender \/ \/ \/
Anonymity of the receiver \/ \/ \/
Traceability of anonymity X X \/

Table 3 The time costs of each phase by different models

Targets DC-net Acibe Aitac
The time cost of encryption process O(MN) o) oM)
The time cost of upload process O(MN) OoM) O(M)
The time cost of download process O(MN) O(MN) O(N)
The time cost of decryption process O(MN) O(MN) O(N)

Note: M represents the number of the messages, and N represents the
number of the users in the anonymous group

the security of the message, the anonymity of the sender
and the anonymity of the receiver. The security of the
message can be guaranteed by the identity-based encryp-
tion (IBE) scheme. As long as the encryption scheme is
secure, the message is secure. We here adopt the IBE
scheme proposed in the ElGamal public-key system
(Elgamal 1984), which can protect the anonymity and
resist the attacks of any CPA adversary. The anonymity
of the sender is guaranteed by the central storage struc-
ture of the bulletin board. All the senders’ messages are
uploaded to the bulletin board for centralized obfusca-
tion, so it is impossible to know which message corre-
sponds to the sender. The anonymity of the receiver is
guaranteed by two parts: the IBE scheme and the down-
loading phase of communication. First, the IBE scheme
ensures that when the sender encrypts the receiver’s
public key ID, other users do not know the receiver’s
ID. In the downloading phase of communication, each
user is required to download the ciphertext at least once,
which can ensure that there is no case such as “only
one user downloads” so the receiver’s anonymity can
be guaranteed.

3. The efficiency of communication: First, the model
adds the Setup phase before communication, which
seems to be more complicated, but by joining the Setup
phase, each two users in the anonymous group have a
unique identification. Therefore, the user can filter the
ciphertext during the downloading phase, which greatly
reduces the download volume and improves the effi-
ciency of the communication process. The Setup phase
only takes up the first period in the entire communica-
tion period, and all the rest of the communication period
allows us to filter the ciphertext with the identification,

thus the efficiency of communication can be secured. In
general, the efficiency of the entire model is improved
significantly.

For the description of the above three aspects, we com-
pare the proposed model with the Acibe and DC-net mod-
els. The comparison of the security for the three models is
shown in Table 2.

At the same time, according to the time costs of each
phase in the three models, the comparison is shown in
Table 3.

4.4.2 Experiment simulation

The model in this paper is implemented in Java, where the
bilinear mapping is written using jPBC library in Java. The
simulation environment of the whole model is built on a
PC with a CPU 2.13 GHz and 6 GB of RAM. The perfor-
mance of the model is compared with that of Acibe, cMIX
(Chaum et al. 2017) and Riffle (Kwon et al. 2015). Because
the model proposed in this paper has the Setup phase, each
user in the anonymous group generates identifications for the
other N — 1 members, and the ciphertext of identifications
by encrypting their passes to corresponding users so that
the identification can be used as a ciphertext prefix. Thus,
the users can collect the ciphertext information by identify-
ing the prefixes without downloading all the ciphertexts. As
less ciphertexts are downloaded, we have fewer decryption
operations, and the time cost of the decryption step is much
lower. This paper simulates a complete communication pro-
cess, ignoring the communication cost in the upload and
download phases, and gradually increases the number of the
messages to 1000 in one communication cycle. We observe
the changes of communication time with the increase of
message numbers, and get the time cost in the decryption
step as shown in Fig. 4.

In the private key generation phase, the Acibe model
requires that the user’s private key be recalculated every
communication cycle, while the model proposed in this
paper only requires the private key to be calculated once
during the Setup phase, and all the subsequent communica-
tion cycles use the calculated key. Therefore, the time cost of
the private key generation in our model is only related to the
number of the users in the anonymous group, but not to the
number of the messages that need to be communicated. This
greatly simplifies the calculation of private key generation
and improves the efficiency of anonymous communication.
The time cost comparison of the private key generation is
shown in Fig. 5.

Regarding the encryption of messages, the model
described in this paper is the same as the Acibe model, so
the time cost of the encryption process increases logarith-
mically with the increase in the number of messages. In
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Fig.5 The time cost comparison of the private key generation
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Fig.6 The time cost comparison of the encryption

the cMIX and Riffle models, the time cost of the encryp-
tion with the increase of the number of messages, there is
a linear growth. Therefore, the Riffle and cMIX have good
encryption performance when the number of messages is
few, but with the increase of the number of members and
communication messages, the time cost has increased sig-
nificantly. The time cost comparison of the encryption is
shown in Fig. 6.
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Fig. 7 Comparison of time cost in the entire communication period

The model in this paper compares with the DC-net
model in the whole communication phase, as the num-
ber of messages increases, the time cost decreases sig-
nificantly. Even compared with the Acibe model, there is
no limit on the number of messages in a communication
cycle, and the time cost of communication is still signifi-
cantly reduced. In order to ensure strong anonymity, the
Riffle and the cMIX model sacrifice the efficiency of com-
munication, so the communication cost increases linearly
with the increase in the number of messages. Therefore,
the efficiency of communication in this paper is signifi-
cantly improved compared with the previous communica-
tion models. The specifications are shown in Fig. 7.

Through the experimental analysis, the efficiency of
the model proposed in this paper is mainly improved in
the two phases: private key generation and decryption.
Especially for a large number of anonymous messages that
require frequent communication, the performance of the
proposed model has been significantly improved.

5 Conclusions

In the big data area, data leakage and other security events
occur frequently, and data privacy becomes more and more
important. As one of the key solutions to protect data pri-
vacy, anonymous communication attracts research atten-
tion. To solve the problems of low efficiency during mes-
sage forwarding, high delay of communication and abuse
of anonymity in anonymous communication systems, this
paper has presented an identity-based traceable anonymous
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communication model by adding preprocessing opera-
tions, modifying the ciphertext structure and increasing
the traceability of anonymity. Performance analysis and
results of simulation show that the anonymous communi-
cation model proposed in this paper has better efficiency
of message forwarding, better security and the traceability
of anonymity. The decentralized edition of the proposed
scheme will be implemented in the future work for further
reducing computational complexity.
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