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Abstract
With the recent explosion in the number of wireless communication technologies, the frequency spectrum has become a 
scarce resource. The need of the hour is an efficient method to utilize the existing spectrum and Cognitive Radio is one such 
technology that can mitigate the spectrum scarcity. In a cognitive radio system, the unlicensed secondary user accesses the 
spectrum allotted to licensed primary users when it lies vacant. To implement dynamic or opportunistic access of spectrum, 
secondary users perform spectrum sensing, which is a quintessential part of a Cognitive radio. From the Cognitive user’s 
point of view, lesser error probability means an increased likelihood of channel reuse when it is vacant, and a higher detec-
tion probability signifies better protection to the licensed users. In both cases the decision threshold plays a pivotal role 
in determining the fate of the unused spectrum. In this paper, we study the difficulty of selecting an appropriate threshold 
to minimize the error probability in an uncertain low SNR regime. The sensing failure issue is analyzed, and an optimal 
threshold is computed that yields minimum error rate. An adaptive double threshold concept has been proposed to make the 
detection robust and a closed-form equation for optimal threshold has been derived to minimize the error. The novel findings 
through simulation results exhibit improvement in Probability of detection and reduction in probability of error at low SNR 
in the presence of noise uncertainty factor.

Keywords  Spectrum sensing · Probability of detection · Sample complexity · Adaptive threshold · Optimal threshold · 
Error probability

1  Introduction

The demand to substantiate the access to electromagnetic 
radio spectrum is at a crossroad. The emerging and ever 
increasing wireless technological options are attracting more 
and more demand for spectrum. There has been a significant 
surge in the demand for more spectrum since the onset of the 
pandemic due to outbreak of COVID 19 worldwide as every-
one is forced to stay home and be online always (Lutu et al. 

2020). Overcrowding of the spectrum seems like a cliché 
where it is assumed that it is overutilized but on the contrary 
it has been identified that most of the spectrum is under-
utilized and that actual cause of the glitch is the existing 
inefficient scheme of spectral allocation (Tech. Rep. 2002; 
Valenta et al. 2010) The present spectrum access method is 
grounded on the principle that segments the spectrum into 
exclusive licensed and unlicensed frequency bands. The 
measurements of spectrum occupancy depict that a sig-
nificant portion of spectrum lies unused in frequency, time 
and space (McHenry 2005). Cognitive Radio is a concept 
that promises to alleviate the spectrum shortage by effec-
tive and dynamic utilization of electromagnetic spectrum 
(Mitola and Maguire 1999). To allow dynamic access to 
the frequency spectrum, secondary users perform spectrum 
sensing. Spectrum sensing is thus a vital part of a Cognitive 
radio network which involves detection of an unused spec-
trum space to setup a communication link for the Second-
ary User (SU) without disrupting the Primary User (PU) 
transmission (Haykin 2005). The development of the first 
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wireless standard based on Cognitive radio concept IEEE 
802.22 form the basis as well as the foundation for ongo-
ing research in the promising area of CRs (Cordeiro et al. 
2006). The IEEE 802.22 WRAN standard was intended to 
function in the TV (Television) broadcast bands and makes 
sure that the incumbent operation of TV broadcasting, and 
low power licensed devices are not affected by any harmful 
interference.

Energy detection (ED) based spectrum sensing method is one 
of the most explored schemes which still has a lot of room for 
improvement especially due to its degraded performance at low 
SNR. It allows the detection of unknown signals without any a 
priori information with least computational and implementation 
complexity. (Shukla et al. 2016; Arjoune and Kaabouch 2019; 
Bhowmick et al, 2015). This work emphasizes on the enhance-
ment of the energy detection scheme by minimizing the error 
rate (also termed as probability of error) that creeps in at low 
(signal-to-noise-ratio) SNR in presence of uncertainty. At low 
SNR, the PU signal is too weak to be detected by the SU which 
may raise the false alarm. Therefore, low SNR regime is criti-
cally very important for spectrum sensing techniques in Cogni-
tive radio systems to reliably detect the incumbent PU signals 
and increase the detection probability. Furthermore, this paper 
proposes a double threshold-based spectrum sensing with a 
dynamic threshold factor to lessen the width of “no decision” 
region that is caused when the uncertainty in noise exceeds the 
SNR. The decision threshold is then optimized for this region 
with minimization of the error probability as the objective func-
tion. The performance of the proposed double threshold-based 
energy detection sensing has been examined thoroughly in terms 
of false alarm rate and detection probability under low SNR 
conditions. Comprehensive performance evaluation of energy-
based detection is provided which depicts enhancement in the 
detection performance and further minimization of the error rate 
at an optimal threshold.

The remaining of the paper is organized as follows: Sect. 1 
present a brief literature review of the recent research done 
in the field of spectrum sensing using energy detection tech-
nique at low SNR with uncertainty in noise and the outline 
of the contribution of this paper. Numerous references have 
been cited to bring out the significance of the proposed work 
and its relevance to the scientific community. Section 2 gives 
the general spectrum sensing system model and Sect. 3 pre-
sents the proposed method of sensing the spectrum. Section 4 
gives the simulation results and discussion with highlighted 
enhancement and improvement in the detection performance.

2 � Literature review

Recent research in the spectrum sensing has introduced 
methods like matched filter detection, cyclo-stationary 
feature detection, energy detection, cooperative sensing, 

etc. (Vadivelu et al. 2014; Hosseini et al. 2010; Letaief and 
Zhang 2009). Matched filter detection and cyclo-stationary 
based detection offers robust sensing performance but ren-
ders increased implementation complexity. The work pro-
posed by authors by Vadivelu et al. (2014), Hosseini et al. 
(2010), Letaief and Zhang (2009) are conventional indi-
vidual based spectrum sensing without the use of coop-
erative communication. Cooperative sensing method also 
promises enhanced sensing performance which is more 
reliable but at the cost of increased latency as well as hard-
ware complexity. Extra hardware cost is due to a greater 
number of sensors deployed for cooperative fusion of a 
common decision which also adds in some delay in report-
ing an availability of the spectrum. The difference between 
a cooperative sensing technique and a non-cooperative 
sensing method is that the former incorporates a fusion 
based decision through the concept of cooperative com-
munication (Anandakumar and Umamaheswari 2017). The 
work presented in this paper emphasizes on the enhance-
ment of a non-cooperative based spectrum sensing method 
using double adaptive threshold and optimization of deci-
sion threshold in the region of uncertainty at low SNR. As 
discussed in the previous section, energy detection tech-
nique which is individual based sensing method without 
the use of cooperation from more than one detector decoys 
the attention of the researchers worldwide but is limited 
by low SNR with uncertain noise. The main reason behind 
this issue is the pre-defined fixed threshold assignment 
policy adopted by conventional energy detection method. 
Various methods have been proposed in the existing litera-
ture to combat this problem through an adaptive threshold, 
double threshold concept or a multi staged detection pro-
cess. Apart from the methods that attain enhanced detec-
tion probability and reduced error rates through dynamic 
selection of threshold, there exists another major issue that 
limits the sensing performance. The minimum SNR value 
termed as “SNR Wall” in Tandra and Sahai (2008) which 
has been defined as a fundamental limit to SNR for spec-
trum sensing. It states that with uncertain noise, sensing 
fails below “SNR Wall” even when detection duration is 
mounted to a very high extent. The SNR wall for signal 
detection is related to uncertainty in noise and is calibrated 
as a major drawback for energy detection method.

The SNR wall has been taken up differently by dif-
ferent authors but fundamentally it has been regarded as 
result of uncertainty in noise. In Tandra and Sahai (2008), 
the SNR wall has been defined as the total uncertainty in 
noise which restricts any sensing method from detection 
and results in a detection failure. In Alink et al. (2011), 
the SNR wall has been quantified for cross-correlation 
that depicts it as a linear function of the amount of noise 
correlation. The authors in Mariani et al. (2011), have 
performed an asymptotic analysis of the estimated noise 
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power energy detector to compute the criterion for the 
existence of the SNR wall phenomenon.

The use of double thresholds in spectrum sensing has 
attracted a lot of attention due its enhanced sensing per-
formance and low complexity. However, this comes at the 
expense of some sensing performance loss as discussed in 
Xie and Chen (2012) in which maximum and minimum 
sensing threshold has been re-evaluated and presented. 
Adaptive double threshold-based detection given in Zhu 
et al. (2020) has included a weighting factor as a perfor-
mance metrics to improve the overall performance. In Ling 
et al. (2012) an adaptive threshold control is proposed by 
restricting the average interference to the PU within a tar-
get level and computes the threshold as a linear increasing 
function of the SINR. The authors in Sobron et al. (2015), 
have presented the use of a cost function dependent on a sin-
gle parameter which conveys the overall information about 
the availability of primary users. Another paper proposes a 
fast two step energy detection-based detection by improv-
ing the sampling process of conventional energy detection 
and further optimizes them (Lai et al. 2015). Some methods 
further emphasize on the “no decision region” or the “sens-
ing failure” scenario in a double threshold-based sensing. 
The authors in Avila and Thenmozhi (2015) have proposed 
a method to overcome sensing failure problem in double 
threshold-based detection. The work by authors Avila and 
Thenmozhi (2015) is inspiring and worth mentioning. It not 
only computes two levels of threshold for enhanced perfor-
mance under noise uncertainty but also allows its dynamic 
allocation through a closed form expression. Furthermore, 
the system has been made better via multiple energy detec-
tors at the receiver end. This work has been taken as the 
basis for further exploration in Sect. 4.

Apart from adaptive and double threshold-based detec-
tion, further improvement in the sensing performance is 
achieved through optimization. A lot of the existing opti-
mization techniques focus on the cooperative sensing meth-
ods via energy detection (Verma and Singh 2015; Na 2017; 
Mamisi and Sundru 2018; Mabrook et al. 2020, Suneel and 
Shiyamala 2021). A method based on the cooperative spec-
trum sensing where each CR incorporates and improved 
energy detector with multiple antennas for Rayleigh fading 
channels (Verma and Singh 2015). The authors in Na (2017) 
have given an adaptive Neuro-Fuzzy interference system 
(ANFIS) algorithm for making to detect the optimal and 
accurate free channels under fading and shadowing condi-
tions. Similarly, in Mamisi and Sundru (2018) the power 
of all the symbols collected near the spectrum is optimized 
using peak detection technique which reduces the power 
caused due to unwanted or noisy data. In some optimiza-
tion problems for spectrum sensing, the optimal number of 
sensing nodes is selected to enhance the energy efficiency 
(Mabrook et al. 2020). That means that the objective is taken 

to be energy efficiency and the parameter that is optimized is 
number of sensing nodes in a cooperative sensing environ-
ment. The second type of optimization problem attempts to 
maximize the throughput while maintaining the interference 
level from PU and other parameters at an acceptable level 
(Bagheri et al. 2020). The Gaussian model finds recognition 
in parameter optimization problems to attain minimum error 
probability. The aim for such methods is to attain minimum 
error rate or maximum throughput at an optimal threshold or 
allocated power (Avila and Thenmozhi 2015). The authors 
in Attpattu et al. (2011) have outlined the significance of 
adaptive threshold and proposed to enhance the sensing per-
formance in terms of increased detection probability with 
the use of adaptive threshold that is dependent on the noise 
variance. The results in Attpattu et al. (2011)  after using 
adaptive threshold has further been optimized using peak 
detection method.

From the given discussion one can infer that a double 
threshold-based concept, two thresholds are computed for 
two different ranges of SNR, while for adaptive one, the 
threshold is varied in accordance with the SNR. The sig-
nificance of this work in context to the use of double adap-
tive thresholds with respect to the recent research has been 
highlighted in the next section.

2.1 � Contribution

In above discussion, different methods of representing and 
interpreting the SNR wall has been given but none of the 
discussed methods address the “no decision” or region of 
ambiguity that arises due the SNR threshold. Overall, the 
existing literature talks about the existence of “SNR Wall”, 
that acts as a constraint for any type of spectrum sensing. 
Moreover, the schemes available using double threshold, 
adaptive threshold and dynamic thresholds are devoted to 
alleviating the degrading effect of noise uncertainty at low 
SNR due to fixed thresholding. However, only few of them 
addresses the problem of sensing failure or no decision 
region that occurs when detection is performed at an SNR 
lower than the SNR wall. This work takes up the existence 
of SNR wall and the no decision region at low SNR with 
uncertain noise. In this paper an attempt has been made to 
deduce an approach towards adaptive and dynamic double 
thresholds to combat the sensing failure and enhance the 
detection capability of an energy detector. Firstly, a concept 
of double threshold classifies the given sensing problem into 
two regions of low and high SNR. This helps in targeting 
the low SNR regime with more precision. As observed in 
the recent work discussed in the previous section, a vari-
able threshold would fetch better detection probability in 
presence of uncertain noise. A noise uncertainty factor has 
been included in the noise model and the adaptive- threshold 
solely dependent on the noise variance has been derived 
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through the proposed closed form equation in this paper. 
The subsequent sections and the simulated results repre-
sent the enhancement in the sensing performance that has 
been achieved through increased detection probability and 
reduced error probability at low SNR with uncertain noise 
using the proposed scheme of adaptive double thresholding.

Furthermore, one major research gap in all discussed 
optimization problems in Sect. 1 is that noise uncertainty 
has not been considered and the no decision region below 
the SNR wall has not been accounted for. This paper hereby 
takes optimization of the decision threshold with a different 
approach. Firstly, the sensing performance is made robust 
using the proposed novel adaptive double thresholds and 
then closed form expression has been derived for detection 
threshold at low SNR in presence of noise uncertainty. The 
results show the comparison of detection performance of the 
proposed method with the existing energy detection-based 
methods. The outcomes exhibit a significant improvement in 
detection probability of 27–39% and subsequent reduction in 
error probability at low SNR = − 10 dB by using the novel 
method of spectrum sensing.

3 � General spectrum sensing model

The energy detector is the most suitable method to sense the 
existence of a PU, in the nonexistence of complete knowl-
edge of the received signal. It encompasses measurement 
of the energy in the received signal over a specific time 
span. For practical reasons, it is assumed that noise follows 
a Gaussian distribution with a flat band-limited power den-
sity spectrum. To approximate the received energy over a 
fixed time sample of the noise, the sum of squares of statisti-
cally independent random variables having zero mean and 
equal variances is obtained through sampling (Attpattu et al. 
2011). The fundamental concept of energy detector relies 
on the estimate of the energy E(X) of the received signal 
to deduce a hypothesis for detection (H0 and H1) by each 
cognitive radio user as described in Fig. 1 and represented 
by Eq. (1).

In the Eq. (1), X(n) represents the received signal, n(n) rep-
resents the noise which is assumed to be white Gaussian and 
S(n) is the primary signal. If the spectrum is occupied by a 
Primary User (PU) signal S(n), the received signal information 
X(n) confirms unavailability of the spectrum hole by testing 
H1. Similarly, if the received signal consists of only noise, it 
tests the presence of a spectrum hole or availability by testing 
hypothesis H0.

(1)
{

H
0
∶ X(n) = N(n)

H
1
∶ X(n) = N(n) + S(n)

}

The spectrum availability is identified by evaluating the 
estimated energy to a predefined threshold λ. The threshold is 
computed through assumed noise variance and targeted prob-
ability of false alarm.

The two-performance metrics for a spectrum sensing tech-
nique are detection Probability (PD) and probability of false 
alarm (PFA). Detection probability is described as the prob-
ability that the detector can effectively detect the existence of 
PU whereas Probability of False Alarm (PFA) is the probability 
that the detection method declares the presence of the primary 
falsely due to noise. The mathematical expression for detec-
tion probability (PD) and the false alarm probability (PFA) is 
given as:

where Q(.) denotes Gaussian Complementary Cumulative 
Distribution Function. In these expressions, N denotes the 
number of samples which may be expressed as sample com-
plexity ( 10log10N ) (Urkowitz 1967]. The decision threshold 
λ and the number of samples N are major factor which ulti-
mately decides the vacant spectrum allocation to the SU and 
is expressed mathematically as in (4) and (5) according to 
Urkowitz (1967):

It can be observed from Eqs. (5) that if the SNR becomes 
low, then the number of samples (N) would increase drastically 
that will make sensing impractical to implement. Furthermore, 
if the uncertainty in noise (ρ) is introduced for practical pur-
poses and reliable performance, the Eqs. 2 and 3 would be 
modified to following expressions such that noise variance σn

2 

(2)PFA = Q

��
�

N�2
n

− 1

�√
N

�

(3)PD = Q

((
�

N�2
n

− 1 − SNR

)√
N

1 + 2SNR

)

(4)� = N�2
n
+ Q−1

(
PFA

)√
2N�2

n

(5)N =
2
[
Q−1

(
PFA

)
− Q−1

(
PD

)
(1 + SNR)

]2
SNR2

Fig. 1   Energy Detection
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lies in the interval [σn
2 /ρ, ρσn

2] with ρ ≥ 1as presented in Yu 
et al. (2012).

At low SNR and uncertain noise environment the selection 
of detection threshold (λ) by each SU becomes a crucial task to 
avoid missed detection or raised false alarm. In such a scenario 
sensing capability of the detection scheme becomes doubtful. 
It leads to a sensing malfunction illustrated by ambiguous/
uncertainty zone as shown in Fig. 2 even at higher sensing time 
(or greater number of samples N)

Because of the fluctuating noise, the received signal cannot 
be differentiated from noise and leads to higher error rate even 
at higher values of N or sensing time ( � = Nfs ). The error rate 
is defined as the error probability which is the sum of false 
alarm and missed detection probability. (PE = PFA + PMD). If 
ρ = 1, there exists no noise uncertainty and the situation is like 
an ideal case as expressed in (2) and (3). It can be observed 
that the noise uncertainty factor tries to increase the PFA and 
reduce the PD thereby effecting the system performance in an 
adverse manner. To compute the number of samples N, the 
Eqs. (6) and (7) are used and the detection threshold is equated 
as shown in Eq. (8).

Upon investigating the above-mentioned expression (8), 
one can infer the influence of uncertain noise on sensing in 
context to number of samples, detection duration and detection 
sensitivity. The number of samples N is basically the length 
of the samples over which the received signal is averaged to 
obtain its energy and thus, for better sensing performance it 
should not increase infinitesimally.

(6)PFA = Q

��
�

N�2
n
�
− 1

�√
N

�

(7)PD = Q

((
�

N�2
n
�
− 1 − SNR

)√
N

1 + 2SNR

)

(8)N =
2
[
�Q−1

(
PFA

)
− Q−1

(
PD

)
(1∕� + SNR)

]2
(
SNR −

(�−1)

�

)2

The consequence of including the uncertainty in noise is 
that the sensing performance deteriorates with increasing 
uncertainty factor according abovementioned Eqs. (6) and (7) 
which is further depicted in the simulation results.

At low SNR and in presence of noise uncertainty ρ, the 
sample numberN → ∞ , as SNR <  < 1. The sharp increase in 
N at low SNR and ρ > 1 is defined as sensing failure which is 
major tradeoff to sensing problems. The “SNR wall” is quanti-
fied as the total uncertainty in noise and is expressed as � − 1

�
 

and is taken as a major constraint that leads to failure of the 
detection capability. To attain enhanced sensing performance 
and ease the adverse impact of noise uncertainty, dynamic 
threshold factor ρ´ is introduced in (2) and (3) in such a way 
that λ lies in the interval [λ/ρ´, λρ´] as discussed in Madhunala 
and Rallapalli (2020), Attpattu et al. (2011). The sample num-
ber N is now written as:

The Eq. (9) for N clearly depicts that a dynamic threshold 
factor is introduced to annul the degrading effect of ρ on detec-
tion probability. In absence of ρ´ and presence of ρ, the sample 
number N → ∞ when SNR is low (SNR <  < 1). The sharp 
increase in N at low SNR and ρ > 1 is defined as sensing fail-
ure. Therefore, an Energy Detector based on Double Threshold 
concept (ED_DT) gives reliable results and reduces the effect 
of noise fluctuations. The two thresholds λ1, λ2, incorporate 
the uncertainty factor to account for the degradation in per-
formance caused by it and are expressed as follows according 
to Verma and Singh (2015, 2016):

However, the above expressions do not account for the 
detection in the region of confusion. The method described in 
Verma and Singh (2015) makes use of cooperative sensing to 
generate two-bit decisions to detect the signals that lie in the 
range (λ1 < E(X) < λ2). It increases the complexity and the cost 
involved in incorporating a fusion decision center.

4 � Proposed model

In this section, the proposed model for spectrum sensing 
using adaptive double threshold concept has been presented. 
The case when the received energy lies in the region of con-
fusion between the two thresholds at low SNR is considered 
and a method with adaptive double threshold (ED_ADT) is 

(9)N =

2

[
�
��Q

−1
(
PFA

)
− �

�
(

1

�
+SNR

)
Q−1(PD)

]2

[
SNR +

��

�
−

�

��

]2

(10)�1 = (� − 1)�

(11)�2 = (� + 1)�

Fig. 2   Region of Uncertainty/Confusion
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proposed. Further with optimal threshold in the uncertainty 
zone, a minimum probability of error is achieved for mini-
mum error during sensing.

4.1 � Adaptive double threshold (ED_ADT)

The double threshold concept (ED_DT) discussed in Sect. 3 
classifies the test statistic E(X) in:—State 1: PU signal pre-
sent (E(X) > λ2); State 0: only noise present (E(X) < λ1) and 
State x: Confused (λ1 < E(X) < λ2). Based on the positive 
influence of dynamic threshold factor ρ’, this section pro-
poses a novel method of spectrum sensing based on com-
putation of two adaptive thresholds in the uncertainty zone 
(ED_ADT). The confused region (λ1 < E(X) < λ2) is taken 
into consideration and is further sub-divided by two adap-
tive/dynamic thresholds λ10 and λ20 as shown in Fig. 3.

The thresholds λ10 and λ20 are derived from Eq. (5) and 
(6) and a dynamic threshold factor is introduced in such 
a way that they lie between λ1 and λ2 respectively. The 
dynamic threshold factor ρ’ increases λ1 to λ10 and reduces 
λ2 to λ20 as expressed below:

According to Eqs. (12) and (13), when the sensing is car-
ried out in the confused state then the decision is made more 
reliable by sensing the energy again and comparing it to the 
newly set thresholds. The inclusion of the dynamic thresh-
old factor aims at canceling out the adverse influence of the 
noise uncertainty factor. After the two adaptive thresholds 
have been generated according proposed ED_ADT, the deci-
sion D in the sensing process involves following rule:

The two novel thresholds λ10 and λ20 are termed as 
“adaptive” as they depend on the variable uncertain noise 

(12)�10 = (� − 1)���

(13)�20 =
(� + 1)

��
�

(14)D =

⎧
⎪⎨⎪⎩

1E(X) >
20

x
10

< E(X) <
20

0E(X) <
10

⎫⎪⎬⎪⎭

(ρ) and a dynamically changing parameter (ρ´). Apart from 
these two factors, it is dependent on λ of Eq. (4) which 
is in turn dependent on noise variance σn

2 ED_ADT dis-
plays improved detection probability when ρ´ > ρ such that 
the boundary of uncertainty zone shrinks (in Fig. 3). The 
main aim is to lower the false alarm and raise detection 
probability at low SNR to increase system robustness. The 
proposed ED_ADT works well at smaller values of SNR 
and promises enhanced detection performance even with 
increasing uncertainty in noise as confirmed by the simu-
lation results in Sect. 4.

4.2 � Optimal threshold for uncertainty zone

In the previous sub-section, novel approach based on adap-
tive double threshold for energy detector method for spec-
trum sensing was proposed to increase the robustness of the 
system. As per the proposed model in Eqs. (12) and (13), the 
double thresholds are made adaptive solely to make the sens-
ing decision more reliable and robust, when the detection is 
carried out in the confused state. The inclusion of the 
dynamic threshold factor aims at canceling out the adverse 
influence of the noise uncertainty factor. However, the prob-
lem of confusion or no decision region persists if the meas-
ured energy is within the range λ10 < E(X) < λ20. After the 
two adaptive thresholds have been generated according pro-
posed method, the decision D in the sensing process follows 
the rule as per Eq. (14) of Sect. 4.1. When the received 
energy lies within the uncertainty zone, sensing failure 
occurs and cannot be completed even if sensing duration is 
lengthened. This sensing failure issue can be addressed with 
the help of an optimal detection threshold. To sense the 
spectrum in the confused state and to attain minimum error 
probability in this region, an optimal threshold value λ* is 
deduced based on the Gaussian model for parameter optimi-
zation (Avila and Thenmozhi 2015). It has been observed in 
conventional energy detection with single threshold (ED), 
with double threshold (ED_DT) and adaptive double thresh-
old (ED_ADT) concept that selection of λ is not always easy 
and certain. In presence of uncertainty in noise and at low 
SNR the threshold selection becomes more of an optimiza-
tion problem. According to Lai et al. (2015), in this paper 
minimization of error probability 

(
PE = PMD + PFA

)
 is taken 

as the objective function to derive the optimal threshold. The 
detection parameters of Eqs. (6) and (7) in terms of noise 
uncertainty ρ are used to compute the PE. To obtain optimal 
threshold value, the error rate with respect to threshold, 
�PE

�
= 0  .  T a k i n g  Q(y) =

1

2
erfc

�
y√
2

�
 w h e r e 

�erfc(
y−a

b
)

�y
= −

2e
−
(y−a)2

b2

b
√
�

 , the equation for threshold optimization 

can be re-written in terms of ρ as given in Avila and Then-
mozhi (2015) and represented in (15):

Fig. 3   Dynamic double threshold concept
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Since the optimization of threshold is being performed for 
the uncertainty zone where ρ > 1 and SNR <  < 1 (low SNR), 
the term (1 + 2SNR) ≈ 1 in the denominator of Eq. (15), 
resulting in the following quadratic equation after taking 
natural logarithm (ln) on both sides:

The possible roots of Eq. (14) are: =
N�2

n
�±
√

N2�4
n
�2SNR

2
 , 

where λ > 0 and SNR <  < 1. For λ > 0 and SNR <  < 1, the 
selected decision threshold is: � =

N�2
n
�+
√

N2�4
n
�2SNR

2
 . The 

optimal value of threshold can be approximated as:

Thus, to avoid sensing failure in the region of confusion in 
presence of noise power fluctuations, the threshold is optimized 
using Eq. (17). This signifies that there exists one such decision 
threshold for energy detection-based spectrum sensing method 
which can yield minimal error without disturbing the PU’s activ-
ity at very low SNR. The Eq. (17) is a closed form expression 
for most suitable and optimal threshold calculation. To maintain 
a smaller number of samples N and keep PMD and PFA within 
acceptable limits, threshold λ can be adjusted in uncertain noisy 
environment using the expression in (17). Further, taking loga-
rithm and multiplying by 10 on both sides of Eq. (17), we get:

The threshold λ* in Eq. (18) is proposed as the optimal 
threshold for spectrum sensing in the region of confusion at 
very low SNR in presence of ρ to achieve minimal probabil-
ity of error. The uncertainty in noise is defined as 10 log10 � 
(dB) and the sample complexity is 10 log10 N for better pres-
entation of the obtain results. Keeping N small, PFA ≤ 10% , 
the threshold can be made adaptive using Eqs. (12) and (13) 
to obtain desirable results in terms of higher PD and accept-
able sensing time τ. The next section discusses the simula-
tion results and analyse the proposed model with the existing 
methods of spectrum sensing using Energy detection.

5 � Simulation results

To evaluate the adeptness of the proposed model, MATLAB 
based simulations were performed and analysed. The pro-
posed adaptive double threshold method (ED_ADT) with 
optimal thresholding is compared with conventional single 
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(18)10 log10 �
∗ = 10 log10 N + 10 log10 �

2
n
+ 10 log10 �

and double threshold energy detection (ED, ED_DT) meth-
ods with no noise uncertainty and under noise uncertainty 
for validation. According to the WRAN (Wireless Regional 
Area Network) standard IEEE 802.22 based on Cognitive 
radio technology; detection of PU signals is required to be 
done at a very low SNR of about − 20 dB and receiver sensi-
tivity as low as − 116 dBm (Cordeiro et al., 2006). Therefore, 
the focus of this work too is on the low SNR region, and 
for simulation purpose it is considered that the SNR varies 
from − 20 to 5 dB; the noise is AWGN with mean μ = 0 and 
σn

2 = 1, noise uncertainty is taken as 1 < ρ < 1.06; the number 
of samples 10 < N < 5000 from Madhunala and Rallapalli 
(2020), Atapattu et al. (2011).

The simulated plot in Fig. 4 shows the damaging conse-
quence of noise uncertainty on the detection probability at 
low SNR for a conventional single threshold-based Energy 
Detection (ED) method with varying values of N. It is noted 
with small uncertainty in noise the detection probability 
reduces at low SNR and it worsens as the number of sam-
ples reduces (ρ = 1.02). However, the detection probability 
exhibits robustness to uncertainty at higher SNR.

The comparison between the existing double threshold-
based detection ED_DT and proposed adaptive threshold 
based ED_ADT in terms of Receiver Operating Characteris-
tics (ROC) curve (PD Vs PFA) with N = 2000, SNR = − 10 dB 
and ρ = 1.02, 1.04 is presented in Fig. 5. It depicts that the 
ED_ADT performs better than the ED_DT method with 
noise uncertainty ρ = 1.02, 1.04 by 39.63 and 27.22% respec-
tively. The existing double threshold methods as discussed in 
Eqs. (10) and (11) of Sect. 4 has been abbreviated as ED_DT 
in the simulated results. It can be observed in Fig. 5 that, 
at ρ = 1.02, 1.04, the ED_DT method offers lower detec-
tion probability PD as compared to the proposed adaptive 
double threshold-based technique (ED_ADT) with the use 

Fig. 4   Effect of Noise uncertainty factor on detection probability
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of Eqs. (12) and (13). The unique feature to be pointed out 
here is that the ED_ADT gives increased PD when PFA < 50% 
(low) especially. Moreover, when noise uncertainty factor 
increases, the PD in ED_DT reduces but ED_ADT exhibits 
robustness against the uncertainty.

The simulated result in Fig. 6 shows the probability of 
error (PE) with respect to SNR (dB) for the proposed model 
based on adaptive thresholds (ED_ADT). It clearly shows 
that the error probability reduces only under uncertain noise 
(ρ > 1) at low SNR values (SNR < − 5 dB), where sensing 
failure is likely to occur. When noise uncertainty considered 
is 1.04, the probability of error increases for existing double 
threshold and conventional single threshold ED_DT and ED 
methods. It can be observed from the obtained plot that error 
rate reduces at higher SNR values with the use of proposed 

method ED_ADT. A reduction of about 30% in error rate is 
observed using ED_ADT at SNR = − 10 dB as compared to 
ED_DT. Thus, the two novel adaptive thresholds reduce the 
risk of missed detection or false alarm as it reduces the over 
all error probability.

Furthermore, the error probability is reduced by using 
optimal threshold as proposed in Sect. 3B. For simulation 
purpose, the normalized threshold is taken as λ* = λ/Ns, i.e., 
the threshold is normalized by the number of samples (Lai 
et al. 2015). The Receiver Operator Characteristic curves 
were obtained at different values of 0.95 ≤ λ* ≤ 1.50 for 
SNR = − 10 dB and – 5 dB when N = 2000. It is shown in 
Fig. 7 that the total error rate PE is reduced to a minimum 
value at optimal value of λ∗.

The PE versus normalized threshold for AWGN channel in 
presence of noise uncertainty ρ = 1.02, 1.04, 1.06 is depicted 
in Fig. 7 for SNR = − 15 dB and SNR = − 10 dB at N = 2000. 
The optimal threshold at ρ = 1.02 and SNR = − 10 dB is 
λ* = 0.78 i.e. -34 dB, and for SNR = − 15 dB, ρ = 1.06, 
λ* = 0.84 i.e. − 32 dB. It denotes that the value of optimal 
threshold and error probability increases with the increas-
ing uncertainty in noise. By increasing the number of 
samples N at SNR = − 15 dB and ρ = 1.04, the probability 
of error can be further reduced as shown in Fig. 8. This 
reduction justifies the proposed Eq. (17) and validates the 
minimization achieved at optimal threshold with increas-
ing sample number. It clearly marks that minimal error rate 
PE = 0.85, 0.5, 0.3 is attained at �∗ = 0.77 at N = 500, 2000 
and 5000 respectively. Thus, desirable sensing performance 
can be achieved by adjusting N at higher noise uncertainty 
and lower SNR by using the proposed optimal threshold 
Eq. (16). The plot in Fig. 9 presents the sample complex-
ity 10log10N with respect to SNR for ED, ED_DT and 
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ED_ADT. Sensing failure has been marked to signify the 
sharp rise in N ( N → ∞ ) between (− 14 < SNR < − 12 dB) 
when ρ > 1 (1.02) for ED and ED_DT methods. This sens-
ing failure is avoided using proposed ED_ADT method 
with a significant drop in N at SNR = − 12 dB. Finally, the 
result in Fig. 10 represents sample complexity with respect 
to SNR at increasing values of ρ. The detection failure is 
overcome by increasing the dynamic threshold parameter 
ρ’ with respect to the increasing uncertainty ρ. Though the 
sample number N increases when the uncertainty in noise 
becomes higher, but detection failure is overcome in all the 
cases (ρ = 1.02, 1.04, 1.06). By manipulating the value of ρ´ 
(ρ´ > ρ), an abrupt increment in N is eschewed and sensing 

is made successful. This was the reason why cognitive radio 
sensing is more focused on achieving smaller N or sens-
ing time for detection at low SNR. Therefore, the proposed 
model ED_ADT outperforms ED_DT substantially.

6 � Conclusion and future scope

A mathematical approach to compute optimal threshold to 
achieve minimum error rate for spectrum sensing in cogni-
tive radio systems in presence of noise uncertainty using 
energy detection has been proposed. The uncertainty in noise 
is considered and its effect on PD and PE has been studied 
and analyzed. It can be summarized that the proposed model 
can be utilized for estimation of adaptive double thresholds 
for low SNR region, and optimal threshold for confused 
region. Such an approach is of significant use for spectrum 
sensing in a low SNR scenario to avoid the sensing capa-
bility-sensing error tradeoff issue. The simulated results for 
ED_ADT validate the novel findings and propose to improve 
the sensing performance (PD) by 39.63% and 27.22% at low 
SNR = − 10 dB and − 15 dB with noise uncertainty factor 
ρ = 1.02, 1.04 respectively in comparison to existing double 
threshold method ED_DT. Similarly, probability of error is 
reduced at low SNR (< − 5 dB) in presence of uncertainty in 
noise using the proposed model with adaptive double thresh-
old ED_ADT. The derived expression for optimal threshold 
reduces the error rate to a minimum value of 0.3 at an opti-
mal threshold for uncertain noise at SNR = 10 dB. A note-
worthy reduction in number of samples with respect to SNR 
and noise level uncertainty is also reported that highlights 
the superiority of the proposed model. Hence, it is inferred 
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from the work that the proposed scheme of spectrum sens-
ing (ED_ADT) increases the detection probability, avoids 
sensing failure and reduces the chances of missed detection 
and false alarm for lower SNR with uncertain noise. The 
optimal threshold from the suggested equation minimizes 
the error rate even at very low SNR values and increasing 
uncertainty in noise.

Furthermore, the results presented in this work can be 
augmented with the use of other optimization techniques like 
particle swarm optimization, along with the proposed adap-
tive double thresholds-based sensing. This works focuses on 
detection probability and error rate only, however, a study on 
energy efficiency and throughput of the system could also 
be a future prospect.
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